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Ðàññìàòðèâàþòñÿ ïðèíöèïû ïîñòðîåíèÿ è îñíîâíûå âèäû êðàòêèõ íåèíòåðàêòèâ-
íûõ àðãóìåíòîâ ñ íóëåâûì ðàçãëàøåíèåì äëÿ âûïîëíèìîñòè áóëåâûõ ôóíêöèé
ñ èñïîëüçîâàíèåì ðàçëè÷íûõ ïîëèíîìèàëüíûõ íàáîðîâ, â òîì ÷èñëå è äëÿ àóòåí-
òèôèöèðîâàííûõ äàííûõ. Ïðèâåäåíû ðàçëè÷íûå àëãîðèòìû ôîðìèðîâàíèÿ ïóá-
ëè÷íûõ ïàðàìåòðîâ, äîêàçàòåëüñòâ äîñòîâåðíîñòè âû÷èñëåíèé è èõ âåðèôèêàöèè.
Ïðåäñòàâëåíû íåîáõîäèìûå êðèïòîãðàôè÷åñêèå ïðåîáðàçîâàíèÿ è íåêîòîðûå ïðè-
ìåðû ìíîãîñòîðîííèõ âåðèôèöèðóåìûõ âû÷èñëåíèé.

Êëþ÷åâûå ñëîâà: äîêàçàòåëüñòâî çíàíèÿ, äîñòîâåðíîñòü âû÷èñëåíèé, íóëåâîå
ðàçãëàøåíèå, êðàòêèå íåèíòåðàêòèâíûå àðãóìåíòû.

ZERO-KNOWLEDGE SUCCINCT NON-INTERACTIVE ARGUMENTS
OF KNOWLEDGE BASED ON SETS OF POLYNOMIALS

I. V.Martynenkov
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The paper discusses the basic principles of construction and the main types of zero-
knowledge succinct non-interactive argument of knowledge (zk-SNARK) which is used
in the model of a three-way insecure computing environment and based on sets of poly-
nomials. A number of zk-SNARK cryptographic protocols with different algorithms for
generating public parameters (Trusted Setup) are given, constructing succinct proofs
of reliability calculations (Prover) and public/designated verification of proofs (Veri-
fier). The cases of satisfying the feasibility of discrete functions (arithmetic/ Boolean
circuits) using different polynomial sets are presented in quadratic arithmetic pro-
grams (QAP), square arithmetic programs (SAP), quadratic span programs (QSP),
square span programs (SSP), quadratic polynomial programs (QPP), etc., also the
use of authenticated data are described. The cryptographic transformations needed
to build zk-SNARKs based on symmetric and asymmetric hash functions, exponential
knowledge problems, digital signatures, homomorphic encryption, bilinear pairings
based on elliptic curves, etc. are presented. Examples of multilateral verifiable calcu-
lations based on zk-SNARK are given.

Keywords: proof of knowledge, reliability of calculations, zero knowledge, succinct
non-interactive arguments.
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Ââåäåíèå
Ñèñòåìû äîêàçàòåëüñòâ äëÿ çàäà÷ êëàññà NP ïîçâîëÿþò äîêàçûâàþùåìó, â òîì

÷èñëå íåíàä¼æíîìó, óáåäèòü ïðîâåðÿþùåãî â òîì, ÷òî îáúåêò w îáëàäàåò ñâîéñòâîì L
èëè, ÷òî ýêâèâàëåíòíî, w ∈ L, ãäå L�NP-ïîëíûé ÿçûê. Â îáùåì ñëó÷àå ïðîâåðÿåòñÿ
âûïîëíèìîñòü äèñêðåòíîé ôóíêöèè C : {0, 1}n × {0, 1}h → {0, 1}l, ïðåäñòàâëÿþùåé
áèíàðíîå îòíîøåíèå RC = {(x,w) ∈ {0, 1}n × {0, 1}h : C(x,w) = 0l} ñ ÿçûêîì LC =
= {x ∈ {0, 1}n : ∃w ∈ {0, 1}h (C(x,w) = 0l)}. Åñëè l = 1, òî ôóíêöèÿ C(x,w) = {0, 1}�
áóëåâà ñõåìà, åñëè l > 1, òî àðèôìåòè÷åñêàÿ. Ïðåîáðàçîâàíèå â íåèíòåðàêòèâíûé
ðåæèì âûïîëíÿåòñÿ çà ñ÷¼ò äîâåðåííîãî ôîðìèðîâàíèÿ ïóáëè÷íûõ çíà÷åíèé íà îñíîâå
ñåêðåòíûõ ïàðàìåòðîâ çàùèòû. Íàïðèìåð, â êðèïòîâàëþòå Zcash ýòîò ýòàï íàçûâàåòñÿ
¾öåðåìîíèÿ¿ [1].

Êàê ïðàâèëî, êðàòêèå íåèíòåðàêòèâíûå àðãóìåíòû ñ íóëåâûì ðàçãëàøåíèåì âêëþ-
÷àþò òðîéêó àëãîðèòìîâ (G,P, V ): ôîðìèðîâàòåëü êëþ÷åé (Key Generator), äîêàçû-
âàþùåãî (Prover) è âåðèôèêàòîðà (Veri�er). Àëãîðèòì G ïðèíèìàåò λ ∈ N, äèñêðåò-
íóþ ôóíêöèþ C : {0, 1}n × {0, 1}h → {0, 1}l è ïðîâîäèò îäíîêðàòíóþ äîðîãîñòîÿùóþ
íàñòðîéêó îáùåäîñòóïíûõ ïàðàìåòðîâ âûâîäîì êëþ÷åé äîêàçàòåëüñòâà σ (Proving
Key) è âåðèôèêàöèè τ (Veri�cation Key). Íà îñíîâå σ, ïóáëè÷íîãî âõîäà ñõåìû x è
ñåêðåòà w, çíàíèå êîòîðîãî äîêàçûâàåòñÿ, àëãîðèòì P âû÷èñëÿåò äîêàçàòåëüñòâî π,
ïîäòâåðæäàþùåå çíàíèå w. Äëÿ ñîãëàñîâàíèÿ ñ àíãëîÿçû÷íûìè èñòî÷íèêàìè ñåê-
ðåò w, çíàíèå êîòîðîãî äîêàçûâàåòñÿ, áóäåì îáîçíà÷àòü êàê ñåêðåòíîå ñâèäåòåëüñòâî w.
Âåðèôèêàòîð V ïðîâåðÿåò, ÷òî π ÿâëÿåòñÿ äîïóñòèìûì äîêàçàòåëüñòâîì äëÿ x ∈ LC

è (x,w) ∈ RC :

(σ, τ)← G(1λ, C),

π ← P (σ, x, w),

0/1← V (τ, x, π).

Äëÿ ïàðàìåòðà çàùèòû λ ∈ N, äèñêðåòíîé ôóíêöèè C : {0, 1}n × {0, 1}h → {0, 1}l
è ïàðû êëþ÷åé (σ, τ)← G(1λ, C) åñëè âûâîäèòñÿ ïàðà (x, π), òàêàÿ, ÷òî íå ñóùåñòâóåò
(x,w) ∈ RC , òî V (τ, x, π) îòêëîíÿåò äîêàçàòåëüñòâî. Ïðîòîêîëû ñ íóëåâûì ðàçãëàøå-
íèåì äîëæíû îáëàäàòü ñâîéñòâàìè ïîëíîòû, êîððåêòíîñòè è íóëåâîãî ðàçãëàøåíèÿ [2].

Â äàëüíåéøåì äëÿ êðàòêîñòè âìåñòî íàèìåíîâàíèÿ ¾êðàòêèå íåèíòåðàêòèâíûå àð-
ãóìåíòû ñ íóëåâûì ðàçãëàøåíèåì¿ áóäåì èñïîëüçîâàòü ñòàíäàðòíîå îáîçíà÷åíèå ¾ïðî-
òîêîëû zk-SNARK¿ (Zero-Knowledge Succinct Non-interactive Argument of Knowledge).
Êîíñòðóèðîâàíèå è ïðèìåíåíèå ïðîòîêîëîâ zk-SNARK âêëþ÷àåò [3] îïèñàíèå ôóíê-
öèè F (·) íà ÿçûêå ïðîãðàììèðîâàíèÿ, êîìïèëÿöèþ èñõîäíîãî êîäà â àðèôìåòè÷åñ-
êóþ/áóëåâó ñõåìó, çàäàíèå êàíîíè÷åñêîãî ïðåäñòàâëåíèÿ ñõåìû â R1CS-ôîðìå, ïåðå-
õîä ê ïîëèíîìèàëüíîìó ïðåäñòàâëåíèþ (QAP, SAP, QSP, SSP, QPP è äð.) äëÿ ñâåäåíèÿ
äîêàçàòåëüñòâà ê âûáîðî÷íîé ïðîâåðêå ïîëèíîìîâ â ñåêðåòíîé òî÷êå, âíåñåíèå çíà-
÷åíèé ïîëèíîìîâ â ñòåïåíü ïîðîæäàþùèõ ýëåìåíòîâ ãðóïï è âûïîëíåíèå áèëèíåéíûõ
ñïàðèâàíèé. Ïîäðîáíîå îïèñàíèå îñíîâîïîëàãàþùèõ ýòàïîâ ïîñòðîåíèÿ è ïðèíöèïîâ
ðàáîòû ïðîòîêîëîâ zk-SNARK ïðåäñòàâëåíî â [4].

Ïðîòîêîëû zk-SNARK ÿâëÿþòñÿ ñòðîèòåëüíûìè áëîêàìè ìíîãèõ êðèïòîãðàôè÷å-
ñêèõ ïðèëîæåíèé, â ÷èñëî êîòîðûõ âõîäÿò çàùèù¼ííûå ìíîãîñòîðîííèå ðàñïðåäåë¼í-
íûå âû÷èñëåíèÿ [5�8], ãðóïïîâûå ïîäïèñè [9], ãèáêèå ñèñòåìû ïðîâåðêè [10], àíîíèì-
íûå ó÷¼òíûå äàííûå [11], äåëåãèðóåìûå ó÷¼òíûå äàííûå [12], ýëåêòðîííîå ãîëîñîâà-
íèå [13, 14], ôèíàíñîâûå òåõíîëîãèè ðàñïðåäåë¼ííûõ ðååñòðîâ íà îñíîâå êðèïòîâà-
ëþò [1, 15�21], ñõåìû äåëåãèðîâàíèÿ âû÷èñëåíèé ôóíêöèé ïî çàäàííûì âõîäàì ñ äîêà-
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çàòåëüñòâîì êîððåêòíîñòè ðåçóëüòàòîâ [22], êîíôèäåíöèàëüíûå ïîäòâåðæäåíèÿ ïåðå-
ñå÷åíèé ìíîæåñòâ (Private Set Intersection, PSI) áåç ðàçãëàøåíèÿ ñâåäåíèé î íèõ (ìîù-
íîñòü, ñîñòàâ è äð.) [23, 24], êîíôèäåíöèàëüíîå ñóììèðîâàíèå ýëåìåíòîâ ïî ïðèâàòíûì
àòðèáóòàì (Private Intersection-Sum, PIS) [25�27], îáðàùåíèÿ â áàçû äàííûõ íåäîâå-
ðåííîãî ïðîâàéäåðà áåç ðàçãëàøåíèÿ çàïðàøèâàåìûõ èíäåêñîâ (Private Information
Retrieval, PIR) [28] íà îñíîâå äèñêðåöèîííûõ ñõåì äîñòóïà [29, 30] ñ èñïîëüçîâàíè-
åì ¾øóìîâîãî¿ ïîäõîäà, ïî îòâåòàì êîòîðûõ íåâîçìîæíî âûäåëåíèå ôàêòà ïðèñóò-
ñòâèÿ/îòñóòñòâèÿ êîíêðåòíîãî îáúåêòà, è äð.

Èñ÷åðïûâàþùåå îïèñàíèå âñåõ ðàçíîâèäíîñòåé ïðîòîêîëîâ zk-SNARK íå ñîîòâåò-
ñòâóåò ôîðìàòó ñòàòüè, ïîýòîìó â íåé ðàññìàòðèâàåòñÿ ðÿä èñòîðè÷åñêè áàçîâûõ ñõåì
íà îñíîâå ïîëèíîìèàëüíûõ íàáîðîâ.

1. Ïðîòîêîë É. Ãðîòà íà îñíîâå ïåðåñòàíîâêè ýëåìåíòîâ âåêòîðîâ
Ïðîòîêîë DV zk-SNARK É. Ãðîòà [31] èñïîëüçóåò ïðåäïîëîæåíèå î âû÷èñëèòåëü-

íîé íàä¼æíîñòè çàäà÷è Äèôôè�Õåëëìàíà (q-Ñomputational Power Di�e�Hellman
Assumption, q-CPDH). Â [31] ïðèâîäèòñÿ ïðèìåð èñïîëüçîâàíèÿ ïóáëè÷íîé ïåðå-
ñòàíîâêè ρ, êîòîðàÿ óäîâëåòâîðÿåò ðàâåíñòâàì bi = aρ(i) äëÿ i ∈ {1, . . . , n}. Äëÿ
êðàòêîñòè îáîçíà÷èì {1, . . . , n} = [n]. Áîëåå ïîëíî èäåè ïðèìåíåíèÿ ïåðåñòàíî-
âîê ðàñêðûòû â ïðîòîêîëå Õ. Ëèïìàà [32]. Ðàññìàòðèâàåòñÿ ìàòðèöà n2 çíà÷åíèé
a11, . . . , ann, b11, . . . , bnn, ñîîòâåòñòâóþùèõ ëåâûì/ïðàâûì âõîäàì âåíòèëåé áóëåâîé ñõå-
ìû. Çíà÷åíèÿ â ñòîëáöàõ ôèêñèðóþòñÿ îáÿçàòåëüñòâàìè c1, . . . , cn, cj = grj

∏
i∈[n]

g
aij
i ,

çíà÷åíèÿ â ñòðîêàõ � îáÿçàòåëüñòâàìè d1, . . . , dn, di = gsi
∏
i∈[n]

g
aij
j(n+1). Â ðåçóëüòàòå çà-

ôèêñèðîâàííûå n çíà÷åíèé â cj ðàñïðåäåëÿþòñÿ ìåæäó ðàçëè÷íûìè n çíà÷åíèÿìè
îáÿçàòåëüñòâ di. Íåîáõîäèìî ïîñòðîèòü äîêàçàòåëüñòâî, ïîäòâåðæäàþùåå, ÷òî (cj, di)
ñîäåðæàò ñòîëáöû è ñòðîêè îäíîé è òîé æå ìàðòèöû.

Àëãîðèòì ôîðìèðîâàíèÿ êëþ÷åé (σ = (ck, σ̂, σ̄, σ̇))← G(1k)

1. Ôîðìèðóþòñÿ ïàðàìåòðû ãðóïïû gk = (p,G,GT , e), ïîðîæäàþùèé ýëåìåíò
g ∈ G \ {1}, ãäå p�ïîðÿäîê ãðóïïû G; e� áèëèíåéíîå ñïàðèâàíèå.

2. Ôèêñèðóåòñÿ ÷åòâ¼ðêà îãðàíè÷åíèé ìíîæåñòâ äëÿ q = n2 +3n− 2 çíà÷åíèé, ãäå
n�êîëè÷åñòâî ïðîâîäîâ (ïåðåìåííûõ) ñõåìû (äèñêðåòíîé ôóíêöèè):

S̃ = {1, . . . , n}, S̄ = {(n+ 1), . . . , n(n+ 1)},
Ṡ = {l ∈ [q] : l ̸= 0 (mod n+ 2)}, S ⊂ [q].

(1)

Â (1) ïîäìíîæåñòâî S ⊂ [q], ïðè÷¼ì q èìååò òàêîé âèä, ÷òî èíäåêñû íåíóëåâûõ
çíà÷åíèé ïðîâîäîâ ñõåìû (ïåðåìåííûõ äèñêðåòíîé ôóíêöèè) îãðàíè÷åíû S.

3. Âûáèðàþòñÿ ñëó÷àéíûå çíà÷åíèÿ x, α ∈ Z∗
p.

4. Ôîðìèðóåòñÿ êëþ÷ äîêàçàòåëüñòâà çíàíèÿ äëÿ q = n2 + 3n− 2 çíà÷åíèé:

ck = (gk, g, . . . , gq, ĝ, . . . , ĝq) = (gk, g, . . . , gx
n2+3n−2

, gα, . . . , gαx
n2+3n−2

).

5. Ñ èñïîëüçîâàíèåì ïîäìíîæåñòâ (1) ñòðîèòñÿ ãëàâíàÿ ññûëî÷íàÿ ñòðîêà
(Common Reference String, CRS) σ = (h, {hi}i∈S) = (gα, {gαi }i∈S), êîòîðàÿ îòêðû-
òî ïóáëèêóåòñÿ äëÿ âñåõ ó÷àñòíèêîâ ïðîòîêîëà è íåîáõîäèìà äëÿ ôîðìèðîâàíèÿ
è âåðèôèêàöèè äîêàçàòåëüñòâ:

σ̃, σ̄, σ̇ ← G(ck, S̃), G(ck, S̄), G(ck, Ṡ).
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6. Äëÿ ñõåìû äîêàçàòåëüñòâà ôîðìèðóåòñÿ ñåêðåòíàÿ ¾ëàçåéêà¿ tk = x, íåîáõîäè-
ìàÿ âåðèôèêàòîðó äëÿ èìèòèðîâàíèÿ êîððåêòíûõ äîêàçàòåëüñòâ.

7. Íà âûõîä ïîäà¼òñÿ CRS â âèäå σ = (ck, σ̂, σ̄, σ̇).

Àëãîðèòì äîêàçûâàþùåãî π ← P (σ, r1, . . . , rn, a11, . . . , ann, s1, . . . , sn, b11, . . . , bnn)
Îòêðûòûé âõîä èìååò âèä çàôèêñèðîâàííûõ îáÿçàòåëüñòâ c = (c1, . . . , cn), d =

= (d1, . . . , dn) ∈ Gn, à ñåêðåòíîå ñâèäåòåëüñòâî äîêàçûâàþùåãî âêëþ÷àåò ïîêàçàòåëè
ýêñïîíåíò r1, . . . , rn, s1, . . . , sn ∈ Zp è çíà÷åíèÿ âõîäîâ a11, . . . , ann, b11, . . . , bnn, íà îñíîâå
êîòîðûõ ñòðîÿòñÿ îáÿçàòåëüñòâà:

∀i, j ∈ [n]

(
cj = grj

∏
i∈[n]

g
aij
i , di = gsi

∏
j∈[n]

g
bij
j(n+1), aij = bij

)
. (2)

Íàïðèìåð, íà îñíîâå (cj, di) ∈ G2 ìîæíî ïðîâåðèòü êîððåêòíîñòü îáÿçàòåëüñòâ çà ñ÷¼ò
âûïîëíåíèÿ óðàâíåíèÿ e(g, di) = e(cj, ĝ). Âûïîëíÿþòñÿ ñëåäóþùèå øàãè:

1. Âûáèðàåòñÿ ñëó÷àéíîå t ∈ Zp, ñ ïîìîùüþ êîòîðîãî ôèêñèðóåòñÿ ¾ëàçåéêà¿.
2. Âû÷èñëÿåòñÿ íàáîð êîìïîíåíòîâ äîêàçàòåëüñòâà:

πL = gt
∏

j∈[n]
g
−rj
j(n+1), πR = gt

∏
i∈[n]

g−si
i ,

π̂L = ĝt
∏

j∈[n]
ĝ
−rj
j(n+1), π̂R = ĝt

∏
i∈[n]

ĝ−si
i ,

π̄L = h̄t
∏

j∈[n]
h̄
−rj
j(n+1), π̃R = h̃t

∏
i∈[n]

h̃−si
i .

3. Íà âûõîä ïîäà¼òñÿ äîêàçàòåëüñòâî π = (πL, πR, π̂L, π̂R, π̄L, π̃R).

Àëãîðèòì âåðèôèêàòîðà 0/1← V (σ, c = (c1, . . . , cn),d = (d1, . . . , dn), π)
Âåðèôèêàöèÿ ïîäòâåðæäàåòñÿ, åñëè ñ èñïîëüçîâàíèåì îáÿçàòåëüñòâ (2) âûïîëíÿ-

þòñÿ âñå ðàâåíñòâà:

e(g, π̂R) = e(πR, ĝ), e(g, π̃R) = e(πR, h̃), e(g, π̂L) = e(πL, ĝ),

e(g, π̄L) = e(πL, h̄), e(g, πL)
∏

j∈[n]
e(cj, gj(n+1)) = e(g, πR)

∏
i∈[n]

e(gi, di).

2. Ïðîòîêîë Ð. Äæåííàðî, Ñ. Äæåíòðè è Á. Ïàðíî
Âåðèôèöèðóåìûå âû÷èñëåíèÿ òåñíî ñâÿçàíû ñ ïðîòîêîëàìè zk-SNARK. Â VC

(Veri�able Computation) Ð. Äæåííàðî, Ñ. Äæåíòðè è Á. Ïàðíî [34] èñïîëüçóåòñÿ ïðîòî-
êîë ßî [35, 36], ïðåäíàçíà÷åííûé äëÿ äâóõñòîðîííåãî âû÷èñëåíèÿ ôóíêöèè F ñõåìû C
ïî ÷àñòíûì âõîäíûì äàííûì a, b. Ôîðìèðóåòñÿ çàìàñêèðîâàííîå çíà÷åíèå ñõåìûG(C),
âõîäà G(a) è îòïðàâëÿåòñÿ âòîðîé ñòîðîíå. Âòîðàÿ ñòîðîíà ôîðìèðóåò è íàïðàâëÿåò
ïåðâîé ñòîðîíå G(b) è âû÷èñëÿåò G(F (a, b)), à ïåðâàÿ ñíèìàåò øèôðîâàíèå è ïîëó÷àåò
èñêîìîå çíà÷åíèå.

Äåòàëüíåå, äëÿ êàæäîãî ïðîâîäà w âûáèðàåòñÿ äâà ñëó÷àéíûõ çíà÷åíèÿ k0w, k
1
w ∈

∈ {0, 1}λ, ïðåäñòàâëÿþùèõ çíà÷åíèÿ 0 è 1, ãäå λ�ïàðàìåòð çàùèòû. Ñòðîÿòñÿ çà-
ìàñêèðîâàííûå çíà÷åíèÿ âåíòèëåé g ñ âõîäíûìè ïðîâîäàìè wa, wb è âûõîäíûì ïðî-
âîäîì wz. Äëÿ i, j ∈ {0, 1} è ñèììåòðè÷íîé ñõåìû øèôðîâàíèÿ E çàìàñêèðîâàííàÿ
âåðñèÿ G(g) ïðåäñòàâëÿåò ñîáîé ÷åòûðå øèôðòåêñòà

γij = Ekia
(Ekjb

(kg(i,j)z )). (3)
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Ñõåìà øèôðîâàíèÿ E äîëæíà ïîääåðæèâàòü ñâîéñòâî ¾ïðîâåðÿåìîãî äèàïàçîíà¿: ñó-
ùåñòâóåò ìàøèíàM , äëÿ êîòîðîéM(k, γ) = 1 ïðè γ ∈ Rangeλ(k), ÷òî ïîçâîëÿåò ðàñïî-
çíàâàòü ñâÿçàííûå ñ êàæäûì âåíòèëåì øèôðòåêñòû. Äëÿ ñêðûòèÿ ñòðóêòóðû ñõåìû
ïîðÿäîê çàøèôðîâàííûõ òåêñòîâ ñëó÷àéíî èçìåíÿåòñÿ, ò. å. ïåðâûé çàøèôðîâàííûé
òåêñò íå îáÿçàòåëüíî êîäèðóåò âûõîä äëÿ (0,0). Ïåðâàÿ ñòîðîíà ôèêñèðóåò ñîîòâåò-
ñòâèÿ ìåæäó èñòèííûìè âõîäàìè 0/1 è ñîîòâåòñòâóþùèìè ñòðîêàìè k0w/k

1
w òàê, ÷òî

âòîðàÿ ñòîðîíà íå óçíàåò èñòèííûå âõîäíûå áèòû.
Còîðîíû îáìåíèâàþòñÿ ñîîáùåíèÿìè, ÷òîáû âòîðîé ó÷àñòíèê ïîëó÷èë çíà÷åíèÿ

ïðîâîäîâ, ñîîòâåòñòâóþùèå åãî âõîäíûì äàííûì (íàïðèìåð, k0b èëè k
1
b ). Âòîðàÿ ñòîðî-

íà óçíà¼ò ïî îäíîìó çíà÷åíèþ íà ïðîâîä, à ïåðâàÿ ñòîðîíà íè÷åãî íå óçíà¼ò î åãî ââîäå.
Âòîðàÿ ñòîðîíà èñïîëüçóåò çàìàñêèðîâàííûå çíà÷åíèÿ ïðîâîäîâ è âûâîäèò ðåçóëüòè-
ðóþùåå çíà÷åíèå âåíòèëÿ. Ïåðâàÿ ñòîðîíà ñîïîñòàâëÿåò äàííûå ñî çíà÷åíèÿìè 0/1 è
ïîëó÷àåò ðåçóëüòàò âû÷èñëåíèÿ F .

Àëãîðèòì ôîðìèðîâàíèÿ êëþ÷åé ñõåìû (PK, SK)← KeyGen(F, λ)
Èñïîëüçóåòñÿ ôóíêöèÿ F ñõåìû C ñ ñîîòâåòñòâóþùåé QAP [37] ðàçìåðà m è ñòå-

ïåíè d. Ïîëèíîìèàëüíûå çàäà÷è QAP òàêæå ðàññìîòðåíû â [38]. Äëÿ êàæäîãî ïðîâî-
äà wi âûáèðàþòñÿ ñëó÷àéíûå ìåòêè ïðîâîäîâ w0

i , w
1
i ← {0, 1}λ. Äëÿ âñåõ âåíòèëåé g,

ñîãëàñíî (3), âû÷èñëÿþòñÿ ïî 4 øèôðòåêñòà (γg00, γ
g
01, γ

g
10, γ

g
11). Â ñõåìå [37] èñïîëüçóåòñÿ

îòêðûòûé êëþ÷ PK äëÿ öåëîé ôóíêöèè, à íå äëÿ êàæäîãî îòäåëüíîãî âõîäà [39]. Îò-
êðûòûì êëþ÷îì PK ÿâëÿåòñÿ íàáîð øèôðòåêñòîâ, à ñåêðåòíûì êëþ÷îì SK �íàáîð
ñëó÷àéíûõ ìåòîê ïðîâîäîâ:

PK ←
⋃
g

(γg00, γ
g
01, γ

g
10, γ

g
11)),

SK ←
⋃
i

(w0
i , w

1
i )).

(4)

Àëãîðèòì ôîðìèðîâàíèÿ êëþ÷åé ñõåìû ãîìîìîðôíîãî øèôðîâàíèÿ
σx ← ProbGenSK(x)

Ôîðìèðóþòñÿ êëþ÷è (PKE, SKE) ← KeyGenE(λ) ñõåìû ïîëíîñòüþ ãîìîìîðôíî-
ãî øèôðîâàíèÿ. Ïóñòü wi ⊂ SK ÿâëÿþòñÿ çíà÷åíèÿìè ïðîâîäîâ, ïðåäñòàâëÿþùèìè
äâîè÷íîå âûðàæåíèå x. Òîãäà ïàðà îòêðûòûé/ñåêðåòíûé êëþ÷ ïðèíèìàåò ñëåäóþùèé
âèä:

σx ← (PKE,EncE(PKE, wi)),

τ x ← SKE.
(5)

Àëãîðèòì âû÷èñëåíèÿ ôóíêöèè σy ← CompPK(σx)
Âû÷èñëÿåòñÿ EncE(PKE, γi). Ñòðîèòñÿ ñõåìà ∆, êîòîðàÿ íà âõîäå w,w′, γ âûâîäèò

Dw(Dw′(γ)), ãäå D� àëãîðèòì ðàñøèôðîâàíèÿ, ñîîòâåòñòâóþùèé àëãîðèòìó øèôðî-
âàíèÿ E äëÿ èñêàæåíèé â ïðîòîêîëå ßî [35, 36]. Äëÿ ðàñøèôðîâàíèÿ ïóòè ÷åðåç øèôð-
òåêñòû, àíàëîãè÷íî îöåíêå çàìàñêèðîâàííîé ñõåìû ßî [35, 36], ìíîãîêðàòíî âû÷èñ-
ëÿþòñÿ EvalE(∆,EncE(PKE, wi) è EncE(PKE, γi). Äëÿ çíà÷åíèé ïðîâîäîâ w̄i, ïðåäñòàâ-
ëÿþùèõ y = F (x) â äâîè÷íîì ôîðìàòå, ðåçóëüòàòîì âû÷èñëåíèÿ ôóíêöèè âûñòóïàåò

σy ← EncE(PKE, w̄i).

Àëãîðèòì âåðèôèêàöèè y/0← VerSK(σy)
Èñïîëüçóåòñÿ ñåêðåòíûé êëþ÷ SKE (5) äëÿ ðàñøèôðîâàíèÿ w̄i ← EncE(PKE, w̄i),

à SK (4) � äëÿ ñîïîñòàâëåíèÿ çíà÷åíèé ïðîâîäîâ ñ âûõîäîì y. Åñëè ðàñøèôðîâàíèå
è ñîïîñòàâëåíèå óñïåøíû, òî âåðèôèêàöèÿ âûïîëíÿåòñÿ.
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Èñòî÷íèê [40] ïðåäñòàâëÿåò ïðîòîêîë zk-SNARK äëÿ ëþáîãî NP-ÿçûêà ñ íåáîëüøè-
ìè CRS è âêëþ÷àåò ñîîòâåòñòâóþùèå êîìïàêòíûå äîêàçàòåëüñòâà òîãî, ÷òî øèôðòåêñò
ïîëó÷åí èç îòêðûòîãî òåêñòà 0 èëè 1, à òàêæå äîêàçàòåëüñòâà âûïîëíèìîñòè ñõåì.

3. Ïðîòîêîë Ï. Ôàóçè, Õ. Ëèïìàà, Á. ×æàíà
Ï. Ôàóçè, Õ. Ëèïìàà è Á. ×æàí â [41] ââåëè íîâóþ (Λ, v)-ñõåìó îáÿçàòåëüñòâ ñ ¾ëà-

çåéêîé¿, â êîòîðîé n = poly(k), Λ = (λ1, . . . , λn) ∈ Zn
p �ìíîæåñòâî áåç ïðîãðåñ-

ñèè, ñîîòâåòñòâóþùåå [32], ïðè λi < λi+1, λi = poly(k) è v > max
i
λi. Ôèêñèðóþòñÿ

ïàðàìåòðû ãðóïïû gk, îïðåäåëÿþòñÿ ñåêðåòû (σ, α̂) ∈ Z2
p, äëÿ i ∈ [n] ôîðìèðóåò-

ñÿ íàáîð (gz,λi
, ĝz,λi

) = (gz, g
α̂
z )

σλi è óñòàíàâëèâàåòñÿ (hz, ĥz) = (gz, g
α̂
z )

σv
. Ïóáëè÷íûé

êëþ÷, ïðèìåíÿåìûé äëÿ ôîðìèðîâàíèÿ îáÿçàòåëüñòâ, îïðåäåëÿåòñÿ êàê ck = (gk,
(gz,λi

, ĝz,λi
)i∈[n], hz, ĥz), ¾ëàçåéêà¿ td = σ. CRS îáÿçàòåëüñòâ ck è ¾ëàçåéêè¿ cktd ôîð-

ìèðóþòñÿ àíàëîãè÷íûìè ñïîñîáàìè. Â ðåçóëüòàòå ôóíêöèè ïîñòðîåíèÿ îáÿçàòåëüñòâ
âåêòîðà a = (a1, . . . , an) ∈ Zn

p , îáÿçàòåëüñòâ ¾ëàçåéêè¿ è ðàñêðûòèÿ îáÿçàòåëüñòâ ¾ëà-
çåéêè¿ (ñîîòâåòñòâóåò âûïîëíåíèþ ðàâåíñòâà Com(cktd,0, r) = Com(cktd, a, rtd) èñïîëü-
çóþò ðàíäîìèçàòîð r ∈ Zp è èìåþò ñëåäóþùèé âèä:

Com(ck, a, r) = (hz, ĥz)
r

n∏
i=1

(gz,λi
, ĝz,λi

)ai = A,

Comtd(cktd, r) = Com(cktd,0, r) = (hz, ĥz)
r,

Opentd(cktd, td, a, r) = r −
n∑

i=1

aiσ
λi−v.

(6)

Ïðîòîêîë zk-SNARK íà îñíîâå ïðîèçâåäåíèÿ Àäàìàðà [41] ñîâïàäàåò ñ âàðèàí-
òîì [32], íî âìåñòî (Λ, 0)-ñõåìû èñïîëüçóåòñÿ (Λ, v)-ñõåìà ñâÿçûâàíèÿ. Êàê è ïðåæ-
äå, äîêàçûâàåòñÿ, ÷òî ïðè äàííûõ îáÿçàòåëüñòâàõ A,B,C (6) âûïîëíÿþòñÿ ðàâåíñòâà
ci = aibi äëÿ i ∈ [n].

Ïî ñðàâíåíèþ ñ [32] âû÷èñëåíèÿ äîêàçûâàþùåãî ñîêðàùàþòñÿ äîO(r−1
3 (n) log r−1

3 (n))
â Zp è 2O(r−1

3 (n)) âîçâåäåíèé â ñòåïåíü â G2, ãäå r3(n)�ìîùíîñòü íàèáîëüøåãî ìíî-
æåñòâà áåç ïðîãðåññèè Λ ∈ [n]. Âåðèôèêàöèÿ òðåáóåò ïÿòü áèëèíåéíûõ ñïàðèâàíèé è
îäíî ïðîèçâåäåíèå. CRS âêëþ÷àåò O(r−1

3 (n)) ýëåìåíòîâ ãðóïïû.
Â [31, 32] ðàññìîòðåíû ïðîòîêîëû zk-SNARK íà îñíîâå ïåðåñòàíîâîê, êîòîðûå

òðåáóþò çíà÷èòåëüíûõ âû÷èñëèòåëüíûõ ðåñóðñîâ. Â ïðîòîêîëå zk-SNARK ñ èñïîëü-
çîâàíèåì ïðàâîãî/ëåâîãî ñäâèãà íà ξ (rsftξ([[(A, Ã)]]) = [[(B, B̃)]]) [41] íà îñíîâå îáÿ-
çàòåëüñòâ A,B äîêàçûâàåòñÿ çíàíèå ξ äëÿ âûïîëíåíèÿ ðàâåíñòâà ai = bi+ξ ïðè
i ∈ [n − ξ] è an−ξ+1 = . . . = an = 0 (an−ξ+1 = b1, . . . , an = bξ). Òàêèì îáðàçîì,
(an, . . . , a1) = (0, . . . , 0, bn, . . . , bξ+1)

(
(an, . . . , a1) = (bξ, . . . , b1, bn, . . . , bξ+1)

)
. Äàííûé ïðî-

òîêîë èìååò ñëåäóþùèé âèä:
Àëãîðèòì ôîðìèðîâàíèÿ êëþ÷åé crsrsft ← Grsft(1

k, n)

1. Âûâîäÿòñÿ ïàðàìåòðû ãðóïïû gk, ñëó÷àéíûå çíà÷åíèÿ σ, α̃ ∈ Zp è g̃z = gα̃z äëÿ
z ∈ {0, 1}.

2. Äëÿ l ∈ {v} ∪ Λ âû÷èñëÿþòñÿ (g1,l, g̃1,l) = (g1, g̃1)
σl
. Óñòàíàâëèâàåòñÿ g2,ξ = gσ

ξ

2 .
3. Äëÿ i ∈ {λ1, . . . , λξ, v, v + ξ} âû÷èñëÿþòñÿ (g2,i, g̃2,i) = (g2, g̃2)

σi
.

4. Äëÿ i ∈ [1, n− ξ] âû÷èñëÿþòñÿ (h2,i, h̃2,i) = (g2, g̃2)
(σλi+ξ)−(σ

λi+ξ ).
5. Óñòàíàâëèâàåòñÿ êëþ÷, íåîáõîäèìûé äëÿ ôîðìèðîâàíèÿ îáÿçàòåëüñòâà: c̃k =

= (gk, (g1,l, g̃1,l)l∈{v}∪Λ), è âûâîäèòñÿ CRS:

crs← (c̃k, g1, g̃1, g2, g2,ξ, (g2,i, g̃2,i)i∈{λ1,...,λξ,v,v+ξ}, (h2,i, h̃2,i)i∈[1,n−ξ]).
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Àëãîðèòì äîêàçûâàþùåãî πrsft ← Prsft(crs, ursft = (A, Ã, B, B̂, B̃), wrsft = (a, ra,
b, rb))

Âû÷èñëÿåòñÿ è ïîäà¼òñÿ íà âûõîä äîêàçàòåëüñòâî ñäâèãà âèäà G2
2:

πrsft ← (π, π̃) =
n−ξ∏
i=1

(h2,i, h̃2,i)
bi+ξ

ξ∏
i=1

(g2,λi
, g̃2,λi

)−bi(g2,v+ξ, g̃2,v+ξ)
ra(g2,v, g̃2,v)

−rb .

Àëãîðèòì âåðèôèêàòîðà 0/1← Vrsft(crs, ursft, πrsft = (π, π̃))
Âåðèôèêàöèÿ ïîäòâåðæäàåòñÿ, åñëè âûïîëíÿþòñÿ ðàâåíñòâà

e(A, g2,ξ)/e(B, g2) = e(g1, π), e(g1, π̃) = e(g̃1, π).

Äëÿ äîêàçûâàþùåãî íàèáîëåå òðóäî¼ìêè 2O(n) ïðîèçâåäåíèé â Zp, (2 + O(1)) ×
× log2 β · n/ log2 n + O(n) áèëèíåéíûõ ïðîèçâåäåíèé, ãäå β < p. Âåðèôèêàöèÿ âûïîë-
íÿåòñÿ ïÿòüþ áèëèíåéíûìè ñïàðèâàíèÿìè. CRS ñîñòîèò èç O(n) ýëåìåíòîâ ãðóïïû.

4. Ïðîòîêîë Ð. Äæåííàðî, Ñ. Äæåíòðè, Á. Ïàðíî, Ì. Ðàéêîâîé
Ðàáîòû [37, 42] ïðåäñòàâëÿåò ñîáîé ðàçâèòèå ðåçóëüòàòîâ [31, 43�45], ïðè ýòîì çà-

äà÷è QSP/QAP ôîðìèðóþòñÿ èç ëîãè÷åñêèõ/àðèôìåòè÷åñêèõ ñõåì C : Fn × Fh → Fl,
ÿâëÿþùèõñÿ îòîáðàæåíèåì ñ (n+h) çíà÷åíèÿìè ïîëÿ F è l âûõîäàìè. Îòîáðàæåíèå C
ÿâëÿåòñÿ àðèôìåòè÷åñêîé ñõåìîé, åñëè âûõîäû îïðåäåëÿþòñÿ âõîäàìè, ïðîõîäÿùèìè
ïî ð¼áðàì (ïðîâîäàì) ê âåðøèíàì ãðàôà (äâîè÷íûì âåíòèëÿì) â âèäå îïåðàòîðîâ ¾+¿
èëè ¾×¿ (âåíòèëè íåèçìåííû, ñõåìà� àöèêëè÷åñêèé îðèåíòèðîâàííûé ãðàô). Äîïó-
ñòèìûì çàäàíèåì ñõåìû C ÿâëÿåòñÿ íàáîð (a1, . . . , aN) ∈ FN , ãäå N = (n + h) + l�
÷èñëî âñåõ âõîäîâ è âûõîäîâ, ïðè êîòîðûõ C(a1, . . . , an+h) = (an+h+1, . . . , aN). Ïðè ýòîì
öåëåâîé ïîëèíîì t(x) =

∏
g∈M

(x − ri), ãäå ri ∈ F�êîðíè; g ∈ M �ìóëüòèïëèêàòèâíûå

âåíòèëè ñõåìû.
Íåäîñòàòêîì QSP ÿâëÿåòñÿ òî, ÷òî îíè îïèñûâàþò ëîãè÷åñêèå ñõåìû (îäèí áèò íà

âûõîäå), â òî âðåìÿ êàê QAP áîëåå óäîáíî îïèñûâàþò àðèôìåòè÷åñêèå ñõåìû (íàáîð
áèòîâ íà âûõîäå) èç âåíòèëåé ñëîæåíèÿ è óìíîæåíèÿ â âèäå óðàâíåíèé ïî ìîäóëþ ïî-
ðÿäêà ãðóïïû p. Ïî ñðàâíåíèþ ñ QSP äëÿ QAP òðåáóåòñÿ òðè íàáîðà ïîëèíîìîâ, ÷òî
ïðèâîäèò ê áîëåå äëèííûì äîêàçàòåëüñòâàì ïîñòîÿííîãî ðàçìåðà. Îäíàêî âû÷èñëåíèÿ
QAP áîëåå ïðîèçâîäèòåëüíû, òàê êàê äîêàçûâàþùèé âûïîëíÿåò êðèïòîãðàôè÷åñêèå
îïåðàöèè íàä öåëûìè ýëåìåíòàìè â êîëüöå F [x] âìåñòî îïåðàöèé äëÿ êàæäîãî ëî-
ãè÷åñêîãî âåíòèëÿ â ñëó÷àå QSP. Äàëåå ðàññìàòðèâàåòñÿ ïðîòîêîë DV zk-SNARK íà
îñíîâå QAP [37, 42], êîòîðàÿ ðàáîòàåò ñ ýëåìåíòàìè ïîëÿ è ïîýòîìó ÿâëÿåòñÿ áîëåå
ïðîèçâîäèòåëüíîé âåðñèåé ïîáèòîâûõ QSP.

Ïðîòîêîë zk-SNARK ñ àëãîðèòìàìè (Gen,Regenf ,P,V) äëÿ QAP èñïîëüçóåò R =
= {(u,w)}�ìíîæåñòâî îòíîøåíèé íàä Fn, u� îòêðûòûé âõîä, w� ñåêðåòíîå ñâè-
äåòåëüñòâî. Âõîäíûå èíäåêñû i ∈ {1, . . . , n′} ñîîòâåòñòâóþò ñîñòîÿíèþ u, à ïîçèöèè
i ∈ {n′ + 1, . . . , n}� ñåêðåòíîìó ñâèäåòåëüñòâó w. Îòíîøåíèå R ìîæåò ïðîâåðÿòüñÿ
ñ ïîìîùüþ àðèôìåòè÷åñêîé ñõåìû íàä F, ÷òî ýêâèâàëåíòíî ñóùåñòâîâàíèþ àðèôìåòè-
÷åñêîé ôóíêöèè f(u,w) = 1 ïðè (u,w) ∈ R. Â äàííîì ñëó÷àå ðàññìàòðèâàåòñÿ ÿçûê L,
â êîòîðîì (x,w) ∈ R ïðè f(x) = w. Äëÿ ýòîãî òðåáóåòñÿ ìîäèôèêàöèÿ f , ÷òîáû ïî-
ñòðîèòü àðèôìåòè÷åñêóþ ñõåìó ϕ, ïðèíèìàþùóþ (u,w) â êà÷åñòâå âõîäíûõ äàííûõ,
êîòîðàÿ âûâîäèò 1 ïðè (u,w) ∈ R è 0 â ïðîòèâíîì ñëó÷àå è çàïóñêàåò ïðîòîêîë zk-
SNARK ñ èñïîëüçîâàíèåì QAP äëÿ ϕ. Â ñâîþ î÷åðåäü, ϕ çàïóñêàåò f ñ âõîäîì u (ïóò¼ì
çàäåéñòâîâàíèÿ àðèôìåòè÷åñêîé ñõåìû äëÿ f) äëÿ ïîëó÷åíèÿ âûõîäíûõ çíà÷åíèé f
âèäà (w′

n′+1, . . . , w
′
n). Çàòåì âû÷èñëÿþòñÿ (bn′+1, . . . , bn) = (w′

n′+1 − wn′+1, . . . , w
′
n − wn),
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êîòîðûå äîëæíû èìåòü íóëåâûå çíà÷åíèÿ, åñëè ââîä ñõåìû u ÿâëÿåòñÿ óäîâëåòâîðè-
òåëüíûì.

Äëÿ îòíîøåíèÿ R ìíîãî÷ëåíû QAP ïðåäñòàâëåíû ãîìîìîðôíûì çàøèôðîâàíèåì
èõ îöåíîê â íåêîòîðîé ñåêðåòíîé òî÷êå s íàä ïîëåì F, íàïðèìåð {E(vk(s))}. Äëÿ îá-
ùåäîñòóïíîé âåðèôèêàöèè ìîæåò èñïîëüçîâàòüñÿ âîçâåäåíèå â ñòåïåíü âíóòðè áèëè-
íåéíîé ãðóïïû [31, 32] â âèäå E(vk(s)) = gvk(s) áåç ðàñøèôðîâàíèÿ. Äëÿ ôèêñèðîâàí-
íîãî âåðèôèêàòîðà ïðèìåíÿåòñÿ ñõåìà àääèòèâíîãî ãîìîìîðôíîãî øèôðîâàíèÿ òèïà
Ïàéå [46] èëè RSA [47] â âèäå E(vk(s)) = Epk(vk(s)) ñ õðàíåíèåì ñåêðåòíîãî êëþ÷à ðàñ-
øèôðîâàíèÿ sk. Â äàëüíåéøåì äëÿ êðàòêîñòè ïðîòîêîëû zk-SNARK c îáùåäîñòóïíîé
âåðèôèêàöèåé áóäåì îáîçíà÷àòü PV (Public Veri�able) zk-SNARK, à ñ ôèêñèðîâàííûì
âåðèôèêàòîðîì�DV (Designated Veri�able) zk-SNARK.

Àëãîðèòì Gen ôîðìèðîâàíèÿ CRS
Íà âõîä ïîäàþòñÿ ïàðàìåòð çàùèòû λ è âåðõíÿÿ ãðàíèöà d ñòåïåíè QAP. Äëÿ ôóíê-

öèé f âû÷èñëÿåòñÿ ïàðà àñèììåòðè÷íûõ êëþ÷åé (pk, sk), íàïðèìåð RSA. Â ìóëüòè-
ïëèêàòèâíîé ãðóïïå ïîëÿ âûáèðàþòñÿ ñëó÷àéíûå íåçàâèñèìûå α, s ∈ F∗ è âûâîäÿòñÿ

priv = sk, crs = (pk, {E(si)}i∈[0,d], {E(αsi)}i∈[0,d]).

Äëÿ ïðîòîêîëîâ PV zk-SNARK ñåêðåòíûé êëþ÷ priv = sk òàêæå íå èñïîëüçóåòñÿ.
Ñïåöèôè÷íîå äëÿ ôóíêöèè ôîðìèðîâàíèå CRS àëãîðèòìîì Regen
Íà âõîä ïîäàþòñÿ crs, ôóíêöèÿ f ñî ñòðîãèì QAP Qf ðàçìåðàm ñòåïåíè íå âûøå d:

Qf = (V,W, Y, t(x), Ifree, Ilabeled =
⋃

i∈[n],j∈{0,1}
Ii,j). (7)

Òàêæå ïîäà¼òñÿ n′ ∈ [1, n], Iin =
⋃

i∈[1,n′],j∈[0,1]
Iij, Imid = I \ Iin = {1, . . . ,m} \ Iin. Â ìóëü-

òèïëèêàòèâíîì ïîëå âûáèðàþòñÿ ñëó÷àéíûå íåçàâèñèìûå βv, βw, βy, γ ∈ F ∗ è ãëàâíàÿ
ññûëî÷íàÿ ñòðîêà äëÿ f è n′ ïðèíèìàåò ñëåäóþùèé âèä:

crsf = (crs, Qf , n
′, {E(vk(s))}k∈Imid , {E(wk(s))}k∈[m], {E(yk(s))}k∈[m], {E(si)}i∈[0,d],

{E(αvk(s))}k∈Imid , {E(αwk(s))}k∈[m], {E(αyk(s))}k∈[m], {E(αsi)}i∈[0,d],
{E(βvvk(s))}k∈Imid , {E(βwwk(s))}k∈[m], {E(βyyk(s))}k∈[m]),

shortcrsf=(priv,E(1),E(α),E(γ),E(βvγ),E(βwγ),E(βyγ),{E(vk(s))}k∈Iin ,E(w0(s)),E(t(s))).

(8)

Ïî ñðàâíåíèþ ñ QSP â QAP Qf (7) äîáàâëåí íàáîð ìíîãî÷ëåíîâ Y ñ ñîîòâåòñòâóþùèìè
âêëþ÷åíèÿìè {E(yk(s))}k∈[m], {E(αyk(s))}k∈[m], {E(βyyk(s))}k∈[m]),E(βyγ) â CRS.

Àëãîðèòì äîêàçûâàþùåãî P
Íà âõîä ïîäàþòñÿ crsf , ñîñòîÿíèå u ∈ {0, 1}n′

è ñåêðåòíîå ñâèäåòåëüñòâî w ∈
∈ {0, 1}n−n′

, íåîáõîäèìûå äëÿ ïðîâåðêè îòíîøåíèÿ (u,w) ∈ R, ò. å. âûïîëíèìîñòè
f(u,w) = 1. P îöåíèâàåò Qf , ÷òîáû ïîëó÷èòü (a1, . . . , am) è ìíîãî÷ëåí h(x) äëÿ ïðî-
âåðêè ðàâåíñòâà

h(x)t(x) = (v0(x) +
m∑
k=1

akvk(x))(w0(x) +
m∑
k=1

akwk(x))− (y0(x) +
m∑
k=1

akyk(x)).

Äëÿ vmid(x) =
∑

k∈Imid
ak vk(x), w(x) =

∑
k∈[m]

ak wk(x) è y(x) =
∑

k∈[m]

ak yk(x) àëãîðèòì P

âûâîäèò äîêàçàòåëüñòâî çíàíèÿ

π = (πvmid , πw, πy, πh, πv′mid , πw′ , πy′ , πh′ , πz) = (E(vmid(s)),E(w(s)), (E(y(s)),E(h(s)),

E(αvmid(s)),E(αw(s)),E(αy(s)),E(αh(s)),E(βvvmid(s) + βww(s) + βyy(s))).
(9)
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Àíàëîãè÷íî äîêàçàòåëüñòâó âåðñèè QSP [37], äëÿ çàäàííûõ crsf è îòêðûòîãî âõîäà
u ∈ {0, 1}n ýëåìåíòû Vmid, W è Y , îäíàæäû çàôèêñèðîâàííûå â äîêàçàòåëüñòâå π,
îïðåäåëÿþò âñå îñòàëüíûå ýëåìåíòû H,V ′

mid,W
′, Y ′, H ′, Z, êîòîðûå òàêæå êîäèðóþòñÿ

â π. Ïîýòîìó ïðè ôîðìèðîâàíèè è èñïîëüçîâàíèè ýëåìåíòîâ Vmid, W è Y íåîáõîäèìî
ñîáëþäàòü ïîâûøåííûå òðåáîâàíèÿ ê èõ çàùèòå.

Ïî ñðàâíåíèþ ñ äîêàçàòåëüñòâîì äëÿ QSP [37] ñëó÷àé QAP (9) ñîäåðæèò äåâÿòü
ýëåìåíòîâ ïîëÿ âìåñòî ñåìè. Äîáàâëåíû E(y(s)),E(αy(s)) è ¾ñìåùåíèå¿ βyy(s).

Àëãîðèòì âåðèôèêàòîðà V
Íà âõîä ïîäàþòñÿ shortcrsf , sk, u è π = (πvmid , πw, πy, πh, πv′mid , πw′ , πy′ , πh′ , πz). V ïîä-

òâåðæäàåò, ÷òî èñïîëüçóþòñÿ äîñòîâåðíûå çàøèôðîâàííûå ýëåìåíòû.
Äëÿ ñîîòâåòñòâóþùèõ çàøèôðîâàííûõ çíà÷åíèé Vmid,W, Y,H, V

′
mid,W

′, Y ′, H ′, Z àë-
ãîðèòì V âû÷èñëÿåò E(vin(s)) äëÿ vin(s) =

∑
k∈Iin

ak vk(s). Èñïîëüçóÿ âû÷èñëåíèå êâàäðàò-

íûõ êîðíåé íà çàøèôðîâàííûõ ïåðåìåííûõ ñòðîãîãî QAP, âåðèôèêàöèÿ ïðîâîäèòñÿ
ñëåäóþùèìè ðàâåíñòâàìè:

(v0(s) + vin(s) + Vmid)(w0(s) +W )− (y0(s) + Y ) = H · t(s), V ′
mid = αVmid,

W ′ = αW, Y ′ = αY, H ′ = αH, γZ = (βvγ)Vmid + (βwγ)W + (βyγ)Y.
(10)

Ïî ñðàâíåíèþ ñ âåðèôèêàöèîííûìè ðàâåíñòâàìè QSP [37] ñëó÷àé QAP (10) äîïîëíè-
òåëüíî ó÷èòûâàåò çíà÷åíèå−(y0(s)+Y ) äëÿ óñëîâèÿ äåëèìîñòè, êîíòðîëèðóåò Y ′ = αY
è ïðîâåðÿåò êîððåêòíîñòü èñïîëüçîâàíèÿ ââåä¼ííîãî ìíîãî÷ëåíà y äëÿ íîâîãî ôðàã-
ìåíòà äîêàçàòåëüñòâà πz = Z.

Íóëåâîå ðàçãëàøåíèå
Ñâîéñòâî ZK îáåñïå÷èâàåòñÿ äîáàâëåíèåì â crsf çíà÷åíèé E(t(s)),E(αt(s)),E(βvt(s)),

E(βwt(s)),E(βyt(s)),E(v0(s)),E(αv0(s)),E(w0(s)),E(αw0(s)),E(y0(s)),E(αy0(s)). Âûïîëíÿ-
åòñÿ ñäâèã çíà÷åíèé E(vmid(s)),E(w(s)), E(y(s)) ñëó÷àéíûì îáðàçîì, êðàòíûì E(t(s)),
äðóãèå çíà÷åíèÿ èçìåíÿþòñÿ ñîîòâåòñòâåííî. Òàêèì îáðàçîì, çíà÷åíèÿ {ak}k ∈ Iin,
vin(x), vmid(x), v(x) = v0(x) + vin(x) + vmid(x), w(x), y(x), h(x) îñòàþòñÿ ïðåæíèìè.
Âåðèôèêàòîð âûáèðàåò ñëó÷àéíûå δvmid , δw, δy ∈ F , â ðåçóëüòàòå ÷åãî P ñòðîèò äîêàçà-
òåëüñòâî cî ñâîéñòâîì ZK:

π = (π′
vmid

, π′
w, , π

′
y, π

′
h, π

′
v′
mid

, π′
w′ , π′

y′ , π
′
h′ , π′

z) = (E(v′mid(s)),E(w
′(s)),E(y′(s)),E(h′(s)),

E(αv′mid(s)),E(αw
′(s)),E(αy′(s)),E(αh′(s)),E(βvv

′
mid(s) + βww

′(s) + βyy
′
mid(s))),

ãäå v′mid(x) = vmid(x) + δvmidt(x); w
′(x) = w(x) + δwt(x); y′(x) = y(x) + δyt(x). Íîâûé

÷àñòíûé ìíîãî÷ëåí ñî çíà÷åíèÿìè v′(x) = v0(x) + vin(x) + v′mid(x) = v′′(x) + δvmidt(x),
v′′(x) = v0(x)+vin(x)+vmid(x) è ñîîòâåòñòâóþùèìè w′(x), w′′(x), y′(x), y′′(x) ïðèíèìàåò
ñëåäóþùèé âèä:

h′(x) = (v′(x)w′(x)− y′(x))/t(x) =
= ((v′′(x) + δvmidt(x))(w

′′(x) + δwt(x))− (y′′(x) + δyt(x)))/t(x) =

= h(x) + δvmidw
′′(x) + δwv

′′(x) + δvmidδwt(x)− δy.
(11)

Ïî ñðàâíåíèþ ñ ÷àñòíûì ìíîãî÷ëåíîì QSP [37] ñëó÷àé QAP (11) îòëè÷àåòñÿ òîëüêî
ñîñòàâëÿþùåé −δy.

Ñîãëàñíî [48], ïðîòîêîë zk-SNARK íà îñíîâå QSP è QAP ìîæåò ïîâòîðíî ðàí-
äîìèçèðîâàòüñÿ íå òîëüêî èñõîäíûì äîêàçûâàþùèì, íî è äðóãèìè ïðîèçâîëüíûìè
ó÷àñòíèêàìè ïðîòîêîëà.
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5. Ïðîòîêîë Á. Ïàðíî, Äæ. Õàóýëëà, Ñ. Äæåíòðè, Ì. Ðàéêîâîé
Ïðîòîêîë VC Á. Ïàðíî, Äæ. Õàóýëëà, Ñ. Äæåíòðè è Ì. Ðàéêîâîé [49] âíîñèò èçìå-

íåíèÿ â âàðèàíò [34, 37]. Òåïåðü ñòîðîííèé ðàáîòíèê ïðîâîäèò äåëåãèðîâàííûå âû÷èñ-
ëåíèÿ íàä ïóáëè÷íûì âõîäîì u â îòêðûòîì âèäå. Èñõîäíûé è áîëåå ïðîèçâîäèòåëüíûé
ïðîòîêîëû ïðåäñòàâëåíû â [49]. Ïî ñîîáðàæåíèÿì âîçìîæíîãî ïðàêòè÷åñêîãî ïðèìå-
íåíèÿ íèæå ðàññìàòðèâàåòñÿ òîëüêî áîëåå ïðîèçâîäèòåëüíàÿ âåðñèÿ VC.

Àëãîðèòì ôîðìèðîâàíèÿ êëþ÷åé KeyGen
Íà âõîä ïîäàþòñÿ ïàðàìåòð çàùèòû λ, ôóíêöèÿ F ñ N âõîäíûìè/âûõîäíûìè çíà-

÷åíèÿìè èç F, äëÿ êîòîðîé ñòðîèòñÿ àðèôìåòè÷åñêàÿ ñõåìà C. Çàòåì äëÿ C ôîðìèðóåò-
ñÿ QAP (7) ðàçìåðàm è ñòåïåíè d. Êàê è ðàíåå, èíäåêñû Imid = {N+1, . . . ,m} ðàññìàò-
ðèâàþòñÿ êàê íå ñâÿçàííûå ñ âõîäàìè/âûõîäàìè. Ñ èñïîëüçîâàíèåì ñëó÷àéíûõ ñåêðå-
òîâ rv, rw, s, αv, αw, αy, β, γ ∈ F óñòàíàâëèâàþòñÿ ry = rwrv, gv = grv , gw = grw , gy = gry .
Íà âûõîäå ôîðìèðóþòñÿ êëþ÷è ïóáëè÷íîé îöåíêè EKF è âåðèôèêàöèè V KF :

(EKF , V KF )← KeyGen(F, 1λ).

Êëþ÷è ïóáëè÷íîé îöåíêè EKF è âåðèôèêàöèè V KF ïðèíèìàþò ñëåäóþùèé âèä:

EKF = {gvk(s)v }k∈Imid , {gwk(s)
w }k∈Imid , {gyk(s)y }k∈Imid , {gαvvk(s)

v }k∈Imid ,
{gαwwk(s)

w }k∈Imid , {gαyyk(s)
y }k∈Imid , {gs

i}i∈[d], {gβvk(s)v gβwk(s)
w gβyk(s)y }k∈Imid ;

V KF =
(
g1, gαv , gαw , gαy , gγ, gβγ, gt(s)y , {gvk(s)v , gwk(s)

w , gyk(s)y }k∈{0}∪[N ]

)
.

(12)

Ïî ñðàâíåíèþ ñ EKF èñõîäíîãî ïðîòîêîëà [49], ñîîòâåòñòâóþùåãî crsf (8), ìîäè-
ôèöèðîâàííûé âàðèàíò (12) èñêëþ÷àåò âû÷èñëåíèå gαh(s) è gαs

i

i∈[d], ñîêðàùàÿ íàãðóçêó
íà èñïîëíèòåëÿ.

Àëãîðèòì èñïîëíèòåëÿ Compute
Àëãîðèòì îöåíèâàåò ñõåìó C ôóíêöèè F íà âõîäå u äëÿ âû÷èñëåíèÿ y = F (u).

Ðåçóëüòàòîì îöåíêè ÿâëÿåòñÿ çíàíèå ðàáîòíèêîì çíà÷åíèé {ci}i∈[m] ïðîâîäîâ ñõåìû:

(y, πy)← Compute(EKF ,u).

Èñïîëíèòåëü âûâîäèò h(x) äëÿ ïðîâåðêè p(x) = h(x)t(x) è íà îñíîâå vmid(s) =
=

∑
k∈Imid

ckvk(x), à òàêæå ñîîòâåòñòâóþùèõ wmid(s), ymid(s), âû÷èñëÿåò äîêàçàòåëü-

ñòâî πy, îòëè÷íîå îò (9):

πy = (gvmid(s)v , gwmid(s)
w , gymid(s)y , gh(s), gαvvmid(s)

v , gαwwmid(s)
w , gαyymid(s)

y ,

gβvmid(s)v · gβwmid(s)
w · gβymid(s)y ).

(13)

Äîêàçàòåëüñòâî òåêóùåãî ïðîòîêîëà (13) ïî ñðàâíåíèþ ñ èñõîäíûì (9) ñîêðàùåíî ñ äå-
âÿòè äî âîñüìè ýëåìåíòîâ ãðóïïû. Òåì íå ìåíåå ðàáîòû ïî èñ÷åðïûâàþùåìó îáîñíî-
âàíèþ íàä¼æíîñòè ìîäèôèöèðîâàííîãî ïðîòîêîëà îòñóòñòâóþò.

Àëãîðèòì âåðèôèêàöèè âû÷èñëåíèé Verify
Ïðèâåä¼ì ôîðìàëüíóþ çàïèñü ôóíêöèè âåðèôèêàöèè:

0/1← Verify(V KF ,u,y, πy).

Ïðîâåðêà äîêàçàòåëüñòâà πy ñ ýëåìåíòàìè gVmid , gWmid , gYmid , gH , gV
′
mid , gW

′
mid , gY

′
mid , gZ

îñóùåñòâëÿåòñÿ íà îñíîâå êëþ÷à âåðèôèêàöèè V KF è áèëèíåéíîãî ñïàðèâàíèÿ e.
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Êîíòðîëü äåëèìîñòè QAP èñïîëüçóåò V KF äëÿ âû÷èñëåíèÿ g
vio(s)
v =

∏
k∈[N ]

(g
vk(s)
v )ck ,

g
wio(s)
w =

∏
k∈[N ]

(g
wk(s)
w )ck è gyio(s)y =

∏
k∈[N ]

(g
yk(s)
y )ck :

e(gv0(s)v gvio(s)v gVmidv , gw0(s)
w gwio(s)

w gWmid

w ) = e(gt(s)y , gH)e(gy0(s)y gyio(s)y gYmidy , g).

Çàòåì âûïîëíÿåòñÿ ïðîâåðêà íàõîæäåíèÿ ïîëèíîìîâ ìíîæåñòâ V,W, Y â ñîîòâåòñòâó-
þùèõ äèàïàçîíàõ:

e(g
V ′
mid

v , g) = e(gVmidv , gαv), e(g
W ′
mid

w , g) = e(gWmid

w , gαw), e(g
Y ′
mid

y , g) = e(gYmidy , gαy). (14)

Â çàêëþ÷åíèå ïðîâåðÿåòñÿ, ÷òî â (14) èñïîëüçîâàëèñü îäèíàêîâûå êîýôôèöèåíòû
â êàæäîé èç ëèíåéíûõ êîìáèíàöèé V,W, Y :

e(gZ , gγ) = e(gVmidgWmidgYmid , gβγ).

Íóëåâîå ðàçãëàøåíèå Èñïîëüçóÿ ïðèíöèïû [37], ðàáî÷èé âûáèðàåò ñëó÷àéíûå
δv, δw, δy ∈ F è ìàñêèðóåò ìíîãî÷ëåíû â âèäå vmid(x) + δvt(x), v(x) + δvt(x), w(x) +
+δwt(x), y(x)+δvt(x). Äëÿ óïðîùåíèÿ ðàíäîìèçàöèè äîêàçàòåëüñòâà â êëþ÷ ïóáëè÷íîé
îöåíêè EKF (12) âêëþ÷àþòñÿ ñëåäóþùèå âåëè÷èíû:

gαvt(s)
v , gαwt(s)

w , gαyt(s)
y , gβt(s)v , gβt(s)w , gβt(s)y .

6. Ïðîòîêîë Õ. Ëèïìàà ¾ñ îáÿçàòåëüñòâîì è äîêàçàòåëüñòâîì¿
Êàê ïðàâèëî, ïðîòîêîëû zk-SNARK ñòðîÿò CRS äëÿ îäíîãî âèäà NP-ÿçûêà, íàïðè-

ìåð äëÿ çàäà÷è âûïîëíèìîñòè ñõåì ñ èñïîëüçîâàíèåì QAP, SAP, QSP, SSP [37, 50, 51]
è äð. Ïðîòîêîë zk-SNARK Õ. Ëèïìàà [52] çà ñ÷¼ò íîâîé ñõåìû îáÿçàòåëüñòâ ñòðîèò
CRS, êîòîðàÿ ìîæåò èñïîëüçîâàòüñÿ ïîâòîðíî è íå çàâèñèò îò âèäà NP-ÿçûêà.

Ñîãëàñíî ìîäåëè CRS [53], â [52] ñòðîèòñÿ ñõåìà îáÿçàòåëüñòâ ñ âîçìîæíîñòüþ èç-
âëå÷åíèÿ ñâÿçûâàåìûõ (ñêðûâàåìûõ) äàííûõ (Trapdoor Commitment Scheme), íå çà-
âèñÿùàÿ îò áèíàðíîãî îòíîøåíèÿ R, ñîñòîÿùàÿ èç àëãîðèòìà Gcom (ñòðîèò CRS ck è
êëþ÷-¾ëàçåéêó¿) è C (ïî ck, ñîîáùåíèþ m è ðàíäîìèçàòîðó r âûäà¼ò îáÿçàòåëüñòâî
C(ck,m, r)), ÷òî îáóñëàâëèâàåò èõ íàçâàíèå � ïðîòîêîëû zk-SNARK ñ îáÿçàòåëüñòâîì è
äîêàçàòåëüñòâîì (Commit-And-Prove zk-SNARK, CaP zk-SNARK). Ñâÿçûâàíèå çíà÷å-
íèÿ wi âèäà ui = C(ck, wi, ri) äîêàçûâàåò, ÷òî íàáîð u = (uij , wij , rij)

lm(n)
j=1 äëÿ ïóáëè÷íî

èçâåñòíûõ èíäåêñîâ ij óäîâëåòâîðÿåò òîìó, ÷òî uij ÿâëÿåòñÿ îáÿçàòåëüñòâîì äëÿ wij

ñ ðàíäîìèçàòîðîì rij è (wij) ∈ R (n�ðàçìåð âõîäà Zn
p , lm(n)�íåêîòîðûé ïîëèíîì).

Ââîäèòñÿ íîâàÿ ñõåìà îáÿçàòåëüñòâ ñ ¾ëàçåéêîé¿ è âîçìîæíîñòüþ èçâëå÷åíèÿ äàí-
íûõ, â êîòîðîé n� ñòåïåíü 2; p�ïîðÿäîê ãðóïïû; ω� n-é ïðèìèòèâíûé êîðåíü ïî
ìîäóëþ p. Îïðåäåëÿþòñÿ ìíîãî÷ëåíû

f0(X) = Z(X) =
n∏

i=1

(X − ωi−1) = Xn − 1,

fi(X) = li(X) =
∏
j ̸=i

((X − ωj−1)/(ωi−1 − ωj−1)),
(15)

ãäå Z(ωi−1) = 0, à li(X)� i-é áàçèñíûé ïîëèíîì Ëàãðàíæà, ò. å. li(ωi−1) = 1, li(ωj−1) = 0
ïðè i ̸= j. Ñ èñïîëüçîâàíèåì çíà÷åíèé (gk, χ, γ) è ïîëèíîìîâ (15) âû÷èñëÿåòñÿ CRS

ck = (gk, (g1, g
γ
2 )

f(χ))f∈{Z,l1,...,ln}
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è îïðåäåëÿåòñÿ ñõåìà îáÿçàòåëüñòâ c ¾ëàçåéêîé¿:

Com(ck, (a1, . . . , ak), r) =
k∏

i=1

((g1, g
α
2 )

li(σ))ai((g1, g
α
2 )

Z(σ))r =

= ((g1, g
α
2 )

rZ(σ)+
k∑

i=1
aili(σ)

= (A1, A
α
2 ) = (A, Â) ∈ G1 ×G1.

(16)

Ïðèìå÷àòåëüíî, ÷òî Com(ck,1n, 0) = (g1, g
γ
2 ). Ïîäëèííîñòü îáÿçàòåëüñòâà (16) êîíòðî-

ëèðóåòñÿ ðàâåíñòâîì e(A1, g
γZ(χ)
2 ) = e(g

Z(χ)
1 , Aγ

2), ðàñêðûòèå îáÿçàòåëüñòâà òðåáóåò çíà-
íèÿ a, r. Ñ ó÷¼òîì èñïîëüçîâàíèÿ ñõåìû îáÿçàòåëüñòâ (16) ðàññìàòðèâàåìûé ïðîòîêîë
zk-SNARK [52] ñîâïàäàåò ñ âàðèàíòîì É. Ãðîò [31], ãäå äîêàçûâàþùèé ïîäòâåðæäà-
åò âîçìîæíîñòü ðàñêðûòèÿ îáÿçàòåëüñòâ (A,Aγ), (B,Bγ), (C,Cγ) äëÿ âåêòîðîâ a,b, c.
Òàêèì îáðàçîì, èñïîëüçóåòñÿ áèíàðíîå îòíîøåíèå

R×
ck,n = {(u×, w×, r×) : u× = ((A1, A

γ
2), (B1, B

γ
2 ), (C1, C

γ
2 )), w× = (a,b, c), r× = (ra, rb, rc),

(A1, A
γ
2) = Com(ck, a, ra), (B1, B

γ
2 ) = Com(ck,b, rb), (C1, C

γ
2 ) = Com(ck, c, rc), a ◦ b = c}.

Äëÿ ôîðìèðîâàíèÿ ïðîòîêîëà zk-SNARK íà îñíîâå ïðîèçâåäåíèÿ [52] ðàññìàòðèâà-
þòñÿ ïîëèíîìû A(X), B(X), C(X) ïðè A(ωi−1) = ai, B(ωi−1) = bi, C(ωi−1) = ci äëÿ
i ∈ [n]. Ïóñòü Q(X) = A(X)B(X) − C(X), A(X), B(X), C(X) âõîäÿò â {li(X)}ni=1 è
π(X) = Q(X)/Z(X). Â òàêîì ñëó÷àå âûïîëíÿåòñÿ òðåáóåìîå ðàâåíñòâî: a ◦ b = c.
Èñïîëüçóåòñÿ ñëåäóþùàÿ òðîéêà àëãîðèòìîâ.

Àëãîðèòì ôîðìèðîâàíèÿ êëþ÷åé crs× ← G×(1
k, n)

1. Âûâîäÿòñÿ ïàðàìåòðû ãðóïïû gk è ñëó÷àéíûå çíà÷åíèÿ (g1, g2, χ, γ) ∈ G∗
1×G∗

2×
× Z2

p ïðè Z(χ) ̸= 0, γ ̸= 0.
2. Â ñîîòâåòñòâèè ñ (15) íà îñíîâå áàçèñà ïîëèíîìîâ FC = (Z(X), (li(X))ni=1) óñòà-

íàâëèâàþòñÿ êîìïîíåíòû CRS:

crsP = ck = (gk, (g1, g
γ
2 )

FC(χ)), crsV = (gk, g
γZ(χ)
2 ), crs× = (crsP , crsV ). (17)

Âõîä u× = ((A1, A
γ
2), (B1, B

γ
2 ), (C1, C

γ
2 )) ÿâëÿåòñÿ îáùèì è èñïîëüçóåòñÿ äîêàçûâà-

þùèì è âåðèôèêàòîðîì.
Àëãîðèòì äîêàçûâàþùåãî π× ← P×(crsP , u×, w× = (a,b, c), r× = (ra, rb, rc))
Êîíôèäåíöèàëüíîñòü îáåñïå÷èâàåòñÿ ñëó÷àéíûìè çíà÷åíèÿìè ra, rb, rc ∈ Zp. Îïðå-

äåëÿåòñÿ ïîëèíîì Qwi(X) = (La(X) + raZ(X))Lb(X) + rbZ(X)) − (Lc(X) + rcZ(X)),
ãäå äîïîëíåíèÿ âèäà rZ(X) ãàðàíòèðóþò ñêðûòèå; Qwi(X) èìååò ñòåïåíü 2n è äåëèòñÿ
íà Z(X), åñëè c = a ◦ b:

1. Ôîðìèðóåòñÿ êîìïîíåíò äîêàçàòåëüñòâà πwi(X) = Qwi(X)/Z(X) =
n∑

i=0

πiX
i ñòå-

ïåíè n.
2. Äëÿ ñîêðàùåíèÿ ñîîáùåíèé ïðîâåðÿþùèé ïåðåäà¼ò îöåíêó πwi(X) â ñëó÷àéíîé

ñåêðåòíîé òî÷êå χ. Äîêàçûâàþùèé âû÷èñëÿåò π× = g
πwi(χ)
1 ñ èñïîëüçîâàíèåì

çíà÷åíèÿ gχ
i

1 èç CRS (17) è êîýôôèöèåíòîâ πi:

π× = gπwi(χ) =
n∏

i=0

(gχ
i

1 )πi .

Àëãîðèòì âåðèôèêàòîðà 0/1← V×(crsV , u×, π×)
Âåðèôèêàöèÿ ïîäòâåðæäàåòñÿ, åñëè âûïîëíÿåòñÿ ðàâåíñòâî

e(A1, B
γ
2 ) = e(g1, C

γ
2 )e(π×, g

γZ(χ)
2 ).
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Äëÿ äîêàçûâàþùåãî íàèáîëåå òðóäî¼ìêà ïðîöåäóðà (n + 1) âîçâåäåíèé â ñòåïåíü
âG1, òðè ïîëèíîìèàëüíûõ îöåíêè, îäíî ïðîèçâåäåíèå è îäíî äåëåíèå ïîëèíîìîâ. Âåðè-
ôèêàòîð âûïîëíÿåò òðè áèëèíåéíûõ ñïàðèâàíèÿ. Èñêëþ÷àÿ gk, CRS äîêàçûâàþùåãî
è ck ñîñòîÿò èç 2(n + 1) ýëåìåíòîâ ãðóïïû, CRS âåðèôèêàòîðà � èç îäíîãî ýëåìåíòà
ãðóïïû. Ñ èñïîëüçîâàíèåì àëãîðèòìà [54] âû÷èñëåíèå CRS ñîñòàâëÿåò O(n) îïåðàöèé.

7. Ïðîòîêîë Õ. Ëèïìàà íà îñíîâå öèêëè÷åñêîãî ñäâèãà âåêòîðîâ
Õ. Ëèïìàà [52] ïðåäëàãàåò ðåêîíñòðóêöèþ ïðîòîêîëà zk-SNARK íà îñíîâå ñäâè-

ãà [41] ñ èñïîëüçîâàíèåì îáÿçàòåëüñòâ (16), ãäå äîêàçûâàþùèé ïîäòâåðæäàåò âîçìîæ-
íîñòü ðàñêðûòèÿ òàêèõ îáÿçàòåëüñòâ (A,Aγ) = Com(ck, a, ra) è (B,Bγ) = Com(ck,
b, rb), ÷òî a = b≫ z, ò. å. ai = bi+z ïðè i ∈ {1, . . . , n−z} è ai = 0 ïðè i ∈ {n−z+1, . . . , n}.
Â ýòîì ñëó÷àå áèíàðíîå îòíîøåíèå èìååò âèä

Rrsft
ck,n = {(u×, w×, r×) : u× = ((A1, A

γ
2), (B1, B

γ
2 ), w× = (a,b), r× = (ra, rb),

(A1, A
γ
2) = Com(ck, a, ra), (B1, B

γ
2 ) = Com(ck,b, rb), a = b≫ z.

Ïîëó÷åííûé ïîñëå ðåêîíñòðóêöèè ïðîòîêîë zk-SNARK ñ ïðàâûì ñäâèãîì ïðåäñòàâëÿ-
åò ñîáîé ñëåäóþùèå àëãîðèòìû.

Àëãîðèòì ôîðìèðîâàíèÿ êëþ÷åé crsrsft ← Grsft(1
k, n)

1. Ôèêñèðóåòñÿ ïîëèíîì Z∗(X) = Z(X)2, âûâîäÿòñÿ ïàðàìåòðû ãðóïïû gk è ñëó-
÷àéíûå çíà÷åíèÿ (g1, g2, χ, γ, δ) ∈ G∗

1 ×G∗
2 × Z3

p ïðè Z(χ) ̸= 0, γ ̸= 0.
2. Â ñîîòâåòñòâèè ñ (15) íà îñíîâå áàçèñà ïîëèíîìîâ FC = (Z(X), (li(X))ni=1) óñòà-

íàâëèâàþòñÿ êîìïîíåíòû CRS:

ck=(gk, (g1, g
γ
2 )

FC(χ)), crsP =(gk, (g1, g
δ
2)

Fz−rsft(χ)), crsV =(gk, (g1, g
δ
2)

Z(χ)), g
δZ(χ)Z∗(χ)
2 ).

3. Íà âûõîä ïîäà¼òñÿ crsrsft = (ck, crsP , crsV ).

Âõîä ursft = ((A1, A
γ
2), (B1, B

γ
2 )) ÿâëÿåòñÿ îáùèì è èñïîëüçóåòñÿ äîêàçûâàþùèì è

âåðèôèêàòîðîì.
Àëãîðèòì äîêàçûâàþùåãî πrsft ← Prsft(crsP , ursft, wrsft = (a,b), rrsft = (ra, rb))

1. Âûâîäÿòñÿ ñëó÷àéíûå ñåêðåòíûå çíà÷åíèÿ χ, δ ∈ Zp.
2. Âû÷èñëÿåòñÿ è ïîäà¼òñÿ íà âûõîä äîêàçàòåëüñòâî ñäâèãà:

πrsft = (π1, π
δ
2) = (g1, g

δ
2)

π(χ) =
n∏

i=z+1

((g1, g
δ
2)

li−z(χ)Z
∗(χ)−li(χ))bi×

×
z∏

i=1

((g1, g
δ
2)

li(χ))−bi ((g1, g
δ
2)

Z(χ)Z∗(χ))ra ((g1, g
δ
2)

Z(χ))−rb .

Àëãîðèòì âåðèôèêàòîðà 0/1← Vrsft(crsV , ursft, πrsft = (π1, π
δ
2))

Âåðèôèêàöèÿ ïîäòâåðæäàåòñÿ, åñëè âûïîëíÿþòñÿ ðàâåíñòâà

e(π1, g
δZ(χ)
2 ) = e(g

Z(χ)
1 , πγ

2 ), e(B1π1, g
δZ(χ)
2 ) = e(A1, g

δZ(χ)Z∗(χ)
2 ).

Äëÿ äîêàçûâàþùåãî íàèáîëåå òðóäî¼ìêè äâå ïðîöåäóðû ïî (n+2) âîçâåäåíèé â ñòå-
ïåíü (îäíà â G1 è îäíà â G2). Îáú¼ì ïåðåäà÷è äàííûõ ñîñòàâëÿåò äâà ýëåìåíòà ãðóïïû.
Èñêëþ÷àÿ gk, CRS äîêàçûâàþùåãî è ck ñîñòîÿò èç 4n+6 ýëåìåíòîâ ãðóïïû, CRS âåðè-
ôèêàòîðà � èç äâóõ ýëåìåíòîâ ãðóïïû. Âåðèôèêàòîð âûïîëíÿåò ÷åòûðå áèëèíåéíûõ
ñïàðèâàíèÿ.
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8. Ïðîòîêîë À.Ý. Êîñáà, Ä. Ïàïàäîïóëîñà, Ñ. Ïàïàìàíòó è äð.
Ñèñòåìà VC ¾TRUESET¿ À.Ý. Êîñáà, Ä. Ïàïàäîïóëîñà, Ñ. Ïàïàìàíòó è äð. [55]

ïðåäñòàâëÿåò ñîáîé ðàñøèðåíèå ðåàëèçàöèè Pinocchio [49] íà ÿçûêå C++ ñ èñïîëüçî-
âàíèåì áèáëèîòåêè NTL [56, 57], îáåñïå÷èâàþùåé ïðîèçâîäèòåëüíóþ ïîëèíîìèàëüíóþ
àðèôìåòèêó íà îñíîâå ÁÏÔ, áèáëèîòåêè GMP [58] è áèáëèîòåêè Ate-ñïàðèâàíèÿ íàä
êðèâûìè Áàððåòî �Íåðèãà [59]. Ñèñòåìà VC ¾TRUESET¿ ñïîñîáíà äîñòîâåðíî âû-
÷èñëÿòü ëþáóþ ôóíêöèþ ïîëèíîìèàëüíîãî âðåìåíè ñ ïîëíûì íàáîðîì ëîãèêè, ò. å.
âûðàæåííóþ â âèäå ñõåìû ýëåìåíòîâ ìíîæåñòâà îáúåäèíåíèÿ, ïåðåñå÷åíèÿ, ñóììû è
ðàçíîñòè, à òàêæå ãèáðèäíûå ñõåìû èç áóëåâûõ è àðèôìåòè÷åñêèõ âåíòèëåé. Îáåñïå-
÷èâàåòñÿ çàâèñèìîñòü âðåìåíè ðàáîòû äîêàçûâàþùåãî è ôîðìèðîâàíèÿ êëþ÷à, ïðî-
ïîðöèîíàëüíàÿ ðàçìåðó ââîäà. Ýòî äîñòèãàåòñÿ ïóò¼ì êîäèðîâàíèÿ íàáîðà ìîùíîñòè c
â âèäå ìíîãî÷ëåíà ñòåïåíè c, àíàëîãè÷íî [60, 61], à íàáîðà ñõåì� â âèäå ïîëèíîìèàëü-
íîé ñõåìû, ãäå ïðîâîäà ÿâëÿþòñÿ ïîëèíîìàìè, à âåíòèëè âûïîëíÿþò ïîëèíîìèàëüíîå
ñëîæåíèå/óìíîæåíèå.

Äëÿ ýòîãî ââîäÿòñÿ QPP, â êîòîðûõ èñïîëüçóåòñÿ ïîëèíîìèàëüíîå óìíîæåíèå/ñëî-
æåíèå è ìíîãî÷ëåíû ñâîäÿòñÿ ê ïðîñòûì çíà÷åíèÿì ïðîâîäîâ àðèôìåòè÷åñêîé ñõå-
ìû çà ñ÷¼ò èõ îöåíêè â ñåêðåòíîé òî÷êå s. Â ýòîì ñëó÷àå ïîëèíîìèàëüíàÿ ñõåìà F
íàä ïîëåì F ïðåäñòàâëÿåò ñõåìó ñ âåíòèëÿìè ñëîæåíèÿ è óìíîæåíèÿ ïîëèíîìîâ, ãäå
d�êîëè÷åñòâî âåíòèëåé óìíîæåíèÿ; N �êîëè÷åñòâî âõîäíûõ è âûõîäíûõ ïðîâîäîâ;
Im = {N+1, . . . ,m}�èíäåêñû âíóòðåííèõ ïðîâîäîâ; ni � ñòåïåíü ïîëèíîìà ïðîâîäà i;
n�íàèâûñøàÿ ñòåïåíü ïîëèíîìîâ ïðîâîäîâ.

Äëÿ ìíîæåñòâà A = {a1, a2, . . . , an} ∈ Fn îïðåäåëÿåòñÿ õàðàêòåðèñòè÷åñêèé ïîëè-
íîì A(z) = (z + a1) . . . (z + an). Îïåðàöèè íàä ìíîæåñòâàìè ïðåîáðàçóþòñÿ â íàáîð
ñõåì ïî ñëåäóþùèì ôîðìóëàì. Ìíîæåñòâî ïåðåñå÷åíèÿ: I = A ∩ B, åñëè ñóùåñòâóþò
òàêèå ïîëèíîìû α(z), β(z), γ(z), δ(z), ÷òî α(z)A(z) + β(z)B(z) = I(z), γ(z)I(z) = A(z),
δ(z)I(z) = B(z). Ìíîæåñòâî îáúåäèíåíèÿ: U = A ∪ B, åñëè òàêæå ñóùåñòâóåò òà-
êîé ïîëèíîì i(z), ÷òî α(z)A(z) + β(z)B(z) = i(z), γ(z)i(z) = A(z), δ(z)i(z) = B(z),
δ(z)A(z) = U(z). Ìíîæåñòâî ðàçíîñòè: D = A − B, åñëè âûïîëíÿþòñÿ ðàâåíñòâà
α(z)A(z) + β(z)B(z) = i(z), D(z)i(z) = A(z), δ(z)i(z) = B(z). Â ðåçóëüòàòå ñõåìà C
ñ N âõîäàìè, d1 âåíòèëÿìè ïåðåñå÷åíèÿ è d2 âåíòèëÿìè îáúåäèíåíèÿ ïðåîáðàçóåòñÿ
â ïîëèíîìèàëüíóþ ñõåìó F ñ 4d1 + 5d2 ýëåìåíòàìè óìíîæåíèÿ. Äàííûé ïîäõîä ÿâ-
ëÿåòñÿ ïðåîáðàçîâàíèåì èç QAP â QPP ñ âîçìîæíîñòüþ âûáîðà óðîâíåé àáñòðàêöèè
â âèäå îïåðàöèé íàä ìíîæåñòâàìè èëè àðèôìåòè÷åñêèìè/áèòîâûìè îïåðàöèÿìè äëÿ
ðàçíûõ ÷àñòåé ñõåìû.

Àëãîðèòì ôîðìèðîâàíèÿ êëþ÷åé (pk, sk)← KeyGen(F , 1k)
Èñïîëüçóåòñÿ ïîëèíîìèàëüíàÿ ñõåìà F è ñîîòâåòñòâóþùàÿ QPPQ = (V,W, Y, τ(x)),

áèëèíåéíîå ñïàðèâàíèå e : G×G→ GT , ïîðÿäîê ãðóïï ðàâåí p, ïîðîæäàþùèé ýëåìåíò
ãðóïïû g. Ôèêñèðóþòñÿ ñëó÷àéíûå çíà÷åíèÿ s, t, rv, rw, αv, αw, αy, β, γ ∈ Zp, óñòàíàâëè-
âàþòñÿ ry = rvrw, gv = grv , gw = grw , gy = gry . Êëþ÷è îöåíêè EKF è âåðèôèêàöèè
V KF ÿâëÿþòñÿ êëþ÷îì äîêàçàòåëüñòâà pk äëÿ ïðîòîêîëà zk-SNARK. Â äàííîì ñëó-
÷àå ïðîòîêîë ÿâëÿåòñÿ PV zk-SNARK, òàê êàê sk = pk. Êëþ÷è ïðèíèìàþò ñëåäóþùèé
âèä:

EKF = {gtivk(s)v , gt
iwk(s)
w , gt

iyk(s)
y }(i,k)∈[n]×Im , {gt

iαvvk(s)
v , gt

iαwwk(s)
w , gt

iαyyk(s)
y }(i,k)∈[n]×Im ,

{gtiβvk(s)v , gt
iβwk(s)
w , gt

iβyk(s)
y }(i,k)∈[n]×Im , {gt

isj}(i,j)∈[2n]×[d];

V KF = (g1, gαv , gαw , gαy , gγ, gβγ, gt(s)y , {gtivk(s)v , gt
iwk(s)
w , gt

iyk(s)
y }(i,k)∈[n]×[N ]).
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Òàêèì îáðàçîì, KeyGen ñòðîèò îáÿçàòåëüñòâî öåïè F ïóò¼ì âûâîäà ýëåìåíòîâ, îòíî-
ñÿùèõñÿ ê âíóòðåííåìó íàáîðó ïðîâîäîâ Im äëÿ QPP Q = (V,W, Y, τ(x)). Ïîëèíîìû
îöåíèâàþòñÿ â ñëó÷àéíî âûáðàííûõ òî÷êàõ t è s.

Ñëîæíîñòü ôîðìèðîâàíèÿ êëþ÷åé ñîñòàâëÿåò O(n|Im|+nd+nN) = O(dn). Âû÷èñ-
ëåíèÿ äîêàçûâàþùåãî ñîñòàâëÿþò O(T + dv log(dv) +mdv), ãäå T � âðåìÿ âû÷èñëåíèÿ
ìíîãî÷ëåíîâ ci(z); v�ìàêñèìàëüíàÿ ñòåïåíü ïîëèíîìîâ ïðîâîäîâ. Âåðèôèêàöèÿ èìå-

åò ñëîæíîñòü O

( ∑
i∈[N ]

ni

)
.

Àëãîðèòì äîêàçûâàþùåãî π ← P(pk, x, w)
Âõîä x ñîäåðæèò âõîäíûå u è âûõîäíûå y ïîëèíîìû, ñåêðåòíîå ñâèäåòåëüñòâî w

âêëþ÷àåò íàçíà÷åíèÿ ïîëèíîìîâ âíóòðåííèõ ïðîâîäîâ ñõåìû F . Çíà÷åíèÿ ck(z) ÿâëÿ-
þòñÿ ïîëèíîìàìè ïðîâîäîâ öåïè, äëÿ êîòîðûõ âûïîëíÿåòñÿ ðàâåíñòâî y = F(u,w), à
h(x, z)�ïîëèíîì-÷àñòíîå QPP äëÿ ðàâåíñòâà p(x, z) = h(x, z)τ(x). Äîêàçàòåëüñòâî π
âêëþ÷àåò âû÷èñëåíèå íàáîðà ïåðåìåííûõ äëÿ ñâîéñòâà èçâëåêàåìîñòè, íàáîðà ïåðå-
ìåííûõ ïðîâåðêè ñîãëàñîâàííîñòè öåïè� íåïðîòèâîðå÷èâîñòè íàçíà÷åíèÿ ïðîâîäîâ
(ìîãóò âû÷èñëÿòüñÿ èç ïóáëè÷íîãî êëþ÷à {gt

iβvk(s)
v , g

tiβwk(s)
w , g

tiβyk(s)
y }(i,k)∈[n]×Im), à òàê-

æå çíà÷åíèÿ gh(s,t) äëÿ êîíòðîëÿ ñâîéñòâà äåëèìîñòè:

π =
(
(gvm(s,t)

v , gwm(s,t)
w , gym(s,t)

y , gαvvm(s,t)
v , gαwwm(s,t)

w , gαyym(s,t)
y ), (gβvm(s,t)

v , gβwm(s,t)
w , gβym(s,t)

y ),(
gh(s,t) : vm(x, z) =

∑
k∈Im

ck(z)vk(x), wm(x, z) =
∑

k∈Im
ck(z)wk(x),

ym(x, z) =
∑

k∈Im
ck(z)yk(x)

))
.

(18)

Òàêèì îáðàçîì, ÷òîáû äîêàçàòü äîïóñòèìîñòü íàçíà÷åíèÿ âõîäíûõ/âûõîäíûõ ïðî-
âîäîâ c1(z), . . . , cN(z), äîñòàòî÷íî äîêàçàòü ñóùåñòâîâàíèå äîïóñòèìûõ ïîëèíîìîâ
cN+1(z), . . . , cm(z) äëÿ ñîîòâåòñòâóþùèõ âíóòðåííèõ ïðîâîäîâ. Ïðè ýòîì ìíîãî÷ëåí
p(x, z) äîëæåí èìåòü êîðíè r1, r2, . . . , rd. Äëÿ ýòîãî äîêàçûâàþùèé âû÷èñëÿåò êîððåêò-
íûå ïîëèíîìû-íàçíà÷åíèÿ c1(z), c2(z), . . . , cm(z), êîòîðûå èñïîëüçóþòñÿ ñ êëþ÷îì EKF
äëÿ âû÷èñëåíèÿ êîìïîíåíòîâ π (18) íà îñíîâå ïîëèíîìîâ âíóòðåííèõ ïðîâîäîâ öåïè
vm(x, z), wm(x, z), ym(x, z).

Àëãîðèòì âåðèôèêàöèè 0/1← Verify(pk, x, π)
Âåðèôèêàòîð ïîñëåäîâàòåëüíî ðàçäåëÿåò äîêàçàòåëüñòâî π (18) íà êîìïîíåíòû

((γv, γw, γy, kv, kw, ky),Λ, γh). Âåðèôèêàöèÿ ïîäòâåðæäàåòñÿ, åñëè âûïîëíÿþòñÿ ïðî-
âåðêè íà îñíîâå α-ïåðåìåííûõ, ñâîéñòâà ïîëèíîìèàëüíîé äåëèìîñòè äëÿ λv =

= g

∑
k∈[N ]

ck(t)vk(s)

, λw = g

∑
k∈[N ]

ck(t)wk(s)

, λy = g

∑
k∈[N ]

ck(t)yk(s)

, à òàêæå íà îñíîâå β-ïåðåìåííûõ:

e(γv, g
αv) = e(kv, g), e(γw, g

αw) = e(kw, g), e(γy, g
αy) = e(ky, g),

e(λvγv, λwγw)/e(λyγy, g) = e(γh, g
τ(s)), e(γvγwγy, g

βγ) = e(Λ, gγ).

Ïî ñðàâíåíèþ ñ VC äëÿ àðèôìåòè÷åñêèõ ñõåì [49], âðåìÿ ðàáîòû äîêàçûâàþùåãî
¾TRUESET¿ [55] ñîêðàùàåòñÿ â 30�150 ðàç äëÿ ïðîèçâîëüíûõ âõîäîâ.

9. Ïðîòîêîë Ã. Äàíåçèñà, Ê. Ôóðíå, É. Ãðîòà, Ì. Êîëüâåéñà
Ïðîòîêîë zk-SNARK Ã. Äàíåçèñà, Ê. Ôóðíå, É. Ãðîòà, Ì. Êîëüâåéñà [51] ñòðîèòñÿ

äëÿ óäîâëåòâîðåíèÿ âûïîëíèìîñòè áóëåâûõ ñõåì ñ lu-ðàçðÿäíûì ïóáëè÷íûì âõîäîì è
lw-ðàçðÿäíûì ñåêðåòíûì ñâèäåòåëüñòâîì. Èñïîëüçóåòñÿ áèíàðíîå îòíîøåíèå R, çàâè-
ñÿùåå îò ïàðàìåòðà çàùèòû λ, êîòîðîå ôèêñèðóåò ïàðû (u,w) ∈ {0, 1}lu(λ)×{0, 1}lw(λ),
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âûâîäèìûå èç ñõåì ñ m(λ) ïðîâîäàìè è n(λ) âåíòèëÿìè îáùåãî ðàçìåðà d(λ) =
= m(λ) + n(λ). Áîëåå ïðîñòàÿ êâàäðàòè÷íàÿ ôîðìà SSP òðåáóåò äëÿ ïðîâåðêè îäèí
ïîëèíîì âìåñòî äâóõ ïîëèíîìîâ QSP è òð¼õ ïîëèíîìîâ QAP, ÷òî ïðèâîäèò ê áîëåå
ïðîñòîé è êîìïàêòíîé ïðåäâàðèòåëüíîé íàñòðîéêå, ìåíüøèì ðàçìåðàì êëþ÷åé è êî-
ëè÷åñòâó îïåðàöèé äëÿ äîêàçàòåëüñòâà è âåðèôèêàöèè.

Àëãîðèòì ôîðìèðîâàíèÿ êëþ÷åé (σ, τ)← Setup(1λ, R)
Íà âõîä ïîäàþòñÿ ïóáëè÷íûå ïàðàìåòðû gk è ìíîãî÷ëåíû SSP âèäà (v, t) è âûïîë-

íÿþòñÿ ñëåäóþùèå øàãè:

1. Âû÷èñëÿåòñÿ ïóáëè÷íûé ïàðàìåòð gk = (r,G1,G2,GT , e), ôîðìèðóåìûé íà îñ-
íîâå ïàðàìåòðà çàùèòû λ, ãäå r�ïðîñòîé ïîðÿäîê ãðóïï; G1,G2 �ìóëüòèïëè-
êàòèâíûå öèêëè÷åñêèå ãðóïïû ïîðÿäêà r; GT � ãðóïïà ïîðÿäêà r; e : G1×G2 →
GT � áèëèíåéíîå ñïàðèâàíèå.

2. Íà îñíîâå R ôîðìèðóåòñÿ áóëåâà ñõåìà CR : {0, 1}lu × {0, 1}lw → {0, 1}.
3. Ñòðîèòñÿ SSP âèäà Q = (v0(x), . . . , vm(x), t(x)), ïðåäíàçíà÷åííàÿ äëÿ âåðèôè-

êàöèè CR íàä Zp.
4. Âûáèðàþòñÿ ïåðâîîáðàçíûå ýëåìåíòû g1 ∈ G1, g2, g′2 ∈ G2. Îáðàçóþùèé ýëåìåíò

g′2 ìîæåò áûòü ïîëó÷åí âîçâåäåíèåì g2 â ñëó÷àéíóþ ñòåïåíü α ∈ Zp.
5. Âûáèðàþòñÿ ñëó÷àéíûå β, s ∈ Z∗

p, òàêèå, ÷òî t(s) ̸= 0.
6. Âû÷èñëÿþòñÿ ãëàâíàÿ ññûëî÷íàÿ ñòðîêà σ è ¾ëàçåéêà¿ τ :

σ = (gk, g1, g2, . . . , g
sd

1 , g
sd

2 , {g
βvi(s)
1 }i>lu , g

βt(s)
1 , g′2, g

′β
2 , Q), τ = (σ, β, s). (19)

7. Íà âûõîä ïîäà¼òñÿ ïàðà (σ, τ).

Àëãîðèòì äîêàçûâàþùåãî π ← Prove(σ, u, w)
Íà âõîä ïîäàþòñÿ êëþ÷ äîêàçàòåëüñòâà σ (19), ïóáëè÷íûé âõîä u, ñåêðåòíîå ñâè-

äåòåëüñòâî w è âûïîëíÿþòñÿ ñëåäóþùèå øàãè:

1. Îòêðûòûé âõîä ðàçáèâàåòñÿ íà áèòû: u = (a1, . . . , alu) ∈ {0, 1}lu .
2. Íà îñíîâå ñåêðåòíîãî ñâèäåòåëüñòâà w âûâîäÿòñÿ òàêèå (alu+1, . . . , am), ÷òî öå-

ëåâîé ìíîãî÷ëåí t(x) äåëèò

(
v0(z) +

m∑
i=1

aivi(x)

)2

− 1.

3. Âûáèðàåòñÿ ñëó÷àéíûé ýëåìåíò δ ∈ Zp è âû÷èñëÿåòñÿ ïîëèíîì-÷àñòíîå:

h(x) =

((
v0(x) +

m∑
i=1

aivi(x) + δt(x)

)2

− 1

)/
t(x).

4. Ñ èñïîëüçîâàíèåì êëþ÷à äîêàçàòåëüñòâà (19) âû÷èñëÿþòñÿ êîìïîíåíòû äîêà-
çàòåëüñòâà:

H = g
h(s)
1 , Bw = g

β

(
m∑

i>lu

aivi(s)+δt(s)

)
1 ,

Vw = g

m∑
i>lu

aivi(s)+δt(s)

1 , V2 = g
v0(s)+

m∑
i=1

aivi(s)+δt(s)

2 .

(20)

5. Íà âûõîä ïîäàåòñÿ äîêàçàòåëüñòâî π = (H,Bw, Vw, V2) ∈ G3
1 ×G2.

Äîêàçàòåëüñòâî ñîñòîèò èç ÷åòûð¼õ ýëåìåíòîâ: òð¼õ ýëåìåíòîâ ãðóïïû G1 è îäíîãî
ýëåìåíòà G2.

Àëãîðèòì âåðèôèêàòîðà 0/1← Vfy(σ, u, π)
Íà âõîä ïîäàþòñÿ ãëàâíàÿ ññûëî÷íàÿ ñòðîêà σ (19), âõîä u è äîêàçàòåëüñòâî π (20).

Çàòåì âûïîëíÿþòñÿ ñëåäóþùèå øàãè:
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1. Îòêðûòûé âõîä ðàçáèâàåòñÿ íà áèòû: u = (a1, . . . , alu) ∈ {0, 1}lu .
2. Äîêàçàòåëüñòâî π (20) ðàçáèâàåòñÿ íà êîìïîíåíòû (H,Bw, Vw, V2) ∈ G3

1 ×G2.

3. Âû÷èñëÿåòñÿ V = g
v0(s)+

lu∑
i=1

aivi(s)

1 Vw.
4. Â ïîðÿäêå îïèñàíèÿ ïðîâåðÿåòñÿ äîñòîâåðíîñòü îáÿçàòåëüñòâ, ôàêò èñïîëüçî-

âàíèÿ îäèíàêîâûõ êîýôôèöèåíòîâ è óñëîâèå âûïîëíåíèÿ äåëèìîñòè SSP:

e(V, g2) = e(g1, V2), e(Vw, g
′β
2 ) = e(Bw, g

′
2), e(H, g

t(s)
2 ) = e(V, V2)e(g1, g2)

−1. (21)

5. Åñëè ïðîâåðêè (21) âûïîëíÿþòñÿ, òî âåðèôèêàöèÿ ïîäòâåðæäàåòñÿ.

Çàôèêñèðîâàííîå çíà÷åíèå Vw (20) îäíîçíà÷íî îïðåäåëÿåò êîìïîíåíòû Bw, V2, H.
Ïîýòîìó äëÿ ëþáîé ïàðû (u,w) ∈ R åñëè äåéñòâèòåëüíûå/èìèòèðîâàííûå äîêàçàòåëü-
ñòâà âûáèðàþòñÿ ñëó÷àéíûì îáðàçîì, òî ïðîâåðî÷íûå óðàâíåíèÿ áóäóò âûïîëíÿòüñÿ.

Âåðèôèêàöèÿ âûïîëíÿåòñÿ çà ñ÷¼ò øåñòè áèëèíåéíûõ ñïàðèâàíèé è îäíîãî óìíî-
æåíèÿ äëÿ êàæäîãî íåíóëåâîãî âõîäíîãî áèòà, íåçàâèñèìî îò ðàçìåðà ñõåìû.

Àëãîðèòì èìèòèðîâàíèÿ äîêàçàòåëüñòâ π ← Sim(τ, u)
Íà âõîä ïîäà¼òñÿ ¾ëàçåéêà¿ τ (19), âõîä u è âûïîëíÿþòñÿ ñëåäóþùèå øàãè:

1. Îòêðûòûé âõîä ðàçáèâàåòñÿ íà áèòû: u = (a1, . . . , alu) ∈ {0, 1}lu .
2. Âûâîäèòñÿ ñëó÷àéíûé ýëåìåíò δw ∈ Zp.
3. Âû÷èñëÿåòñÿ îöåíêà ìíîãî÷ëåíà-÷àñòíîãî â ñåêðåòíîé òî÷êå s:

h =

((
v0(s) +

lu∑
i=1

aivi(s) + δw

)2

− 1

)/
t(s).

4. Íà âûõîä ïîäà¼òñÿ äîêàçàòåëüñòâî π=
(
gh1 , g

δw
1 , gβδw1 , g

v0(s)+
lu∑
i=1

aivi(s)+δw

2

)
∈G3

1×G2.

10. Ïðîòîêîë Ñ. Êîñòåëëî, Ñ. Ôóðíå, Ä. Õàóýëëà è äð.
Ïðîòîêîë Ñ. Êîñòåëëî, Ñ. Ôóðíå, Ä. Õàóýëëà è äð. [62] èñïîëüçóåò ïðîòîêîë zk-

SNARK Pinocchio [49] â êîíñòðóêöèè äîêàçàòåëüñòâ ñ ðàçáèåíèåì èñõîäíîãî QAP
àðèôìåòè÷åñêîé ñõåìû íà áîëåå ïðîñòûå ìåëêèå ñîñòàâëÿþùèå, êîòîðûå îáìåíèâà-
þòñÿ ñîñòîÿíèÿìè ïîñðåäñòâîì îáùåé øèíû äàííûõ. Â îòëè÷èå îò ñòàíäàðòíîãî ïîä-
õîäà [49], ñëó÷àé [62] êîìïèëèðóåò îòäåëüíûå ýëåìåíòû QAP òîëüêî äëÿ äèíàìè÷åñêèõ
÷àñòåé ñõåìû, çà ñ÷¼ò ÷åãî ýêîíîìÿòñÿ òðóäî¼ìêèå êðèïòîãðàôè÷åñêèå îïåðàöèè ïðè
ôîðìèðîâàíèè îáùåãî äîêàçàòåëüñòâà. Ïîäîáíàÿ äåêîìïîçèöèÿ äîêàçàòåëüñòâ ñïîñîá-
ñòâóåò ìàñøòàáèðóåìîñòè. Äîêàçûâàþùèé âûïîëíÿåò òîëüêî êðèïòîãðàôè÷åñêóþ ðà-
áîòó, ïðîïîðöèîíàëüíóþ ïóòè, ôàêòè÷åñêè âûïîëíåííîìó ïðîãðàììîé.

Ïî ñðàâíåíèþ ñ [49] ïðîòîêîë [62] âêëþ÷àåò íåçíà÷èòåëüíûå äîðàáîòêè. Íàïðèìåð,
ïîääåðæèâàþòñÿ èíäåêñû j ∈ [l] äëÿ âñåõ ïåðåìåííûõ, ñîîòâåòñòâóþùèõ îòäåëüíûì
QAP Qi. Êðîìå òîãî, êëþ÷-¾ëàçåéêà¿ τ ðàçäåëÿåòñÿ íà êîìïîíåíòû äëÿ èìèòèðîâàíèÿ
è ýêñïîðòèðîâàíèÿ äîêàçàòåëüñòâ:

(τS, τE) = (s, {αv,j, αw,j, αy,j}j∈[l], rv, rw), (rv, rw).

Ïî ñðàâíåíèþ ñ êëþ÷îì îöåíêè (12) [49] â òåêóùèé âàðèàíò EKj [62] äîáàâëåíû
çàøèôðîâàííûå çíà÷åíèÿ öåëåâîãî ïîëèíîìà t(s):

EKj = (. . . , gt(s)v , gt(s)w , gt(s)y , gαv,jt(s)
v , gαw,jt(s)

w , gαy,jt(s)
y , gβjt(s)

v , gβjt(s)
w , gβjt(s)

y ).
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Äîïîëíèòåëüíî êëþ÷è âåðèôèêàöèè V Kj âêëþ÷àþò ïðîâåðÿåìûå âåðèôèêàòîðîì
äàéäæåñòû äëÿ ñâÿçûâàíèÿ EKj âèäà Cj = (EKj, uj, oj), ãäå oj = (ov, ow, oy)� ñëó-
÷àéíûå ýëåìåíòû ïîëÿ. Äàéäæåñòû Cj èñïîëüçóþòñÿ â êà÷åñòâå îòêðûòîãî âõîäà äëÿ
ôóíêöèè âåðèôèêàöèè. Îïðåäåëÿþòñÿ êîýôôèöèåíòû (ck)k∈Ij = uj è äëÿ ïîëèíîìîâ
çíà÷åíèé îáùåé øèíû QAP j ∈ S (j /∈ S �èíäåêñû íåñâÿçàííûõ äàéäæåñòîâ) âû÷èñ-
ëÿþòñÿ ñëåäóþùèå îáÿçàòåëüñòâà:

j ∈ S : gy
(j)(s)

y , gαy,jy
(j)(s)

v , gβj(ryy
(j)(s)),

j /∈ S : gv
(j)(s)

v , gw
(j)(s)

w , gy
(j)(s)

y , gαv,jv
(j)(s)

v , gαw,jw
(j)(s)

w , gαy,jy
(j)(s)

y , gβj(rvv
(j)(s)+rww(j)(s)+ryy(j)(s)),

ãäå v(j)(s) =
∑
k∈Ij

ckvk(s)+ovd(s) (äëÿ w(j)(s), y(j)(s) èñïîëüçóþòñÿ ow, oy ñîîòâåòñòâåííî).

11. Ïðîòîêîë Ì. Áýêåñà, Ì. Áàðáîçà, Ä. Ôèîðå, Ì. Ðåéùóê
Ïðîòîêîë Ì. Áýêåñà, Ì. Áàðáîçà, Ä. Ôèîðå, Ì. Ðåéùóê [63] ïðèìåíÿåò QAP è ïðåä-

ñòàâëÿåò ñîáîé ðàçâèòèå èäåé [64, 49, 65], ïîçâîëÿþùåå ôîðìèðîâàòü äîêàçàòåëüñòâà
ñ èñïîëüçîâàíèåì àóòåíòèôèöèðîâàííûõ äàííûõ (Authenticated Data, AD). Õàðàêòåð-
íîé îñîáåííîñòüþ ñõåìû [63] ÿâëÿåòñÿ òî, ÷òî âåðèôèêàòîð ïîëó÷àåò èíôîðìàöèþ
èç íàä¼æíîãî èñòî÷íèêà è íàïðàâëÿåò å¼ òðåòüåé ñòîðîíå, êîòîðàÿ â ñîñòîÿíèè ïðî-
âåðèòü äåéñòâèòåëüíîñòü ïðèíèìàåìûõ äàííûõ, àóòåíòèôèöèðîâàííûõ èñõîäíûì èñ-
òî÷íèêîì. Â äàííîì ñëó÷àå àóòåíòèôèêàöèÿ îñíîâàíà íà ôîðìèðîâàíèè MAC-êîäîâ ñ
èñïîëüçîâàíèåì ñõåì ãîìîìîðôíîãî øèôðîâàíèÿ [66, 67]. Â êëàññè÷åñêîì ïðîòîêîëå
zk-SNARK âåðèôèêàòîð âñåãäà çíàåò îòêðûòîå ñîñòîÿíèå, à â ñëó÷àå AD zk-SNARK
àóòåíòèôèöèðîâàííûå íåêîòîðûì äîâåðåííûì èñòî÷íèêîì âõîäíûå ñîñòîÿíèÿ âåðè-
ôèêàòîðó íå ðàñêðûâàþòñÿ. Ïî ñðàâíåíèþ ñ Pinocchio [49] ïðîòîêîë AD zk-SNARK [63]
ñòðîèò äîêàçàòåëüñòâà â 25 ðàç áûñòðåå è ñîêðàùàåò òðåáîâàíèÿ ê ðàçìåðó ïàìÿòè äî-
êàçûâàþùèõ â 20 ðàç.

Äëÿ ïðîèçâîëüíûõ àðèôìåòè÷åñêèõ ñõåì ìîæåò ñòðîèòüñÿ êàê ïðîòîêîë PV, òàê
è ïðîòîêîë DV AD zk-SNARK. Â ñëó÷àå ïðîòîêîëà DV AD zk-SNARK ðàçìåð äîêàçà-
òåëüñòâ ôèêñèðóåòñÿ êîíñòàíòîé, à äëÿ ïðîòîêîëà PV AD zk-SNARK� ðàñò¼ò ëèíåéíî
êîëè÷åñòâó N ⩽ n àóòåíòèôèöèðîâàííûõ óòâåðæäåíèé. Àëãîðèòì âåðèôèêàöèè ðàáî-
òàåò ëèíåéíî ïî N .

Äëÿ âåðèôèêàòîðîâ, êîòîðûì èçâåñòåí ñåêðåòíûé êëþ÷ àóòåíòèôèêàöèè, íàïðè-
ìåð â ñëó÷àå êðèïòîãðàôè÷åñêèõ óñòðîéñòâ ñ ñèììåòðè÷íûì êëþ÷îì â çàùèù¼ííîé
âíóòðåííåé ïàìÿòè, äîêàçàòåëüñòâà ïðîòîêîëà AD zk-SNARK èìåþò ïîñòîÿííûé ðàç-
ìåð è çíàíèå âåðèôèêàòîðîì òàêîãî êëþ÷à íå ñòàâèò ïîä óãðîçó êîíôèäåíöèàëü-
íîñòü ñõåìû. Çàùèù¼ííîñòü ðàññìàòðèâàåìîãî ïðîòîêîëà îñíîâàíà íà äîïóùåíèÿõ
q-DHE [68] è q-PKE [31] â áèëèíåéíûõ ãðóïïàõ. Êîíôèäåíöèàëüíîñòü â âèäå ñâîéñòâà
ZK òàêæå ñîõðàíÿåòñÿ ïðîòèâ çëîóìûøëåííèêîâ, êîòîðûå çíàþò/ôîðìèðóþò êëþ÷è
àóòåíòèôèêàöèè.

Ðåàëèçàöèÿ ïðîòîêîëà AD zk-SNARK [63] âêëþ÷àåò ñõåìó ïîäïèñè íà îñíîâå ýë-
ëèïòè÷åñêîé êðèâîé ed25519 [69]. Íà âõîä PRF, îñíîâàííîãî íà AES, ïîäàþòñÿ 128-
áèòíàÿ ìåòêà è 256-áèòíûé êëþ÷. Çàòåì îäíî âû÷èñëåíèå AES-128 îòîáðàæàåò ìåòêó
â 128-áèòíîå ïñåâäîñëó÷àéíîå íà÷àëüíîå çíà÷åíèå, ïðèìåíÿåìîå âî âòîðîì ýêçåìïëÿ-
ðå AES-CTR-128 äëÿ ðàñøèðåíèÿ íà÷àëüíîãî çíà÷åíèÿ äî 384 ïñåâäîñëó÷àéíûõ áèò,
êîòîðûå ñîêðàùàþòñÿ ïî ìîäóëþ äî 254-áèòíîãî ýëåìåíòà ïîëÿ. Áûñòðîäåéñòâèå êðèï-
òîãðàôè÷åñêèõ ôóíêöèé ìîæåò îöåíèâàòüñÿ íà ïëàòôîðìå Supercop [70].

Àëãîðèòì íà÷àëüíîé óñòàíîâêè Setup(1λ). Íà îñíîâå λ âû÷èñëÿþòñÿ ïóáëè÷-
íûå ïàðàìåòðû áèëèíåéíîé ãðóïïû pp = (p,G1,G2,GT , e, P1, P2)←R G(1λ), ãðóïïû Gi
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èìåþò ïðîñòîé ïîðÿäîê p > 2λ, P1 ∈ G1 è P2 ∈ G2 � îáðàçóþùèå ýëåìåíòû ãðóïï, e�
ïðîèçâîäèòåëüíîå áèëèíåéíîå ñïàðèâàíèå. Ôèêñèðóåòñÿ êîíå÷íîå ïîëå F âû÷åòîâ ïî
ìîäóëþ p.

Àëãîðèòì ôîðìèðîâàíèÿ êëþ÷åé àóòåíòèôèêàöèè AuthKG(pp)
Ôîðìèðóåòñÿ êëþ÷åâàÿ ïàðà ñõåìû ïîäïèñè (sk′, vka

′) ←R Σ.KG(1λ). Äëÿ ïñåâ-
äîñëó÷àéíîé ôóíêöèè FS : {0, 1}∗ → F (Pseudo-Random Functions, PRF) âû-
÷èñëÿåòñÿ íà÷àëüíîå ñåêðåòíîå çàïîëíåíèå S è ïóáëè÷íûé ïàðàìåòð prfpp â âèäå
(S, prfpp) ←R F.KG(1λ). Âûâîäèòñÿ ñëó÷àéíîå çíà÷åíèå k ←R F è âû÷èñëÿåòñÿ
K1 = kP1 ∈ G1, K2 = kP2 ∈ G2. Ôîðìèðóþòñÿ ñåêðåòíûé êëþ÷ àóòåíòèôèêàöèè
sk = (sk′, S, k), ïóáëè÷íûé êëþ÷ âåðèôèêàöèè àóòåíòèôèêàòîðà vka = (vka

′, K2) è ïóá-
ëè÷íûå ïàðàìåòðû àóòåíòèôèêàöèè pap = (pp, prfpp, K1).

Â ñëó÷àå ïðîòîêîëà DV AD zk-SNARK ôîðìèðóåòñÿ äîïîëíèòåëüíûé âûâîä
FS : {0, 1}∗ → G2 è âû÷èñëÿåòñÿ K = e(P1, P2)

k ∈ GT . Íà âûõîä ïîäàþòñÿ ñåêðåò-
íûé êëþ÷ àóòåíòèôèêàöèè sk = vka = (S, k) è ïóáëè÷íûå ïàðàìåòðû àóòåíòèôèêàöèè
pap = (pp, prfpp, K).

Àëãîðèòì àóòåíòèôèêàöèè Auth(sk,L, x)
Äëÿ àóòåíòèôèêàöèè çíà÷åíèÿ x ∈ F ñ ìåòêîé L ôîðìèðóåòñÿ ϕ = FS(L) ñ èñ-

ïîëüçîâàíèåì PRF, âû÷èñëÿåòñÿ µ = ϕ + kx ∈ F è Φ = ϕP2 ∈ G2. Çàòåì âû÷èñëÿåòñÿ
ïîäïèñü σ′ ←R Σ.Sign(sk′,Φ ∥ L) è âûâîäèòñÿ çíà÷åíèå-àóòåíòèôèêàòîð σ = (µ,Φ, σ′)
(ñèìâîë ¾∥¿ îçíà÷àåò êîíêàòåíàöèþ).

Â ñëó÷àå ïðîòîêîëà DV AD zk-SNARK ôîðìèðóåòñÿ äîïîëíèòåëüíûé âûâîä σ =
= Φ+ xkP2.

Àëãîðèòì âåðèôèêàöèè àóòåíòèôèêàòîðà AuthVer(vka, σ,L, x)
Èñïîëüçóåòñÿ êëþ÷ âåðèôèêàöèè àóòåíòèôèêàòîðà vka = (vka

′, K2). ×òîáû óáå-
äèòüñÿ, ÷òî σ = (µ,Φ, σ′) ÿâëÿåòñÿ äîïóñòèìûì òåãîì àóòåíòèôèêàöèè äëÿ x ∈ F
îòíîñèòåëüíî ìåòêè L, ïðîâåðÿåòñÿ âûïîëíåíèå ðàâåíñòâ µP2 = Φ + xK2 â G1 è
Σ.Ver(vka

′,Φ ∥ L, σ′) = 1. Â ñëó÷àå ñåêðåòíîé ïðîâåðêè vka çàìåíÿåòñÿ íà sk è àóòåíòè-
ôèêàòîð σ ïðîâåðÿåòñÿ ðàâåíñòâîì µ = FS(L) + kx.

Â ñëó÷àå ïðîòîêîëà DV AD zk-SNARK âêëþ÷àåòñÿ äîïîëíèòåëüíàÿ ïðîâåðêà âû-
ïîëíåíèÿ ðàâåíñòâà σ = FS(L) + xkP2.

Àëãîðèòì ôîðìèðîâàíèÿ êëþ÷åé Gen(pap, C)
Èñïîëüçóåòñÿ àðèôìåòè÷åñêàÿ ñõåìà C : Fn × Fh → Fl. Èíäåêñû ïðîâîäîâ

ñõåìû {1, . . . ,m + 3} äåëÿòñÿ íà n çíà÷åíèé ïóáëè÷íîãî ñîñòîÿíèÿ âõîäà/âûõîäà
Ix = {1, . . . , n} è h çíà÷åíèé âíóòðåííèõ ïðîâîäîâ ñåêðåòíîãî ñâèäåòåëüñòâà Imid =
= {n+ 1, . . . ,m+ 3}. Âûïîëíÿþòñÿ ñëåäóþùèå øàãè:

1. Äëÿ ñõåìû C âû÷èñëÿåòñÿ QAP âèäà QC = (a,b, c, z) = QAPInst(C) ðàçìåðà m
è ñòåïåíè d. Çíà÷åíèÿ a,b, c ÿâëÿþòñÿ âåêòîðàìè ïî m+1 ïîëèíîìîâ â F⩽d−1[X],
öåëåâîé ïîëèíîì z ∈ F[X] èìååò ñòåïåíü d. Âåêòîðû ðàñøèðÿþòñÿ òðåìÿ ïîëè-
íîìàìè êàæäûé:

am+1(X) = bm+2(X) = cm+3(X) = z(X),

am+2(X) = am+3(X) = bm+1(X) = bm+3(X) = cm+1(X) = cm+2(X) = 0.

2. Âûáèðàþòñÿ ñëó÷àéíûå çíà÷åíèÿ ρa, ρb, τ, αa, αb, αc, β, γ ∈ F, ρc = ρaρb è äëÿ
k ∈ {0, . . . ,m+ 3} âû÷èñëÿþòñÿ êîìïîíåíòû êëþ÷åé:
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Z = z(τ)ρcP2, Ka = z(τ)ρaK1,

Ak = ak(τ)ρaP1, A′
k = αaak(τ)ρaP1,

Bk = bk(τ)ρbP2, B′
k = αbbk(τ)ρbP1,

Ck = ck(τ)ρcP1, C ′
k = αcck(τ)ρcP1,

Ek = β(ak(τ)ρa + bk(τ)ρb + ck(τ)ρc)P1.

(22)

Ðàñøèðåíèå ïðîòîêîëà AD zk-SNARK äëÿ k ðàçëè÷íûõ êëþ÷åé àóòåíòèôèêà-
öèè/èñòî÷íèêîâ èñïîëüçóåò âèäîèçìåí¼ííûé àëãîðèòì Gen({papj}, C) ñ íàáîðîì
îáùåäîñòóïíûõ ïàðàìåòðîâ àóòåíòèôèêàöèè pap1, . . . , papk. Òîãäà â EKC (23)
âêëþ÷àåòñÿ íàáîð {Ka,j = z(τ)ρaK1,j}j∈[k].
Â ñëó÷àå ïðîòîêîëà DV AD zk-SNARK âû÷èñëÿåòñÿ íîâîå çíà÷åíèå Ka =
= (K)z(τ) ∈ GT (22).

3. Íà âûõîä ïîäàþòñÿ êëþ÷è îöåíêè EKC è âåðèôèêàöèè V KC ñõåìû C:

EKC = (QC ,A,A
′,B,B′,C,C′,E, {τ iP1}i∈{0,...,d}, Ka),

V KC = (P1, P2, αaP2, αbP1, αcP2, γP2, βγP1, βγP2, Z, {Ak}nk=0).
(23)

Àëãîðèòì äîêàçàòåëüñòâà Prove(EKC ,x,w,σ)
Èñïîëüçóþòñÿ êëþ÷ îöåíêè EKC (23), ïàðà ¾îòêðûòîå ñîñòîÿíèå � ñåêðåòíîå ñâè-

äåòåëüñòâî¿ (x,w) ∈ Fn×Fh, íàáîð òåãîâ àóòåíòèôèêàöèè äëÿ x âèäà σ = (σ1, . . . , σn),
ãäå äëÿ âñåõ i ∈ [n] âûïîëíÿåòñÿ ðàâåíñòâî σi = (µi,Φi, σ

′
i) èëè σi = ∗ (çíà÷åíèå ¾*¿

îçíà÷àåò ïóñòîé ïàðàìåòð). Îïðåäåëÿþòñÿ èíäåêñû Iσ = {i ∈ Ix : σi ̸= ∗} ⊆ Ix, äëÿ
êîòîðûõ ñóùåñòâóþò àóòåíòèôèöèðîâàííûå äàííûå, à òàêæå I∗ = Ix\Iσ êàê èíäåê-
ñû ïóñòîãî äîïîëíåíèÿ. Ïðèìå÷àòåëüíî, ÷òî σ íå îáÿçàòåëüíî ñîäåðæèò òåãè àóòåí-
òèôèêàöèè äëÿ âñåõ ïîçèöèé. Åñëè çíà÷åíèå â ïîçèöèè i íå àóòåíòèôèöèðîâàíî, òî
èñïîëüçóåòñÿ ïóñòîé òåã σi = ∗.

Äëÿ k ðàçëè÷íûõ èñòî÷íèêîâ äîïîëíèòåëüíî êàæäûé òåã àóòåíòèôèêàöèè σi ∈ σ
óêàçûâàåò íà ñîîòâåòñòâóþùèé êëþ÷ àóòåíòèôèêàöèè akji , à íàáîð Iσ ðàçáèâàåòñÿ
íà k ïîäìíîæåñòâ Iσ,j �ïî îäíîìó ìíîæåñòâó äëÿ êàæäîãî êëþ÷à àóòåíòèôèêàöèè.

Äëÿ ïîëó÷åíèÿ äîêàçàòåëüñòâà âûïîëíèìîñòè C(x,w) = 0l âûïîëíÿþòñÿ ñëåäóþ-
ùèå øàãè:

1. Âû÷èñëÿåòñÿ s = QAPwit(C,x,w) ∈ Fm (si = xi äëÿ âñåõ i ∈ [n]).
2. Âûáèðàþòñÿ ñëó÷àéíûå δσa , δ

mid
a , δb, δc ∈ F, δa = δσa + δmid

a è ôèêñèðóåòñÿ âåêòîð
u = (1, s, δa, δb, δc) ∈ Fm+4.
Äëÿ k ðàçëè÷íûõ êëþ÷åé àóòåíòèôèêàöèè/èñòî÷íèêîâ äîïîëíèòåëüíî âûâî-

äèòñÿ íàáîð ñëó÷àéíûõ çíà÷åíèé (δ
(1)
a , . . . , δ

(k)
a ), δa =

k∑
j=1

δ
(j)
a + δmid

a .

3. Ðåøàåòñÿ çàäà÷à QAP QC äëÿ âû÷èñëåíèÿ êîýôôèöèåíòîâ (h0, . . . , hd) ∈ Fd+1

ïîëèíîìà h ∈ F[X], ñîîòâåòñòâóþùåãî âûïîëíåíèþ ðàâåíñòâà h(X)z(X) =
= a(X)b(X)− c(X), ãäå a, b, c ∈ F[X] èìåþò ñëåäóþùèé âèä:

a(X) = a0(X) +
∑

k∈[m]

skak(X) + δaz(x),

b(X) = b0(X) +
∑

k∈[m]

skbk(X) + δbz(x),

c(X) = c0(X) +
∑

k∈[m]

skck(X) + δcz(x).
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Çàòåì âû÷èñëÿåòñÿ H = h(τ)P1 ñ èñïîëüçîâàíèåì τ iP1 èç êëþ÷à îöåíêè
EKC (23). Â èòîãå âû÷èñëÿþòñÿ çíà÷åíèÿ a(X) = ⟨u, a⟩, b(X) = ⟨u,b⟩ è
c(X) = ⟨u, c⟩.

4. Âû÷èñëÿþòñÿ êîìïîíåíòû äîêàçàòåëüñòâà:

πb = ⟨u,B⟩, π′
b = ⟨u,B′⟩, πc = ⟨u,C⟩, π′

c = ⟨u,C′⟩,
πσ = ⟨u,A⟩Iσ + δσaAm+1, π′

σ = ⟨u,A′⟩Iσ + δσaA
′
m+1,

πmid = ⟨u,A⟩Imid − δσaAm+1, π′
mid = ⟨u,A′⟩Iσ − δσaA′

m+1,

πE = ⟨u,E⟩.

Â ñëó÷àå k ðàçëè÷íûõ êëþ÷åé àóòåíòèôèêàöèè/èñòî÷íèêîâ äëÿ j = 1, . . . , k
äîïîëíèòåëüíî âû÷èñëÿþòñÿ êîìïîíåíòû äîêàçàòåëüñòâ:

πσ,j = ⟨u,A⟩Iσ,j + δ(j)a Am+1, π′
σ,j = ⟨u,A′⟩Iσ,j + δ(j)a A′

m+1,

πmid = ⟨u,A⟩Imid
−

k∑
j=1

δ
(j)
a Am+1, π′

mid = ⟨u,A′⟩Iσ −
k∑

j=1

δ
(j)
a A′

m+1.
(24)

5. Âû÷èñëÿþòñÿ àóòåíòèôèêàöèîííûå äàííûå äëÿ πσ (24):

πµ = ⟨µ,A⟩Iσ + δσaKa. (25)

Â ñëó÷àå k ðàçëè÷íûõ êëþ÷åé àóòåíòèôèêàöèè/èñòî÷íèêîâ äîïîëíèòåëüíî âû-
÷èñëÿþòñÿ àóòåíòèôèêàöèîííûå äàííûå äëÿ πσ,j (24):

πµ,j = ⟨µ,A⟩Iσ,j + δjaKa,j.

Â ñëó÷àå ïðîòîêîëà DV AD zk-SNARK âû÷èñëÿåòñÿ íîâîå çíà÷åíèå πµ, îòëè÷íîå
îò (25):

πµ =

( ∏
k∈Iσ

e(Ak,Φk)

)
(Ka)

δσa ∈ GT .

6. Íà âûõîä ïîäà¼òñÿ äîêàçàòåëüñòâî è, â ñëó÷àå ïðîòîêîëà PV zk-SNARK, íàáîð
äîïîëíèòåëüíûõ çíà÷åíèé:

π = (πµ, πσ, π
′
σ, πmid, π

′
mid, πb, π

′
b, πc, π

′
c, πE, H),

{Φk, σ
′
k}k∈Iσ .

(26)

Â ñëó÷àå k ðàçëè÷íûõ êëþ÷åé àóòåíòèôèêàöèè/èñòî÷íèêîâ äîïîëíèòåëüíî íà
âûõîä ïîäàåòñÿ íàáîð êîìïîíåíò {πµ,j, πσ,j, π′

σ,j}kj=1.

Àëãîðèòì âåðèôèêàöèè Ver(vka, V KC ,L, {xi}Li=∗, π)
Èñïîëüçóåòñÿ êëþ÷ âåðèôèêàöèè àóòåíòèôèêàòîðà vka, êëþ÷ âåðèôèêàöèè ñõå-

ìû V KC (23), âåêòîð ìåòîê L = (L1, . . . , Ln), íåàóòåíòèôèöèðîâàííûå êîìïîíåíòû
ñîñòîÿíèÿ xi è äîêàçàòåëüñòâî π (26). Îïðåäåëÿþòñÿ àíàëîãè÷íûå äîêàçûâàþùåìó
èíäåêñû Iσ, I∗. Âû÷èñëÿåòñÿ çíà÷åíèå A∗ = A0 + ⟨x,A⟩I∗ è âûïîëíÿþòñÿ ñëåäóþùèå
øàãè:

1. Èñïîëüçóåòñÿ ñåêðåòíûé êëþ÷ âåðèôèêàöèè sk = (S, k) äëÿ ïðîâåðêè ïîäëèí-
íîñòè πσ ïî ìåòêàì L çà ñ÷¼ò âûïîëíåíèÿ óðàâíåíèÿ â G1:

πµ = ⟨FS(L),A⟩Iσ + kπσ =
∑
i∈Iσ

FS(Li)Ai + kπσ. (27)
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Â ñëó÷àå ïðîòîêîëà DV zk-SNARK âìåñòî (27) âêëþ÷àåòñÿ ïðîâåðêà ïîäëèííî-
ñòè πσ çà ñ÷¼ò âûïîëíåíèÿ íîâîãî ðàâåíñòâà â GT :

πµ =

( ∏
k∈Iσ

e(Ak, FS(Lk))

)
e(πσ, kP2).

2. Â ñëþ÷àå ïðîòîêîëà PV zk-SNARK èñïîëüçóåòñÿ ïóáëè÷íûé êëþ÷ âåðèôèêàöèè
vka = (vka

′, K2). Cíà÷àëà ïðîâåðÿåòñÿ ïðàâèëüíîñòü âñåõ Φk çà ñ÷¼ò êîíòðîëÿ
Σ.Ver(vka

′,Φk ∥ Lk, σ
′
k) = 1 äëÿ âñåõ k ∈ Iσ. Çàòåì ïðîâåðÿåòñÿ ïîäëèííîñòü πσ

çà ñ÷¼ò âûïîëíåíèÿ ðàâåíñòâà â GT :

e(πµ, P2) =
∏
k∈Iσ

e(Ak,Φk)e(πσ, K2). (28)

3. Ïðîâåðÿåòñÿ ïîäëèííîñòü îáÿçàòåëüñòâ äëÿ àóòåíòèôèöèðîâàííûõ çíà÷åíèé:

e(π′
σ, P2) = e(πσ, αaP2). (29)

4. Â ïîðÿäêå îïèñàíèÿ ïðîâåðÿåòñÿ âûïîëíèìîñòü QAP, êîððåêòíîñòü îáÿçà-
òåëüñòâ è ïîäòâåðæäåíèå èñïîëüçîâàíèÿ îäèíàêîâûõ êîýôôèöèåíòîâ äëÿ âñåõ
ëèíåéíûõ êîìáèíàöèé QAP:

e(A∗ + πσ + πmid, πb) = e(H,Z)e(πc, P2),

(e(π′
mid, P2) = e(πmid, αaP2), e(π′

b, P2) = e(αbP1, πb), e(π′
c, P2) = e(πc, αcP2)),

e(πE, γP2) = e(A∗ + πσ + πmid + πc, βγP2)e(βγP1, πb).

(30)

5. Âåðèôèêàöèÿ óñïåøíà, åñëè âñå óðàâíåíèÿ (27), (28) è (30) âûïîëíÿþòñÿ.
Â ñëó÷àå k ðàçëè÷íûõ êëþ÷åé àóòåíòèôèêàöèè/èñòî÷íèêîâ àëãîðèòì âåðè-
ôèêàöèè äîïîëíèòåëüíî ïðîâåðÿåò óðàâíåíèÿ (27), (28) è (29) äëÿ íàáîðà
{πµ,j, πσ,j, π′

σ,j}kj=1.

Àëãîðèòì ðåðàíäîìèçàöèè äîêàçàòåëüñòâ ReRand(EKC ,L, {xi}Li=∗, π)
Åñëè π (26) ïîäòâåðæäàþò íàáîðû ìåòîê L è íåàóòåíòèôèöèðîâàííûõ çíà÷åíèé

{xi}Li=∗, òî π âîçìîæíî ïîâòîðíî ðåðàíäîìèçèðîâàòü. Äëÿ ýòîãî âûïîëíÿþòñÿ ñëåäó-
þùèå øàãè:

1. Âûáèðàþòñÿ ñëó÷àéíûå çíà÷åíèÿ δ̃σa , δ̃
mid
a , δ̃b, δ̃c ∈ F, δ̃a = δ̃σa + δ̃mid

a .
2. Â êîìïîíåíòû äîêàçàòåëüñòâà ââîäÿòñÿ íîâûå ñëó÷àéíûå çíà÷åíèÿ:

π̃b = πb + δ̃bBm+2, π̃′
b = π′

b + δ̃bB
′
m+2,

π̃c = πc + δ̃cCm+3, π̃′
c = π′

c + δ̃cC
′
m+3,

π̃σ = πσ + δ̃σaAm+1, π̃σ
′ = π′

σ + δ̃σaA
′
m+1,

π̃mid = πmid + δ̃mid
a Am+1, π̃′

mid = π′
mid + δ̃mid

a A′
m+1,

π̃E = πE + δ̃aEm+1 + δ̃bEm+2 + δ̃cEm+3,

π̃µ = πµ + δ̃σaKa,

H̃ = H + δ̃aπb + δ̃bπa + δ̃aδ̃bz(τ)P1 − δ̃cP1.

(31)

Â (31) çíà÷åíèå z(τ)P1 ìîæåò âêëþ÷àòüñÿ â êëþ÷ îöåíêè EKC (23).
3. Íà âûõîä ïîäà¼òñÿ îáíîâë¼ííîå ïîâòîðíî ðàíäîìèçèðîâàííîå çíà÷åíèå äîêàçà-

òåëüñòâà π̃ = (π̃µ, π̃σ, π̃
′
σ, π̃mid, π̃

′
mid, π̃b, π̃

′
b, π̃c, π̃

′
c, π̃E, H̃).
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Äîêàçàòåëüñòâî ïîëíîòû ðàññìîòðåííîãî ïðîòîêîëà AD zk-SNARK ïðåäñòàâëåíî
â [63].

Ïî ñðàâíåíèþ ñ ïðîèçâîäèòåëüíîé âåðñèåé [49], ïðåäñòàâëåííîé â [65], àëãîðèòì Gen
ïðîòîêîëà [63] èìååò îäíî äîïîëíèòåëüíîå âîçâåäåíèå â ñòåïåíü â G1 äëÿ ôîðìèðî-
âàíèÿ Ka = z(τ)ρaK1. Ðàçìåð íîâîãî EKC (23) ðàñøèðåí íà îäèí ýëåìåíò Ka ∈ G1.
Äîêàçàòåëüñòâî ïðîòîêîëà AD zk-SNARK ðàñøèðåíî íà òðè ýëåìåíòà πσ, π′

σ, πµ ∈ G1,
êàæäûé c N = |Iσ| âîçâåäåíèÿìè â ñòåïåíü, à òàêæå íàáîðîì ïîäïèñåé {σk} ∈ Iσ
äëÿ ïðîòîêîëà PV zk-SNARK. Âåðèôèêàòîð ïðîòîêîëà DV AD zk-SNARK âû÷èñëÿåò
|I∗| = n−N çíà÷åíèé A∗, ÷òî ìåíüøå ñëó÷àÿ [49], à óðàâíåíèå (27) òðåáóåò ìíîãîêðàò-
íîãî âîçâåäåíèÿ â ñòåïåíü c N = |Iσ| çíà÷åíèÿìè è äîïîëíèòåëüíûõ âû÷èñëåíèé PRF,
÷òî âçàèìíî êîìïåíñèðóåòñÿ. Â èòîãå âåðèôèêàòîð ïðîòîêîëà DV AD zk-SNARK [63]
èïîëüçóåò íà äâà áèëèíåéíûõ ñïàðèâàíèÿ â (29) áîëüøå, ÷åì [49]. Â ñëó÷àå ïðîòîêî-
ëîâ PV zk-SNARK äîáàâëåíî óðàâíåíèå (28) ñ äâóìÿ áèëèíåéíûìè ñïàðèâàíèÿìè è
|Iσ| ïðîèçâåäåíèÿìè.

Ïðîòîêîëû [63, 71] óíàñëåäîâàëè ïðîáëåìû çàùèù¼ííîñòè [72]. À. Ãàáèçîí [73] âû-
ÿâëÿåò óÿçâèìîñòü ïðîòîêîëà zk-SNARK [72], ñâÿçàííóþ ñ âêëþ÷åíèåì â CRS èçáû-
òî÷íûõ ïî ñðàâíåíèþ ñ èñõîäíûì âàðèàíòîì Pinocchio [49] ýëåìåíòîâ êëþ÷à âåðèôè-
êàöèè. Ïðè íàëè÷èè äîêàçàòåëüñòâà íåêîòîðîãî çàäàííîãî îáùåäîñòóïíîãî âõîäà ýòî
ïîçâîëÿåò ñîçäàâàòü äîêàçàòåëüñòâà äëÿ ëþáûõ äðóãèõ âõîäîâ. Äëÿ ñëó÷àÿ èñêëþ-
÷åíèÿ äàííûõ ýëåìåíòîâ è ïðè óäîâëåòâîðåíèè QAP îïðåäåë¼ííûì óñëîâèÿì â [73]
ïðåäñòàâëåíî äîêàçàòåëüñòâî çàùèù¼ííîñòè [72] â îáùåé ãðóïïîâîé ìîäåëè.

12. Ïðîòîêîë É. Ãðîòà íà îñíîâå àñèììåòðè÷íîãî áèëèíåéíîãî ñïàðèâàíèÿ
Ïðîòîêîë zk-SNARK É. Ãðîòà [74] ñòðîèòñÿ íà îñíîâå QAP, áèëèíåéíîãî ñïàðèâà-

íèÿ è óñòðàíÿåò âîçìîæíîñòü ðàñêðûòèÿ èíôîðìàöèè èç CRS. Ðàññìàòðèâàåòñÿ âàðè-
àíò íåñèììåòðè÷íîãî áèëèíåéíîãî ñïàðèâàíèÿ e : G1 ×G2 → GT , ãäå g� îáðàçóþùèé
ýëåìåíò G1; h� îáðàçóþùèé ýëåìåíò G2; e(g, h)� îáðàçóþùèé ýëåìåíò GT , îäíàêî
ñèììåòðè÷íûé ñëó÷àé ïðè G1 = G2 è g = h âûïîëíÿåòñÿ àíàëîãè÷íî. Äîêàçàòåëüñòâà
çíàíèÿ ñîñòîÿò èç òð¼õ ýëåìåíòîâ ãðóïïû. Ïðè ðàáîòå ñ áèëèíåéíûì ñïàðèâàíèåì òè-
ïà III [75] âåðèôèêàöèÿ â ñòåïåíÿõ äèñêðåòíûõ ëîãàðèôìîâ òðåáóåò óêàçàíèÿ ãðóïï
äëÿ êàæäîãî ýëåìåíòà. Ïîýòîìó ãëàâíàÿ ññûëî÷íàÿ ñòðîêà è äîêàçàòåëüñòâî ðàçäåëÿ-
þòñÿ íà äâå ÷àñòè, â ñâÿçè ñ ÷åì ÿâëÿþòñÿ ñîñòàâíûìè: σ = (σ1, σ2), π = (π1, π2).

Òàêèì îáðàçîì, ñíà÷àëà ñòðîèòñÿ äâà ñîîáùåíèÿ äëÿ QAP, êîòîðàÿ âûâîäèò áè-
íàðíîå îòíîøåíèå âèäà

R = (p,G1,G2,GT , e, g, h, l, {ui(x), vi(x), wi(x)}mi=0, t(x)). (32)

Îòíîøåíèå (32) ïðåäóñìàòðèâàåò çàâèñèìîñòü |p| = λ, çàäà¼ò ïîëå Zp, ÿçûê ñî-
ñòîÿíèé (a1, . . . , al) ∈ Zl

p (îòêðûòûå çíà÷åíèÿ ïðîâîäîâ) è ñåêðåòíûõ ñâèäåòåëüñòâ
(al+1, . . . , am) ∈ Zm−l

p (ñåêðåòíûå çíà÷åíèÿ ïðîâîäîâ), óäîâëåòâîðÿþùèõ âûïîëíèìî-
ñòè àðèôìåòè÷åñêîé ñõåìû (ñîãëàñîâàííîñòü ïðîâîäîâ ââîäà/âûâîäà). Àðèôìåòè÷å-
ñêèå ñõåìû ôîðìèðóþò ñîîòíîøåíèÿ, îïèñûâàåìûå óðàâíåíèÿìè íàä ìíîæåñòâîì ïå-
ðåìåííûõ óòâåðæäåíèé è ñåêðåòíûõ ñâèäåòåëåé, óäîâëåòâîðÿþùèõ âñåì óðàâíåíèÿì.
Ïðè ýòîì äëÿ a0 = 1 âûïîëíÿåòñÿ ñîîòâåòñòâóþùåå ðàâåíñòâî QAP ñ deg(h(x)) = n−2
è deg(t(x)) = n:

m∑
i=0

aiui(x)
m∑
i=0

aivi(x) =
m∑
i=0

aiwi(x) + h(x)t(x).

Â óðàâíåíèè âåðèôèêàöèè ýëåìåíòû äîêàçàòåëüñòâà π = (A,B,C) èñïîëüçóþòñÿ
òîëüêî îäèí ðàç, ïîýòîìó èõ ëåãêî ðàçíåñòè â ðàçíûå ÷àñòè áèëèíåéíîãî òåñòà. Ðàçäå-
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ëåíèå îáùåé ññûëî÷íîé ñòðîêè íà äâå ÷àñòè ïîçâîëÿåò âû÷èñëÿòü îòäåëüíûå êîìïîíåí-
òû äîêàçàòåëüñòâà. Ñîñòàâíàÿ êîíñòðóêöèÿ òàêæå óñòðàíÿåò âîçìîæíîñòü ðàñêðûòèÿ
èíôîðìàöèè èç îáùåé ññûëî÷íîé ñòðîêè è ïîýòîìó ôîðìèðóåò ïðîòîêîë zk-SNARK
â îáùåé ãðóïïîâîé ìîäåëè. Â ðåçóëüòàòå ñòðîèòñÿ ïðîòîêîë zk-SNARK ñ QAP-ñòåïå-
íüþ d è çíà÷åíèÿìè µ,m, n, k, η â âèäå êîíñòàíò èëè ôóíêöèé îò ïàðàìåòðà çàùèòû λ.

Àëãîðèòì ôîðìèðîâàíèÿ êëþ÷åé (σ, τ)← Setup(R)
Íà îñíîâå îòíîøåíèÿ R (32) âûðàáàòûâàþòñÿ êëþ÷è äîêàçàòåëüñòâà è âåðèôèêà-

öèè, ãäå σ = (σ1, σ2) ∈ Fm1 × Fm2 , τ ∈ Fn. Êëþ÷ äîêàçàòåëüñòâà: σ = (gσ1 , hσ2) =
= ([σ1]1, [σ2]2), ãäå g, h� ñîîòâåòñòâóþùèå ïîðîæäàþùèå ýëåìåíòû ãðóïï áèëèíåéíîãî
ñïàðèâàíèÿ G1 è G2. ×àñòè σ1 è σ2 ñîäåðæàò åäèíèöó äëÿ èñêëþ÷åíèÿ ðàçëè÷èé ìåæäó
àôôèííûìè è ëèíåéíûìè ôóíêöèÿìè. Àëãîðèòì Setup âûïîëíÿåò ñëåäóþùèå øàãè:

1. Âûâîäÿòñÿ ñëó÷àéíûå ýëåìåíòû α, β, γ, δ, x ∈ Z∗
p.

2. Âûâîäèòñÿ êëþ÷ âåðèôèêàöèè äëÿ ïðîòîêîëà PV/DV zk-SNARK τ = (α, β,
γ, δ, x).

3. Âû÷èñëÿåòñÿ äâóõêîìïîíåíòíûé êëþ÷ äîêàçàòåëüñòâà σ = ([σ1]1, [σ2]2), ñîîòâåò-
ñòâóþùèé CRS, ñîäåðæàùèé ìíîãîâàðèàíòíûå ïîëèíîìû Ëîðàíà, îöåíèâàåìûå
â ýëåìåíòàõ èç Z∗

p, ãäå

σ1 =

(
α, β, δ, {xi}n−1

i=0 , {(βui(x) + αvi(x) + wi(x))/γ}li=0,
{(βui(x) + αvi(x) + wi(x))/δ}mi=l+1, {xit(x)/δ}n−2

i=0

)
,

σ2 =
(
β, γ, δ, {xi}n−1

i=0

)
.

(33)

4. Íà âûõîä ïîäà¼òñÿ ïàðà êëþ÷åé (σ, τ).
Ñòðîêà CRS â âèäå σ (33) âêëþ÷àåò îïðåäåëåíèå áèíàðíîãî îòíîøåíèÿ R (32), n

ýëåìåíòîâ Zp, m+ 2n+ 3 ýëåìåíòîâ G1 è n+ 3 ýëåìåíòîâ G2.
Àëãîðèòì äîêàçûâàþùåãî π ← Prove(R, σ, a1, . . . , al, al+1, . . . , am)
Èäåÿ çàêëþ÷àåòñÿ â ïîñòðîåíèè ïàðû ìàòðèö (Π1, Π2) ← ProofMatrix(R, x, w), ãäå

Π1 ∈ Fk1×m1 , Π2 ∈ Fk2×m2 , íåîáõîäèìûõ äëÿ ôîðìèðîâàíèÿ äîêàçàòåëüñòâà âèäà π =
= (gπ1 , hπ2) = ([π1]1, [π2]2) = (Π1[σ1]1, Π2[σ2]2). Òàêèì îáðàçîì, äëÿ îòíîøåíèÿ R (32),
êëþ÷à σ (33), âõîäà ϕ è ñåêðåòíîãî ñâèäåòåëÿ w, ãäå (ϕ ∥ w) = (a1, . . . , al, al+1, . . . , am),
âûïîëíÿþòñÿ ñëåäóþùèå øàãè:

1. Âûâîäÿòñÿ ñëó÷àéíûå ýëåìåíòû àääèòèâíîãî ïîëÿ r, s ∈ Zp.
2. Âû÷èñëÿåòñÿ ìàòðèöà Π ðàçìåðà 3 × (m + 2n + 4). Â äàííîì ñëó÷àå, ïðè èñ-

ïîëüçîâàíèè ñòðàòåãèè àôôèííîãî äîêàçàòåëüñòâà ïåðâàÿ ñòðîêà ìàòðèöû Π
ñ èçâåñòíûìè ýëåìåíòàìè ïîëÿ Aα, Aβ, Aγ, Aδ, Ai è ïîëèíîìàìè A(x), Ah(x) ñî-
îòâåòñòâóþùèõ ñòåïåíåé (n− 1) è (n− 2) èìååò ñëåäóþùèé âèä:

A
(1)
Π = Aαα + Aββ + Aγγ + Aδδ + A(x) +

l∑
i=0

Ai(βui(x) + αvi(x) + wi(x))/γ+

+
m∑

i=l+1

Ai(βui(x) + αvi(x) + wi(x))/δ + Ah(x)t(x)/δ.

Âûðàæåíèÿ äëÿ B(2)
Π è C(3)

Π ôîðìèðóþòñÿ àíàëîãè÷íûì îáðàçîì è ñîäåðæàòñÿ
âî âòîðîé è òðåòüåé ñòðîêàõ ìàðòèöû Π ñîîòâåòñòâåííî.

3. Âû÷èñëÿåòñÿ äîêàçàòåëüñòâî π = Πσ = ([A]1, [C]1, [B]2), ãäå

A = α +
m∑
i=0

aiui(x) + rδ, B = β +
m∑
i=0

aivi(x) + sδ,

C =

(
m∑

i=l+1

ai(βui(x) + αvi(x) + wi(x)) + h(x)t(x)

)/
δ + As+Br − rsδ.

(34)
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Çíà÷åíèÿ [A]1 è [C]1 âû÷èñëÿþòñÿ ëèíåéíî èç Π1 è [σ1]1 ([A,C]1 = Π1[σ1]1), à
[B]2 âû÷èñëÿåòñÿ ëèíåéíî èç Π2 è [σ2]2 ([B]2 = Π2[σ2]2).

4. Íà âûõîä ïîäà¼òñÿ äîêàçàòåëüñòâî π.

Çíà÷åíèÿ r è s èñïîëüçóþòñÿ äëÿ ðàíäîìèçàöèè êîìïîíåíò A,B è C äîêàçàòåëü-
ñòâà π (34) � ââåäåíèå ñâîéñòâà ZK. Çíà÷åíèÿ α è β â êëþ÷å äîêàçàòåëüñòâà σ (33)
ïðåäíàçíà÷åíû äëÿ ñîãëàñîâàíèÿ A,B è C äðóã ñ äðóãîì â äîêàçàòåëüñòâå π (34) ïðè
âûáîðå (a0, . . . , am).

Ðàçìåð äîêàçàòåëüñòâà π (34) ñîñòàâëÿåò äâà ýëåìåíòà G1 è îäèí ýëåìåíò G2.
Àëãîðèòì âåðèôèêàòîðà 0/1← Vfy(R, σ, a1, . . . , al, π)
Èäåÿ çàêëþ÷àåòñÿ â âûðàáîòêå àðèôìåòè÷åñêîé ñõåìû t ← Test(R, ϕ), êîòîðàÿ

ñîîòâåòñòâóåò ìàòðèöàì T1, . . . , Tη ∈ F(m1+k1)×(m2+k2), ãäå t : Fm1+k1+m2+k2 → Fη �
êâàäðàòè÷íûé ìíîãîâàðèàíòíûé öåëåâîé ïîëèíîì. Äîêàçàòåëüñòâî π = ([π1]1, [π2]2) ∈
∈ Gk1

1 ×Gk2
2 (34) ïðèíèìàåòñÿ, åñëè äëÿ âñåõ ìàòðèö T1, . . . , Tη âûïîëíÿåòñÿ ðàâåíñòâî

t(σ, π) = 0 â ñëåäóþùåì âèäå: [
σ1
π1

]
1

· Ti
[
σ2
π2

]
2

= [0]T ,

ãäå [0]T = e(g, h)0 ñîîòâåòñòâóåò íåéòðàëüíîìó ýëåìåíòó ðåçóëüòèðóþùåé ãðóïïû áè-
ëèíåéíîãî ñïàðèâàíèÿ GT . Òàêèì îáðàçîì, àëãîðèòì Vfy âûïîëíÿåòñÿ íà îñíîâàíèè
îòíîøåíèÿ R (32), êëþ÷à äîêàçàòåëüñòâà σ (33), âõîäà ϕ = (a1, . . . , al) è äîêàçàòåëü-
ñòâà π (34) â âèäå ñëåäóþùèõ øàãîâ:

1. Ðàçäåëåíèå äîêàçàòåëüñòâà íà êîìïîíåíòû: π = ([A]1, [C]1, [B]2) ∈ G1×G1×G2.
2. Ïðîâåðêà âåðèôèêàöèîííîãî óðàâíåíèÿ t(σ, π) = 0 çà ñ÷¼ò ðàâåíñòâà

[A]1 · [B]2 = [α]1 · [β]2 +
l∑

i=0

ai

[
βui(x) + αvi(x) + wi(x)

γ

]
1

· [γ]2 + [C]1 · [δ]2. (35)

3. Â ñëó÷àå âûïîëíåíèÿ òåñòà (35) äîêàçàòåëüñòâî π (34) ïðèíèìàåòñÿ.

Ïðîèçâåäåíèå αβ â âåðèôèêàöèè (35) ãàðàíòèðóåò, ÷òî A è B âêëþ÷àþò íåòðèâè-
àëüíûå êîìïîíåíòû α è β. Ýòî îçíà÷àåò, ÷òî ïðîèçâåäåíèå AB âêëþ÷àåò ëèíåéíóþ
çàâèñèìîñòü îò α è β, êîòîðàÿ óðàâíîâåøèâàåòñÿ çà ñ÷¼ò C ñ ïîñëåäîâàòåëüíûì âûáî-
ðîì (a0, . . . , al, al+1, . . . , am) â òð¼õ êîìïîíåíòàõ A,B è C äîêàçàòåëüñòâà π (34).

Ðîëü γ è δ ñîñòîèò â òîì, ÷òîáû ñäåëàòü äâà ïîñëåäíèõ ïðîèçâåäåíèÿ ïðîâåðî÷-
íîãî óðàâíåíèÿ (35) íåçàâèñèìûìè îò ïåðâîãî ïðîèçâåäåíèÿ çà ñ÷¼ò äåëåíèÿ ëåâûõ
ìíîæèòåëåé íà γ è δ ñîîòâåòñòâåííî. Ýòî ïðåäîòâðàùàåò ñìåøèâàíèå è ñîïîñòàâëåíèå
ýëåìåíòîâ, ïðåäíàçíà÷åííûõ äëÿ ðàçíûõ ïðîäóêòîâ â óðàâíåíèè âåðèôèêàöèè (35).

Åñëè ïðîòîêîë zk-SNARK âêëþ÷àåò ýëåìåíòû òîëüêî îäíîé èç ãðóïï G1 èëè G2, òî
âåðèôèêàöèÿ (35) ïðåîáðàçóåòñÿ â ñèñòåìó ëèíåéíûõ óðàâíåíèé, ÷òî ïîëíîñòüþ ðàç-
ðóøàåò çàùèù¼ííîñòü ïðîòîêîëà. Ïîýòîìó äëÿ áèëèíåéíîãî ñïàðèâàíèÿ òèïà III [75]
òðåáóåòñÿ âêëþ÷åíèå ýëåìåíòîâ îáåèõ ãðóïï.

Îáùàÿ ññûëî÷íàÿ ñòðîêà íå ñîäåðæèò ðàñêðûòèÿ, òàê êàê êîìïîíåíòû σ1 è σ2 (33)
ñîäåðæàò ìíîãîâàðèàíòíûå ïîëèíîìû Ëîðàíà, îöåíèâàåìûå â ýëåìåíòàõ Z∗

p. Ïðîâåðî÷-
íîå óðàâíåíèå ðàññìàòðèâàåòñÿ êàê ðàâåíñòâî ñîîòâåòñòâóþùèõ ïîëèíîìîâ Ëîðàíà.

Ñîãëàñíî ëåììå Øâàðöà�Öèïïåëÿ [76], âåðèôèêàöèÿ âûïîëíÿåòñÿ ïðè ðàññìîò-
ðåíèè A,B è C (34) êàê ôîðìàëüíûõ ìíîãî÷ëåíîâ â íåäåòåðìèíèðîâàííûõ òî÷êàõ
α, β, γ, δ è x, èíà÷å âåðèôèêàöèÿ èìååò ïðåíåáðåæèìî ìàëóþ âåðîÿòíîñòü óñïåõà. Òå-
ñòèðîâàíèå σ1 ·Tσ2 = 0 âûïîëíÿåòñÿ, òàê êàê ñîîòâåòñòâóþùèé ôîðìàëüíûé ìíîãîâà-
ðèàíòíûé ïîëèíîì Ëîðàíà ðàâåí íóëþ. Ñëó÷àé âûïîëíåíèÿ òåñòèðîâàíèÿ σ1 ·Tσ2 = 0
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äëÿ íåíóëåâîãî ïîëèíîìà Ëîðàíà èìååò ïðåíåáðåæèìî ìàëóþ âåðîÿòíîñòü, òàê êàê
îòðèöàòåëüíûå è ïîëîæèòåëüíûå ñóììàðíûå ñòåïåíè ïîëèíîìèàëüíî îãðàíè÷åíû λ.

Àëãîðèòì èìèòèðîâàíèÿ äîêàçàòåëüñòâ π ← Sim(R, τ, a1, . . . , al)
Ñòðîèòñÿ äîêàçàòåëüñòâî π = (gπ1 , hπ2) = ([π1]1, [π2]2). Äëÿ îòíîøåíèÿ R (32), êëþ-

÷à âåðèôèêàöèè τ è îòêðûòîãî ñîñòîÿíèÿ ϕ = (a1, . . . , al) âûïîëíÿþòñÿ ñëåäóþùèå
øàãè:

1. Âûáèðàþòñÿ A,B ∈ Zp.
2. Âû÷èñëÿåòñÿ êîìïîíåíòà C äîêàçàòåëüñòâà π:

C =

(
AB − αβ −

l∑
i=0

ai(βui(x) + αvi(x) + wi(x))

)/
δ.

3. Íà âûõîä ïîäà¼òñÿ äîêàçàòåëüñòâî π = (A,B,C).

13. Ïðîòîêîë Ý. Áåí-Ñàññîíà, À. Êüåçû, Ä. Ãåíêèíà è äð.
Â ïðîòîêîëå Ý. Áåí-Ñàññîíà, À. Êüåçû, Ä. Ãåíêèíà è äð. [54] ôîðìèðîâàòåëü êëþ-

÷åé G(1λ, C) âûáèðàåò ñîîáùåíèå âåðèôèêàòîðà q ∈ Fm′
(êîòîðîå çàâèñèò îò ñõåìû C,

íî íå îò å¼ âõîäà) äëÿ LIP (Linear Interactive Proof) è âûâîäèò êëþ÷ äîêàçàòåëüñòâà
σ = E(q) = (E(qi))

m′
i=1. Íà÷èíàÿ ñ σ = E(q), ÷åñòíûé äîêàçûâàþùèé P ãîìîìîðôíî

çàøèôðîâûâàåò ñêàëÿðíûå ïðîèçâåäåíèÿ E(⟨π, qi⟩) äëÿ i = 1, . . . , k + 1 è π ∈ Fm äëÿ
ëèíåéíûõ âåðîÿòíîñòíî-ïðîâåðÿåìûõ äîêàçàòåëüñòâ (Linear Probabalistically Checkable
Proofs, LPCP), âûïîëíÿÿ k+1 ãîìîìîðôíûõ çàøèôðîâàíèé ñêàëÿðíûõ ïðîèçâåäåíèé.
Â êà÷åñòâå äîêàçàòåëüñòâà P âîçâðàùàåò ïîëó÷åííûå çàùèù¼ííûå îòâåòû. Ïðîöåäóðà
çàøèôðîâàíèÿ èìååò âèä E(γ) = (gγ, hγ), ãäå g, h ÿâëÿþòñÿ îáðàçóþùèìè ýëåìåíòà-
ìè ãðóïï G1, G2 ïîðÿäêà r ñîîòâåòñòâåííî. Ñõåìû ëèíåéíîãî ãîìîìîðôíîãî øèôðî-
âàíèÿ âûïîëíÿþò ïðåîáðàçîâàíèå âèäà E(aγ + bδ) = E(γ)aE(δ)b ñ ïîêîîðäèíàòíûì
óìíîæåíèåì è âîçâåäåíèåì â ñòåïåíü. Ñõåìû ïîëíîñòüþ ãîìîìîðôíîãî øèôðîâàíèÿ
ïðèâåäåíû, íàïðèìåð, â [77], ãäå îáåñïå÷èâàåòñÿ ñëåäóþùåå ñâîéñòâî êîððåêòíîñòè:
Decsk(Eval(F,Encpk(x1), . . . ,Encpk(xn))) = F (x1, . . . , xn), ãäå (pk, sk)← Gen(1k); k�ïàðà-
ìåòð çàùèòû (äëèíà ñåêðåòíîãî êëþ÷à).

Â ðàáîòå [54] ïîñòðîåíèå LPCP äëÿ îòíîøåíèÿ RC îñíîâàíî íà QSP/QAP [37].
Èñòî÷íèê [76] îòìå÷àåò, ÷òî QSP äëÿ îòíîøåíèÿ RC äà¼ò LPCP ñ òðåìÿ çàïðîñàìè, à
QAP�LPCP ñ ÷åòûðüìÿ çàïðîñàìè. Â ðàññìàòðèâàåìîì ñëó÷àå ïðèìåíÿåòñÿ ïîäõîä
QAP èç [37] c 5-çàïðîñíûì LPCP äëÿ îòíîøåíèÿ RC.

Ðàçìåð ñõåìû îïðåäåëÿåòñÿ êàê îáùåå êîëè÷åñòâî óçëîâ. Áóëåâà ñõåìà C : {0, 1}n×
×{0, 1}h → {0, 1} ñ α ñîåäèíåíèÿìè (ïðîâîäàìè) è β (áèëèíåéíûìè) âåíòèëÿìè èíäó-
öèðóåò ñîîòâåòñòâóþùóþ ñèñòåìó êâàäðàòíûõ óðàâíåíèé S ñ Nw = α ïåðåìåííûìè è
Ng = β+h+1 îãðàíè÷åíèÿìè. Äîïîëíèòåëüíûå h+1 îãðàíè÷åíèé ãàðàíòèðóþò, ÷òî ñî-
åäèíåíèÿ ñåêðåòíîãî ñâèäåòåëüñòâà h èìåþò ëîãè÷åñêèå çíà÷åíèÿ è âûõîäíîé âåíòèëü
âûâîäèò 0. Àðèôìåòè÷åñêàÿ ñõåìà C : Fn×Fh → Fl ñ α ïðîâîäàìè è β (áèëèíåéíûìè)
âåíòèëÿìè èíäóöèðóþò ñîîòâåòñòâóþùóþ ñèñòåìó êâàäðàòíûõ óðàâíåíèé S ñ Nw = α
ïåðåìåííûìè è Ng = β+l îãðàíè÷åíèÿìè. Áåç ïîòåðè îáùíîñòè äàëåå ðàññìàòðèâàåòñÿ
îòíîøåíèå RC = {(x,w) ∈ Fn × Fh : C(x,w) = 0 (0l)}.

Ýëåìåíò ñ âõîäàìè x1, . . . , xn ∈ F íàçûâàåòñÿ áèëèíåéíûì, åñëè âûõîäîì ÿâëÿåòñÿ
⟨a, (1, x1, . . . , xn)⟩ · ⟨b, (1, x1, . . . , xn)⟩ äëÿ íåêîòîðûõ a,b ∈ Fn+1, ãäå ⟨·, ·⟩ îáîçíà÷àåò
ñêàëÿðíîå ïðîèçâåäåíèå.

Äëÿ îïðåäåëåíèÿ áèíàðíîãî îòíîøåíèÿRS ôèêñèðóåòñÿ ñèñòåìà êâàäðàòíûõ óðàâ-
íåíèé ðàíãà 1 íàä F ñ íàáîðîì S = ((aj,bj, cj)

Ng

j=1, n), ãäå aj,bj, cj ∈ F1+Nw è n ⩽ Nw.
Òàêàÿ ñèñòåìà S âûïîëíèìà ñ âõîäîì x ∈ Fn, åñëè åñòü ñåêðåòíîå ñâèäåòåëüñòâî
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w ∈ FNw ïðè x = (w1, . . . , wn) è ⟨aj, (1,w)⟩ · ⟨bj, (1,w)⟩ = ⟨cj, (1,w)⟩ äëÿ âñåõ j ∈ [Ng].
Â òàêîì ñëó÷àå S(x,w) = 1. Ïàðàìåòð Ng îïðåäåëÿåò êîëè÷åñòâî îãðàíè÷åíèé, Nw �
êîëè÷åñòâî ïåðåìåííûõ, n�ðàçìåð âõîäà.

Ôèêñèðóåòñÿ ïðîèçâîëüíîå ïîäìíîæåñòâî S = {α1, . . . , αNg} â F, |S| = Ng. Äëÿ i ∈
∈ {0, 1, . . . , Nw} îïðåäåëÿåòñÿ òðîéêà ôóíêöèé Ai, Bi, Ci : S → F ñëåäóþùèì îáðàçîì:
äëÿ êàæäîãî j ∈ [Ng]

Ai(αj) = aj(i), Bi(αj) = bj(i), Ci(αj) = cj(i).

Êàæäàÿ ôóíêöèÿ Ai, Bi, Ci ðàñøèðÿåòñÿ äî ìíîãî÷ëåíà îò îäíîé ïåðåìåííîé ñòåïåíè
(Ng − 1) íàä F. Îïðåäåëÿåòñÿ ZS êàê ìíîãî÷ëåí îò îäíîé ïåðåìåííîé ñòåïåíè Ng

íàä F, ðàâíûé íóëþ íà S. Äîêàçûâàþùèé PLPCP íà îñíîâå âõîäíûõ äàííûõ ñòðîèò
äîêàçàòåëüñòâî â âèäå âåêòîðà π ýëåìåíòîâ ïîëÿ F (ýòî ðåçóëüòàò âûáîðà ÷åñòíûì
îðàêóëîì ëèíåéíîãî äîêàçàòåëüñòâà).

Òàêèì îáðàçîì, íà âõîäå (x, π) âåðèôèêàòîð V π
LPCP(x) = (QLPCP, DLPCP) äåëàåò k

çàïðîñîâ ê îðàêóëó (äîêàçàòåëüñòâó) π. Îñíîâûâàÿñü íà âíóòðåííåé ñëó÷àéíîñòè, íåçà-
âèñèìî îò x ôîðìèðóåòñÿ k çàïðîñîâ q1, . . . ,qk ∈ Fm ê π è èíôîðìàöèÿ î ñîñòîÿíèè u.
Íà çàäàííûõ (x,u, k) îðàêóë (äîêàçûâàþùèé) îòâå÷àåò a1 = ⟨π,q1⟩, . . . , ak = ⟨π,qk⟩, à
DLPCP âåðèôèöèðóåò äîêàçàòåëüñòâî.

Àëãîðèòì âû÷èñëåíèÿ äîêàçàòåëüñòâà PLPCP

Äëÿ âõîäà x ∈ Fn è ñåêðåòíîãî ñâèäåòåëüñòâà w ∈ FNw , òàêèõ, ÷òî (x,w) ∈ RS ,
àëãîðèòì PLPCP âûïîëíÿåòñÿ ñëåäóþùèì îáðàçîì:

1. Ñëó÷àéíî è ðàâíîâåðîÿòíî âûáèðàþòñÿ δ1, δ2, δ3 ∈ F.
2. Ïóñòü h = (h0, h1, . . . , hNg) ∈ FNg+1 �êîýôôèöèåíòû ìíîãî÷ëåíà H(z) îò îäíîé

ïåðåìåííîé:

H(z) =
A(z)B(z)− C(z)

ZS(z)
.

Çäåñü A,B,C �ìíîãî÷ëåíû îò îäíîé ïåðåìåííîé ñòåïåíè Ng, êîòîðûå îïðåäå-
ëÿþòñÿ ñëåäóþùèì îáðàçîì:

A(z) = A0(z) +
Nw∑
i=1

wiAi(z) + δ1ZS(z),

B(z) = B0(z) +
Nw∑
i=1

wiBi(z) + δ2ZS(z),

C(z) = C0(z) +
Nw∑
i=1

wiCi(z) + δ3ZS(z).

3. Âûâîäèòñÿ âåêòîð π = (δ1, δ2, δ3, 1,w,h) ∈ F3+(Nw+1)+(Ng+1).

Àëãîðèòì ôîðìèðîâàíèÿ çàïðîñîâ QLPCP

1. Ñëó÷àéíî è ðàâíîâåðîÿòíî âûáèðàåòñÿ τ ∈ F.
2. Âûâîäèòñÿ ïÿòü çàïðîñîâ (q1, . . . ,q5),qi ∈ F5+Nw+Ng , ñëåäóþùåãî âèäà:

q1 = ZS(τ), 0, 0, A0(τ), . . . , ANw(τ), 0, . . . , 0;

q2 = 0, ZS(τ), 0, B0(τ), . . . , BNw(τ), 0, . . . , 0;

q3 = 0, 0, ZS(τ), C0(τ), . . . , CNw(τ), 0, . . . , 0;

q4 = 0, . . . , 0, 1, τ, τ 2, . . . , τNg ;

q5 = 0, 0, 0, 1, τ, τ 2, . . . , τn, 0, . . . , 0.
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3. Âûâîäèòñÿ u = (u1, . . . , un+2), ãäå ui = τ i−1 äëÿ i ∈ {1, . . . , n+1} è un+2 = ZS(τ).

Â çàêëþ÷åíèå àëãîðèòì ïðèíÿòèÿ ðåøåíèÿ DLPCP ïðîâåðÿåò ïðèíàäëåæíîñòü
x ∈ LS ïóò¼ì ïîâòîðíîé ïðîâåðêè èíôîðìàöèè î ñîñòîÿíèè u, ñîçäàííîé àëãîðèò-
ìîì çàïðîñà QLPCP, à òàêæå ýëåìåíòàìè ïîëÿ a1 = ⟨π∗,q1⟩, . . . , a5 = ⟨π∗,q5⟩, êîòîðûå
ÿâëÿþòñÿ îòâåòàìè, ñâÿçàííûìè ñ ëèíåéíûì äîêàçàòåëüñòâîì π∗. Â îáùåì ñëó÷àå äî-
êàçàòåëüñòâî π∗ ðàññìàòðèâàåòñÿ êàê ïîòåíöèàëüíî îïàñíîå, âîçìîæíî ñôîðìèðîâàí-
íîå íå÷åñòíûì äîêàçûâàþùèì.

Àëãîðèòì ïðèíÿòèÿ ðåøåíèÿ DLPCP

Äëÿ âõîäà x ∈ Fn, èíôîðìàöèè î ñîñòîÿíèè u = (u1, . . . , un+2) è îòâåòîâ
(a1, . . . , a5) = ⟨π, q1⟩, . . . , ⟨π, q5⟩ âåðèôèêàòîð DLPCP ïðèíèìàåò äîêàçàòåëüñòâî, åñëè
âûïîëíÿþòñÿ ñëåäóþùèå ðàâåíñòâà:

a1a2 − a3 − a4un+2 = 0, a5 − u1 −
n∑

i=1

xiui+1 = 0.

Îïèñàííûé LPCP èìååò ïÿòü çàïðîñîâ ïî (5+Nw+Ng) ýëåìåíòîâ F è èíôîðìàöèþ
î ñîñòîÿíèè ñ (n + 2) ýëåìåíòàìè F. Äëÿ QLPCP êàæäàÿ êîîðäèíàòà çàïðîñà ÿâëÿåòñÿ
îöåíêîé ïîëèíîìîâ ZS, A,B,C ñòåïåíè íå âûøåNg îò ñëó÷àéíîãî τ ∈ F, àDLPCP ïðîâå-
ðÿåò íîëü äâóõ ìíîãî÷ëåíîâ ñòåïåíè 2. Ïîýòîìó LPCP èìååò ñòåïåíü (dQ, dD) = (Ng, 2).
Çíà÷åíèå a4 îïðåäåëÿåòñÿ îò a1, a2, a3, un+2 ÷åðåç îãðàíè÷åíèå a1a2 − a3 − a4un+2 = 0,
ïîýòîìó a4 òàêæå íå ðàñêðûâàåò äîïîëíèòåëüíîé èíôîðìàöèè. Çíà÷åíèå a5 ñîäåðæèò
èíôîðìàöèþ î ÷àñòè w, ðàâíîé x, êîòîðàÿ èçâåñòíà âåðèôèêàòîðó ïî îïðåäåëåíèþ.
Òàêèì îáðàçîì, (a1, . . . , a5,u) èìåþò íåçàâèñèìûå îò w ðàñïðåäåëåíèÿ.

14. Ïðîòîêîë Ý. Áåí-Ñàññîíà, À. Êüåçû, Ý. Òðîìåðà, Ì. Âèðçû
Ïðîòîêîë zk-SNARK [65] îñíîâàí íà [49] è èñïîëüçóåòñÿ äëÿ äîêàçàòåëüñòâà/ïðî-

âåðêè âûïîëíèìîñòè Fr-àðèôìåòè÷åñêèõ ñõåì. Îòëè÷èå îò [49] çàêëþ÷àåòñÿ â îòñóò-
ñòâèè ïðåäïîëîæåíèé ðàâåíñòâà G1 = G2, à òàêæå â óâåëè÷åíèè ðàçìåðà êëþ÷à âåðè-
ôèêàöèè â çàâèñèìîñòè îò ðàçìåðà n âõîäà x â âèäå n+O(n) âìåñòî 3n+O(n). Êðîìå
òîãî, [65] óñòðàíÿåò îáíàðóæåííóþ óÿçâèìîñòü [78], îôîðìëåííóþ êàê CVE-2019-7167
â îòíîøåíèè êðèïòîâàëþòû Zcash: pk′A òåïåðü íà÷èíàåòñÿ ñ èíäåêñà n + 1, à pk̃A, pk̃′A
ïåðåîïðåäåëåíû ñîîòâåòñòâóþùèì îáðàçîì.

Ïóáëè÷íûå ïàðàìåòðû âêëþ÷àþò ïðîñòîå ÷èñëî r, äâå öèêëè÷åñêèå ãðóïïû G1,G2

ïîðÿäêà r ñ îáðàçóþùèìè P1, P2 ñîîòâåòñòâåííî è ñïàðèâàíèå e : G1×G2 → GT (ãäå GT

òàêæå öèêëè÷íà ïîðÿäêà r). Çàùèù¼ííîñòü ïðîòîêîëà çàâèñèò îò ðàçìåðà ãðóïïû q
àëãîðèòìà Äèôôè�Õåëëìàíà, çíàíèÿ q-ñòåïåíè ýêñïîíåíòû è q-ñòðîãèõ ïðåäïîëî-
æåíèé Äèôôè�Õåëëìàíà [31, 79, 80] äëÿ q, ïîëèíîìèàëüíî çàâèñèìîãî îò ðàçìåðà
ñõåìû.

Àëãîðèòì ôîðìèðîâàíèÿ êëþ÷åé G
Íà âõîä ïðèíèìàåòñÿ àðèôìåòè÷åñêàÿ ñõåìà C : Fn × Fh → Fl è âûâîäÿòñÿ êëþ÷è

äîêàçûâàþùåãî pk è âåðèôèêàòîðà vk.

1. Âû÷èñëÿþòñÿ (A,B,C, Z) = QAPinst(C), ïðè ýòîìA,B,C ðàñøèðÿþòñÿ çà ñ÷¼ò
ñëåäóþùèõ çíà÷åíèé:

Am+1 = Bm+2 = Cm+3 = Z,

Am+2 = Am+3 = Bm+1 = Bm+3 = Cm+1 = Cm+2 = 0.

2. Ïðîèçâîäèòñÿ ñëó÷àéíàÿ âûáîðêà τ, ρA, ρB, αA, αB, αC , β, γ ∈ Fr.
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3. Óñòàíàâëèâàåòñÿ êëþ÷ pk = (C, pkA, pk
′
A, pkB, pk

′
B, pkC , pk

′
C , pkK , pkH), ãäå

pkA = {Ai(τ)ρAP1}m+3
i=0 , pk

′
A = {Ai(τ)αAρAP1}m+3

i=n+1,

pkB = {Bi(τ)ρBP2}m+3
i=0 , pk

′
B = {Bi(τ)αBρBP1}m+3

i=0 ,

pkC = {Ci(τ)ρAρBP1}m+3
i=0 , pk

′
C = {Ci(τ)αCρAρBP1}m+3

i=0 ,

pkK = {β(Ai(τ)ρA +Bi(τ)ρB + Ci(τ)ρAρB)P1}m+3
i=0 ,

pkH = {τ iP1}di=1 .

(36)

Ïî ñðàâíåíèþ ñ ñîñòàâëÿþùèìè êëþ÷à äîêàçûâàþùåãî ïðîòîêîëà Ð. Äæåíòðè
è äð. [37] â âûðàæåíèÿõ (9) è (8) êëþ÷ äîêàçûâàþùåãî [65] â âûðàæåíèè (36)
ñîäåðæèò íà òðè ýëåìåíòà áîëüøå äëÿ êàæäîãî pkA, pkB, pkC , pk′A, pk

′
B, pk

′
C , pkK ,

à ñìåùåíèÿ αA, αB, αC äëÿ pk′A, pk
′
B, pk

′
C ïðèìåíÿþòñÿ òîëüêî ïî èíäåêñàì i =

= 0, . . . ,m+ 3.
4. Óñòàíàâëèâàåòñÿ êëþ÷ vk = (vkA, vkB, vkC , vkγ, vk

1
βγ, vk

2
βγ, vkZ , vkIC), ãäå

vkA = αAP2, vkB = αBP1, vkC = αCP2,

vkγ = γP2, vk
1
βγ = γβP1, vk

2
βγ = γβP2,

vkZ = Z(τ)ρAρBP2, vkIC = (Ai(τ)ρAP1)
n
i=0.

5. Âûâîäÿòñÿ êëþ÷è äîêàçûâàþùåãî è âåðèôèêàòîðà (pk, vk).

Ïðè âûçîâå ñõåìû C : Fn×Fh → Fl ñ a ïðîâîäàìè è b áèëèíåéíûìè âåíòèëÿìè ôîð-
ìèðîâàòåëü êëþ÷åé âûâîäèò pk ñ (6a+b+l+25) ýëåìåíòàìè G1 è (a+4) ýëåìåíòàìè G2,
vk ñ (n+ 3) ýëåìåíòàìè G1 è ïÿòüþ ýëåìåíòàìè G2.

Àëãîðèòì äîêàçûâàþùåãî P
Ïðèíèìàåòñÿ êëþ÷ pk, âõîä x ∈ Fn

r , ñåêðåòíîå ñâèäåòåëüñòâî a ∈ Fh
r è âûâîäèòñÿ

äîêàçàòåëüñòâî π:

1. Âû÷èñëÿþòñÿ (A,B,C, Z) = QAPinst(C).
2. Âû÷èñëÿåòñÿ s = QAPinst(C,x, a) ∈ Fm

r .
3. Ïðîèçâîäèòñÿ ñëó÷àéíàÿ âûáîðêà δ1, δ2, δ1 ∈ Fr.
4. Âû÷èñëÿåòñÿ h = (h0, h1, . . . , hd) ∈ Fd+1

r , êîòîðûé ñîäåðæèò êîýôôèöèåíòû
H(z) = (A(z)B(z) − C(z))/Z(z), ãäå A,B,C ∈ Fr[z] (Fr[z]�êîëüöî ìíîãî÷ëå-
íîâ íàä F îò îäíîé ïåðåìåííîé) ñëåäóþùåãî âèäà:

A(z) = A0(z) +
m∑
i=1

siAi(z) + δ1Z(z),

B(z) = B0(z) +
m∑
i=1

siBi(z) + δ2Z(z),

C(z) = C0(z) +
m∑
i=1

siCi(z) + δ3Z(z).

5. Óñòàíàâëèâàåòñÿ êëþ÷ pk̃A, ñîîòâåòñòâóþùèé pkA ñ îáíóëåíèåì pkA,i = 0 äëÿ
i = 0, 1, . . . , n. Êëþ÷ pk̃′A ñîîòâåòñòâóåò pk′A, íî ñ äîáàâëåíèåì n+ 1 íóëåé.

6. Ôèêñèðóåòñÿ c = (1, s, δ1, δ2, δ3) ∈ F4+m
r è âû÷èñëÿþòñÿ

πA = ⟨c, pk̃A⟩, π′
A = ⟨c, pk̃′A⟩, πB = ⟨c, pkB⟩, π′

B = ⟨c, pk′B⟩,
πC = ⟨c, pkC⟩, π′

C = ⟨c, pk′C⟩, πK = ⟨c, pkK⟩, πH = ⟨h, pkH⟩.

7. Âûâîäèòñÿ äîêàçàòåëüñòâî π = (πA, π
′
A, πB, π

′
B, πC , π

′
C , πK , πH), ñîäåðæàùåå ñåìü

ýëåìåíòîâ G1 è îäèí ýëåìåíò G2.
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Àëãîðèòì âåðèôèêàòîðà V
Ïðèíèìàåòñÿ êëþ÷ vk, âõîä x ∈ Fn

r , äîêàçàòåëüñòâî π è âûâîäèòñÿ áèò ðåøåíèÿ:

1. Âû÷èñëÿåòñÿ vkx = vkIC,0 +
∑n

i=1 xivkIC,i ∈ G1.
2. Ïðîâåðÿåòñÿ ïîäëèííîñòü îáÿçàòåëüñòâ äëÿ A,B,C:

e(πA, vkA) = e(π′
A, P2), e(vkB, πB) = e(π′

B, P2), e(πC , vkC) = e(π′
C , P2) .

3. Ïðîâåðÿåòñÿ, ÷òî èñïîëüçîâàëèñü àíàëîãè÷íûå êîýôôèöèåíòû:

e(πK , vkγ) = e(vkx + πA + πC , vk
2
βγ)e(vk

1
βγ, πB) .

4. Ïðîâåðÿåòñÿ äåëèìîñòü QAP:

e(vkx + πA, πB) = e(πH , vkZ)e(πC , P2).

5. Äîêàçàòåëüñòâî ïðèíèìàåòñÿ, åñëè âñå ïåðå÷èñëåííûå ïðîâåðêè âåðíû.

Çàêëþ÷åíèå
Ðàññìîòðåíû áàçîâûå ïðèìåðû ïðîòîêîëîâ DV [22, 31, 32, 37, 42, 55, 63] è PV

[37, 49, 55, 63] zk-SNARK, äëÿ êîòîðûõ ïðåäñòàâëåíû àëãîðèòìû ôîðìèðîâàíèÿ êëþ-
÷åé, äîêàçàòåëüñòâ äîñòîâåðíîñòè âû÷èñëåíèé è èõ âåðèôèêàöèè. Îïèñàíî ôîðìèðîâà-
íèå ïóáëè÷íûõ è ñåêðåòíûõ ïàðàìåòðîâ â âèäå êëþ÷åé äîêàçàòåëüñòâà è âåðèôèêàöèè,
ïóáëèêóåìûõ â ôîðìå ãëàâíûõ ññûëî÷íûõ ñòðîê [32, 37, 41, 52, 63, 74, 81] è äð. Ïðåä-
ñòàâëåíû âàðèàíòû ïðîòîêîëîâ zk-SNARK äëÿ âûïîëíèìîñòè äèñêðåòíûõ ôóíêöèé
ñ çàäàííûìè çíà÷åíèÿìè âûõîäîâ, ñâÿçàííûìè ñ îòêðûòûìè è ñåêðåòíûìè âõîäàìè.
Ðàññìîòðåíû àëãåáðàè÷åñêèå ïðåîáðàçîâàíèÿ, ñâîäÿùèå çàäà÷ó ïðîâåðêè êîððåêòíî-
ñòè âû÷èñëåíèÿ äèñêðåòíûõ ôóíêöèé ê ïðîâåðêå ìíîæåñòâà ïîëèíîìèàëüíûõ óðàâ-
íåíèé íèçêîé ñòåïåíè, êîòîðûå ïîëó÷èëè íàèìåíîâàíèÿ QAP, SAP, QSP, SSP, QPP
[37, 50�52, 55] è äð. Äëÿ ïåðåäà÷è èíôîðìàöèè î ïîëèíîìå äîñòàòî÷íî ïåðåäàòü åãî
çíà÷åíèå, âû÷èñëåííîå â ñåêðåòíîé òî÷êå [4], â ðåçóëüòàòå ÷åãî ïîëèíîì ïðîèçâîëüíîé
ñòåïåíè ñâîäèòñÿ ê îäíîìó çíà÷åíèþ ïîëÿ. Ïðîòîêîëû zk-SNARK òàêæå ñòðîÿòñÿ äëÿ
ñõåì ñ ðàñïðåäåë¼ííûìè è àóòåíòèôèöèðîâàííûìè äàííûìè [63].

Ïðèìåíÿåìûå àëãîðèòìû èñïîëüçóþò øèðîêèé ñïåêòð ðàçëè÷íûõ êðèïòîãðàôè÷å-
ñêèõ ïðåîáðàçîâàíèé, îñíîâàííûõ íà çàäà÷àõ RSA, Äèôôè�Õåëëìàíà, à òàêæå íà
ðàçëè÷íûõ âàðèàöèÿõ çàäà÷ î çíàíèè ýêñïîíåíò [37, 76]. Êðîìå òîãî, èñïîëüçóþòñÿ
öèôðîâûå ïîäïèñè, ñõåìû ãîìîìîðôíîãî øèôðîâàíèÿ [44, 67, 77], áèëèíåéíûå ñïàðè-
âàíèÿ íà ýëëèïòè÷åñêèõ êðèâûõ è äðóãèå êðèïòîãðàôè÷åñêèå ïðèìèòèâû.

Â òàáëèöå ðàññìîòðåííûå ïðîòîêîëû zk-SNARK êëàññèôèöèðîâàíû ïî ïðèìåíÿ-
åìîìó äî êðèïòîãðàôè÷åñêèõ ïðåîáðàçîâàíèé ìàòåìàòè÷åñêîìó àïïàðàòó, èñïîëüçó-
åìûì êðèïòîãðàôè÷åñêèì ïðèìèòèâàì, ñõåìàì âåðèôèêàöèè è ðåøàåìûì çàäà÷àì.
Äëÿ íàãëÿäíîñòè âàðèàöèè êðèïòîãðàôè÷åñêèõ ïðåîáðàçîâàíèé, ñâÿçàííûõ ñ çàäà÷åé
Äèôôè�Õåëëìàíà è çíàíèåì ýêñïîíåíò, îáîçíà÷åíû DH, áèëèíåéíîå ñïàðèâàíèå �
BP, ýëëèïòè÷åñêèå êðèâûå�ECC, ïîëíîñòüþ ãîìîìîðôíîå øèôðîâàíèå � FHE, ñåê-
ðåòíàÿ/ïóáëè÷íàÿ âåðèôèêàöèÿ�PV/DV. Ðåøàåìûå ïðîòîêîëàìè zk-SNARK çàäà÷è
ïðåäñòàâëåíû âåðèôèöèðóåìûìè âû÷èñëåíèÿìè VC è äîêàçàòåëüñòâàìè çíàíèÿ.

Îáùèì äëÿ âñåõ ðàññìîòðåííûõ ïðîòîêîëîâ zk-SNARK ÿâëÿåòñÿ èñïîëüçîâàíèå
ïóáëè÷íîé CRS, êëþ÷åé äîêàçàòåëüñòâà è âåðèôèêàöèè. Çàùèù¼ííîñòü ïðàêòè÷åñêè
âñåõ ðàññìîòðåííûõ ïðîòîêîëîâ îñíîâàíà íà âàðèàíòàõ çàäà÷è Äèôôè�Õåëëìàíà,
çíàíèè ýêñïîíåíò è áèëèíåéíîì ñïàðèâàíèè. Òåì íå ìåíåå äëÿ ðåøåíèÿ ïðèêëàäíûõ
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çàäà÷ ñ èñïîëüçîâàíèåì ïîðàçðÿäíûõ îïåðàöèé öåëåñîîáðàçíåå âûáèðàòü ïðîòîêîëû
zk-SNARK ñ ïîëèíîìèàëüíûìè íàáîðàìè QSP/SSP. Íàáîð ïîëèíîìîâ QAP ïîâûøàåò
áûñòðîäåéñòâèå äëÿ ñëó÷àÿ ðàáîòû ñ öåëûìè ýëåìåíòàìè ïîëÿ. Áîëåå ñïåöèôè÷íûì
âàðèàíòîì ÿâëÿåòñÿ íàáîð QPP, ãäå ïðîâîäà ïðåäñòàâëåíû ìíîãî÷ëåíàìè, ÷òî òàêæå
ìîæåò ïîâûñèòü ïðîèçâîäèòåëüíîñòü.

Ñðàâíèòåëüíûé àíàëèç ðàññìîòðåííûõ ïðîòîêîëîâ zk-SNARK

Ïðîòîêîë Ìàòåì. àïïàðàò Êðèïòîïðèìèòèâû Ñõ. âåðèô. Ðåø. çàäà÷à
É. Ãðîò [31] Ïåðåñòàíîâêà DH, BP, ECC PV Çíàíèÿ

Ð. Äæåííàðî è äð. [34] QAP FHE, ñèììåòð. àëã. DV VC
Ï. Ôàóçè è äð. [41] Öèêëè÷åñêèé ñäâèã DH, BP, ECC PV Çíàíèÿ

Ð. Äæåííàðî è äð. [37] QSP, QAP RSA, DH, BP, ECC PV, DV Çíàíèÿ
Á. Ïàðíî è äð. [49] QAP DH, BP, ECC PV VC
Õ. Ëèïìàà [52] QSP, SSP, QAP, SAP DH, BP, ECC PV Çíàíèÿ
Õ. Ëèïìàà [52] Öèêëè÷åñêèé ñäâèã DH, BP, ECC PV Çíàíèÿ

À. Êîñáà è äð. [55] QPP DH, BP, ECC PV, DV Çíàíèÿ
Ã. Äàíåçèñ è äð. [51] SSP DH, BP, ECC PV Çíàíèÿ
Ê. Êîñòåëëî è äð. [62] QAP DH, BP, ECC PV VC
Ì. Áàêåñ è äð. [63] QAP DH, BP, ECC, FHE PV, DV Çíàíèÿ

É. Ãðîò [74] QAP DH, BP, ECC PV, DV Çíàíèÿ
Ý. Áåí-Ñàññîí è äð. [54] QAP FHE PV Çíàíèÿ
Ý. Áåí-Ñàññîí è äð. [65] QAP DH, BP, ECC PV Çíàíèÿ

Íåñìîòðÿ íà îáùèðíûé ñïèñîê ïðåäñòàâëåííûõ ïðîòîêîëîâ zk-SNARK, îí íå ÿâëÿ-
åòñÿ èñ÷åðïûâàþùèì, à ñîäåðæèò èñòîðè÷åñêè áàçîâûå êîíñòðóêöèè. Îòäåëüíûìè âî-
ïðîñàìè ÿâëÿþòñÿ àíàëèç ñïîñîáîâ ïîâûøåíèÿ ïðîèçâîäèòåëüíîñòè è âûáîð íàèáîëåå
èññëåäîâàííîãî ñ òî÷êè çðåíèÿ áåçîïàñíîñòè ïðîòîêîëà. Â ðàìêàõ ïðàêòè÷åñêîé ðåà-
ëèçàöèè íåîáõîäèì âûáîð ïðîòîêîëà zk-SNARK ñ ó÷¼òîì ðåñóðñîâ êîíêðåòíîé ðàñïðå-
äåë¼ííîé âû÷èñëèòåëüíîé ñèñòåìû è íà îñíîâå òàêèõ ïàðàìåòðîâ, êàê òðóäîçàòðàòû íà
ôîðìèðîâàíèå ãëàâíîé ññûëî÷íîé ñòðîêè, ïîñòðîåíèå è âåðèôèêàöèþ äîêàçàòåëüñòâ,
à òàêæå ðàçìåð ãëàâíîé ññûëî÷íîé ñòðîêè è äîêàçàòåëüñòâ.
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30. Bittau A., Erlingsson Ú ., Maniatis P., et al. PROCHLO: Strong privacy for analytics in the
crowd. Proc. SOSP'17, N.Y., ACM, 2017, pp. 441�459.

31. Groth J. Short pairing-based non-interactive zero-knowledge arguments. LNCS, 2010,
vol. 6477, pp. 321�340.

32. Lipmaa H. Progression-free sets and sublinear pairing-based non-interactive zero-knowledge
arguments. LNCS, 2012, vol. 7194, pp. 169�189.

33. Tao T. and Vu V. Additive Combinatorics. Cambridge Studies in Advanced Mathematics,
no. 105. Cambridge University Press, 2006. 532 p.

34. Gennaro R., Gentry C., and Parno B. Non-interactive veri�able computing: Outsourcing
computation to untrusted workers. LNCS, 2010, vol. 6223, pp. 465�482.

35. Yao A. Protocols for secure computations. 23rd Ann. Symp. Foundations of Computer Science,
1982, pp. 160�164.

36. Yao A. How to generate and exchange secrets. 27th Ann. Symp. Foundations of Computer
Science, 1986, pp. 162�167.

37. Gennaro R., Gentry C., Parno B., and Raykova M. Quadratic span programs and succinct
NIZKs without PCPs. LNCS, 2013, vol. 7881, pp. 626�645.

38. Pankova A. Succinct Non-Interactive Arguments from Quadratic Arithmetic Programs.
Technical report, University of Tartu. Cybernetica AS, 2013. 28 p.



56 È.Â.Ìàðòûíåíêîâ

39. Parno B., Raykova M., and Vaikuntanathan V. How to delegate and verify in public: Veri�able
computation from attribute-based encryption. LNCS, 2012, vol. 7194, pp. 422�439.

40. Groth J., Ostrovsky R., and Sahai A. Perfect non-interactive zero knowledge for NP. LNCS,
2006, vol. 4004, pp. 339�358.

41. Fauzi P., Lipmaa H., and Zhang B. E�cient modular NIZK arguments from shift and product.
LNCS, 2013, vol. 8257, pp. 92�121.

42. Reitwiebner C. zkSNARKs in a Nutshell. 2017. 15 p. https://blog.ethereum.org/2016/12/
05/zksnarks-in-a-nutshell/.

43. Bitansky N., Canetti R., Chiesa A., and Tromer E. Recursive Composition and Bootstrapping
for Snarks and Proof-Carrying data. IACR Cryptology ePrint Archive, 2012. 61 p. http:
//eprint.iacr.org/2012/095.

44. Boneh D., Segev G., and Waters B. Targeted malleability: homomorphic encryption for
restricted computations. Proc. ITCS'12, N.Y., ACM, 2012, pp. 350�366.

45. Valiant P. Incrementally veri�able computation or proofs of knowledge imply time/space
e�ciency. LNCS, 2008, vol. 4948, pp. 1�18.

46. Paillier P. Public-key cryptosystems based on composite degree residuosity classes. LNCS,
1999, vol. 1592, pp. 223�238.

47. Los' A.B., Nesterenko A.Yu., and Rozhkov M. I. Kriptogra�cheskie metody zashchity
informatsii: uchebnik dlya akademicheskogo bakalavriata [Cryptographic Methods of
Information Protection: Textbook for Academic Undergraduate]. Moscow, Yurayt Publ., 2017.
473 p. (in Russian)

48. Chase M., Kohlweiss M., Lysyanskaya A., and Meiklejohn S. Malleable proof systems and
applications. LNCS, 2012, vol. 7237, pp. 281�300.

49. Parno B., Howell J., Gentry C., and Raykova M. Pinocchio: Nearly practical veri�able
computation. Proc. 34th IEEE Symp. Security and Privacy, Oakland, 2013, pp. 238�252.

50. Lipmaa H. Succinct non-interactive zero knowledge arguments from span programs and linear
error-correcting codes. LNCS, 2013, vol. 8269, pp. 41�60.

51. Danezis G., Fournet C., Groth J., and Kohlweiss M. Square span programs with applications
to succinct NIZK arguments. LNCS, 2014, vol. 8873, pp. 532�550.

52. Lipmaa H. Almost Optimal Short Adaptive Non-Interactive Zero Knowledge. Tech. Rep.
2014/396, IACR, 2014. 20 p. http://eprint.iacr.org/2014/396.

53. Blum M., Feldman P., and Micali S. Non-interactive zero-knowledge and its applications.
Proc. STOC'88, N.Y., ACM, 1988, pp. 103�112.

54. Ben-Sasson E., Chiesa A., Genkin D., et al. SNARKs for C: Verifying program executions
succinctly and in zero knowledge. LNCS, 2013, vol. 8043, pp. 90�108.

55. Kosba A.E., Papadopoulos D., Papamanthou C., et al. TRUESET: Nearly practical veri�able
set computations. Cryptology ePrint Archive. Report 2014/160, 2014. 30 p. http://eprint.
iacr.org/2014/160.

56. Shoup V. A new polynomial factorization algorithm and its implementation. J. Symbolic
Computation, 1995, vol. 20, no. 4, pp. 363�397.

57. Shoup V. NTL: Number Theory Library. http://www.shoup.net/ntl/.

58. Granlund T. GMP: The GNU Multiple Precision Arithmetic Library. 2006. http://gmplib.
org/.
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