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Abstract: Several reports indicate that one of the most important business priorities is the improvement of business 
and IT management. Nowadays, business processes and in general service-based ones use other external 
services which are not under their jurisdiction. Organizations do not usually consider their exposition to 
security risks when business processes cross organizational boundaries. In this paper, we propose a risk-
aware framework for security-quality requirements in business processes management. This framework is 
focused on the inclusion of security issues from design to execution. The framework provides innovative 
mechanisms based on model-based diagnosis and constraint programming in order to carry out the risk 
assessment of business processes and the automatic check of the conformance of security requirements. 

1 INTRODUCTION 

In the recent years, a new paradigm has receviced 
considebrable attention in the scope of business IT: 
Business Process Management (BPM). BPM is 
defined as a set of concepts, methods and techniques 
to support the modelling, design, administration, 
configuration, enactment and analysis of business 
processes (Weske, 2007).  

Gartner's CIO report (Gartner, 2010) indicates 
that the security is included in the most important 
business priorities. Security and risk management is 
gaining importance even in the governmental 
statements, where there exists some regulations and 
laws which impose the inclusion of risk and security 
management inside of business management, like 
OECD Guidelines (ENISE, 2010). 

Companies may deploy Business Process 
Management Systems (BPMS) to automate their 
business processes, but they must ensure that those 
are as dependable as possible. Since the cost and 
consequences of security failures in these systems 
range from mildly annoying to catastrophic, 
dependability is a significant requirement for many 
kinds of companies: electronic banking and 
commerce, automated manufacturing, etc. 

This paper intends to introduce a proposal risk- 

aware BPM framework, entitled OPBUS. At 
modelling level, OPBUS adopts an extension of 
business process models with security risk 
assessment capabilities, and also includes 
mechanisms to check automaticaly the conformance 
of risks of business processes. Moreover, OPBUS 
provides mechanisms to transform the business 
process models  to deployable processes considering 
the security issues identified at design.  

This paper is structured as follows: in Section 2, 
OPBUS architecture is described; in Section 3, the 
application of model-based diagnosis for risk 
assessment of business processes is introduced; in 
Section 4, a review of the most relevant works 
related with this paper is done; in the last section, 
conclusions are given. 

2 OPBUS: ARCHITECTURE 
OVERVIEW 

Our proposal is structured in various layers: 
• Modelling Layer, where business processes are

designed, validated and transformed. 
• Application Layer, a set of technologies to

support the deployment, diagnosis and deployment 
of business processes. 



• Fault Tolerance Layer, different solutions have
been adopted for high availability of business 
process execution (Varela, 2010). 
• Service Layer, service-based business

processes has been selected as implementation 
thereby service layer represent to the set of services 
used by business processes. 

OPBUS framework has been developed based on 
the Model-Driven approach proposed by the authors 
in (Varela, 2011). The approach is structured in at 
least three stages. In the first stage, Platform 
Independent Meta-Model (PIM) models are built. 
Thus, abstract business process models. Then a first 
transformation between a PIM to Platform Specific 
Meta-Model (PSM) models is proposed. In this 
transformation, extra information is introduced in 
terms of information of a more specific nature 
information on mechanisms to control or mitigate 
security problems. For instance, fault tolerance 
mechanisms to avoid security integrity attacks. 
Although other intermediate transformations can be 
introduced between PSM and other PSM models, as 
a first approach, a transformation from PSM models 
to final code is proposed. For example, if a 
countermeasure is specified at PSM level such a 
particular fault tolerance control. This control can be 
transformed to a specific configuration of BPEL 
business processes. A particular diagnosis stage is 
introduced for the validation of models before each 
transformation. 

Currently, Business Process Management 
Notation (BPMN) is the most extended modelling 
method in the BPM market. BPMN provides a meta-
model that could be used as a PIM of our framework 
since makes possible the definition of complex 
business processes, but without considering specific 
issues such as execution or security configurations. 
Furthermore, they lack of mechanisms for the 
evaluation and validation of their security and risks 
before to be implemented. In an earlier work 
(Varela, 2011), an extension of BPMN with risk 
information has been proposed. The extension 
permits to assess the risks which the business 
processes are exposed to due to security threats and 
vulnerabilities. In general, the risk assessment is a 
tedious and time-consuming task for several reasons, 
one of which is due to the manual feature of the 
process, a subjective valuation of the different 
elements and the possibility of having to support 
different kind of valuations such as interval values. 
The utilization of the diagnosis stage is suggested in 
order to the automatic risk assessment and check the 
conformance of these risks. In OPBUS, this 
diagnosis of conformance stage is solved using 
 

constraint programming. 

3 MODEL-BASED DIAGNOSIS 
OF CONFORMANCE  

The risk calculation involves three main parameters: 
an asset value, a threat frequency and consequence. 
This  risk value permits business security experts the 
identification of critical tasks based on their values. 

A risk can be evaluated with regard to each task, 
treatment, and threat identified in the business 
process. Therefore, in our case the risk calculation 
is, in general, calculated as follows. 

This last formula is similar to the one used in 
ISO/IEC 27004. The formula calculates the risk 
assessment for an individual task of a business 
process. However, calculating risk for a business 
process (BP) is carried out by means of the 
combination (summation) of the risks calculated for 
each individual task. In the case business processes 
contain divisions of the flow path; the previous 
formula cannot be used since risk assessment is 
influenced by the structure of the business process. 
For this reason, risk has to be calculated for each 
path. This problematic has never been considered in 
other works. We propose the risk calculation as 
shown in Figure 1 which shows how to calculate the 
risk of a business process with regard to the structure 
of the model. These risk formulas are an adaptation 
of the time-efficiency calculation proposed by 
(Huang, 2007). In the case of loops, the risk 
calculation is not affected since the set of activities 
execute in the loop is the same for each iteration. 

Figure 1: General risk calculation formula. 

Once risk values are obtained for each business 
process, they have to be evaluated in conformance 
with the specified acceptable risk. If a business 
process exceeds the specified acceptable risk 
(Acceptable Risk) value implies that there exist risks  



B
uy

er

Place Order

Receive
Products

Receive
Invoice

Vu
ln
er
ab

ili
tie

s:
 [V

1:
 In

se
cu
re
 c
om

m
un

ic
at
io
n 

pr
ot
oc
ol
]

Threat Scenario

DoS (Communication 
Fault)

• Freq:  1
• Conseq:  2
• Vulnerability: V1

Unexpected theft or 
manipulation personal data 

Data Integrity System 
(MAC)

• RR: 3
• Cost [100,2000]
• F: false
• C: true

Properties:
• Value Integrity = 5
• Value Confidentiality = 3
• Value Availability = 1

Properties:
• Value Integrity = 3
• Value Confidentiality = 4
• Value Availability = 1

Properties:
• Value Integrity = 5
• Value Confidentiality = 3
• Value Availability = 3

O
bj
ec
tiv

es
: 

•
Pr
e{
‐}

•
Po

st
{T
ot
al
 C
os
t <

= 
30
00

€}

• Freq:  3
• Conseq:  4
• Vulnerability: V1

St
or
e

Settle
Invoice

Properties:
• Value Integrity = 5
• Value Confidentiality = 4
• Value Availability = 2

Pr
op

er
tie

s:
•

Ac
ce
pt
ab
le
 ri
sk
 =
 2
00

•
Fi
xe
d 
Co

st
 =
 2
00

0 
 €

•
Th

re
sh
ol
d 
= 
30

 %

Figure 2: Business process extended with risk information. 

that do not comply with the security objectives. 

At the same time, a cost assessment is carried out 
where the cost of a business process is calculated 
with the sum of the fixed cost and the cost of 
treatments identified. The main idea is to check the 
conformance of costs of the business process do not 
exceed to certain limits. In the formula below there 
is an initial criterion applied for the cost assessment 
but other ones can be adapted. 

a. Diagnosis Conformance Stage
OPBUS provides a set of transformation rules which
permits the mapping of risk information to a
constraint model, as shown in Figure 3.

Figure 3: Diagnosis of business processes. 

Automatically, the constraint model can be 
evaluated and if it shows unsatisfying results, then 
this indicates that there exist risks that are not being 
mitigated or avoided. It can also be useful to identify 
where and what components are unsatisfying the 
constraints in order to act providing which business 
process elements are involved in the not 
satisfactibility.  

b. Example of Mapping to Constraint Model
and Diagnosis
An example of mapping to a constraint model and 
diagnosis of conformance based on the example of 

the Figure 2 is shown. First of all, a set of variables 
and domains which compose the constraint model 
are defined. Most of parameters included in the 
extension are mapped to variables in the constraint 
model. Two variables for each task that composes 
the business process have to be defined. The first 
one defines its value in relation with security 
parameters (Integrity, Confidentiality and 
Availability). The second one defines the risk value 
that is defined with open domain because its value is 
unknown when the constraint model is under 
construction and it will be assigned values in the 
resolution of the constraint model. In next piece of 
code, there are statements for the variables of Place 
Order activity is shown. 
int PO=ValueIntegrity+ValueConfidentialy+ValueAvailability; 
var<CP>{int} RiskPO(manager,1..100000); 

Similar variables are defined for treatment and threat 
parameters. 

Figure 4: Set of constraints. 

The constraint model is defined by an objective 
function. The objective function aims are the 
evaluation of the risk assessment and check that the 
risks and cost calculated are in conformance with the 
objectives of acceptable risk and cost specified. 
Therefore, the set of constraints that compose the 
model are two: the first for the risk calculation, and 
the second for the evaluation of the conformance. 
Constraint evaluation could retrieve one solution 



with the best results or all possible solutions and 
extra information about value of the parameters. In 
this case, we have selected a type of search in order 
to obtain all possible solutions since it is more 
interesting observe different cases with assignation 
of variables and values. In the   

Table 1, we show two examples of solutions 
found by the resolution of the constraint model using 
a constraint solver. One with positive results where 
all constraints are satisfied and the other with 
negative results where at least one constraint is not 
satisfied.  

Table 1: Results of the evaluation of constraint model. 

CASE 1 CASE 2 
Constraints 

RC1 = false; RC2 = true 
RC3 = true; RC4 = true 

RC1 = true; RC2 = true 
RC3 = true; RC4 = true 

Acceptable Risk 
Acceptable Risk = 200 Acceptable Risk = 200

Risk Variables 
Risk_store=903 
Riskplaceorder=270 
Riskreceiveinvoice=240 
Riskreceiveproducts=330 
Risksettleinvoice=330

Risk_store = (188)[9..196] 
Riskplaceorder=270 
Riskreceiveinvoice=240 
Riskreceiveproducts=330 
Risksettleinvoice=330

Treatment Variables 
t1_riskreduction = 3 t1_riskreduction= 

(21)[79..99] 
Cost Variables 

Cost=(101)[2100..2200] 
Total Cost = 3000 
Cost_treatment=(101) 
[100..200] 

Cost=(101)[2100..2200] 
Total Cost = 3000 
Cost_treatment=(101) 
[100..200] 

4 RELATED WORK 

There exist different proposals of extensions of business 
processes with risk information and non-functional 
requirements (Korherr, 2007) (Lambert, 2006), (Jakoubi, 
2009), (Menzel, 2009), (Muhelen, 2005), (Cope, 2010). 
Most of them only pay attention in the modelling of risk 
information or requirements but do not include mechanism 
for the automatic evaluation of the risk assessment and the 
diagnosis of the conformance of the objectives of the 
business process. Moreover these proposals do not 
consider the transformation of the requirements to specific 
artefacts in the implementation level. Other works 
(Menzel, 2009), (Wolter, 2009) consider the introduction 
of new elements in order to annotate BPMN diagrams 
with parameters which are transformed into a specific 
security configuration of a server. 

5 CONCLUSIONS  

In this work, an overview of the OPBUS architecture 
has been presented. OPBUS has been extended with 

a MDA approach that provides an extension of 
BPMN models with risk information. We propose to 
include constraint programming techniques in order 
to automate the checking of conformance of the risk 
assessment of business processes. For this reason we 
have presented a mapping to constraint models. 
Once business process are validated the 
countermeasures identified in design stage of 
business processes can be aligned with specific 
control in next layers, for instance with specific fault 
tolerance mechanism already included in OPBUS 
framework. 
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