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A B S T R A C T   

Healthcare information systems are evolving from traditional centralised architectures towards highly-mobile 
distributed environments within the connected health context. The IoMT paradigm is at the forefront of this 
technological revolution underlying the development of communication infrastructures connecting smart med-
ical devices, healthcare information systems and services. The IEEE 2413 standard, a promising general archi-
tectural framework for the design and implementation of IoT systems, has recently been announced. This 
standard proposes a general description for different types of domains, including healthcare, but it does not 
contain an extension developed for the IoMT systems domain. This paper presents a first approach to adapt the 
IEEE 2413 standard to the design of IoMT systems from a security perspective, considering the most relevant 
aspects of the standard for the construction of this type of systems. The application to an IoMT system for 
monitoring patients with chronic obstructive pulmonary disease is presented as a use case.   

1. Introduction 

The rapid development of mobile technology, wireless communica-
tions, body area networks and embedded systems is helping healthcare 
systems to become a key vehicle in the new era of connected health [1]. 
This combination of medical devices and applications interconnected 
through the network is part of a subset of Internet of Things (IoT) 
technologies, called the Internet of Medical Things (IoMT). This new 
paradigm facilitates the continuous monitoring of a person’s health 
status through real-time monitoring systems using wearable medical 
devices and smart sensors, representing a significant evolution and a 
step towards personalised medicine [2]. 

Edge computing [3] is emerging as an alternative to classical data 
processing in the cloud. This newly distributed information architectural 
approach moves medical applications to data sources, decreasing la-
tency and providing advantages in portability, quality of service, 
interaction and characterisation [4]. IoMT-based healthcare platforms 
are assuming these functionalities to make medical processes more 
efficient, faster and ubiquitous. Other advantages include patient 
empowerment in the sense of making them aware of their health status 
and taking control of it [1], facilitating the intervention of healthcare 
professionals. The advances that derive thereof will have favourable 

implications in rural or hard-to-reach communities [5], developing 
countries or areas affected by major disasters, where healthcare pro-
fessionals are limited or non-existent. 

IoMT-based healthcare monitoring solutions [6] have highlighted 
the need to design and implement scalable, reliable and robust archi-
tectures. In this sense, the heterogeneity of smart sensors involves the 
integration of different data schemas to achieve interoperability or, 
better yet, the adoption of communication standards for medical devices 
such as ISO/IEEE 11073 [7], although its actual adoption is low [8]. 
Another barrier for the design and implementation of IoMT platforms 
[1] is to consider healthcare applications with no regard of the specific 
requirements of this domain [8]. 

An IoMT platform [9] consists of applications focused on the 
acquisition, transfer, storage, processing, and visualization of data under 
online, offline and/or real-time conditions [10]. The distribution of 
these applications is spread across all architectural levels of the plat-
form, from sensor/actuator data collection in the lower layers to 
advanced data analysis services based on cloud computing solutions at 
the higher levels. The use case delimits the functionality and scope of the 
applications deployed according to the specific requirements and the 
objectives to be achieved. In this regard, a wide variety of IoMT plat-
forms of different nature have been presented in recent years. These 
systems are generally approached from different perspectives, such as 
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the application of artificial intelligence techniques [5], transmission and 
storage of data in standardised formats [11], user experience and 
human-machine interfaces [12], communications [13], scalability [14] 
or medical applications with low latency requirements [15], among 
others. Generally, most of these platforms are mainly designed as ad-hoc 
solutions and do not offer interoperability with other systems. 

The works related to the description of layered architectures for 
IoMT platforms are also important [16,17]. Although there are pro-
posals for four-layer architectures [18] or five [19], generally the 
three-layer approach stands out [20]: things layer, fog layer and cloud 
layer. The things layer is made up of all monitoring devices, including 
sensors, actuators, pharmacy controls, etc. The fog level operates be-
tween the things layer and cloud layer, including data centres that 
leverage local processing to provide real-time feedback to users. Finally, 
the cloud layer consists of advanced computational and storage re-
sources for analysis and decision support systems. 

Another key determinant of the success and acceptance of IoMT 
systems is the security of information and communications. In this re-
gard, IoMT devices are underlying elements of the network infrastruc-
ture and are generally vulnerable and exposed to different types of 
security threats, thus representing a significant risk to patient privacy 
[21]. Recent surveys [22] reveal that security is the main concern for 
IoMT adoption, including data protection and the potential risks 
brought about the Bring Your Own Device (BYOD) habit. In order to 
address these issues, different security frameworks have been intro-
duced in recent years [23,24], including three main areas [22]: device 
security, communication security and cloud security. New technologies 
such as blockchain are also being incorporated into some platforms [25] 
to preserve privacy and data integrity and, at the same time, facilitate 
data exchange between healthcare professionals and electronic health 
records. Authentication between devices has also been addressed with 
blockchain in some works [5] and the number of related papers in this 
sense is increasing in the last years [26]. 

The IEEE has recently announced an architectural standard for IoT 
(IEEE 2413-2019 or P2413) [27] with the aim of promoting heteroge-
neous interaction and system/vendor interoperability. This standard 
provides a guide for unifying IoT systems and minimising fragmentation 
in industry under three objectives: I) to provide a secure, interoperable 
framework for IoT systems in multiple application domains; II) a 
framework for evaluation and comparison of IoT systems; and III) a 
framework to help accelerate the design, operation and deployment of 
IoT systems. 

Currently, the standard lacks an extension developed for IoMT sys-
tems domain [28], although it proposes a general description for all 
types of application domains, including healthcare. This paper presents 
a first approach for adapting the IEEE 2413 standard to the design of 
IoMT systems. Due to the importance of information and communica-
tion security for IoMT systems [22,29], as well as the wide scope of the 
standard, this work focuses on these security aspects. 

This paper is structured as follows: Section 2 presents the Materials 

and Methods and contains two subsections. Subsection 2.1 provides an 
overview of the IEEE 2413-2019 standard, extensions to different do-
mains and current status in relation to the health domain. Subsection 2.2 
introduces the architectural framework of the standard and the most 
relevant viewpoints with respect to information and communication 
security. Section 3 presents the results of the work in three subsections. 
In 3.1, the stakeholders and concerns related to security in the context of 
IoMT systems are identified. This is followed by a description of the use 
case under study in 3.2. Then, the adaptation of the standard to the 
proposed use case is presented in 3.3. Finally, the conclusions of the 
work are drawn in section 4. 

2. Materials and methods 

2.1. IEEE 2413-2019 

IEEE 2413-2019 (P2413) is a standard that defines an architectural 
framework for IoT. It contains descriptions applicable to various do-
mains (energy, home, health, transport, etc.), definitions of domain 
abstractions and identification of intersection points between different 
domains [30], including a reference model covering basic architectural 
modules and how they can be integrated into IoT systems of multiple 
architectural levels. The standard also addresses documentation and 
mitigation between divergent architectures and includes a methodology 
centred on data abstraction and the need for trust between entities using 
appropriate protection, privacy and security mechanisms. 

Currently, P2413 also includes the P2413.1 extension as a standard 
for a Reference Architecture for Smart City (RASC) [31]. The RASC 
provides an architectural design for the implementation of a smart city 
in the context of IoT, based on the description of the interactions and 
interoperability between system domains, including water management, 
waste, street lighting, smart parking, environmental monitoring, etc. On 
the other hand, the P2413.2 extension defines a standard for a Reference 
Architecture for IoT Power Distribution (PDIoT), with a similar 
approach to the RASC standard, but with a cloud-based orientation and 
the coexistence of microservices and migration mechanisms from legacy 
IoT-based systems. 

The P2413 standard does not currently define a specific standard for 
IoMT platform design [28]. In this sense, P2413 briefly outlines a 
domain focused on health, although it is not developed. According to the 
standard, the health sector is evolving from a connected health 
perspective to provide a level of automation, smart health and support 
networks of autonomous and context-aware intelligent agents. The 
heterogeneity of connected devices has a significant importance in 
supporting and assisting patients, such as, for example, persons who 
self-manage chronic diseases or citizens concerned with improving their 
lifestyle and behavioural habits. In particular, for this domain, the 
standard underlines the importance of security, considering confiden-
tiality, integrity and the serious repercussions of possible data breaches 
and leaks. Finally, the convergence between social networks, smart 
cities services and IoT platforms are potentially interesting to build 
digital communities for patients, citizens, community caregivers and 
health professionals. 

2.2. Architectural framework of the IEEE 2413-2019 standard and 
security-related concerns 

The P2413 standard defines an architectural framework in terms of 
domains, stakeholders and viewpoints, in accordance with the ISO/IEC/ 
IEEE 42010:2011 standard. In this sense, six sections are identified 
within the architectural framework: i) general information, ii) view-
points and model kinds, iii) architecture development, iv) rationale for 
key decisions, v) stakeholders and concerns, and vi) viewpoint cata-
logue. The last section is the most important and serves as a reference for 
the adaptation of the standard to IoMT systems. The relationships be-
tween each of the parts of the architectural framework are presented in 

Abbreviations 

BYOD Bring Your Own Device 
DMZ Demilitarised Zone 
CPS Cyber-Physical Systems 
IoT Internet of Things 
ISMS Information Security Management System 
IoMT Internet of Medical Things 
MQTT MQ Telemetry Transport 
P2P Peer-To-Peer 
PDIoT Reference Architecture for IoT Power Distribution 
RASC Reference Architecture for Smart City  
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Fig. 1. 
As a preliminary step to describe the architectural framework, the 

standard defines stakeholders and their respective concerns in relation 
to the system of interest. In particular, stakeholders are individuals or 
groups of individuals who have common objectives and who identify 
entities of interest within the system. These stakeholders are modelled 
through a set of generalised roles defined in the ISO/IEC/IEEE 
42010:2011 standard, while concerns are related to stakeholder needs 
and how the architecture should be adapted to meet them. The list of 
concerns listed in the standard is based on the Framework for Cyber- 
Physical Systems [32], developed by the National Institute of Stan-
dards and Technology. This standard considers an IoT platform as a set 
of cyber-physical systems (CPS) that combine networks of sensors and 
actuators with embedded computing to monitor and control the physical 
environment. 

The identification of stakeholders and concerns guide the identifi-
cation of the key design points of the IoT system (section 6.6 of the 
P2413 standard). In this section, different functional and non-functional 
viewpoints are described in depth. In relation to security, the viewpoints 
described in the standard are as follows:  

• Threat model viewpoint: aims at identifying potential threats or 
vulnerabilities that could be exploited. 

• Security and safety monitoring viewpoint: is the process of moni-
toring events occurring in an IoT system as analysis for possible in-
cidents, violations or imminent threats.  

• Access control viewpoint: determines the activities allowed by 
legitimate users to access resources in the IoT system.  

• Adequate design for required security viewpoint: emphasises the 
importance of describing the system design from a security view.  

• Privacy and trust viewpoint: describes the privacy and trust aspects 
of IoT architectures. 

3. Results 

The results of this work are divided into three subsections. Subsec-
tion 3.1 identifies the most characteristic stakeholders and concerns in 
an IoMT environment, considering the P2413 standard. Subsection 3.2 
provides a technological description of the use case under study. Finally, 
subsection 3.3 discusses the application and evaluation of this use case 
from a security perspective according to the standard. 

3.1. Identification of stakeholders and concerns in the IoMT context 

The standard establishes, on the one hand, a broad set of stake-
holders with logistical and technological profiles and, on the other hand, 
end-users who shape the functionality of the IoT system and make use of 
it. In this sense, the number of stakeholders in an IoMT system can be 

Fig. 1. Conceptual model of an architectural framework of the P2413 standard (based on ISO/IEC/IEEE 42010:2011).  
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considerable depending on the scope and objectives to be covered [33, 
34]. The following four stakeholders are considered in this work:  

• Users: citizens who use connected biomedical devices to monitor 
their health periodically or in real time, as part of their maintenance, 
diagnosis, follow-up or treatment. 

• Healthcare professionals: include doctors, nurses, pharmacists, lab-
oratory technicians and others. They are responsible for examining 
the data collected and establishing high-level operating conditions 
for biomedical devices.  

• Professional and non-professional caregivers: persons who care for a 
child or a sick, elderly, or disabled person.  

• Engineers or technology experts: the standard defines a broad set of 
profiles related to the technological and architectural aspects of the 
IoT system, including system administrators, maintainers, produc-
tion engineers, technical support staff, testers, etc. 

On the other hand, the P2413 standard defines an extensive set of 
concerns to cover a wide range of IoT domains. The most important [27] 
that may apply to an IoT system from a security perspective are 
described in Table 1. 

The importance of each of these concerns in an IoMT system varies 
depending on the characteristics of the system and the application 
context, but generally end-user protection against injury or physical 
damage is the major concern [35]. Other relevant concerns, which are 
also highlighted in the P2413 standard within the healthcare domain, 
are privacy [36] and data breach/leaks [37]. The standard highlights 
that while all concerns should be considered initially, IoT architects are 
in charge with delving deeper into those that may have the higher 
impact on the design and development of their systems. Table 2 presents 
security-related concerns and possible examples of application in IoMT 
systems. 

3.2. Description of the use case 

The use case for this work focuses on an IoMT remote monitoring 
platform for patients suffering from chronic obstructive pulmonary 
disease [38]. Patients wear a smart vest that monitors their health status 
and tracks their physical activity under the supervision of healthcare 
professionals. The system considers the four types of stakeholders 
already discussed in Section 3.1. 

The heterogeneity of scenarios and stakeholders in the proposed 
platform is in accordance with the many-to-many communication 
paradigm, where all communicating entities can generate and receive 
information, under security and privacy conditions. To meet these 
needs, the standardised MQ Telemetry Transport (MQTT) protocol was 
integrated into the system to provide communication based on the 
publisher/subscriber pattern and, at the same time, provide confiden-
tiality, authentication and access control mechanisms. 

A simplified diagram of the different scenarios and stakeholders in 
the platform is shown in Fig. 2. In general, the other stakeholders take a 
passive action, receiving data from the patient’s device and other in-
formation based on their need, authorisation and consent from the pa-
tient. A more exhaustive description of the platform can be found in 
previous works by the authors [38]. 

In order to improve the stability, security and scalability of the sys-
tem, this work presents the extension of the platform in order to inte-
grate the security aspects included in the P2413 standard. In addition, 
different software modules are incorporated to cover new functional and 
non-functional requirements of the end users. These modules are 
distributed in each of the three architectural levels of the platform, 
following a classic design for systems of this nature [39]: 

Table 1 
Security concerns related to the P2413 standard.  

Concern Description 

Adaptability Ability of a CPS to achieve an intended purpose regardless of 
changing conditions. 

Controllability Ability of a CPS to modify its functionality without impacting the 
service behaviour or its availability. 

Evolvability Ability of the system to evolve and be functional with new and 
emerging technologies. 

Human factors Characteristics of an CPS with respect to how they are used by 
humans. 

Identity Related to the ability of the system to accurately recognise 
interaction identities. 

Maintainability Capabilities related to the ease and reliability with which a CPS 
can be kept in operation. 

Measurability Related to the ability to measure the characteristics and 
performance of a CPS. 

Monitorability Relating to the ease and reliability with which authorised entities 
can know and maintain knowledge of the status of a CPS. 

Physical Related to the physical environment of a CPS, including perimeter 
security. 

Privacy Concerns related to the ability to prevent unauthorised access to 
data in storage or in transit. 

Quality Concerns related to the ease and reliability of assessing whether 
an CPS meets the expectations of stakeholders. 

Regulatory Related to regulatory requirements and certifications. 
Resilience Related to the ability of a CPS to withstand instability and 

unexpected system conditions. 
Security Related to the ability to ensure that devices, processes and 

services are protected internally and/or externally. Includes 
confidentiality, integrity and availability. 

Standardization Related to the availability and applicability of standards. 
Safety Related to the ability to ensure the absence of catastrophic 

consequences to the life and health of stakeholders and the 
physical environment.  

Table 2 
Security concerns and examples of application in an IoMT system.  

Concern IoMT system application example 

Adaptability Ability of a biomedical sensor to autonomously and remotely 
update its firmware to correct a security flaw. 

Controllability Ability of a biomedical sensor to adapt in a controlled and safe 
way to changing environmental situations, user needs or 
reconfiguration from a remote location. 

Evolvability Ability of the system to introduce a new technological 
improvement without impacting functionality. 

Human factors Simple and adaptable user interfaces to help simplify the security 
management process for users with all kinds of capabilities and 
constraints. 

Identity Strong authentication systems and role-based access control. 
Maintainability Capabilities related to the ease and reliability with which a device 

can be kept in operation. 
Measurability Concerns related to the ability to measure the characteristics and 

performance of a biomedical device. 
Monitorability Logging and auditing functionality at all levels of the system for 

authorised users. 
Physical Mitigation mechanisms for the possible loss or theft of a 

biomedical device 
Privacy Encryption mechanisms at all levels of the system, including 

communications and data storage. 
Quality Ability of the system to deliver a quality of service within the 

minimum required by end-users 
Regulatory Adequacy of the measures necessary to guarantee the right to the 

protection of personal data. 
Resilience Ability of the system to provide tolerable service to the end-user in 

the event of system degradation. 
Security Implementation of an Information Security Management System 

(ISMS) on the basis of protecting all critical information resources 
in the system. 

Standardization Use of standardised and open communication protocols such as 
ISO/IEEE 11073 to achieve interoperability between different 
systems and devices. 

Safety Manuals detailed and adapted to all types of users with regard to 
the handling of the devices, applications and services.  
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• Device layer: includes the smart vest and embedded software for data 
collection, pre-processing, basic storage and Bluetooth communica-
tions with the edge computing layer. 

• Edge computing layer: includes devices whose capabilities vary ac-
cording to the communication restrictions present in the different 
scenarios described above, as well as the end-user computing skills 
and the limitations of the devices. The objective of this layer is 
optimise the provision of services to the end user without relying on 
the cloud computing layer. This allows to provide basic offline 
operation to users without the need to rely on network availability.  

• Cloud computing layer: integrates advanced services for storage, 
search, data mining and knowledge generation. 

Fig. 3 presents the architecture of the proposed IoMT platform, 
evolved with a focus on the capabilities available for each of the 
different devices framed within the edge computing layer. This includes 
smartphones, low-end devices, interconnection devices, computers 
without graphical interfaces and different processing capabilities and, 
finally, display screens. 

The main capabilities present in the devices (communication, 

Fig. 2. Diagram of the proposed IoMT platform.  

Fig. 3. Layered architecture for the proposed IoMT platform.  
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visualization, processing and storage) can be shared from a collaborative 
way. A first approximation to this approach was presented by the au-
thors [40] through the deployment of a peer-to-peer (P2P) network 
based on Wi-Fi Direct technology, without the need for connection to 
wireless access points. Similarly, standardised device management and 
communications in the context of IoMT has also been addressed by the 
authors and incorporated in the IoMT platform [41], as well as the 
incorporation of advanced security mechanisms and technical interop-
erability between different IoT protocols based on the publish-
er/subscriber pattern [42]. 

3.3. Application of the security viewpoints of the P2413 standard for the 
proposed use case 

Each viewpoint of the standard contains a number of elements or 
questions that the IoMT architect must address during system design. In 
the following subsections these elements are summarised, classified 
according to the security concerns and applied individually to the use 
case presented in the previous subsection. In addition, the potential 
impact associated with each of these issues is also listed based on 
different constituent entities in most IoMT systems: devices, users, data 
and security. 

3.3.1. Threat model viewpoint 
Fig. 4 presents each of the elements of the threat model viewpoint of 

the P2413 standard. Most of them are focused on identifying potential 
vulnerabilities that can be exploited by malicious user attacks. Each of 
these elements is checked in the proposed use case as shown in Table 3, 
briefly describing the solution adopted in case of compliance or pro-
posed in case of non-compliance. In particular, the use case under study 
is deployed in a controlled network infrastructure for research purposes, 
where all end-users are known and trusted. As a consequence, the 
impact of non-compliance with the elements of this viewpoint is 
partially mitigated by the difficult access of external agents. 

3.3.2. Safety and adequate design for required security viewpoints 
The viewpoints of protection and adequacy of security design are 

unified in this subsection given the similarity between the different el-
ements discussed in both. The elements in this subsection are focused 
exclusively on the security mechanisms implemented in the system, as 
presented in Fig. 5. Table 4 shows the application of these elements to 
the proposed use case. 

3.3.3. Access control viewpoint 
Access control and security management is addressed in this section 

of the standard. Fig. 6 presents the different associated elements, 
focused not only on ensuring the robustness of the access control, but 
also on providing information and control to the user on the manage-
ment of his own security considering the operational scope. Table 5 
shows the application of the elements of the viewpoint to the proposed 
use case. 

3.3.4. Privacy and trust viewpoint 
The last point of the standard that includes security elements is 

Fig. 4. Elements of each entity considered from the threat model viewpoint.  

Table 3 
Elements, related concerns and solutions adopted or proposed considering threat 
model viewpoint.  

Element Concern Compliance Solution adopted or proposed 

1 Controllability Yes Documented and tested operational 
interfaces 

2 Safety Yes Testing processes to ensure that the 
smart vest is harmless, non-obtrusive 
and electrically isolated 

3 Privacy Yes Personal data of users isolated in an 
isolated network infrastructure 

4 Monitorability No Security audit of all system software 
5 Physical Yes Equipment adequately protected by 

security perimeters 
6 Confidentiality Yes Encryption of data storage 
7 Integrity Yes Principle of least privilege applied to 

the access of each of the resources 
available in the system 

8 Availability No Filtering of suspicious traffic 
9 Resilience No Periodic security updates 
10 Monitorability Yes Anonymous identities not allowed 
11 Identity Yes System access log system  
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related to privacy and trust. Fig. 7 presents each of them, while Table 6 
shows their application to the use case. The concerns column in this 
table has been omitted given the broad set of concerns for each of the 
elements in this viewpoint, including privacy, policy, integrity, confi-
dentiality, regulation, discoverability, data relationships and others. 

4. Conclusions 

The lack of open standards in the context of IoT, and particularly 
IoMT, is a real and ongoing problem, limiting the mass adoption of such 
systems. In the field of connected health, the difficulties spread to in-
formation and communication security, due the unique characteristics 
of the healthcare domain and the personal data that is processed. 

Fig. 5. Elements of each entity considered from the safety and adequate design for required security viewpoints.  

Table 4 
Elements, related concerns and solutions adopted or proposed considering safety 
and adequate design for required security viewpoints.  

Element Concern Compliance Solution adopted or proposed 

1 Monitorability Yes Auditing system of all system actions 
and events 

2 Security No Security audit of networks and systems 
3 Safety No Use of a Demilitarised Zone (DMZ) 
4 Resilience Yes Automated disaster recovery failover 

based on software containers 
5 Measurability No Graphical administration interface for 

security incident monitoring 
6 Evolvability Yes Automated and properly documented 

unit tests to check all critical system 
interfaces and processes  

Fig. 6. Elements of each entity considered from the access control viewpoint.  

Table 5 
Elements, related concerns and solutions adopted or proposed considering ac-
cess control viewpoint.  

Element Concern Compliance Solution adopted or proposed 

1 Adaptability No Adapting role-based access 
control to a context-based 
approach 

2 Maintainability, 
human factors 

Yes Simple and intuitive graphical 
user interfaces for security 
management 

3 Security Yes Authorisation to resources 
based on roles and permissions 

4 Standardization Yes Compliance with data 
protection national laws and 
regulations  
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The P2413 standard, recently proposed by the IEEE, arises as a result 
of such challenges. It provides an integrated and extensible architectural 
framework that is continuously evolving and will unify the effort of 
creating new extensions to the standard in the context of IoT across 
different application domains and technologies. The importance of IoMT 
applications may lead to the harmonisation of such systems with the 
P2413.1 extension in the context of smart cities. 

This work has identified the concerns, viewpoints and elements 
related to security under the P2413 standard. The standard allows a 
systematic and efficient approach to the evaluation of security mecha-
nisms for IoMT systems. 

Under this perspective, this work has presented the application of 
P2413 standard from a security perspective in an IoMT system for 
monitoring chronic patients with chronic obstructive pulmonary. The 
result revealed that 25 elements out of the 36 raised in the standard were 
covered satisfactorily. The non-compliance of the elements has been 
assessed as admissible, considering that the IoMT system presented has 
been designed, implemented and deployed as a prototype with a certain 
level of technological maturity (TRL 7), utilizing an isolated network 
infrastructure, no storage, communication or processing of personal 
data, and with clearly identified and trusted end-users. At the same time, 
the steps followed for the adaptation proposed in this work can serve as a 
guide to address the security aspects of the P2413 standard for IoMT 
systems already developed or under development. 

In summary, the application of the P2413 standard to the IoMT 
platform for the management of chronic patients with obstructive pul-
monary disease has allowed us to identify technical issues at TRL 7 level, 
regarding the audit and management of the security of the system ar-
chitecture, shortcomings in the current network topology and comple-
mentary security procedures that will be adopted in a TRL 8 version. 
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Fig. 7. Elements of each IoMT entity considered from the privacy and trust viewpoint.  

Table 6 
Elements, related concerns, solutions adopted or proposed considering privacy 
and trust viewpoint.  

Element Compliance Solution adopted or proposed 

1 Yes All system processes are restricted to the minimum 
information and resources necessary for their functional 
purposes according to the basic principle of minimum 
exposure. 

2 Yes System access log system 
3 Yes Obligatory declaration of the user’s consent to the use of 

personal data 
4 Yes Easily accessible and user-friendly mechanisms for the 

right to be forgotten and to revoke consent 
5 Yes Automated checking and testing of system maintenance 

in a controlled environment 
6 No Use of in-transit data aggregation protocols 
7 Yes Data recognised by unique identifiers that do not reveal 

information about the target user. 
8 Yes Use of unique identifiers and usernames unrelated to 

personal information 
9 Yes Use of secure end-to-end communications 
10 Yes Data encryption in communications 
11 No Easily accessible and user-friendly mechanisms for the 

deletion of their data at all levels of the system 
12 Yes Encryption of data storage 
13 No Surveys to assess user trust in the system 
14 Yes Role-based access control 
15 No Implementation of dynamic and auditable mechanisms 

for changes in user roles and permissions  
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