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ABSTRACT 
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Knowledge loss is identified in knowledge management literature as an inability to capture 

new knowledge or retain existing knowledge. Knowledge loss implies losing strategic advantage 
in knowledge intensive organizations. As knowledge intensive organizations, health technology 
companies, specifically businesses producing quality data software and data analytics, are 
exposed to many risks of knowledge loss. Issues such as low productivity have been reported 
from other fields of business following from knowledge loss. It is to be examined what are the 
effects of knowledge loss on software and data development (SWDD) process. 
The aim of this research was to investigate how the product development process of a 

quality data and health care software company is affected by unintentional knowledge loss. This 
was accomplished by exploring the knowledge loss incidents, the knowledge at risk, and the 
consequences of knowledge loss. Data collecting was done by an interview, a questionnaire 
and searching case company documentation. Both qualitative and quantitative methods were 
used in analyzing the empirical material. Furthermore, a knowledge loss risk model (KLRM) was 
created and applied to the SWDD process in the case company. 
Knowledge loss incidents uncovered were related to documentation, expertise, master data, 

overall process, client specificities, integrations, specifications. The knowledge at risk was found 
to be technical expertise, technical product knowledge, general process knowledge, technical 
customer knowledge, business and management knowledge, and customer related knowledge.  
Knowledge loss consequences were inefficiency, faulty products, customer dissatisfaction, and 
cause-and-effect. KLRM provided with a complete set of steps to be integrated to the production 
process and to evaluate and mitigate risks of knowledge loss. As a conclusion, knowledge loss 
was considered to affect the SWDD process in several ways and be a factor in efficiency and 
quality issues. 
This work contributes to the knowledge loss research from the viewpoint of software 

development process quality. In addition, the case company will benefit from the performed 
evaluation of knowledge loss in the SWDD process. As a practical implication, KLRM could be 
regularly applied to the SWDD process of the case company to continue identifying, assessing, 
and mitigating risks of knowledge loss. KLRM may be adapted to be applied to other software 
development processes as well. 
 
Keywords: knowledge loss, knowledge loss risks, knowledge loss risk model, software 
development process, health data 
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Tietämyksen häviäminen kuvataan tietojohtamisen alan kirjallisuudessa kyvyttömyydeksi 

tallettaa uutta tai ylläpitää olemassa olevaa tietoa. Tietämyksen häviäminen nähdään tässä 
kilpailuedun menettämisenä tietointensiivisissä organisaatioissa. Terveysteknologiayritykset, 
jotka tuottavat datatuotteita, altistuvat monille tietämyksen häviämisestä aiheutuville riskeille. 
Esimerkiksi laskeneen tuottavuuden on raportoitu joillakin aloilla liittyneen tietämyksen 
häviämiseen. Tietämyksen häviämisen vaikutusta ohjelmisto- ja datatuotantoon tulisi tutkia 
tarkemmin. 
Tutkimuksen tavoite oli ymmärtää, miten tietämyksen häviäminen vaikuttaa laatudataa ja 

siihen liittyvää terveydenhuollon ohjelmistoa tuottavan yrityksen tuotantoprosessiin. 
Tavoitteeseen pyrittiin tutkimalla tapahtumia, joihin liittyi tietämyksen häviämistä, ja niiden 
seurauksia, sekä tietämystä, joka oli vaarassa hävitä. Empiiristä materiaalia kerättiin 
haastattelun ja kyselyn avulla, sekä käymällä läpi yrityksen tuotantoprosessiin liittyvää 
dokumentaatiota. Tutkimusmenetelminä käytettiin sekä laadullista, että kvantitatiivista 
menetelmää. Lisäksi uutta tietämyksen häviämisen riskimalli luotiin ja sitä testattiin yrityksen 
tuotantoprosessiin tiedon häviämisen riskien arviointiin. 
Tutkimuksessa selvinneet tietämyksen häviämisen tapaukset liittyivät dokumentointiin, 

ammattiosaamiseen, tuotantodataan, prosessikokonaisuuteen, asiakaskohtaisuuksiin, 
integraatioihin ja määrittelyihin. Häviämisriskissä oleva tietämys oli teknistä ammattiosaamista, 
teknistä tuotetietämystä, yleistä prosessitietämystä, teknistä asiakastietämystä, liiketoiminta- ja 
johtamistietämystä, sekä asiakastietämystä. Tiedon häviämisen seuraukset olivat tehottomuus, 
vialliset tuotteet, asiakastyytymättömyys ja syy-seuraus-suhde. Kehitetty tietämyksen 
häviämisen riskimalli koostui yksityiskohtaisesta, tuotantoprosessikohtaisesti sovellettavasta 
arviointikehyksestä, jonka avulla mitata riskin suuruutta ja kehittää mitigointitoimenpiteitä. 
Tutkimuksen tulosten perusteella tietämyksen häviäminen vaikutti ohjelmisto- ja 
datatuotantoprosessiin useammalla tavalla: seurauksena havaittiin vaikutuksia prosessin 
tehokkuuteen ja laatuun, sekä tuotteiden laatuun. 
Tämä tutkimus täydentää tietämyksen häviämisen tutkimuskenttää 

ohjelmistotuotantoprosessin laadun näkökulmasta. Lisäksi tutkimuksen kohdeyritys hyötyy 
tiedon häviämisen arvioinnista yrityksen tuotantoprosessissa. Jatkossa tietämyksen häviämisen 
riskimallia voitaisiin soveltaa sekä kyseisessä yrityksessä, että muissa ohjelmistoyrityksissä. 
 
Avainsanat: tietämyksen häviäminen, tietämyksen häviämisen riskit, tietämyksen häviämisen 
riskimalli, ohjemistotuotantoprosessi, terveydenhuollon data 
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1. INTRODUCTION 

Knowledge is a strategic competitive advantage (Zakai et al 2021) thus knowledge loss 

implies losing strategic advantage (Jennex & Durcikova, 2020). In academic literature, 

knowledge loss is traditionally considered a risk associated with employees, carriers of 

knowledge, leaving the organization (Daghfous et al., 2013; Lohse, 2020; Singh & Gupta, 

2021) or from the aspect of knowledge security (Ilvonen, 2013; Yarovenko et al., 2021). 

As knowledge management’s aim is to have the right knowledge in the right use at the 

right time (Laihonen et al., 2013), the loss of knowledge requires a more extensive 

definition. Loss of knowledge, at the time people are leaving the organization for various 

reasons, is only part of the problem as the less permanent ways to lose knowledge may 

be significant in organization’s knowledge related processes. Knowledge security is also 

a major research area but does not cover knowledge loss due to inability to retrieve 

existing knowledge or capture new knowledge. The question is well put by Jennex and 

Durcikova (2020): “How do you keep knowledge relevant?” 

 

A software and data business especially in the field of health care is profoundly 

susceptible to the quality of data since there are lives dependent on the decisions made 

based on the data. Quality data is essential considering the development of modern 

health care. The amount of raw data requires effective ways of refining to extract disease 

and treatment specific knowledge from the flood of information. The technology behind 

the data, collecting and analyzing it, is consequently affecting the outcome. Data quality, 

therefore, is dependent on the data collecting software, the software and data product 

development process and the conjoined knowledge management processes (Zhang 

2018). If critical knowledge is lost due to lack of communication, inefficient knowledge 

management systems or other reasons at any stage of the development process, 

patients will ultimately suffer the consequences. On a positive note, the more knowledge 

can be formed from the health data, the more health may be delivered. 

 

From the business perspective knowledge loss is also an issue. Lost strategic advantage 

covers the most crucial business outcomes but less dramatic examples such as lost 

knowledge from discussions in private channels or less thoughtfully commented code 

can in numbers be cumulated as technical debt, poor data quality and additional costs. 
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Ergo the business will be affected by unintentional knowledge loss. The impacts of 

knowledge loss will furthermore cumulate by the size of the company (Guo, 2020). 

  

Involuntary knowledge loss in software development process as a business risk is 

evidently a factor but it is difficult to find a framework to be applied in evaluating 

knowledge loss or the risks knowledge loss bears in practice. This thesis aims to assess 

the effect of knowledge loss, the inability to retrieve existing knowledge and capture new 

knowledge, to the software development process and business. The examination is 

targeted to the knowledge loss and the risks in the software and data development 

process in order to evaluate knowledge loss internally in the organization. 

1.1 Research problem 

There is knowledge loss in knowledge intensive organizations, which have knowledge 

management strategies and proper knowledge transfer mechanisms in place as well as 

in any other organization. Knowledge loss is related to converting individual knowledge 

into social knowledge and retrieving and reusing already codified knowledge (Levallet & 

Chan, 2018). 

The data business in health care is a delicate process of capturing and utilizing health 

data and is greatly affected by errors in data and glitches in the production process. It is 

of great interest to reduce the margin of error inside the business by looking into 

knowledge loss occurring in the production process of software that may cause issues 

with software quality, data quality and effectiveness of the development process when 

redundant work is done. 

Knowledge loss is not uncovered by existing risk management frameworks as they 

concentrate on a certain domain such as patient safety or cyber security. Software and 

data development process requires novel approaches in terms of understanding and 

evaluating knowledge loss. 

1.2 Case company 

The case company (Company X, cX) is approximately a 10m turnover health IT-company 

based in Finland and Sweden. The company is classified in the group of small and 

medium size, SME (Statistics Finland, 2022). Business is based on health care quality 

data products, comprising software and data analytics. There has been a recent merger 

in 2021 and the process of reformation and gaining full benefits of the new organization 

is ongoing. 
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The collecting and refining of data, that is used in health care decision making on various 

levels, is what brings value to the company. Customers use the registry products to log 

data of patient’s diseases, medications, procedures, and recovery. This is automated 

with integrations to the source systems, but they also have a user interface to use for 

manual logging of data. User interface is furthermore used for operational management 

and patient care. A patient reported outcome measures (PROM) are also collected with 

in-house software. Data is filed in a SQL and non-SQL databases.  

Data analytics provide many forms of statistics and, progressively, machine learning and 

artificial intelligence solutions. Data products are created in the form of standard reports 

and in addition with a client operated tool. The tool is an extensive application for 

customers to create their own analytics from the data.  

The software and data development process is roughly described as specification phase, 

development (including programming and quality assurance) phase, and deployment 

phase. These steps are preceded by sales process and followed by maintenance 

process. 

The registry software has been the main product of cX and the data analytics being a 

smaller business area in the beginning has grown over the years to become increasingly 

important part of the business. The plan is to furthermore extend the recently acquired 

company’s product family with in-house analytics to strengthen cX’s status in 

international market areas.  

1.3 Research question 

The aim of this research is to answer the following question: How is the product 
development process (of a quality data and health care software company) 
affected by unintentional knowledge loss?   

The research question will be covered with more specific answers to the supplementary 

questions: 

- What is the production process of the case company? 

- What knowledge is at risk of being lost in the process? 

- What kind of situations in the process are of increased risk? 

- What are the consequences of said risks in terms of process and product quality? 

- Can a knowledge risk management approach be applied? 
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1.4 Research setting and philosophy 

The paradigm of this research is mainly interpretative. It seeks understanding of 

knowledge loss in a software and data development process. The multiple subjectivities 

of members included in the development process guide the exploration (Saunders et al., 

2019, p. 141). The research is yet considered a pragmatist approach thus the aim is to 

look for ways to utilize a risk management framework to an existing organizational 

process (Saunders et al., 2019, p. 151). 

The research is conducted with an abductive approach as it is based on observations of 

the organization and building from existing theory. The observations are used to add to 

the understanding of knowledge loss and to apply to the experimental use of a framework 

and to build theory on top of existing literature. (Saunders et al., 2019, pp. 152–153, 652) 

1.5 Report structure 

The chapter of methodology, chapter 2, describes the research methods used. In chapter 

3 the existing literature is presented. Chapter 4 provides the analysis of the collected 

empirical material. In chapter 5 the experimental framework for risk analysis is examined. 

Results with the application of the explorative risk evaluation framework are described in 

chapter 6. The research results are discussed for validity and applicability and the 

research process evaluated in chapter 7. The report ends with conclusion in chapter 8.  
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2. METHODOLOGY 

Setting foundations to this research included defining the concepts of knowledge loss 

and adjacent phenomena by reviewing publications in the field and seeking 

understanding from within the company where data was collected with multiple methods. 

The literature review was made first to comprehend the field of research where this work 

would find its place. 

Starting the empirical work, a preliminary interview was conducted to understand the 

software and data development process and the related knowledge loss. Second, a 

collection of documentation, software and data development process and quality related 

information was obtained from the company database to increase understanding, access 

the organizational memory, and support details to the risk assessment to fit-for-purpose. 

Third, a questionnaire of knowledge loss incidents was conducted to explore the types 

of knowledge at risk, the types of knowledge loss and the affects knowledge loss has on 

the software and data development process quality and product quality. Finally, a risk 

analysis framework was created and applied to explore the utility in evaluating 

knowledge loss risks in software development process. 

The analysis was conducted with multiple methods to fit the collected data. Preliminary 

in-depth interview was dissected and examined with a qualitative content analysis. The 

documentation from the case company’s repository was inspected with document 

analysis (Bowen, 2009). Furthermore, the questionnaire data were analyzed using 

qualitative content analysis and using quantitative methods for demographic data as well 

as for the data from the structured question set to create the risk analysis ranking. The 

latter operation was exercised after transforming qualitative questionnaire data by 

codification in to categorical descriptive data (Saunders et al., 2019, pp. 568–569). The 

risk analysis ranking was then utilized in the application of the created knowledge risk 

analysis framework, knowledge loss risk model. 

The choices made in methodology are commented first in this chapter. After this, the 

research process with methodology used is described in detail.  

2.1 Methodological choices 

The research is only as strong as is the researchers understanding and communication 

of their own limitations. The philosophy and approach behind this work was established 
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in section 1.4. Here, the role of the researcher and research method choices are 

indicated. 

The role of the researcher was formed to be participant-as-observer (Saunders et al., 

2019, p. 388). This means the individual conducting the research is being part of the 

observed group in some way but their role as the observer is known. The role was based 

on their position inside the case organization as an employee (Saunders et al., 2019, p. 

398) and on the research question, to gain understanding of the effects of knowledge 

loss. This requires iterative and reflective work, and is time consuming, which all benefit 

from the active participation and the insider-outsider setting that comes with such a role.  

Even if the data collecting by observing was not utilized in this work, the role is relevant 

in gaining perspective to choices made in the research, data quality and ultimately to 

validity of the work. The data collecting techniques described in the beginning in this 

chapter align with the participant-as-observer role furthermore (Saunders et al., 2019, p. 

395) and the observational role inside the case organization supported the gaining of 

understanding. 

Qualitative content analysis, also named thematic analysis, was chosen for its 

characteristics of being systematic but still flexible as it is not tied to a specific philosophy 

or approach (Saunders et al., 2019, p. 652). The method namely analyses themes and 

topics inside the scope of the research question and as such fits the interpretative nature 

of this particular research. The procedure of thematic analysis includes familiarizing the 

data, coding the data, finding the themes or relationships in the codes and refining the 

coding (Saunders et al., 2019, p. 654). The procedure is described further and in context 

in sections 2.3 and 2.4.  

In addition to thematic analysis, a quantitative analysis was used along with document 

analysis. Multiple method analysis was chosen as an analytical tool to implement 

triangulation in order to form as thorough depiction of the knowledge loss situation in the 

case company as possible and to support transparency (Bowen, 2009). The research 

setting as masters’ thesis has limited aptitude to broaden the perspective outside one 

case company and triangulation will increase the trustworthiness (Bowen, 2009; Elo et 

al., 2014; Saunders et al., 2019, p. 218). 

2.2 Literature review 

Literature was collected from various databases with Google Scholar search engine. This 

particular search engine was selected due to its wide inclusion of scholarly material 
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available on the internet. This choice was taken consciously and understanding that the 

credibility of the material was to be assessed with every new search result.  

Source material was extracted with different combinations of search terms (Table 1) and 

furthermore a number of articles were found looking through the citations and citing of 

relevant pieces, applying a snowballing strategy (Wohlin, 2014) where exploiting 

significant sources is more extensive than just using them as a primary source. 

 

Table 1 Search criteria and results 

Syntax Date n 
"knowledge loss" AND "software development" AND 
"framework" 2018– 346 
"data quality" AND "software development" AND "knowledge 
loss" all 66 
“knowledge sharing” and "knowledge loss" and 
"intraorganizational" 2018– 53 
“questionnaire” AND "knowledge loss" AND "software 
development" 2018– 397 
“software engineering” AND "barriers of knowledge sharing" all 51 
“data quality” AND "barriers of knowledge sharing" all 9 
“knowledge loss” AND "software business" all 49 
“knowledge loss” AND "data analytics" AND tacit all 148 
“knowledge loss” AND “interview questions” 2018– 343 
“knowledge loss” AND “software quality” all 315 
  1777 
 

The systematic searches produced a result of 1777 sources. These were all browsed 

first on the headline level, dividing the selection to categories of included, rejected and 

uncertain. Inclusion at this point required that the one of the phrases “knowledge loss”, 

“software quality” or “data quality” appeared in the headline. There were 20 sources 

included at this stage.   

Sources uncertain by the headline needed to be read at the abstract level. The inclusion 

criteria at this stage were that knowledge loss or problems of retaining knowledge 

appeared in the text and that the context was software production. A break down 

structure of inclusion and exclusion was applied. Through this phase of inclusion, 111 

sources were admitted. 

The uncertain sources were included with a notion that the text needed reviewing at the 

stage where literature was assembled. At that point the decision of inclusion or exclusion 

could be made considering whether the source will support the rest of the review and 

bring new motives or if it would stray too far from the subject and broaden the scope 
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excessively. This last round of exclusion caused only four occurrences and the final 

selection of source material was 108 articles. 

Along with the criteria in different stages of the selection, the general inclusion of 

literature was composed of availability, relevance, and credibility. Definition of availability 

was that the full text item would be accessible without charge through an access portal 

of an institution of academic education. Two of the books were only available as physical 

copies. 

In the criterion of relevance, the aforementioned substance principles were considered 

and furthermore the current nature of the items considered. This emerges in the 

searches (Table 1) where if the result was of unreasonable size to explore it was reduced 

by only considering results not older than five years.  

Finally, credibility of the literature was considered at all stages of the selection of the 

material. The credibility of journal articles and conference papers was assessed with 

whether there was rating at the Publication Forum (Federation of Finnish Learned 

Societies, 2022) or if the publications were mentioned in the global ranking of academic 

journals of knowledge management (Serenko & Bontis, 2022). All of the conference 

papers were acknowledged in the Publication Forum. Of 52 journals 45 had a rating in 

the Publication Forum. Of those journals 9 were mentioned in the global ranking which 

increases the credibility. The 6 included articles without a ranking or a mention were all 

from peer-reviewed academic publications. 

The inclusion of thesis was limited to doctoral dissertations except one case study that 

was a Masters’ Thesis. Books were accepted with citations in credible journal articles or 

doctoral dissertations. 

The source material consists of 5 books, 18 conference articles, 2 preprints, 11 thesis 

and 71 journal articles. Timespan for the reviewed literature dates from 1992 to 2022. 

2.3 Interview 

Data collection beyond literature review for this research was completed with an in-depth 

interview of experienced professionals in the company to gain insight of the case 

company’s development and knowledge management processes and possible issues 

with knowledge loss and a qualitative questionnaire to the software and data engineers. 

The number of participants in the interview and questionnaire are listed in Table 2. Also, 

document material from the company database was gathered and selected for the 

purpose of understanding the software and data development process, quality, and 

reasoning behind processes. 
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Table 2 Interview and questionnaire participants 

Data collection method Number of participants 

Interview 4 

Questionnaire 22 

 

A preliminary interview was conducted to discover issues concerning knowledge loss in 

the case company’s software and data product development process. The interview was 

a group interview of four experts. Interviewees were chosen by their overall experience 

in the company and their expertise in reflection to the software and data development 

process. The interviewees were professionals in the fields of data architecture and 

analytics, software architecture and development, software product management and 

clinical data research technology.  

One of the interviewees had current leadership responsibilities and most of the 

interviewees were formerly experienced with leading units in the organization. None of 

the interviewees were subordinate to another. Their experience in the company ranged 

from five to fifteen years and their overall experience in the field of software and data 

technology was at least fifteen years. It was considered relevant to interview people with 

fair experience in the company and substantial involvement in the field to gain reflective 

and information-rich insight of knowledge management and development process in the 

company (Elo et al., 2014; Saunders et al., 2019, p. 467) 

The interview form was between semi-structured and in-depth interview. The structural 

element was the motivations that were predetermined yet the discussion was based on 

the narratives the interviewed professionals were sharing (Sarajärvi & Tuomi, 2018, pp. 

89–90). It was relevant to get the participants to discuss the concept of knowledge loss 

in the case company. The role of the interviewer was to observe and facilitate the 

dialogue (Hyvärinen et al., 2022; Saunders et al., 2019, p. 441).  

The subjects covered in the interview were as follows: the company’s development 

process and its depiction, knowledge management tools and processes, and situations 

of potential knowledge loss. Material with questions and a draft of the development 

process was given to the participants in advance (appendix A) to augment the quality of 

the empirical material (Saunders et al., 2019, p. 451).  

As the structure for the interview was designed to encourage the discussion of motives 

involved with knowledge loss in the software development process, the questions or 

themes of the interview had some influence from previous literature. It was relevant to 
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understand the dynamics and the types of knowledge in the process and the sources of 

knowledge (Massingham, 2008; Singh & Gupta, 2021). The role of the participant in the 

development process was considered as well as the background of the potential  

interviewee (Kennedy, 2020; Massingham, 2008).  

Most relevant subject, knowledge loss and the views to the matter were also brought up 

in reflection to knowledge sharing and difficulties with it (Kennedy, 2020; Massingham, 

2008; Singh & Gupta, 2021). However, quality incidents related to the development 

process and knowledge loss were inspired by the review of literature. Furthermore, from 

the presentation of knowledge loss in previous literature, the themes of forgetting and 

recovery of existing knowledge were brought up for discussion to steer the setting toward 

the defined concept of knowledge loss. 

The interview was executed as a video conference, which was recorded. One participant 

was not able to attend with both audio and video; they attended solely with audio due to 

technical complication. The language of the interview was Finnish as it was the native 

tongue of the participants. The preliminary material provided (appendix A) to the 

interviewees was also in Finnish. All translations in the data preparation phase, and 

thereby interpretations between Finnish and English, were made by the author.  

The translation was done with a direct technique (Saunders et al., 2019, pp. 467, 532) 

which contains the risk of significant error from single terms to understanding concepts. 

This was acknowledged and taken into consideration as follows. First, there was a 

definitions section in the beginning of the interview to clarify concepts to all parties. 

Second, the interview was video-recorded to ensure the possibility to the interviewer to 

return to the material to seek clarification and understanding (Saunders et al., 2019). 

The preliminary material (appendix A) included themes and questions to the interviewees 

as well as a draft of the company’s development cycle and some terminology to support 

presumptions of certain concepts. The approach behind themes of the interview and 

additional questions was to cover essential motives and support them with the additional 

questions to establish sufficient base to the discussion. Part of an interview and 

specifically a group interview as a data collecting method is that the situation requires 

trust between participants and a level of freedom to the conversation to get meaningful 

content (Sarajärvi & Tuomi, 2018, pp. 87, 97; Saunders et al., 2019, pp. 467–470).  

The overall beneficial setting was furthermore facilitated by the behavior of the 

interviewer before and during the interview. Providing knowledge of the situation and 

content of the interview in before-hand, and presenting their own understanding and 

background, as well as representing with active and interested manner during the 
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interview, the interviewer supported trust and sharing in the interview situation (Saunders 

et al., 2019, p. 464).  

Some issues were recognized in the setting of the interview. Lack of representatives 

from Customer Success, Sales and Customer Support may have tilted the focus of the 

conversation to more internal communication matters. Although the aim of the research 

is directed to the internal knowledge loss, in order to complete the product development 

process description a complementary material from company databases was pursued.  

The transcription of the interview was automated with Microsoft Word transcription tool 

from the original video recording. Transcription was verified and the lacking parts 

complemented by comparing the audio and transcribed text. 

The transcription was furthermore prepared by coding all expressed names in the 

interview with two different logics. The names of the interviewees were replaced with 

codes representing their department in the organization: PM (product management), E 

(engineering), DA (data analytics), and LS (life sciences). The other names mentioned 

in the discussion were given alphabet codes such as X, Z or Y.  

The questions and other expressions by the interviewer were coded differently from the 

respondent answers. In example b of the transcription (Figure 2) a lighter colored text in 

Italic is marking a comment or a question by the interviewer (opposed to the default-

colored text in Figure 1). This notation was used to distinguish the expressions and 

commentary of the interviewer to observe the possible effect and bias (Saunders et al., 

2019, p. 395). 

The transcript was refined by improving the readability and removing consecutive 

recurrent words typical of spoken language, for instance “yes yes” or “like like”. These 

operations were done whilst listening to the recording to ensure not to leave out 

significant connotations (Elo et al., 2014; Saunders et al., 2019, pp. 646–648). In addition 

to the transcription, a self-memo was kept to help outline the coding of the contents 

(Saunders et al., 2019, p. 650) in the next step of thematic analysis after getting familiar 

with the data. 

The contents of the transcription were analyzed with qualitative content analysis in order 

to clarify to the following aspects of the research: 

- Validity and correct structure and depiction of the product development cycle of 

the company 

- The essential knowledge in the company and the knowledge at risk of being lost 
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- The routines and processes of knowledge sharing and retention in the company 

and between departments and teams and issues concerning these (the 

antecedents of knowledge loss) 

- Knowledge loss in the company 

After familiarizing the data the transcription was coded and after coding grouped under 

themes (Elo et al., 2014; Saunders et al., 2019). Codification was used to identify similar 

meanings in the transcription. Coding means the empirical material is fragmented, 

simplified and reorganized in order to categorize the data (Saunders et al., 2019, p. 643).  

Coding was based mainly on the predetermined aspects and the discussion driven ideas 

and thus the coding was data driven (Saunders et al., 2019, pp. 670–673). In analysis 

phase, the refining of coding was supported by existing literature. The initial codes found 

were “software and data development process”, “knowledge exchange between units”, 

“product development knowledge”, “production process knowledge”, “roles”, “tools”, 

“technical specific knowledge challenges”, “knowledge loss” and “improvement ideas”. 

The coding was expressed by highlighting the text with different colors that can be seen 

in the examples of the coded transcription in Figure 1 and Figure 2. 

 

Figure 1 Example a of the transcription 

 

Figure 2 Example b of the transcription 

The color-coded blocks of text seen in Figure 1 and Figure 2 were collected in a separate 

document in groups to gather the content together. Some of the codes were more 

obvious and decided during or even before the coding such as “roles” (example in Figure 

1 highlighted pink). Other codes were not as clear, and they took more organizing and 

subgrouping, such as “product development knowledge” and “production process 

knowledge” (an example of latter highlighted in turquoise in Figure 2). This refining was 
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done by the help of the self-memo which was created during the transcription phase to 

separate and unify meanings as accurately as possible according to the interview. 

The insight from the interview supported with information from the literature review and 

case company’s documents established the base of the questionnaire to the employees 

of the company about knowledge loss in the product development cycle. The analysis of 

the interview data is presented in chapter 4, section 4.1. 

2.4 Questionnaire 

The qualitative content analysis for the questionnaire was conducted in an analogous 

manner to the transcription from the interview. The answers were first anonymized by 

replacing them with generic alphabetic codes such as [person] X, solution z and project 

y. After anonymization followed the procedure of codification of the answers. 

Data was collected from the company engineers based on the notions from the 

preliminary interview and from existing literature. Software and data engineers form the 

core of production in the company and are the largest professional group in the company. 

In general, software engineers also have short tenures compared to other fields of 

expertise even though in the field of health technology they tend to have somewhat 

longer periods of employment. 

Formulating the question set was built to gather data to answer the research question. 

Therefore, the questions are established considering the knowledge loss risk model 

presented later in this section. The meaning of the presented questions is to find 

situations of knowledge loss in the software development process, to identify knowledge 

at risk, to assess the risk of knowledge loss with the framework. 

The first version of the questionnaire was commented by a group of volunteers from 

different perspectives. Among the volunteers were software developers from outside the 

case organization, senior developer and an architect from the case company and some 

academically trained individual from the field of information technology and from different 

fields. This step was taken to ensure the questionnaire would be fitting to gather 

acceptable data. 

Another premise for using a questionnaire is to get multiple answers to possibly find 

repetition in the perceived or realized risks to model the knowledge loss risks in software 

development. The content of the questionnaire is analyzed with qualitative content 

analysis to discover themes from the data (Sarajärvi & Tuomi, 2018, pp. 89–90).  
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Quality perspective to the questionnaire was reached by considering the company 

documentation in 4.4 about quality measures and by the widely accepted performance 

criteria of iron triangle time (schedule), cost (budget) and quality (Pollack et al., 2018). 

Scope was included here as it a measurement factor used in the case company to 

evaluate sizes of different projects in the software and data development (SWDD) 

process. 

The answers from the questionnaire were divided in two different ways for analysis. First, 

to extract data for the first three research questions the answers were parted by 

categories of “Knowledge at risk” (Appendix B, question 7), “Incidents of knowledge loss” 

(Appendix B, question 5) and “Consequences” (Appendix B, questions 6, 8-12).  

The second method of extracting data was concentrated on the exploratory use of the 

risk analysis framework (presented in chapter 5). For the purpose of considering all the 

steps from the knowledge loss risk model full incident descriptions represented by the 

full answers to the question set were isolated to test the framework. To find out the 

knowledge at risk the data was codified by the knowledge categories presented in 

section 3.1, Figure 4.  

Furthermore, the codified material was grouped in themes. In the coding phase the 

categorization of recognizing knowledge was added with some notions. First, the location 

of the knowledge in the description was often missing. It made sense that lost knowledge 

would lack the location. Second, the codified information about the source and the use 

were utilized in the second codification action where it was essential to analyze whether 

the knowledge was tied to only one individual or was collective and if it was more practice 

based or technical in nature. 

The questionnaire was also partly analyzed with statistical methods to gain insight in 

multiple answers and discovering trends in the empirical material (Saunders et al., 2019, 

pp. 564–570). The questionnaire answers included numerical data, but mostly the 

answers were categorical, dichotomous, and descriptive.  

From the 59 recipients of the questionnaire 22 answered making the response rate of 

the questionnaire 37,3%. This is an acceptable result considering the qualitative nature 

of the questionnaire incorporated with several open ended and specific questions of 

abstract quality and the considerable effort due to those preceding characteristics. 

Answers were collected anonymously in order to receive candid answers. Since some 

demographic data was collected to perceive an idea of the recipient groups’ character 

professionally the data was anonymized after collection: the demographic data was 

isolated as a separate dataset from the answers concerning the subject matter. 
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Of the respondents (n=22) 10 identified as part of engineering, 5 data-analytics, 3 

architecture, 2 software development and 2 other roles (beyond the former options). 

Recognizing the on-going structural transformation of the organization there were 

roles/departments overlapping, namely software development, architecture, and 

engineering. Engineering was overarching of the preceding two options.  

Leadership roles covered 5 of the 22 participants. Comparing this to the organizations’ 

proportions where 15 roles per 59 employees have managerial responsibilities, the 

sample was presentable. 

The average tenure of the respondents in the case organization was 4.95 years, mean 

value 5 years, shortest tenure 1-year, longest tenure 10 years. Average professional 

applicable experience of the respondents was 14.52 years, mean value 18 years, 

differing between 2 and 26 years. The sampling included employees with fair amount of 

experience in the organization and from their profession. Demonstrating for instance the 

experience of developers, a software developer with 5 to 7 years of professional 

experience is considered a senior level developer. The definitions vary in different 

sources, and other parameters are factors also, but many sources were on the range 

(Afanasieva et al., 2019; Gorschek & Fricker, 2007; Rindri et al., 2019). 

The further analysis of the empirical material from the interview is presented in sections 

4.2 and 4.3. The first section describes qualitative content analysis, and the following 

section covers the quantitative analysis of the material. 

2.5 Case company documentation 

Data was gathered from company repository to cover background information about case 

company production process and the quality requirements. The reasoning to find 

information from the repository was providing context to the production process (Bowen, 

2009) and also finding definitions to the production process and requirements to quality 

of the software process and data.  

The documents included in the analysis were extracted from company repository and 

they were part of the official documentation of the company. The analyzed documents 

were “Quality handbook”, “Product development process”, “Software development 

process”, “Risk management plan” and “[cX] Standard operating procedures”. All of the 

documents were text files (.docx), one of them was a presentation (.pptx). The 

documentation was retrieved from under “Quality” title in the repository. 
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Document analysis was conducted by reading the documentation and considering the 

content in light of the other empirical material provided. The analysis is presented in 

section 4.4. 
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3. EXISTING LITERATURE 

This chapter describes the results of the literature review. It supports the research and 

provides a wide selection of source material. The process and the credibility of the 

material are described in the previous chapter in section 2.2. 

3.1 Knowledge and knowledge loss 

Knowledge is considered the most valuable asset of the organization and it is created 

and shared by people (Laihonen et al., 2013, pp. 10–11). Knowledge is often also 

embodied and held in people (Hislop et al., 2018, p. 34) and value of knowledge arises 

from using it (Laihonen et al., 2013, pp. 24, 52). Competitive advantage becomes from 

knowledge that is refined and converted in an organization. Conversion of knowledge 

from tacit to explicit and back is a social process (Hoe, 2006). This conversion was first 

described by Nonaka and developed further by Nonaka and Takeuchi in their SECI-

model (Hoe, 2006; Nonaka, 1994). 

The objectivist perspective separates tacit and explicit knowledge based on the 

possibility to codify the knowledge (Hislop et al., 2018, p. 33). The issue is that all 

codified, therefore explicit knowledge has tacit components of which without the 

understanding would not be possible. An example would be the language the knowledge 

is codified with; explicitness is conditional to comprehension of specific written language. 

Practice based perspective considers knowledge multidimensional and embodied in 

people (Hislop et al., 2018, pp 34).  

It has been questioned whether the division between explicit and tacit knowledge is 

straightforward (Hislop et al., 2018, pp. 33–34) The point of view for all knowledge to 

have some tacit aspects is somewhat accepted as the practice-based approach to 

knowledge. In an organization the informal knowledge processes demonstrate the 

ubiquitous tacit quality of knowledge (Hoe, 2006).  

Identifying critical knowledge raises the question whether all knowledge is identifiable 

and shareable. Mancilla (2020) claims only two kinds of tacit knowledge could not be 

shared: strong knowledge and automated knowledge. Strong knowledge is group 

knowledge ubiquitous in society, that can’t be explained or converted. Automated 

knowledge is individual habits the person is perhaps unaware of. Still Mancilla (2020) 

suggests this can be shared in the circumstances where there is an understanding of 

one self in relation to others and acceptance of others’ views and values. As several 
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types of knowledge are identified it is obvious that most knowledge can be identified and 

shared. 

In the thesis the orientation to knowledge is based on the practical view; knowledge is 

considered non-dichotomous and multidimensional. This kind of interpretation of 

knowledge offers more holistic point of view considering the subject of this research, 

knowledge loss. Furthermore, it is relevant to highlight the human interaction in all 

knowledge processes. 

Knowledge loss indicates that an organization can no longer access the knowledge it did 

possess before (Massingham, 2018) thus it is losing competitive advantage and 

generating deficiencies in knowledge which are likely to be unmatched. Losing 

competitive advantage is in conflict with business interests where knowledge loss can 

lead in performance issues and business losses (Daghfous et al., 2013; Levy, 2011; 

Massingham, 2018; Müller & Mueller, 2019).  

Knowledge loss is present where knowledge is present thus on individual, team, 

organizational, and network levels. By human interaction or lack thereof, knowledge loss 

occurs in systems and processes as well. This indicates that knowledge loss related 

problems are of complex structure and require attention throughout the organization. 

Knowledge loss is one of the perspectives to knowledge management and it is often 

inspected in respect to related knowledge management phenomena whether it is a 

consequence of insufficient knowledge retention (Chiu et al., 2021; Daghfous et al., 

2013; de Holan & Phillips, 2004; Levallet & Chan, 2018); Guo 2020) or defective 

knowledge sharing (Parboteeah et al., 2016). The approach to the concept of knowledge 

loss accepted in this research is one by de Holan and Phillips (2004) and furthermore 

explored by Levallet & Chan (2018). 

Knowledge intensive organizations, such as software and data development businesses, 

tend to have high social capital (Starbuck, 1992), which is a measure of organizational 

memory. Social capital includes the value of relationships and social structures where 

knowledge can be refined. Social knowledge loss impacts that memory creating memory 

loss (Massingham, 2008).  

Memory loss is another description of forgetting and knowledge loss is often categorized 

by intentionality to unlearning meaning intentional knowledge loss, and organizational 

forgetting meaning unintentional knowledge loss (de Holan & Phillips, 2004; Mariano et 

al., 2020). Organizational forgetting and decay best describe the concept in previous 

literature that this work is seeking to reveal.  
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Forgetting can be inspected by the depth of knowledge loss categorizing it to adaptive 

(deep, organizational culture level) forgetting and technical forgetting (operative, 

systems) (Klammer & Gueldenberg, 2018) or by its’ tacitness (Fernandez & Sune, 2009). 

Depicting the dynamics of organizational forgetting Chiu et al (2021) describes the cycle 

of amnesia in an organization where once critical knowledge is unintentionally dropped 

and new developers are under pressure to constantly trying to catch up on the critical 

understanding of the system and applying excessive time resources to reinventing the 

wheel. Unintentional knowledge loss may be referred also memory decay or depreciation 

(Mariano et al., 2020), inability to retrieve existing knowledge, or failure to capture new 

knowledge (Bagchi & Chakrabarti, 2021; de Holan & Phillips, 2004). When knowledge 

loss occurs unintentionally, there is a failure to capture new knowledge or reuse existing 

knowledge (de Holan & Phillips, 2004; Levallet & Chan, 2018). Mariano et al. (2020) 

separates knowledge loss and knowledge depreciation (unintentional decay of 

knowledge) as forms of unintended knowledge loss. 

It was explored by Chiu et al. (2021) that knowledge loss in a technology company 

employing software development professionals was related to three factors. First, the 

difficulty of capturing knowledge from senior developers no longer available for their 

former responsibilities, second, to the inability to reuse captured knowledge due to lack 

of confidence of more junior developers (for example for the paucity of the bigger picture 

of architecture and business) and third, to the obstacles of locating the knowledge. 

Knowledge loss is argued to happen for example when a developer owning a 

composition of code is no longer available to give context (Jabrayilzade et al., 2022). 

Knowledge loss can be perceived as the contradiction of knowledge retention. 

Knowledge retention is the ability on an organization to retain knowledge (Sanz & Hovell, 

2021) thus knowledge loss refers to the consequence of this ability’s compromise. 

Knowledge loss has been examined by other related disciplines as well. Human resource 

tradition has addressed the phenomenon widely in employee turnover context (Guo, 

2020; Swart & Kinnie, 2003). Likewise, in knowledge management literature 

unintentional knowledge loss has been studied vastly from the employee turnover aspect 

(Daghfous et al., 2021; Massingham, 2008, 2018; Singh & Gupta, 2021). This is 

analogous with the notion that knowledge is held in people; as people leave, knowledge 

leaves. Knowledge is embedded in people and software and data specialists are among 

staff that is expensive to train (Guo, 2020) thus these knowledge assets are of high value 

and desired to remain their posts. However, considering the fast rate of employee 

turnover and short tenures (Guo, 2020; Zhou, 2009) in addition to the fact that 

unintentional knowledge loss is due to other influences beyond employee turnover 
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(Levallet & Chan, 2018; Mariano et al., 2020), it is motivating to explore complimentary 

perspectives to knowledge loss outside turnover (Klammer & Gueldenberg, 2018).  

Arguably, if diminishing knowledge loss is merely a phenomenon of leaving individuals, 

we are overlooking knowledge loss’ impact and possibilities of mitigation in a broader 

perspective. Instead, if knowledge loss is considered a change in organizations’ ability 

to perform (Bagchi & Chakrabarti, 2021; de Holan & Phillips, 2004) it could be applied to 

a process, a software development process in this context. In the context of software 

development process, it is more resourceful to inspect unintentional knowledge loss 

more integral in the process (Levallet & Chan, 2018) and concentrate on the knowledge 

loss of the development process instead of leaving individuals. It is expected that people 

will change jobs or employers eventually. (Levallet & Chan, 2018) have described these 

professionals as mobile experts.  

Operational management literature examines knowledge loss in the value chain, 

exhibiting more process related issues (Beal, 2020; Cha et al., 2008; Daghfous et al., 

2013, 2021). Since knowledge loss is about not being able to capture new knowledge or 

retain existing knowledge, this entails the notion that there is a forfeit of knowledge 

integration (Levy, 2011), the process of fusing the knowledge in organizations processes 

and routines. Group unlearning and forgetting should be researched more and 

concentrate on the unintentionality aspect (Klammer & Gueldenberg, 2018). 

Waste in software development (Sedano et al., 2017) is a concept of things with no value 

that are produced in addition of the required software. The concept is tied to the lean 

methodology of management (Poppendieck & Cusumano, 2012). Waste has been 

demonstrated to reduce value creation, thus business benefits in software development 

(Neto et al., 2019). Knowledge loss as leaving workforce is a type of waste in software 

development (Poppendieck & Cusumano, 2012; Sedano et al., 2017). Waste can also 

be seen as one consequence of knowledge loss as critical knowledge is lost in the 

process. Waste may appear as redundant work, unnecessary complexity, building of 

wrong features, or as cognitive load (Sedano et al. in Sadowski & Zimmermann, 2019). 

This study’s scope in terms of knowledge loss is unintentional knowledge loss regarding 

processes and organizational context (Mariano et al., 2020). Knowledge loss refers to a 

situation where knowledge is leaving the knowledge management cycle (Figure 3) 

(Oliveira et al., 2019) when a failure to capture new knowledge, inability to retrieve 

existing knowledge or decay of knowledge takes place (Levallet & Chan, 2018; Mariano 

et al., 2020). The goal is to inspect knowledge loss in a more holistic knowledge 
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management perspective in order to support a more efficient software development 

process where business needs and quality are more in line.  

Knowledge management in a broader sense is the backbone of value creation, the 

supportive structures and actions guiding knowledge resources in an organization 

toward beneficial use of knowledge (Laihonen et al., 2013, pp. 51–53). Knowledge loss 

is one perspective to answer the question why knowledge is not efficiently utilized in 

knowledge creation. 

Furthermore, with respect to the broader knowledge management perspective, it is 

beneficial to conceptualize the idea of knowledge loss for this research. A depiction of 

knowledge management cycle adapted from Choo’s model (2002, p. 24) and recognized 

knowledge loss in it is presented in Figure 3. 

The first step of knowledge management cycle is to recognize information needs (Choo, 

2002; Ilvonen, 2013). Knowledge that is yet to be recognized is more difficult to retain 

and thus, lose, in the process (Ilvonen, 2013; Levy, 2011; Mancilla, 2020).  

After this knowledge needs to be acquired or created. Knowledge creation is separated 

in the cycle as some knowledge is created in organizational processes, like projects, 

outside the scope of the original need but it can be potentially valuable if it is recognized. 

 

Figure 3 Knowledge loss in knowledge management cycle after Choo (2002) 

After knowledge acquisition, knowledge products are created, furthermore stored, 

shared (distribution) and used (Choo, 2002, pp. 23–24). Knowledge retention functions 

are forming the inner part of this as it is about acquiring, storing and reusing the 

knowledge (Levallet & Chan, 2018) that is first recognized (Ilvonen, 2013). Unintentional 

knowledge loss is part of knowledge retention cycle as knowledge may be lost not being 

able to capture new knowledge or retrieve knowledge from existing memory (de Holan 

& Phillips, 2004; Jennex & Durcikova, 2020; Levallet & Chan, 2018).  
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Types of knowledge in the sense of sharing and capturing are often considered as 

explicit and tacit (Hislop et al., 2018; Oliveira et al., 2019). As tacit knowledge tends to 

be more integral with people it has been considered more difficult to diffuse and capture 

than explicit knowledge (Hislop et al., 2018; Hoe, 2006). But since the recent 

development of social information systems to share more tacit knowledge and the issues 

with outdated or inaccessible documentation and changes in documentation practices 

due to for instance the shift to agile development practices, it would seem that this 

paradigm has evolved to more balanced state between the challenges with both types.  

Keeping in mind the presumption of knowledge being non-dichotomous and 

multidimensional, knowledge types are relevant in understanding different kinds of 

knowledge loss. Knowledge types considering knowledge loss have been studied by 

(Levallet & Chan, 2018). The types suggested are explicit individual (=conscious), 

explicit social (=objectified), implicit individual (=automated), implicit social (=collective) 

and the dynamics of knowledge loss occur as failure to objectify conscious knowledge, 

and failure to socialize automated knowledge in addition to failure of capturing new 

knowledge in organizational level and reusing existing knowledge. In software 

development technical tacit knowledge  and practice-based tacit knowledge are 

suggested by Swart and Kinnie (2003). These would be set under automated and 

collective knowledge as subcategories.  

Knowledge dimensions suggested by (Sudhindra et al., 2014) are purpose, tacitness, 

shareability, complexity, strategic value, system dependence, evidence, time 

measurability. When recognizing knowledge these dimensions are useful. The 

perspectives suggested for knowledge recognition are locations, uses, sources and 

topics (Ilvonen, 2013). 
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Figure 4 Categories of knowledge 

Adapting concepts from previous literature (Ilvonen, 2013; Levallet & Chan, 2018; 

Sudhindra et al., 2014; Swart & Kinnie, 2003) a categorization of knowledge is accepted 

to be tested with the data and framework later in the thesis. Figure 4 introduces the 

created concept of knowledge categories, which will be applied in the analysis of lost 

knowledge or knowledge under threat of being lost in the software and data production 

process.  

3.2 Antecedents of knowledge loss 

As Figure 3 presents, knowledge loss is related to situations of interaction: recognizing, 

capturing, retrieving, and retaining. In literature knowledge sharing is often linked with 

knowledge loss. Knowledge sharing barriers are considered antecedents of knowledge 

loss (Daghfous et al., 2013; Levallet & Chan, 2018; Oliveira et al., 2019; Parboteeah et 

al., 2016; Pinho et al., 2012). To understand knowledge loss, it is useful to consider the 

drivers of knowledge loss and reflect the challenges of knowledge acquisition, retention 

and sharing. 

Knowledge sharing barriers are different concept from knowledge loss , but many factors 

could still be applicable when converted to knowledge loss context and considering 

knowledge sharing barriers preceding knowledge loss (Oliveira et al., 2019; Riege, 

2005). As an example, regarding technology, an affecting factor to knowledge sharing, 
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technology is also a negatively affecting factor thus a potential barrier to knowledge 

sharing. For instance, according to Lima et al. (2019) projects lose knowledge when 

decisions and conversations are made in instant messaging tools. 

Influencing factors in knowledge loss suggested by Mariano et al. (2020) are individuals, 

processes, tools, and organizational context.  Pinho et al. (2012) categorized 

technological (T), socio-organizational (SO) and individual (I) knowledge management 

barriers. Key factors affecting knowledge sharing have been proposed by Zakai (2021) 

et al. individual and organizational factors. Similarities are visible considering the factors 

by different sources and their approaches to the matter as are the connections between 

the categorizations (Figure 5). 

 

 

Figure 5 Categorization for antecedents of knowledge loss 

A proposition of categories of antecedents of knowledge loss includes five factors: 

individual, organizational, social (informal) processes, technical processes, and tools. 

The antecedents of knowledge loss are discussed more in detail in the categories 

outlined in Figure 5. Table 3 summarizes the discussed antecedents. 

 
Table 3 Antecedents of knowledge loss 

Individual Organizational Social process Tech. process Tools 
Turnover 
 
Willingness to 
share 
 
Lack of T-
shaped skills 
 
Inability to 
think outside 
the box 
 
Trust issues 
 

Structure 
 
Company’s 
needs over 
employees 
(only 
operational 
development 
relevant) 
 
Culture 
 
Financial 
 

Agile 
methodologies 
(motivation, 
opportunity) 
 
Poor internal 
and external 
capital 
(communication) 
 
Knowledge 
ambiguity 
 
Network 
limitations 

Production 
mechanisms 
 
Extensive 
codification 
 
Agile 
methodologies 
(ability, 
characteristics) 
 
Lack of 
process to 
combine old 

Repositories, 
enterprise 
knowledge 
portal 
 
Lack of data 
mining 
 
Lack of 
knowledge 
implementation 
systems 
 
Maladjustment 
to needs 
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Lack of 
rewards 
 
Self-efficacy 
 
Integrity 
 
Organizational 
commitment 
 
Heavy 
workloads 
 
Fear of losing 
power 
(knowledge as 
property) 

Poor internal 
and external 
capital 
(coordination) 
 
Potential 
competence 
wasting 
 
HRM-
practices 
 
Lack of high-
profile 
engagement 
 
Lack of 
rewards 
systems 
 
Diverse 
employee 
competencies 
 
High number 
of permanent 
staff 

 
Limited 
knowledge 
carriers 
 
Disruptions on 
knowledge 
sharing culture 
 
Low stakeholder 
engagement 
 
Low team 
motivation 
 
Large team size 
 
Inorganization 

and new 
knowledge 
 
Lack of 
application of 
knowledge 
retention 
strategies 
 
Lack of follow 
through of 
knowledge 
retention 
strategies 
 
Technology-
centric 
methods 

 
Technology-
centric tools 
 
Non-
collaborative 
workspace 
 
Inefficient use 
 
 
 
 

 

Factors preceding knowledge loss affecting in the individual level (Table 3) have been 

identified from many perspectives. Mariano et al. (2020) consider turnover as knowledge 

loss antecedent for individuals. Zakai et al. (2021) factor individual challenges of 

knowledge sharing to trust, rewards, self-efficacy, integrity, and organizational 

commitment. Knowledge acquisition becomes difficult when individuals are not willing to 

share their knowledge increasing the risk of knowledge loss (Minbaeva et al., 2018). 

Barriers of knowledge sharing and transfer, such as the ability to apply professional 

knowledge in broader business environment (T-shaped skills) or inability to think outside 

the box (Pinho et al., 2012). Heavy workloads on employees reduce abilities to 

knowledge sharing and increase the risk of knowledge loss (Daghfous et al., 2013). The 

fear of losing power is preventing knowledge sharing (Oliveira et al., 2019) and can lead 

to knowledge loss. Xu et al. (2022) suggest that individuals knowledge-based 

psychological personal ownership inhibits knowledge sharing as they are regarding 

knowledge as personal property. Low trust is again an inhibiting factor to knowledge 

sharing (Parboteeah et al., 2016). 

Organizational context antecedents of knowledge loss (Table 3) include decentralized 

organizational structure (Mariano et al., 2020; Zakai et al., 2021), lack of top 
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management support and insufficient HRM-practices (Zakai et al., 2021). Rechberg 

(2020) suggests that when the corporate culture values the company's needs over 

employees needs and there are traces of exploiting the knowledge of the employees, a 

high risk exists to knowledge hoarding and knowledge loss. Ilvonen et al. (2016) imply 

similarly that when only operational development was considered valuable in teamwork 

it made knowledge sharing more challenging. Poor social capital in coordination sense 

advances knowledge loss in organizational level (Pinho et al., 2012). Scarce resources 

(Ilvonen et al., 2016; Pinho et al., 2012), ineffective utilization of competence potential 

(Ilvonen et al., 2016), poor leadership and lack of reward systems again precede 

knowledge loss (Pinho et al., 2012). The encouraging of individualist culture and negative 

undertones of sharing lessons learned are discouraging knowledge sharing (Rus & 

Lindvall, 2002). Moreover, diverse employee competencies and high number of 

permanent staff inhibit knowledge sharing (Parboteeah et al., 2016). Also challenges of 

organizations to establish knowledge retention strategies, such as lack of management 

engagement and issues in corporate culture (Sanz & Hovell, 2021), contribute to 

knowledge loss. 

Preceding factors related to processes were categorized under social and technical 

processes. Social processes (Table 3) affecting antecedants of knowledge loss includes 

acceptance of agile methodologies is affecting knowledge management outcomes (Chan 

& Thong, 2009) such as knowledge loss. Determinants include ability-, motivation- and 

opportunity-related factors and agile methodology characteristics. Knowledge ambiguity 

inhibits knowledge acquisition (Van Wijk et al., 2008). Barriers may be poor external and 

internal capital referring to communication  (Pinho et al., 2012). Networks which are 

limited inside professions and only managers operating as knowledge sharing agents in 

between professions (Ilvonen et al., 2016) poor external social capital in communication 

(Pinho et al., 2012) Knowledge sharing and motivation to share knowledge is affected 

by organizational change; the disruptions in knowledge sharing culture are difficult to 

recover from and only after a certain threshold of motivating will effectivity improve in 

knowledge sharing (Jiang & Xu, 2020). Low stakeholder engagement, large team size, 

low team motivation (Parboteeah et al., 2016) and inorganized manner of social 

collaboration (Ouriques, 2019). Schönreiter (2018) suggests that post-merger process 

alignment is carefully handled it would result on positive process effectivity. 

Technical processes (Table 3) are affected by production mechanisms (Mariano et al., 

2020) and lack of clear processes to combine old and new knowledge (Ilvonen et al., 

2016). Extensive codification is proved to lead to knowledge loss in comparison to social 

methods (Misra & Misra 2014). Agile methodologies as characteristic (Chan & Thong, 
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2009) and technology-centric methods (Parboteeah et al., 2016) contribute to knowledge 

loss from technical process perspective. Lack of follow through and application to 

establish knowledge retention strategies (Sanz & Hovell, 2021) are considered technical 

process related factors as well.  

Antecedents of knowledge loss related to tools (Table 3) are classified as repositories 

(Mariano et al., 2020), lack of data mining and issues with knowledge implementation 

systems (Ilvonen et al., 2016), maladjustment between IT-systems and users’ needs and 

poor systems to support dissemination of knowledge (Pinho et al., 2012), enterprise 

knowledge portal, non-collaborative workspace, and technology-centric tools 

(Parboteeah et al., 2016). Inefficient use of knowledge recources is furthermore 

contributing to knowledge loss in agile software development (Ouriques, 2019). 

3.3 Knowledge loss risks 

Knowledge loss may occur in situations where knowledge is not well protected and 

knowledge loss is then seen as knowledge sharing risk and a knowledge risk (Ilvonen, 

2013; Ilvonen et al., 2015). Knowledge protection and security is another relevant 

perspective to inhibiting knowledge loss but is outside the scope of this work. General 

knowledge risk evaluation has been under exploration recently and the significance of 

that work to organizational development has been asserted (Durst, 2019; Ilvonen et al., 

2015; Müller & Mueller, 2019; Zieba et al., 2021).  

Knowledge risk management has risen interest from knowledge security perspective 

(Ilvonen, 2013; Ilvonen et al., 2016; Ilvonen et al., 2015; Manhart & Thalmann, 2015; 

Yarovenko et al., 2021). The risk assessment perspective has been inspected beyond 

security by Jennex and Durcikova (2013) as they establish a knowledge loss risk 

evaluation method and prove the viability to assess knowledge loss risk in organizations. 

They base the leaving knowledge mainly on the leaving employees and the material was 

based on executive level respondents.  

Furthermore Jennex and Durcikova (2020) have inspected knowledge management 

systems and their sustainability from risk assessment perspective. Knowledge loss 

threats are considered ones degrading the system and the reasoning for knowledge 

management specific risk assessment is established from competitive advantage point 

of view. The definition of knowledge loss is very close to the one accepted in this thesis.    

Exploring deeper in to this research’s domain, health industry is one prominent sector at 

risk to suffer from losses of knowledge (Yarovenko et al., 2021). Furthermore, knowledge 

loss risks are especially high in tech companies (Guo 2020). Considering also business 
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related factors, risk management is equally important from the perspective of data 

governance (Hovenga & Grain, 2013). Identifying knowledge loss risks is as relevant as 

supporting knowledge transfer mechanisms (Durst, 2019; Guo, 2020; Müller & Mueller, 

2019) as it endorses a proactive knowledge management culture instead of just acting 

on past events. To identify risks of knowledge loss it is pertinent to expose the information 

flows among employees (Guo, 2020).  

Organizational forgetting as a knowledge risk is one of the less considered risks among 

companies managing their knowledge risks (Zieba et al., 2021). It is beneficial to find 

solutions to reduce the undesired effects of forgetting when the repetition between 

working a task increases (Shafer et al., 2001) and the cost of redesigning or relearning 

the task process is high. Jennex et al. (2022) list losing critical knowledge by not storing 

it appropriately as one strategical knowledge risk. 

Khatib et al. (2021) present a four-factor taxonomy of knowledge risks, including human, 

technological, strategic, and operational. Knowledge loss is seen as a strategic 

knowledge risk, but this definition covers only a part of the knowledge loss considered in 

this thesis. The taxonomy places forgetting under human knowledge risks, as well as 

knowledge hoarding or knowledge hiding all of which may be a part of overall risk 

behavior leading to knowledge loss. Further, the operational knowledge risks such as 

knowledge continuity risks, communication risks, and knowledge transfer risks append 

the list (Khatib et al., 2021).  

(Müller & Mueller, 2019) categorize knowledge risks under personnel and structure 

related. Personnel related risks include missing knowledge carriers, misqualified 

employees, unavailable knowledge, and carriers at risk of leaving. Structural risks 

include organizational, factual-technical and market related risks.  

The risk categories of agile software projects listed were project organization, project 

planning, team acquisition and development, agile standard ceremonies, release 

management, test and integration, code and integration, requirement elicitation, 

requirement analysis and specification, design, communication, coordination and 

collaboration, trust, infrastructure and resources, tools selection, customer collaboration 

and multiple vendor involvement (Esteki et al., 2020).  

Ilvonen et al (2015) have developed a framework to knowledge security risks, knowledge 

security risk model (KSRM) depicted in Figure 6. Ilvonen et al’s (2015) approach is 

considering the business perspective and mitigation as more visible steps, which 

supports the suitability to the business environment. 



29 
 

 

Figure 6 KSRM (Ilvonen et al 2015) 

KSRM integrates business risk evaluation and security risk evaluation with an original 

approach. The model is designed around a business need or a problem (Figure 6, step 

1). First step in protecting essential knowledge in a business process is recognizing the 

knowledge (step 2), followed by evaluating threats concerning the critical knowledge (3). 

Further, the threats are identified assessed as risks by their probability and severity (4) 

and a cost-benefit (5) analysis is executed to the issues creating most risk. At this point 

the model circles back to the business need in order to weigh the business benefits 

sought from the solution and the costs. The continuous model is completed with 

mitigation planning and implementation (6) and monitoring of the decided solution (7). In 

order to highlight the importance of re-evaluation in case of change, the model is a cycle 

(Ilvonen et al., 2015) 

Müller and Mueller (2019) suggest a knowledge security risk cycle with similarities. It 

entails risk identification, measurement, management, and surveillance. 

Yarovenko et al. (2021) assert the rapid and resource effective manner in their risk 

assessment tool. It is fairly security-centered concept with a quantitative approach and 

a risk-mapping method. Considering the interpretative approach of this thesis, 

Yarovenko et al’s mechanic is not ideal with quantitative risk-mapping but the framework 

has other recognizable suggestions about risk evaluation. First, identifying risks of 

knowledge loss is important in their management. Second, a practical approach 

methodology offers advantages to more comprehensive analytical risk assessment tools. 
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Esteki et al. (2020) have created a risk management framework for agile software 

development by integrating a project management framework PRINCE2 with it. While it 

does not cover knowledge loss the listing of risk factors grouping them under risk areas 

and categories has relevant notions considering risk factoring of knowledge loss in agile 

software development process.  

The risk areas proposed were project management, software development life cycle, 

group awareness, technology setup and external stakeholder collaboration (Esteki et al., 

2020). Of these areas software development life cycle, group awareness and technology 

setup apply to the research scope. Group awareness and software development life 

cycle were the most risky areas considering knowledge loss (Esteki et al., 2020).  

Finally, when considering risk evaluation, one practical parameter is quite usable in 

evaluating knowledge loss. Bus factor equals the number of people the organization can 

afford to lose before critical knowledge leaves the organization and it is a risk evaluation 

method of potential knowledge loss (Jabrayilzade et al., 2022). 

3.4 Knowledge loss prevention and mitigation measures 

Knowledge sharing and knowledge retention prevent knowledge loss (Daghfous et al., 

2013, 2021; Kennedy, 2020; Sanz & Hovell, 2021; Shah-Nelson, 2020). In preventing 

knowledge loss, organizational strategies, individual features, and process related 

actions are distinctive. 

Supportive culture in the organization (Starr, 2021; Zhou, 2009) and especially top 

management engagement (Al-Ajmi & Al-Busaidi, 2022; Clarke, 2021) are key factors in 

preventing knowledge loss. Strategic enablement investments are organizational efforts 

to support knowledge sharing and transfer (Plangger et al., 2020).  

Emotional intelligence (Rechberg, 2020) and employee social capital (Biloslavo & 

Lombardi, 2021) are considered organizational culture to prevent knowledge loss. 

Preventive strategies include workplace socialization and interpersonal interactions 

(Clarke, 2021). Media richness and socializing technologies contribute to preventing 

knowledge loss (Shah-Nelson, 2020).  

Time granted for tacit knowledge sharing in the organization prevents knowledge loss 

(Oliveira et al., 2019). Availability of slack time (Biloslavo & Lombardi, 2021) and 

possibility for instance to storytelling (Clarke, 2021) are supportive measures. 

Encouraging collaboration, like collective decision making where it is possible (Oliveira 

et al., 2019) and knowledge co-creation with competitors has been proved effective to 
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mitigate the loss of knowledge and increase the capacity to absorb knowledge (Clarke, 

2021; Daghfous et al., 2021; Estrada et al., 2016; Van Wijk et al., 2008).  

Improving trust and reciprocity in the organization to furthermore mitigate knowledge loss 

(Al-Ajmi & Al-Busaidi, 2022; Biloslavo & Lombardi, 2021; Xu et al., 2022). Putting effort 

to support open communication and meeting employees needs increases the sense of 

reciprocity and mitigates knowledge loss (Clarke, 2021; Zhou, 2009). 

Incentives of motivation to mitigating the notion of knowledge being power inside an 

organization are also preventing organizational knowledge loss (Oliveira et al., 2019; 

Starr, 2021). This could be pursued with reward systems to support knowledge sharing 

(Al-Ajmi & Al-Busaidi, 2022; Clarke, 2021; Oliveira et al., 2019; Xu et al., 2022). For 

example, reputation feedback is a motivating method for individual knowledge sharing 

(Hung et al., 2011). 

Social capital and emotional intelligence in an organization is carried in the individuals of 

the organization. In addition, individual characteristics and skills to prevent knowledge 

loss include practical technical knowledge (Biloslavo & Lombardi, 2021) like ability to 

write clean code (Oveh & Ifediora, 2019) or knowledge sharing to reuse solutions (Santos 

et al., 2015). 

Final category for knowledge loss mitigation is process-related mitigation methods. 

These incorporate guidelines, policies, and procedures implementation (Al-Ajmi & Al-

Busaidi, 2022). 

Daghfous (2021) defends codification as means to decrease knowledge loss at certain 

situations, for instance in increasing the bus factor (Oveh & Ifediora, 2019).A practical 

example of knowledge loss mitigating codification is standardizing knowledge creation 

activities during retrospectives (Viana et al., 2015).  

Succession planning and use of successors for the key roles (Daghfous et al., 2021; 

Rashid et al., 2019) could be integrated to the development processes. Leveling 

knowledge (Santos et al., 2015) and uniform knowledge distribution (Rashid et al., 2019) 

through routines such as cross-training, mobility and rotation programs will 

furthermoremitigate knowledge loss (Daghfous et al., 2013). Pair programming is an 

effective mitigation measure to reduce knowledge loss (Misra & Misra, 2014; Oveh & 

Ifediora, 2019; Rashid et al., 2019). Code review is also prevents knowledge loss (Oveh 

& Ifediora, 2019; Rashid et al., 2019). Further, mentorship strategy (Lohse, 2020) and 

communities of practice prevent knowledge loss (Daghfous et al., 2021).  

To prevent knowledge loss in agile development process would be to introduce a support 

organization to supervise main operations knowledge management (Misra & Misra 
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2014). Identifying knowledge owners (Santos et al., 2015), monitoring knowledge flows 

(Al-Ajmi & Al-Busaidi, 2022), and knowledge mapping would support the understanding 

of the knowledge existing in the company and could help in the identification of 

knowledge at risk of being lost (Al-Ajmi & Al-Busaidi, 2022; Daghfous et al., 2021; Rashid 

et al., 2019).  

3.5 Software production process and quality 

Software development process by definition is an organized progression in which as a 

result a software product is generated. In general, the process composes of requirement, 

design, coding, and testing. (Singh & Gautam, 2016) Software development process 

intertwine the operations which combined produce software (Oveh & Ifediora, 2019). This 

is a knowledge intensive process where companies struggle to retain and reuse 

knowledge. This builds a business benefit to those being able to increase knowledge 

management abilities (Oveh & Ifediora, 2019). 

Health care information systems and their development contain deep socio-technical 

complexity (Aanestad et al., 2017 p. 26-27). The process is highly regulated and 

following standards is one of the key aspects of health care software and data 

production. Quality is bound to these factors but is not only composed of them. This 

thesis scope is beyond standards and regulation. Agile development process in a market 

that is particularly regulated, as health data management is, will benefit from early risk 

assessment in product development (Magistretti et al., 2021). 

In agile development the process is iterative and evolutionary. It requires less 

documentation and more communication than more conservative development methods. 

The aim is to develop viable software quickly with smaller development teams. (Singh & 

Gautam, 2016) Agile software production process holds many iterations throughout 

which the knowledge is transferred, and this requires keeping more things in mind (Misra 

& Misra 2014). Roosendaal (2021) proposes that even if working in agile process is 

somewhat self-guided, challenges of knowledge sharing are only solved at a strategic 

level. This is supported by Zakai et al (2021), thus enhancing the notion of agile software 

development process being dependent of top-level commitment.  

To support knowledge management in software development there are proven methods 

which can be applied, such as organizational memory and knowledge sharing tools (Rus 

& Lindvall, 2002). In improving the software development process in a highly regulated 

market, early experimental prototyping and minimum viable products, and furthermore 

open partner collaboration have been found supportive (Magistretti et al., 2021). 
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Tacit knowledge-based skills needed in the development process of software production 

are various, including many social aspects (Schmidt et al., 2021). Along with experience 

the ability to network and to interact with people are relevant. 

Knowledge sharing improves software development process efficiency (Chugh et al., 

2021). Knowledge sharing between team members in information systems development 

occur when they trust each other and feel dependent (Biloslavo & Lombardi, 2021; Joshi 

et al., 2007; Park & Lee, 2014). These feelings are influenced by frequency of 

communication, comprehension of the value of the project and distinguished expertise. 

(Park & Lee, 2014) Furthermore the extensivity of interaction is regarded when 

evaluating team members credibility to sharing knowledge (Joshi et al., 2007). Software 

development process is thus improved by knowledge sharing. 

The categories for knowledge in the software development process are identified by 

(Viana et al., 2015) as general (source code repository, experienced developers, training 

material, internet, wikis), architectural and learned lessons. The aspect to lessons 

learned is to inspect them through the availability and management: whether the material 

of the learnings is available and whether the people in the development process know 

about them and access them (Viana et al., 2015). Software process knowledge can be 

grouped in four main areas: requirements, design, coding, implementation and 

maintenance (Oveh & Ifediora, 2019).  

The software development process and the overall knowledge loss occurring in the 

process has not been researched thoroughly. There is literature on knowledge loss in 

different fields of business and public services (Guo 2020) and the focus is largely on 

employee turnover induced knowledge loss (Rus & Lindvall, 2002) or knowledge security 

(Yarovenko et al., 2021). 

Rashid et al. (2019) discuss knowledge loss in open-source software projects. The 

composition does not fully apply to the case company, but the relevant factor 

acknowledged is that open-source software projects suffer from high turnover. This issue 

is notable in contemporary software development in business projects as experts are 

moving inside and out of organizations in rapid pace  (Guo, 2020; Zhou, 2009). Likewise, 

organizational restructuring creates turmoil comparable to developers leaving open-

source software projects, such as people changing projects halfway. 

Lack of appropriate documentation of software architecture and business architecture 

has been found to affect developers’ ability to retain knowledge (Chiu et al., 2021). 

Maintaining architectural framework facilitates other developers work and decreases 

knowledge loss (Viana et al., 2015). Low modularity development increases the risk of 
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knowledge loss (Cha et al., 2008). Information resources which save time are significant 

to software engineers in development state of the process (Montesi & Navarrete, 2008). 

If productivity is only evaluated by the amount of working software, it decreases 

motivation from putting effort to useful documentation and leads to knowledge loss 

(Theunissen et al., 2022). Rise of continuous software development practices, like Agile 

and DevOps, are supporting new ways of documentation. Tools are becoming beyond 

traditional thus integrating documentation into new practices and renewing Robert 

Martins remark of truth being in the code into truth being also in executable 

documentation (Theunissen et al., 2022). 

Software quality is mainly impacted by the design phase (Singh & Gautam, 2016). 

Requirements management is crucial to the quality of the software (Khairuddin et al., 

2021). Requirement change management, communication maintenance among 

stakeholders and documentation are most referred in literature. If the requirement 

change process is uncontrolled, it leads to more cost, testing overhead and failed 

projects. Scrum process efficiency may be improved for example with ontological 

bridging integration (Santos Junior et al 2021). 

In a software development team, the active and open to experience members are the 

most significant diffusers of knowledge (Licorish & MacDonell 2015). In the context of 

knowledge loss, the probabilty of knowledge loss would increase if teams lack these top 

members and their characteristics. The stability of social relationships is an indicator of 

software quality in software development process (Bock et al., 2022) and gamification 

improves knowledge transfer abilities of a software team (Galeano-Ospino et al. 2021 in 

Mejia et al., 2021). Furthermore, considering development teams, outsourcing increases 

the risk of knowledge loss (Cha et al., 2008). 

Data science role in software development is expanding. There is a need for data 

analytics skills and communication of business related data to support software quality 

and process efficiency. (Kim et al 2018) 

In agile software development the percieved barriers of sharing knowledge differ 

between project managers and other team members (Ghobadi & Mathiassen, 2016). 

Project managers considered more the barries from the project setting as others, 

developers, testers and users found barriers of communication, project organization and 

team abilities more overwhelming. Habeh et al. in (Al-Emran et al., 2021) categorize 

challenges of and solutions to improve knowledge sharing in software development 

under individual, project, technology and organization. 
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Agile processes lack sufficient documentation at times (Rubin & Rubin, 2011). This is a 

potential source of knowledge loss in the development process. As means of mitigation 

to the lack of documentation (Al Hafidz & Sensuse, 2019; Rubin & Rubin, 2011) 

developed a documentation method to be used in agile process capturing more domain 

knowledge than plain agile methodology. 

Experience factory model has been suggested for more efficient software development 

process from knowledge management viewpoint (Mastura et al., 2020). A suggested 

system supporting improved knowledge reuse feature a dashboard, search of 

knowledge, knowledge detail and graph, and creation of knowledge and profile 

(Putrapratama et al., 2021). Cloud knowledge management systems can minimize 

knowledge loss by improving knowledge heterogeneity and utilization in the organization 

(Saratchandra & Shrestha, 2022). 

For agile development a knowledge sharing framework, an adaptation of Nonaka and 

Takeuchi  SECI-model has been suggested by de Castro et al. (2022). It is based on the 

notions of knowledge being conceptual or experimental, and informal or formal. 

Furthermore, significant are the conversions of these characteristics through 

assimilation, experimentation, attestation, and extemporization. Knowledge conversion 

(one of knowledge management processes) is supporting the whole process of software 

innovation/development (Bloem & Salimi, 2022) thus knowledge conversion facilitates 

development throughout.  

3.6 Data quality 

In health care data quality, from the suggested dimensions of completeness, accuracy, 

correctness, consistency, concordance, currency, timeliness, conformance, plausibility, 

availability, reliability, credibility, conformity, interpretability, relevancy, the most issues 

with quality were found with the first four dimensions (Diaz Iturry et al 2021). Another 

collection of most relevant health data quality dimensions were integrity, consistency, 

precision, and opportunity (Bernardi et al 2022). 

(Hovenga & Grain, 2013) Suggest principles of data development including system 

independence, creating data standards as part of development, and following high 

quality standards, practice reflecting requirements, minimizing recording burden, reuse 

of collected data, fi-for-purpose, combined top-down and bottom-up approach in data-

architecture, availability of national and international standards in development and 

privacy of individuals. These principles ensure appropriate governance of data 

development.  
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In the design of a health information system data quality assurance need to be secured 

in collecting, storing, retrieving, analyzing, evaluating and disseminating data (Hovenga 

& Grain, 2013). Data defect types defended by Zhang (2018) are missingness, 

incorrectness, syntax violation, semantic violation, duplicity, and ambiguity. All of these 

could be consequences of knowledge loss between data development and software 

development in the development process. 

Barriers to health data quality have been asserted technical, motivational, economic, 

political, legal, ethical, organizational, methodological, and human resources (Bernardi 

et al 2022). Challenges of health data quality improvement refer to communication 

issues, accessibility to data, legacy systems, lack of documentation and non-conformity 

(Zhang 2018). These challenges can be identified as potential antecedents of knowledge 

loss. In addition, Zhang (2018) suggested opportunities to improve data quality, namely 

data cataloguing and system accessibility, which may be considered as mitigation 

strategies to knowledge loss in data development. Improving data quality management 

involves embedding expertise in shared practices and resources (Thompson 2018).  

Suggested data quality improvement activities relate to data governance and data 

cleaning (Diaz Iturry et al 2021). In regard to knowledge loss mitigation, of the 

categorized activities relating to governance, activities including data standardizing and 

staff training could be seen as preventative measures to knowledge loss affecting data 

quality. Further, data governance activity software improvement, and error localization 

and correction as data cleaning activities could be applied as secondary preventative 

activities. (Diaz Iturry et al 2021) However, the latter three would need prior analysis and 

communication, considering the knowledge loss had been a consequence of issues in 

the data development process. 

Registries data quality is driven by clinical standardizing, data fields common definitions 

and validity of self-reported data (by patient) and adverse event detection. Here, the 

demonstrated issues lie in data field definitions and the relational structure of the fields, 

data cleaning and curation and personnel training to collecting data. Data structure of a 

registry is balancing between collecting enough data but not overwhelming amount 

considering resources, validity of elements collected and reaching the goals of specific 

data registry. (Keller et al., 2017)  
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4. DATA ANALYSIS 

The empirical material collected from the interview, questionnaire and company 

documentation is analyzed with qualitative content analysis, statistical methods, and 

document analysis to extract results from the material.  

4.1 Qualitative content analysis of the interview material 

The product development cycle was validated with some suggested changes. The Life 

Science department proposed their position outside Data Analytics. This was supported 

by the differing functions and purposes these units have. The suggestion was agreed by 

the other members of the group. Another change to the scheme was to include Customer 

Support in the cycle in parallel with sales. Also, adding Infrastructure Services to support 

Product Development and cooperation with authorities were acknowledged to be part of 

product development cycle.  

The exchange of information between the parts of the cycle was recognized between all 

members, but some communication streams identified stronger than others. The 

communication and the production process by participants is depicted in Figure 7. It was 

also stated that communication was not always sufficient between parts of the 

development cycle or there was no clarity of some of the responsibilities concerning 

sharing of knowledge. There was no clarity of the data owner, and this conversation 

raised an idea of a data controller, a role responsible of managing the data with a master 

data project (Interview 20.06.2022). 



38 
 

 

Figure 7 SWDD process communication in the case company 

The communication streams in the cycle (Figure 7) were described as crisscrossing 

between all parties. Stronger communications reported were between Life Science and 

Customer, Sales, and Product Management. However, some of these streams 

mentioned were weaker in the other direction or even passive. For example, Data-

analytics and Life Sciences described to be only in the receiving end of changes decided 

to be made to registries content (Software development). Weaker communications 

reported between Life Sciences and Engineering, Engineering and Data Analytics, 

Engineering, and Infrastructure.  

Routines of exchanging knowledge between parties were described per the following. 

The process of collecting specifications from clients was reported “to be quite well under 
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control” (PM, Interview 20.06.2022). Some recognized issues had been attempted to 

solve with little success. An example of such an issue was knowledge loss of change 

management to the register software from development teams to data analytics. The 

participants of the interview disclosed that there had been an initiative to include data 

analytics team in software version planning where they could recognize the changes in 

the software and therefore anticipate changes in data and plan their teams’ work. The 

group portrayed this change in the process not to have taken due to schedule and 

relevance dilemmas. “If we can’t anticipate [the impact of change to data] the customer 

will be the one to discover it” (DA, Interview 20.06.2022) describes the remaining and 

recurrent problem and a realized risk of knowledge loss in the process. 

The conversation in the interview gave participants time to discuss the situation and 

recognize significant and recurring glitches in the product development knowledge 

process leading to knowledge loss. This example highlights the notion that knowledge 

loss is tied to the routines and the process (Al Hafidz & Sensuse, 2019; Daghfous et al., 

2021) and that there could be benefits from integrating process related risk management 

examining knowledge loss. When the topic was discussed even further it was identified 

that feedback was not received from Data Analytics to Software 

Development/Engineering to find more feasible approaches to structuring the data in 

registers. 

Another example of systems integrations demonstrates the complexity in software 

development involved knowledge loss and the long-term effects of it. One of cX’s 

systems corner stones is systems integrations between registries and client information 

systems ensuring data transmission. They are managed through an integration platform, 

Mirth Connect (NextGen Healthcare, 2022), and the integrations have multiple features 

and are client specific. Building integrations begins commonly with a single client and 

their systems and needs, and the execution has been handled by one or two people.  

Moving on to scaling the technology to other clients, the same solution may not be 

feasible and if time has passed the same people may not be working with the technology. 

The documentation from the development phase does not cover all the differences 

between customers or all the development retrospective (what was done, and why, and 

was it the right choice). The focus has been more on covering the functioning of the 

integrations.  

“There is constant conflict between the perception and actual functionality of the 

integrations” (PM, interview 20.06.2022). “[If] the integration is assuming all the data is 
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transferred [from the source system] there is a chance of losing parts of the data” (E, 

interview 20.06.2022). 

The group raised awareness about insufficient internal reporting and analytics, the 

increased need for it. This was exemplified by how Data Analytics and Life Science are 

very quickly aware of the lack of use for a specific product/register, but this knowledge 

is not fed back to product development to guide prioritization and support decision 

making. “The worst case is that we are unaware of the lack of use [of a register] … This 

will not be revealed until the moment data is supposed to be utilized.” (LS, Interview 

20.06.2022). 

The understanding about relevant data and information content in the register is 

sometimes lost in the process according to the interviewees (Interview 20.06.2022). 

Relevant content is not fully understood, and the knowledge is not refined and utilized 

furthermore. Different registries are also used in multiple fashion. Some registries are 

used solely for storing quality data and some are used to support everyday patient care 

in clinical work (Interview 20.06.2022).  

The essential knowledge in the software and data development process was recognized 

to be coming from the customers or internal sources. Customers provide specifications, 

change requests and feedback concerning the quality registries (software) and data. 

They also provide the information content that is stored and handled with cX’s products. 

Internal information was discussed more extensively than information from outside 

stakeholders. Recognized essential internal knowledge was related to system 

integrations, software components, functional requirement documentation and handling 

software and data structures, dynamics, processes.  

An example of specific critical information was the date of the deployment of a product. 

Reportedly, there is a different perception of this date depending on who is asked; the 

development team considers this to be the date of the deployment to the customer 

server, data analytics sees the first input of data or if there is a dump of old data the date 

goes further back. Also, other parties (customer success team, customer support team 

etc.) have their perception. A plain date can create great confusion when the knowledge 

of its meaning is lost. 

“[I tried to find out for] the customer the date from which the data was usable [in 

database]. I recall receiving seven different dates.” (LS, Interview 20.06.2022) 

The essential information systems used for sharing knowledge in the organization were 

Confluence, Jira, Teams, Outlook, Monday, Slack, Sharepoint, Azure DevOps. These 

systems support workflow and store the explicable data of processes and products 



41 
 

among other information. Organizational information systems may also cause obstacles 

in knowledge sharing and creating risks of knowledge loss (Esteki et al., 2020; Mariano 

et al., 2020; Pinho et al., 2012). In the interview the participants reported for example 

inferior search functionalities of Confluence making documentation search unintuitive 

and time-consuming resulting to ineffectiveness. It was stated in the interview that “the 

management [of the knowledge] with the tool is challenging” (DA, Interview 20.06.2022).  

Another issue with the information systems addressed was users' access to information 

created with personal Microsoft accounts. Similar difficulty of accessing information was 

noted with closed communication channels in Slack. It was considered an issue as well 

that many of the communication or information systems had overlapping functionality 

and it was not clear always where to document knowledge. 

An antecedent of knowledge loss recognized was related to the communication practices 

and information systems as many topics in the interview included notions of lack of or 

inadequate documentation. A “room for improvement” was applied in the discussion of 

transferring customer specifications to change and bug tasks to Jira (Interview 

20.06.2022).  

Another example was the lack of documentation of the coding practices and applying the 

technology used in software development. The unified and revised manner to develop 

specific features with Grails-framework was a noted example of lacking documentation. 

This was considered a recurrent issue even among experienced developers; when one 

kind of implementation comes around every few years “they can’t remember it by heart” 

and “[knowledge] of required workflows in specific deployments is easily perished.” 

(Interview 20.06.2022). 

Lack of documentation was again reported in relation to migrations of existing data to 

the systems. In the conversation it was stated that these jobs are documented as tasks 

with appropriate metadata in Jira (PM, Interview 20.06.2022). The problem was that the 

said migrations with the metadata never find their way to data analytics. This loss of 

knowledge creates problems furthermore with reports lacking valid data. 

A rising theme in the interview were situations where the lack of “broader perspective” 

(Interview 20.06.2022) cumulated issues in the development process. The 

understanding of why something needs to be done in a certain manner appeared on 

several occasions during the interview (Interview 20.06.2022). This phenomenon was 

described as “a game of Chinese whisperers” (E, Interview 20.06.2022).  

Furthermore, some social aspects of antecedents of knowledge loss were promoted in 

the interview. It was recognized that the level of acquaintance was a factor in discussing 
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critical knowledge; if there is no understanding of the person’s knowledge base it is more 

challenging to prepare appropriate material. In addition, the varying physical locations 

with colleagues and other stakeholders was considered a significant factor to knowledge 

loss. The online meetings and exchanging written messages accommodate different 

means of communication compared to working together in the same space. 

Knowledge loss was also speculated from the point of view of overwhelming amount of 

information. This theme emerged in the notion of the gap between the collected data and 

utilized data. Also sending information, in e-mails for example, to too many recipients in 

order to avoid responsibility in the matter, added to the problematic of excessive amount 

of unimportant information.  

The concept of technical debt was acknowledged. “When I entered the company, the 

production rate of new registries was fast” (E, Interview 20.06.2022). It was reported that 

the information content of the registries expanded rapidly, and the development was 

focused on getting minimum viable products to customers and then creating more 

demanding features. “We waited for someone with special skills to be available and 

develop the rest of the features, which caused almost 80% of the workhours” (E, 

Interview 20.06.2022). As there were no available resources, a lot of the later work did 

not get done increasing the technical debt. 

It was acknowledged by the group that the company was not yet on a high level of 

maturity in knowledge management. “A few more steps need to be taken for us to be 

considered a data driven enterprise” (DA, Interview 20.06.2022). Learning had been 

done and as a final note the group considered the interview setting a great forum for 

contemplating data governance. It was suggested to become a regular event in the 

company. 

The conversation was many times self-guided towards knowledge loss incidents when 

the question or topic in discussion was the critical knowledge in the production process 

or the knowledge sharing and the challenges in that. Also, the participants brought up 

the improvement ideas to reduce knowledge loss. Combining these suggestions with the 

points from existing literature turned the focus of the research towards risk analysis and 

management. 

The existing literature combined knowledge security and turnover induced knowledge 

loss and risk management (Ilvonen et al., 2015; Müller & Mueller, 2019; Parboteeah et 

al., 2016) but has not considered knowledge loss in this perspective. In the interview the 

improvement ideas rising from the conversation and the notion from one of the 

participants that the interview setup was a “convenient forum” (LS, Interview 20.06.2022) 
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to discuss the knowledge management challenges were suggestions to investigate ways 

to document and observe knowledge loss and knowledge loss risks in the company. This 

emphasizes the gap in the literature and practice. 

Themes were drawn from the codified material. The final codes extracted from the 

interview were:  

- software and data development process 

- knowledge exchange between units  

- product development knowledge 

- production process knowledge 

- roles 

- tools and challenges 

- technical specific knowledge challenges 

- knowledge loss 

- improvement ideas 

Themes were driven by the idea of risk analysis and the original motives of depicting the 

SWDD process and the communication between parties. Themes of the interview were 

SWDD process, knowledge at risk of being lost, knowledge loss antecedents and 

knowledge loss incidents. SWDD process included codes “software and data 

development process”, “knowledge exchange between units” and “roles”. The codified 

material in “roles” was partly utilized in the theme of Knowledge loss antecedents.  

Knowledge at risk of being lost combined the codes “product development knowledge” 

and “production process knowledge”. Knowledge loss antecedents described material 

from “tools and challenges” and “technical specific challenges” in addition to “roles”. 

Knowledge loss incidents was a combination of most code categories as material from 

“technical specific challenges”, “knowledge loss” and “improvement ideas” were 

included. A depiction of the codes and themes is in Figure 8. 
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Figure 8 Interview codes and themes 

 
The interview content analysis was completed simultaneously with the review of existing 

literature. In this phase of the research the measurements of knowledge loss became 

relevant. Considering the domain of health informatics, quality was considered a criterion 

of significance from many perspectives. Data business drives on the data quality and in 

healthcare the quality of data is furthermore critical. On the other hand, software 

business has multiple requirements of quality concerning the product and efficiency of 

the process. These conclusions supported the idea to search material from the company 

repository to expand or support the definition of quality. 

4.2 Qualitative content analysis of the questionnaire material 

The answers from the questionnaire provided material to recognizing knowledge at risk, 

knowledge loss incidents and the consequences of knowledge loss. The methodology is 

described in 2.4.  

The categories of recognizing knowledge were topic, source, location, and use per 

section 3.1 Figure 4. These were identified in the first round of coding by trying to extract 
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all the categories per every answer. The second round of codification was carried out by 

identifying if the knowledge was automated or collective and whether it was more 

technical, or practice based. It was equally considered that there could be knowledge at 

risk that was conscious or objectified. 

The codified material was then grouped in themes according to the topics and the 

knowledge types under categories of technical expertise, process related, leadership, 

technical product related, technical customer related, customer and domain related. 

These themes were categorized with the dominant knowledge types occurring inside the 

topics. The respective categories were individual, general, practical-objectified, 

technical, technical-objectified, and practical. The codes and themes are presented in 

Figure 9. 

 

Figure 9 Knowledge at risk 

The reported knowledge loss incidents and their effects on working in the SWDD process 

(Appendix B, questions 5-6) were examined in order to acknowledge the situations of 

knowledge loss in the SWDD process. Answers to question z were included in this 

examination because during the initial read through of the collected data it became 

apparent that many respondents had continued to describe the incident furthermore in 

this answer and all the provided information was relevant to get analyzed. The material 

from this question was also analyzed as the consequences later in this section.  

The reported answers were first codified by “key words of the occurrence” (What 

happened or could have happened?), “antecedents” (drivers of knowledge loss) and 
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whether the situation was “recurrent” or “a single case”. Occurrences with several 

similarities were then marked “repetitive”. Furthermore, the similar occurrences were 

grouped to identify themes. The reported knowledge loss incidents are referred as 

numbered cases from 1 to 34. 

By key words of occurrence, the reported incidents were grouped under themes of 

leaving knowledge, documentation, data, configurations, general process, integrations, 

specifications. The incidents mainly fell under multiple categories, for instance all 

incidents under documentation were also in one or more of the categories of data, 

configurations, integrations, specifications or architecture and solution essentials. 

Leaving knowledge incidents were descriptions of knowledge loss due to individuals 

being no longer available in the SWDD process. Most occurrences were resignations, 

but other forms of unavailability were reported as well. A sudden temporary leave of 

absence (incident 18) or change of work assignments (incident 13) were reported to 

create knowledge loss when those resources were no longer available. The leaving 

knowledge by resignations was classified to include one of the following: long 

experience, unique expertise, or key position holders. Long experience was described 

to include both unique expertise and key position. 

The antecedents of knowledge loss were picked out from the incident descriptions. The 

leaving knowledge caused knowledge loss was given drivers of insufficient sharing of 

knowledge and transfer of responsibilities and low bus factor. One incident pointed the 

lack of time and the structuring of the development work to cause issues. Poor 

documentation was mentioned to add to the problems caused by leaving knowledge. 

Documentation related knowledge loss incidents were most reported. The 

documentation was reported missing or lacking or “non-ergonomic” (incident 3) in 

incidents related to integrations, client specific configurations, changed data, core 

features of the product, and functional specifications. Documentation related knowledge 

loss incidents were mainly recurrent issues and the ones where the description did not 

support to classify the incident recurrent (incidents 16, 22, 19), the report was near to 

some of the recurrent incidents. An example of incident 22 reminding incident 9, reporting 

lacking functional specifications. 

Antecedents of documentation related knowledge loss in the SWDD process were less 

described. One description (incident 9) named “hurry” and another described how it is 

not possible to “remember” all details (incident 4). 

Knowledge loss incidents of client data were related to changed data and data 

migrations, reports, client specificities in integrations, faulty data in production, broken 
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software unable to capture data and metadata. This category of knowledge loss was 

from a different perspective, of actual master data being lost, but the reports had rich 

descriptions of antecedents that relate to the SWDD process work knowledge loss. 

Issues with unsuitable data structure, lacking communication and absence of common 

understanding were mentioned in the descriptions. 

Specifications related knowledge loss reported missing or incomplete functional 

specifications. Also, dissimilarities between functional specification documentation and 

respective development tasks were reported. Specification management was considered 

substandard in some cases (incident descriptions 9 and 12). Antecedents of 

specifications related knowledge loss was considered lack of time and the insufficient 

distribution of responsibilities of absent key role holders. 

Client specific configurations related loss of knowledge had the following motives: issues 

with configurations management and automation. Lacking documentation and 

complexity were considered as drivers for configurations related knowledge loss. 

Incidents of knowledge loss related to integrations were concerned with degrading 

understanding and poor documentation. Antecedents included tight schedules, missing 

the big picture in planning, and understanding, and complexity. 

Last distinctive group of knowledge loss incidents were knowledge loss incidents related 

to the production process generally. The motives covered individual work in the process 

(no understanding unit targets, no time to reflect ones’ work), teamwork in the process 

(delegation of responsibilities, content completion process, retrospective history) and 

inter-teamwork in the process (development support tool, insufficient design). These 

were due reported structural issues, such as unstructured delegation, infrastructure 

changes, and lack of time. 

Since this thesis considers knowledge loss as failure to capture new knowledge, inability 

to retrieve existing knowledge, and degrading knowledge, the incidents were located on 

a map of these three definitions (Figure 10) before grouping them thematically. 
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Figure 10 Knowledge loss 

As the depiction reveals, most cases had multiple characteristics of knowledge loss and 

no revealing ideas were raised from this visualization. After grouping there were some 

cohesions in different themes such as data related knowledge loss had no strong 

characteristics to knowledge degradation (Figure 10, data points 7, 8, 21, 26, 29, 31, 34) 

and specifications related knowledge loss was all in closer relation to failure to capture 

new knowledge (Figure 10, data points 19, 9, 22, 32, 4, 16). 

Consequences of knowledge loss were asked to be described from different 

perspectives. The consequences of the incident in general, to the work in SWDD 

process, to the product quality and SWDD process quality (Appendix B questions 10, 

11). The reporting of the consequences was collated to a joint set, different 

consequences from single answers separated, and consequences codified to find the 

themes. 

Themes of knowledge loss consequences in the SWDD process were in the order of 

most occurrences “added workload”, “time-consuming”, “faulty products”, 

“disorganization”, “customer dissatisfaction”, “inefficiency”, “decay”, “maintenance”, and 

“discouragement”. Furthermore “added workload”, “time-consuming”, “inefficiency” and 

“maintenance” were combined under “inefficiency”. The words used in the descriptions 

of consequences differed and they were then categorized under the original groups. Yet 

the message in all four groups was that the loss of knowledge was adding use of 

resources thus efficiency suffered. 
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Also “disorganization”, “decay” and “discouragement” were labeled under “cause-and-

effect”. These consequences were often described together in answers as a causal 

sequence. Examples of this in incident 17 “decay” (“worse understanding of…needs 

and…technical solutions”) led to “disorganization” (“abandonment of projects…to 

improve data quality”), in incident 30 “discouragement” (“Lack of motivation”) led to 

“disorganization” (“unclear responsibilities”), and in incident 9 “decay” (“without 

understanding how the product should work in certain situations” led to “discouragement” 

(“Frustration”). 

The regrouping produced four themes: “inefficiency”, “cause-and-effect”, “faulty 

products”, and “customer dissatisfaction”. The consequences were then considered 

exclusively from the quality effect perspective to classify reported incidents and to include 

this to the risk analysis. 

The effect on product quality, meaning software quality or data quality, was coded with 

“significant effect”, “small effect” and “no effect”. The requirement for significant effect 

was that it was perceived by a customer, a software was broken in production 

environment or actual master data was lost. Small effect covered anything less than the 

previous definitions.  

4.3 Quantitative analysis of the questionnaire material 

A total of 34 cases of knowledge loss were reported with the questionnaire. 18 cases 

were described as single events and 16 recurrent incidents. 16 cases out of 34 were 

assessed to have long term effects from knowledge loss meaning the damage from the 

loss would not be recovered in one repair instance and instead would possibly cumulate 

over time.  

In the questionnaire, when describing a knowledge loss incident or the possibility of one, 

the respondent was asked to assess the effects on production schedule, product scope 

and budget, and whether the effect would be long or short term (Appendix B, questions 

11, 9). The answer choices to schedule, scope and budget questions were transformed 

to scores from 0 to 2. Also, the effect time questions were transformed to scores from 0 

to 2. A schedule-scope-budget-time (SSBT) score was then created. The higher the 

score the more considerable effects on the SWDD process. Eight (8) points was the 

maximum score. 

The effect on product quality, meaning software quality or data quality, was coded with 

“significant effect”, “small effect” and “no effect” and the evaluation was based on the 

content analysis explained in the following section (4.2). The codes were transformed 
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into scores of 2 (“significant effect”), 1 (“some effect”), and 0 (“no effect”). The quality of 

the product was evaluated to have suffered significantly in 14 cases at the level 

perceived by the customer or if production data was lost or a production version of the 

software broken. Some effect on product quality was reported in 12 cases. No effect was 

evaluated in three cases and five answers had no content in this evaluation.  

This classification of product quality effects was regarded with the SSBT score as 

SSBTQ score (schedule-scope-budget-time-quality) to furthermore discern the incidents 

with higher risks. 

4.4 Document analysis  

As a health software and data company, cX processes are under strict regulation and 

legislation. Furthermore, the company is ISO 13485 (quality management system 

standard) and ISO 27001 (information security standard) certified and most recently 

European Union Medical Device Regulation certified. Hence the level of quality regarding 

overall process management, information security management and medical device 

compliance is according to standard.  

However, the legislation and certification are not a guarantee to absence of knowledge 

loss, but merely the acceptance level of quality. Considering value creation, quality is not 

only defined by the regulatory requirements. To increase business value there needs to 

be distinction from others (Schryen, 2013) on top of compliance. Certainly, compliance 

is possibly a distinctive factor but distinction with quality is not restricted to compliance. 

“Product development process”, “Software development plan” and “[cX] Standard 

operating procedures” provided material about the product development process. 

“Quality handbook” and “Risk management plan” acted as reference material to the 

definitions of quality and the knowledge loss risk framework. 

“Product development process” document describes the Scrum-method based software 

production process. This documentation is mainly in Finnish and the translations are 

made by the author based on the terminology used in the other documents from 

company repository. The descriptions of documentation and responsibilities between 

roles provide another perspective to the communication streams described in the 

interview and the issues reported.  

The responsibilities in the process cover product management, software development 

and architect units. From software development the roles of the operative leader, team 

lead and development team are included. 
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This documentation mentions that the product development process is based on the 

Scrum project management framework. The development process is depicted in a flow 

chart. The input documentation for product development process contains functional 

specification, variant specific filtering diagram (integrations), and approved change 

requests. The output of the process contains the developed solution, technical 

description of the solution and the risk analysis document. In addition to the previous, 

the documentation during the process comprehends sprint memos and verification 

reports.  

Inside the process three actions are mentioned: Internal kick-off, Development and QA, 

and Customer approval. Another depiction in the document divides the development 

actions in execution, testing, documentation, and publication. The document describes 

the process actions and the communication that involves the development team and 

product management. Furthermore, product version management (enumeration), 

product risk management, information security, non-conformance supervision, 

development phase change management and internal development process are 

acknowledged. 

“Software development plan” contains information about regulation and standards the 

software development complies with, the applied development processes and the 

documentation inputs and outputs of the process. It refers to the “Product development 

process” document about the input documentation but the outputs are referred to in a 

more general manner. 

“[cX] Standard operating procedures” is a presentation of flowcharts depicting company 

processes and the responsible roles, required documentation and activities. The relevant 

depictions involve the process mainframe, specification process, product development 

process, report development process, report version update process, and register 

version update process for reports. The last three items describe data-analytics 

processes.  

Process mainframe includes the customer process, the product process and assisting 

processes. Inputs from the customer process to the product process are requests and 

info in the beginning and approvals later. Input from the product process to the customer 

process are the solutions. Product process includes specification, product development, 

deployment and maintenance actions that are supported by clinical evaluation, risk 

management and test and all of this is established on Production platform maintenance. 

The assisting processes are listed separately on the side. 
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The specification process is partly internal and outputs the Functional Specification 

document and an approval to proceed to the product development process by product 

owner and product manager. The approval is a requirement for the beginning of the 

product development process. The kick-off meeting is next in the process and following 

that a decision to proceed (to be documented on operational management system 

Monday) by the product owner. The design phase includes the sprint start and complete 

meetings (part of the Agile or Scrum framework procedures), and the maintenance 

(support & hotfix) delivery practices. The sprint will be iterated on the product 1 to n 

times. Verification is after design phase and before validation which will take place after 

deployment. The customer manager will approve the deployment pre-conditions. There 

is also a choice to stop the development at this point made by the product manager. Both 

ends to the development are to be documented on Monday.  

Report development process input is one of the following: engineering teams inform 

data-analytics of a completed new register or one of the data-analytics internal processes 

(report version update process, register version update process for reports, special 

works). Report development occurs mainly inside the data-analytics unit exempt 

approval milestones from project manager, customer representative and deployment 

(engineering team). Report development occurs in a single sprint. Report version update 

process is internal to the data-analytics team and in case of major changes follows the 

report development process. It includes requested, specification, in progress, in testing, 

deployment, report, and done phases. Register version update process for reports has 

input from engineering teams: information about register version update content and 

deployment schedule. The evaluation of changes to the register is made by data-

analytics from the tasks defined in Jira. The development follows a somewhat similar 

path to the report version update process. 

What stands out in the analyzed documentation is that software and data development 

are two separated processes with only minor interaction and the input coming from the 

software development side at that. Based on the documentation this input appears to be 

minor and the sum total of exchange of knowledge between data-analytics and 

engineering (software development) teams trivial considering the work involving the 

same data. In the interview, the knowledge loss between software development and 

data-analytics was discussed on the part of data structure changes and the issues 

recurrently developing in the reports.  

“Risk management plan” was reviewed in order to understand whether knowledge loss 

is considered and how risk evaluation is planned to be managed in the case company. 

The risk management in the company is based on the ISO 13485 certified quality process 
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and ISO 14971 risk management standards. Risks are evaluated by multiplying the 

probability with the severity of the risk. Probability is evaluated with five step system from 

unlikely to repeated (given points from 1 to 5 respectively). Severity is assessed with a 

similar classification from insignificant to catastrophic. The result is then multiplied by the 

occurrence rate (evaluated again with five steps from very small to highly probable). This 

will produce a risk priority number all risks are given.  

“Risk management plan” is conforming to standards but is not addressing knowledge 

loss in any level. This will support the experimenting of a knowledge loss risk evaluation 

framework. It is also advisable to follow the risk evaluation procedure to fit the knowledge 

loss risk framework to company risk management. 

“Quality handbook” is conformant to ISO 13485 certified quality process. The 

documentation includes the quality objectives of the company. These are established 

every year and for 2022 the objectives were related to customer satisfaction (quick 

response to feedback and customer satisfaction questionnaire), project scope 

estimations (work amount estimations credibility) and product quality (number of 

standards process superseding fixes and standard fixes).  

By analysing relevant documentation from the company repository, knowledge 

management and knowledge loss as concepts appear not to be explicated in any 

documentation of the company. Quality of the process and products are considered of 

high priority based on the documentation and this asserts the purpose to evaluate 

knowledge loss effects on the quality. 



54 
 

5. FRAMEWORK FOR RISK ANALYSIS 

As a framework to find out how knowledge loss affects the quality of software and data 

development a knowledge risk management model (KSRM by Ilvonen et al 2015) was 

employed and revised to fit for purpose of examining knowledge loss specifically. As a 

result, the knowledge loss risk model (KLRM) was created.  

5.1 KSRM 

Ilvonen et al’s knowledge security risk model, KSRM (2015) was originally developed to 

continuous evaluation and mitigation planning for knowledge security risks. Models’ 

benefits lie in practical and continual approach including business risk-based planning, 

a cost-benefit analysis and mitigation plan implementation and follow up (Ilvonen et al., 

2016).  

The KSRM has the structure to support problem solving as well as a business decision. 

The following variation is testing frameworks benefits in the setting of knowledge loss 

evaluation. To assess the risks of knowledge loss in software development the original 

model designed to evaluate knowledge security risks is modified to better sustain 

knowledge loss risk evaluation by changing threat evaluation to risk evaluation and as a 

modification of the cost-benefit analysis this step of the process will concentrate on 

assessing of the disadvantageous knowledge loss and its effects on the SWDD process 

against the required mitigation resources.  

5.2 KLRM 

In Figure 11 a proposal of knowledge loss risk model is construed. The first step begins 

with the problem, the case description of knowledge loss in the SWDD process. 

Business-related factors, quality and efficiency consequences are listed to understand 

the costs of the situation and furthermore the benefits of improving the situation. 

Second, the critical knowledge at risk is to be identified. Ilvonen et al (2015) suggest a 

question set to identify the communication genres and containers of knowledge in this 

step. The question in the question set of the used questionnaire (Appendix B, question 

7) is requesting a description of only the knowledge at risk, but the associated questions 

(Appendix B, questions 5, 6, 8, 12) in the question set compliment and provide insight of 

the containers and communication genres.  
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Step 3, identifying the drivers of knowledge loss, is dissimilar from Ilvonen et al (2015) 

threat identification, but the reasoning to separate a step in order to improve the 

identification of antecedents originates from Ilvonen et al (2015) model. These factors 

are extracted from the incident descriptions of the situation (Appendix B, questions 5, 6). 

 

 

Figure 11 KLRM 

In step 4, a risk assessment is performed with the previously provided SSBT score 

system and qualitative content analysis-based classification of effects on product quality. 

Direct monetary costs are not considered in this evaluation since this would broaden the 

scope of the thesis excessively and it would probably be impossible considering the tacit 

nature of knowledge (Ilvonen et al., 2015; Yarovenko et al., 2021). Instead, the severity 

of risk is assessed with the SSBTQ score and the probability is considered based on the 

reported consequences. Mitigation means are also considered, and this was covered in 

the questionnaire (Appendix B, question 13). 

Step 5 implements the cost-benefit analysis, an important step considering the business 

perspective. In this step, the desired benefits of protecting the SWDD process from 
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knowledge loss incidents and mitigation methods are evaluated to identify most critical 

cases and how to implement the rest of the framework. 

Step 6 of mitigation stands for the implementation of reasonable mitigation methods 

(Ilvonen, Jussila, Karkkainen, et al., 2015) to the risks considered in the previous steps. 

In KLRM step 6 involves the planning and implementation of appropriate mitigation 

actions and parameters to follow to surveil progress.  

Monitoring in step 7 is supporting the perpetual nature of the risk model. Monitoring 

stands for re-evaluation in case of change and action points defined with triggers 

(Ilvonen, Jussila, Karkkainen, et al., 2015). Follow-through in step 7 of KLRM involves 

the surveillance of the appointed parameters and change management with the triggers 

to re-evaluation. The KLRM adds one feature to the monitoring step: collecting and re-

evaluating data of the reported knowledge loss incidents. This action will increase 

understanding of the probability of certain incidents and reveal the bottlenecks of 

knowledge loss in the process and thus support risk analysis in the future.  

Steps 6 and 7 are the action points in the framework, the steps for the organization to 

implement most resources considering the KLRM in practice. In this thesis, the mitigation 

methods suggested are discussed, but the implementation of the framework from this 

step forward is theoretical. The suggestions to use the model in practice are covered in 

section 7. The KLRM is implemented in the following section 6.5. 
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6. RESULTS 

This research attempts to answer to how the product development process (of a quality 

data and health care software company) is affected by unintentional knowledge loss. The 

main research question is met by responding the five supporting questions. Each 

question is examined respectively in the subsections of chapter 6. 

6.1 Product development process 

The product development process of cX was named in this thesis as software and data 

development (SWDD) process to highlight that: 

- both product families bring value to the company equally 

- the software and data products are interdependent and need to be considered 

together in the development process 

This notion was distinguished from the qualitative material collected in the interview and 

with the questionnaire. A depiction of the internal part of the SWDD process is depicted 

in Figure 12. 

 

Figure 12 SWDD process 

The simple depiction does not include all the communication streams and details 

included in the process by the documents and the interview and questionnaire provided 

material. Instead, the SWDD focuses on the different streams of production how these 

have been described in the material as separate. 
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Apart from the interview, a description of the SWDD process was attained from the 

company documentation. As a result, company documentation describes the production 

processes separately on behalf of report production and software production and it 

describes separately all other processes as well. It is distinctive that the documentation 

holds certain checkpoints or procedures which are not implemented in practice per the 

collected empirical material.  

6.2 Knowledge at risk 

The answers from the interview, company documents and questionnaire resulted in the 

following observations of the knowledge at risk of being lost in the SWDD process. The 

analysis of the interview material served as part of foundations to the interview questions 

but furthermore provided information about the knowledge in the SWDD process. 

Product development knowledge was described to come from both external sources and 

internal sources. External knowledge included requirements to the software and data 

inquiries from customers. Furthermore, the co-operation with authorities concerns 

requirements to the software. Internal knowledge and its flow was examined more 

thoroughly in order to concentrate on the internal knowledge loss. The internal product 

development knowledge involves integrations, software components and their 

functionalities and use, functional requirements for new features and changes, use cases 

of registries, customer configurations in the software, data structure changes, and data 

migrations. 

Production process knowledge was referring to how the production process is or should 

be conducted. In the interview this topic was brought up on the side of the product 

development cycle description and specified actions, such as the specifications 

documentation to the task management system (Jira) and the approved principle of 

informing data-analytics of the changes in the registries.  

The document analysis complemented the topic of production process knowledge. 

Examination of the documentation displayed the separate processes of software and 

data development and there was minor knowledge exchange between the processes 

mainly in the beginning of data-analytics processes and the input required from software 

development. This supported the notion from the interview that the feedback from data-

analytics and life science unit does not transfer effectively to the software development. 

Thus, feedback is knowledge at risk of being lost in the process. 

The results from the questionnaire revealed knowledge at risk in six different groups: 

technical expertise, technical product knowledge, customer related knowledge, technical 
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customer knowledge, general process knowledge, and business and management 

knowledge. The observations from the interview and documentation can then be 

categorized under these definitions.  

Production process knowledge is mainly associated with general process knowledge. 

Product development knowledge needs to be sorted under several categories as it 

contained product knowledge and customer knowledge both technical and domain. This 

sorts the knowledge under themes of technical product knowledge, technical customer 

knowledge and customer related knowledge. 

A depiction of the knowledge at risk of being lost is presented in Figure 13. The identified 

types of knowledge differ in tacitness or depth, on technical–practical axis and are based 

on literature and research findings. The respective position in the picture depicts their 

relations in characters; on the left are the technical, more explicit groups, and the spear 

head narrows with more applied knowledge ending on the right in customer knowledge. 

 

Figure 13 Knowledge at risk 

Technical expertise is profoundly tied to the individual and is cultivated by experience 

and education. Technical product knowledge is partly tacit as not all details are 

explicated but a large part of this category of knowledge is documented at some level. 
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General process knowledge is very practical in nature but at the same time is well 

documented due to highly regulated environment. Business and management 

knowledge is little more education based compared to general process knowledge and 

the motivation to document is from the business perspective. Technical customer 

knowledge is understanding of the technology stack and its possibilities and restrictions 

in respect to the requirements for the software. Customer related knowledge is contacts 

and domain knowledge and has characteristics from practical and tacit nature. 

6.3 Situations 

Situations with knowledge loss involved were discussed in the interview. This discussion 

introduced specific conditions with integrations, customer specific configurations, 

migrations of data, documentation, and communication challenges of application 

changes. The complexity of systems was also associated with knowledge loss. Similar 

conditions were later identified in the analysis of the questionnaire answers, and they are 

included in the following descriptions. Figure 14 summarizes the situations and drivers 

of knowledge loss.  
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Figure 14 Drivers and situations of knowledge loss 

Of total 34 cases 18 were described as individual cases and 16 recurring incidents. 

Reported knowledge loss situations in the SWDD process were related to 

documentation, expertise, master data, overall process, configurations, integrations, and 

specifications. Distinct antecedents of documentation related knowledge loss were poor 

management of documentation and lack of time. Expertise induced knowledge loss had 

drivers of low bus factor, insufficient takeover of responsibilities and lacking knowledge 

sharing.  

Master data knowledge loss incidents were different in nature, as the original reports 

described actual lost data content, but the descriptions revealed the communication and 

knowledge sharing deficiencies as well as lack of documentation. Overall SWDD process 

knowledge loss incidents were related to working in individual, team, and inter-team 

levels and the antecedents lied in structural issues. 

Configurations knowledge loss related to automation, client specificities and poor 

configurations management. Specifications knowledge loss were missing or lacking 
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specifications and poor specifications management. Integrations knowledge loss was 

degrading understanding, lacking documentation and client specificities. Complexity, 

lack of time and issues with documentation were driving these types of situations of 

knowledge loss. 

6.4 Consequences 

16 incidents of 34 were reported to cause long term effects from knowledge loss meaning 

the damage from the loss would not be recovered in one repair instance and instead 

would possibly cumulate over time. Reported consequences of knowledge loss were 

inefficiency, cause-and-effect, faulty products, and customer dissatisfaction. A depiction 

of the consequences is illustrated with word clouds in Figure 15. 

 

Figure 15 Consequences 

The depiction highlights the qualitative content analysis result of the reported 

consequences in light of frequency of occurrences of distinct phrases and words. It 

increases understanding of the concepts the reported incidents are considered to cause 
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or have caused. The topmost word cloud is depicting inefficiency where rework was the 

most referred consequence of knowledge loss in addition to delay (or time-consuming).  

The word cloud below on the left describes faulty product consequences. Errors and 

(loss of) data are most distinctive. To the right, the customer dissatisfaction 

consequences are mainly referring to the named consequence of effect on customer 

satisfaction. The final cloud in the bottom of the Figure 15 depicts consequences of 

cause-and-effect. The factors of frustration, big picture (decay or understanding) and 

guesswork stand out. 

A further classification of the quality characterizes the impact on process and product 

quality. The quality of the product was evaluated to have suffered significantly in 14 

cases at the level perceived by the customer or if production data was lost or a production 

version of the software broken. 

6.5 Application of KLRM 

Knowledge loss risk model (KLRM) was created based on existing literature and the 

research question. Implementation of the model was made to discover if this kind of 

approach could be applied to knowledge loss risks in the software and data development 

business. The implementation included producing and analyzing empirically collected 

material with a questionnaire. The analysis was also targeted on a selection of enterprise 

documentation. 

Depiction of the model is in section 5. The model is composed of seven consecutive 

steps, and it is designed to be used periodically and iteratively (re-evaluation in case of 

change). The steps of the model are (1) describing the situation of knowledge loss in the 

SWDD process, (2) identifying knowledge at risk, (3) identifying knowledge loss drivers, 

(4) risk analysis, (5) cost-benefit analysis, (6) mitigation, and (7) follow-through. 

Step 1, knowledge loss situation description, required information of the occurred or 

threatening knowledge loss incident in the SWDD process and the consequences of the 

knowledge loss to the business. The perspectives to the consequences were quality and 

efficiency in consideration of the nature of health care software and data business. The 

data collection to this implementation was achieved with a questionnaire to the company 

engineers working in the SWDD process (Appendix B). The engineers were asked to 

describe a knowledge loss incident involving the SWDD process they had observed, or 

they were anticipating occurring (question 5). They were also asked for a report of the 

consequences of the described incident (questions 8-12).  
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Step 2, identification of knowledge at risk, was also requested from the engineers in the 

questionnaire (Appendix B, question 6). The identification was requested with a 

qualitative description of the critical knowledge. The description and supplementary 

information about the situation supported the locating of the knowledge (knowledge 

container and communication method). 

Step 3, identification of knowledge loss drivers, was extracted from the descriptions of 

knowledge loss incidents (Appendix B, questions 5, 6) using the support from existing 

literature. The identification of drivers is guiding the application of appropriate mitigation 

methods. 

Step 4, risk analysis, was performed using the parameters of quality and efficiency. A 

score system was appointed to the factors of product quality, effect longevity, scope, 

schedule, and budget in each incident individually to end up with the following risk 

classification in Table 4. 

Table 4 Knowledge loss risk score 

 
Case 
Num. 

Effect on 
product quality 
2 = significant 
1 = some 
0 = no effect / 
no answer 

Long- or 
short-term 
effect 
2 = long-term 
1 = can’t 
assess 
0 = short-
term 

Effect on 
scope 
2 = yes 
1 = 
possibly 
0 = no 

Effect on 
schedule 
2 = yes 
1 = possibly 
0 = no 

Effect on 
budget 
2 = yes 
1 = 
possibly 
0 = no 

SSBTQ 
score 
(0-10) 
 

17 2 2 2 2 2 10 
20 2 2 2 2 2 10 
28 2 2 2 2 2 10 
30 2 2 2 2 2 10 
24 1 2 2 2 2 9 
33 1 2 2 2 2 9 
9 2 1 2 2 2 9 
22 2 2 1 2 2 9 
31 2 2 1 2 2 9 
3 1 2 1 2 2 8 
27 1 2 2 2 1 8 
6 2 2 1 2 1 8 
32 2 0 2 2 2 8 
34 2 2 2 2 0 8 
15 0 2 2 2 1 7 
12 1 0 2 2 2 7 
19 1 0 2 2 2 7 
25 1 2 1 2 1 7 
7 2 1 1 2 1 7 
18 2 0 1 2 2 7 
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5 0 2 1 2 1 6 
4 1 0 0 2 2 5 
10 1 1 1 2 0 5 
16 0 0 2 2 0 4 
2 0 0 0 2 1 3 
13 0 0 1 1 1 3 
14 1 0 1 1 0 3 
21 1 0 1 1 0 3 
11 0 2 0 0 0 2 
23 1 1 0 0 0 2 
29 2 0 0 0 0 2 
26 0 1 0 0 0 1 
8 1 0 0 0 0 1 
1 0 0 0 0 0 0 
 

The incidents demonstrating most risks (scores 9 and 10) were compared to the 

probability of consequences to complete the risk evaluation. In Table 5 a ranking is set 

up based on SSBTQ score, consequences, and repetitiveness of the incident. Recurring 

incidents were ranked higher respectively to the single incidents. 

Table 5 Risk evaluation with consequences 

 
Case 
Num. 
     = single 
     = 
recurrent 

Consequences SSBTQ 
score 
(0-10) 
 

30 Inefficiency, Cause-and-effect, Faulty product 10 
20 Inefficiency, Customer dissatisfaction, Faulty product 10 
9 Customer dissatisfaction, Cause-and-effect, Inefficiency 9 
17 Inefficiency, Cause-and effect 10 
28 Inefficiency, Cause-and-effect 10 
31 Faulty product, Inefficiency 9 
33 Inefficiency, Cause-and-effect 9 
22 Inefficiency, Faulty product 9 
24 Inefficiency, Customer dissatisfaction 9 
 

Since the sample of incidents was small (n=34) the frequency of consequences (depicted 

in Figure 15) was not plausible in this case. Instead based on the themes of 

consequences, the cases were classified considering how many of the four themes of 

inefficiency, customer dissatisfaction, faulty products and cause-and-effect were 

represented in the descriptions of consequences.  
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Following the procedure, five cases (incidents 20,30, 9 17, 28) were ranked to have the 

most risk of knowledge loss. These five reports continued to the evaluation of cost and 

benefits (step 5). 

To evaluate the costs and benefits of the incidents a return to the reported issues was 

made. The cost of the incidents was brought in along with the risk analysis from step 4 

defining the highest cost incidents. The cost benefit analysis requires the evaluation of 

the costs of the mitigation methods. In KLRM the benefits of the applied incidents are 

expected to be improved quality and efficiency when the knowledge loss is minimized.  

The descriptions of the highest risk incidents and suggested preventive measures are 

summarized in Table 6. The incidents are considered in reflection to the suggested 

preventive measures in the following and particular attention is given to the process-

related mitigation measures in consideration of the research question. 

Table 6 High risk incidents and preventive measures 

 
 

Incident Preventive measures 

 
30 

- The complexity built on complexity over 
time and the necessary higher 
abstraction layer was never implemented 
 

- The raw complexity was exposed to the 
customer interface who did not 
understand the technical details but were 
expected to fill in the information. This 
chain of events led to errors. 

- Enhance socializing and 
collaborative decision 
making in the process 
(involving all relevant 
parties) 
 

- Provide time to reflect 
 

- Improve practical 
technical skills 

 
- Improve knowledge 

sharing and leveling of 
knowledge through the 
process. 

 
- Standardizing 

responsibilities, 
identifying knowledge 
owners and flows 
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 20 - Deepest understanding of the 
integrations in the heads of a handful of 
individuals, and embedded in the 
software 
 

- Later the software at the end of lifecycle 
was decided to replace but involved 
developers had no understanding of 
integrations 
 

- Too complex and variable system 
 
- Tight schedules  

 
- Treating the critical project almost as any 

other project  
 

- New employees and reorganization 
 

- Standardize critical 
project identification 
 

-      Succession planning 
 

- Improve practical 
technical skills 
 

- Document the 
architecture in a 
sustainable way  

 9 - Ambiguous specifications are given 
repeatedly to development leading to 
untrustworthy work time estimations  
 

- Standardize refinement in 
the process 

 

 17 - High expertise and long experience left 
 

- Responsibilities only partly 
distributed/taken over 

 
- Deep understanding could not be 

transferred to others anymore 
 

- Improve trust and 
reciprocity, motivators 
 

- Succession planning 
 

 
28 

- Leaving expertise - Succession planning 
 

 

Incident number 30 (Table 6) is suggested to be mitigated with several different 

procedures including individual, organizational, and process related factors. In the 

SWDD process, the leveling of knowledge and use of successors, and also identifying 

responsibilities and knowledge owners, are relevant factors. 

Incident 20 needs also knowledge loss prevention in both individual and process 

aspects. Considering the SWDD process, it should include more distinctive critical 

project identification. This was not clearly explicated in the analyzed documentation of 

company processes (described in section 4.4). Included mitigation to improve the 

process are also codification and succession planning. 

Incident 9 is concentrating on specifications management, and such is the preventive 

action to be considered: improve the distinction of the task refinement and approval in 

the process. This action is considered many times in the process documentation 
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(described in section 4.4), and it should be furthermore investigated why it is not as 

effective as it should be. 

Incident 17 and 28 shall be considered together as they target the same source of 

knowledge loss, leaving expertise. Succession planning and minimizing the bus factor in 

the SWDD process is the proposed action. 

In reflection of the proposed actions and the knowledge loss incidents it should be noted 

that distinct incidents include similar characteristics, for instance incidents 17 and 28, 

and also the mitigation methods have similar components. Returning to considering the 

costs and benefits, and the proposed feature of the KLRM in section 5, that the 

knowledge loss incidents should be reported, collected, and monitored periodically to 

discover trends, here it is beneficial to combine the consideration of several incidents 

and the mitigation.  

Summarizing the mitigation efforts, succession planning and implementation measures 

integrated to the process were the most considerable actions. Evaluating all the issues 

caused by the reported knowledge loss, this one action point would benefit in all cases. 

Succession planning may it be implemented in small scale first to test feasibility and it 

would already benefit the case company. Furthermore, the implementation of the written 

processes into action in the SWDD process would improve specifications management 

and point out critical projects. This effort is advisable in the light of the results from the 

risk analysis.  

Step 6 should include the decision how to implement the succession planning and 

revision of process and the list of action points and parameters to follow. As an example, 

considering the use of successors, a surveillance on the bus factor could be integrated 

to a companywide employee questionnaire and yearly monitoring of the trend. In 

consideration of product and process quality also the usually monitored quality factors in 

the company (discussed in 4.4) should be included. 

Finally, in step 7, considering keeping the reporting questionnaire open to employees 

and prompting to fill it out from time to time would keep knowledge loss monitoring 

continuous. Also, the inspection of the reporting should be continuous in the high level 

and feedback and overall management of the knowledge loss be transparent. 

Based on this experimentation, there are benefits in applying risk analysis framework to 

specifically knowledge loss in the SWDD process. Further, the process perspective could 

be taken into consideration with the applied framework if the tool is integrated to the 

development process.  
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7. DISCUSSION 

Knowledge loss in software and data development was explored in the thesis to reveal 

the effects on process efficiency and product quality. Also, a risk analysis framework was 

applied to the incident reporting to test the fitness of such approach to preventing and 

mitigating knowledge loss. A critical evaluation is performed to the experimental use of 

the knowledge loss risk model (KLRM) framework and to the research process in 

general. Further, application ideas in practice and future research traits are 

contemplated. 

The experimentation with the risk analysis included several observations. First, the data 

collection with the questionnaire was chosen to gather quantitatively approachable data 

about knowledge loss in addition to having qualitative questions. In possible subsequent 

application of the KLRM, especially in applying the model in practice with full evaluation 

and planning of risk mitigation and surveillance (steps 6 and 7 in KLRM), the collecting 

of the data and the means of using the framework should be considered to fit the 

organizations’ needs. In the interview, the company experts appreciated the time and 

company to contemplate knowledge loss in the development process (Interview 

20.06.2022) and discussed the idea to continue such discussions. These events could 

include the risk evaluation aspect as well.  

Alternatively, more in depth approach to implementing the model could be a perennial 

workshop for different roles in the development process. One application could be a 

collective opportunity to gather information of knowledge loss incidents, their drivers and 

included risk during a sprint with the development team. Another application to perform 

the mitigation planning with management level group based on the gathered 

questionnaire data. 

Next, the knowledge loss risk analysis model could be applied throughout the process, 

but the targeting of engineers serves the product development part of the process 

specifically. To reveal knowledge loss in the entire organization and to investigate risk 

from the organizational aspect, the risk analysis should be expanded to all employees 

and units. Further, the framework and knowledge loss approach in general should be 

integrated to the company knowledge management. 

The question set in the questionnaire had some challenges. Even with the volunteer 

validation, some of the questions were ambiguous and too complex to answer. There 

were unanswered fields in the reports and some of the questions were asking similar 
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things. For instance, questions 6 and 8-12 were all seeking to understand consequences 

of knowledge loss. There was different emphasis in every question, but instead of trying 

to discover consequences in such volume an explicit question of drivers or antecedents 

of knowledge loss would have served the analysis and KLRM better. Also, for future use, 

more quantitative material should be collected, as the sources and traits of knowledge 

loss would be more understood in the company. 

Knowledge loss as an approach is to knowledge management is at its current stage 

concentrated on turnover induced knowledge loss and knowledge security. Knowledge 

loss is still a very integral part of other processes, such as the production process and 

this thesis contributes to that stream of understanding.  

The literature review was performed in an analytical manner with systematic 

characteristics such as following specific search terms, criteria of exclusion and the 

documentation of the process overall. The credibility of literature was evaluated and 

reported and used as one criterion of included literature. 

Following to the empirical process, the scope of this research was small, and the data 

sample only covered one medium size software and data company. More data is 

required from different organizations to understand the knowledge loss in the software 

and data development process.  

While the sample size was small the company field of business is significant and the 

position of the case company rather unique in the market. Thus, data from this area was 

relevant and interesting in its’ unique nature. Multiple method approach was chosen to 

portray the landscape of knowledge loss in the case company from more than one 

perspective. For example, anonymity in the questionnaire was chosen to respect the 

freedom to give full disclosure of a situation unattached to the social construct of the 

situation opposed to the interview situation. Also, qualitative, and quantitative methods 

were both applied. 

The transparency of the analysis was achieved with detail level descriptions of the data 

collection and analysis. Also examples from the raw data were included to support the 

description. However, all the material could not be publicly disclosed to preserve 

anonymity and confidentiality. This choice decreases the possibility to follow the analytic 

process through. 

One perspective that could have been given attention when discussing knowledge loss 

is knowledge management maturity. Maturity of knowledge management in an 

organization refers to the level of knowledge management being handled and there are 

numerous tools and models to support the defining of maturity (Hsieh et al., 2009). These 
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models don’t address knowledge loss directly, but the goal of improving maturity of 

knowledge management process is promoted by paying attention to knowledge loss and 

its’ effects in company processes (Hsieh et al., 2009).  

Knowledge management maturity approach would benefit the case company as 

knowledge loss management should be approached as part of all over knowledge 

management. It should be a company-wide function and implemented from strategic 

level (Hsieh et al., 2009) where identification of maturity will guide the choices to improve 

knowledge management and prevent knowledge loss. 
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8. CONCLUSION 

Knowledge loss has established definitions in knowledge management research 

tradition, but the phenomena has been examined mainly from turnover and security 

perspectives. Some research has considered knowledge loss risks from knowledge 

management perspective, particularly in risk management, but the research is still 

limited, and this work will enrich the research base.  

This thesis explored and experimented to understand knowledge loss effects in the 

software and data development process from data quality and from knowledge as a 

business perspective. This work managed to answer the research question “How is the 

product development process affected by unintentional knowledge loss” by carefully 

analyzing all five sub questions. 

The inspected development process was named software and data development 

(SWDD) process to bring focus on the duality of the products developed in the process. 

The SWDD process was observed to differ in practice from the written descriptions. 

The knowledge at risk was found to be technical expertise, technical product knowledge, 

general process knowledge, technical customer knowledge, business and management 

knowledge, and customer related knowledge.   

The knowledge loss situations were related to documentation, expertise, master data, 

overall process, client specificities, integrations, specifications. The reported knowledge 

loss caused inefficiency, faulty products, and customer dissatisfaction. In addition, a 

theme of cause-and-effect rose from the reported material. 

The KLRM application to the SWDD process revealed that there are benefits of 

inspecting knowledge loss with a risk management approach. The reported incidents 

disclosed recurrent traits of knowledge loss and bottle necks in the process. The risk 

management approach provided with a complete set of steps to be integrated to the 

production process. 

The contributions of this work lie in approaching knowledge loss from a less researched 

but relevant viewpoint of software development process quality. In the future, validation 

should be executed to the KLRM model with variant applications to ensure its relevance 

and feasibility. 



73 
 

BIBLIOGRAPHY 

Aanestad, M., Grisot, M., Hanseth, O., & Vassilakopoulou, P. (Eds.). (2017). Information 

Infrastructures within European Health Care. Springer International Publishing. 

https://doi.org/10.1007/978-3-319-51020-0 

Afanasieva, T. V., Zagaichuk, I. A., & Zhelepov, A. S. (2019). Framework for Assessing 

Professional Growth of Software Developers. Proceedings of the 2019 5th International 

Conference on Computer and Technology Applications, 46–50. 

https://doi.org/10.1145/3323933.3324064 

Al Hafidz, M. U., & Sensuse, D. I. (2019). The Effect of Knowledge Management System on 

Software Development Process with Scrum. 2019 3rd International Conference on 

Informatics and Computational Sciences (ICICoS), 1–6. 

https://doi.org/10.1109/ICICoS48119.2019.8982506 

Al-Ajmi, Z., & Al-Busaidi, K. A. (2022). Mitigating knowledge-sharing risks among ICT knowledge 

workers in the government sector. VINE Journal of Information and Knowledge 

Management Systems. https://doi.org/10.1108/VJIKMS-06-2021-0102 

Al-Emran, M., Shaalan, K., & Hassanien, A. E. (Eds.). (2021). Recent Advances in Intelligent 

Systems and Smart Applications (Vol. 295). Springer International Publishing. 

https://doi.org/10.1007/978-3-030-47411-9 

Bagchi, S., & Chakrabarti, B. (2021). Organizational forgetting in local governments: A study from 

rural India. Journal of Organizational Ethnography, 10(3), 289–302. 

https://doi.org/10.1108/JOE-11-2020-0049 

Beal, D. (2020). Guiding the Future of the Supply Chain with Succession Planning—ProQuest 

[Dissertation, Walden University]. 

https://www.proquest.com/openview/325772bbaee692c3495cc2dede6f31b4/1?cbl=187

50&diss=y&parentSessionId=GgFzxoRgdQ1z3Sg%2FgUsLsRzeNkMxPZWKygxNi78M

SGI%3D&pq-origsite=gscholar&accountid=14242 

Biloslavo, R., & Lombardi, R. (2021). Knowledge transferring and small and medium enterprise’s 

(SME’s) effectiveness: Emerging insights and future directions. Business Process 

Management Journal, 27(6), 1747–1774. https://doi.org/10.1108/BPMJ-10-2020-0441 



74 
 

Bloem, V., & Salimi, N. (2022). Role of knowledge management processes within different stages 

of technological innovation: Evidence from biotechnology SMEs. Knowledge 

Management Research & Practice, 1–15. 

https://doi.org/10.1080/14778238.2022.2064352 

Bock, T., Schmid, A., & Apel, S. (2022). Measuring and Modeling Group Dynamics in Open-

Source Software Development: A Tensor Decomposition Approach. ACM Transactions 

on Software Engineering and Methodology, 31(2), 1–50. https://doi.org/10.1145/3473139 

Bowen, G. A. (2009). Document Analysis as a Qualitative Research Method. Qualitative 

Research Journal, 9(2), 27–40. https://doi.org/10.3316/QRJ0902027 

Cha, Pingry, & Thatcher. (2008). Managing the Knowledge Supply Chain: An Organizational 

Learning Model of Information Technology Offshore Outsourcing. MIS Quarterly, 32(2), 

281. https://doi.org/10.2307/25148841 

Chan, F., & Thong, J. (2009). Acceptance of agile methodologies: A critical review and conceptual 

framework. Decision Support Systems, 46(4), 803–814. 

https://doi.org/10.1016/j.dss.2008.11.009 

Chiu, Y.-T., Mirkovski, K., Cranefield, J., & Shankar, S. (2021). Exploring the Challenges and 

Barriers of Knowledge Retention in Information Systems Development Teams. 

Proceedings of the 54th Hawaii International Conference on System Sciences, 10. 

Choo, C. W. (2002). Information Management for the Intelligent Organization (3rd ed.). 

Information Today Inc. 

Chugh, M., Chanderwal, N., Upadhyay, R. K., & Punia, D. K. (2021). Antecedents and 

consequences of knowledge sharing for software process improvement in the Indian 

software industry. Journal of Software: Evolution and Process, 33(2). 

https://doi.org/10.1002/smr.2291 

Clarke, D. F. (2021). KNOWLEDGE LOSS MITIGATION STRATEGIES FOR ADAPTATION IN 

THE SECURITIES INDUSTRY: A SYSTEMATIC REVIEW [Dissertation]. 

Daghfous, A., Belkhodja, O., & Angell, L. (2013). Understanding and managing knowledge loss. 

Journal of Knowledge Management, 17(5), 639–660. https://doi.org/10.1108/JKM-12-

2012-0394 



75 
 

Daghfous, A., Qazi, A., & Khan, S. (2021). Incorporating the risk of knowledge loss in supply chain 

risk management. The International Journal of Logistics Management, 32(4), 1384–1405. 

https://doi.org/10.1108/IJLM-06-2020-0225 

de Castro, R. O., Sanin, C., Levula, A., & Szczerbicki, E. (2022). The Development of a 

Conceptual Framework for Knowledge Sharing in Agile IT Projects. Cybernetics and 

Systems, 53(5), 529–540. https://doi.org/10.1080/01969722.2021.2018541 

de Holan, P. M., & Phillips, N. (2004). Remembrance of Things Past? The Dynamics of 

Organizational Forgetting. Management Science, 50(11), 1603–1613. 

https://doi.org/10.1287/mnsc.1040.0273 

Durst, S. (2019). How far have we come with the study of knowledge risks? VINE Journal of 

Information and Knowledge Management Systems, 49(1), 21–34. 

https://doi.org/10.1108/VJIKMS-10-2018-0087 

Elo, S., Kääriäinen, M., Kanste, O., Pölkki, T., Utriainen, K., & Kyngäs, H. (2014). Qualitative 

Content Analysis: A Focus on Trustworthiness. SAGE Open, 4(1), 215824401452263. 

https://doi.org/10.1177/2158244014522633 

Esteki, M., Javdani Gandomani, T., & Khosravi Farsani, H. (2020). A risk management framework 

for distributed scrum using PRINCE2 methodology. Bulletin of Electrical Engineering and 

Informatics, 9(3), 1299–1310. https://doi.org/10.11591/eei.v9i3.1905 

Estrada, I., Faems, D., & de Faria, P. (2016). Coopetition and product innovation performance: 

The role of internal knowledge sharing mechanisms and formal knowledge protection 

mechanisms. Industrial Marketing Management, 53, 56–65. 

https://doi.org/10.1016/j.indmarman.2015.11.013 

Federation of Finnish Learned Societies. (2022). Julkaisufoorumi. 

https://www.julkaisufoorumi.fi/en 

Fernandez, V., & Sune, A. (2009). Organizational forgetting and its causes: An empirical research. 

Journal of Organizational Change Management, 22(6), 620–634. 

https://doi.org/10.1108/09534810910997032 

Ghobadi, S., & Mathiassen, L. (2016). Perceived barriers to effective knowledge sharing in agile 

software teams: Knowledge-sharing barriers in agile teams. Information Systems Journal, 

26(2), 95–125. https://doi.org/10.1111/isj.12053 



76 
 

Gorschek, T., & Fricker, S. (2007). 1st International Global Requirements Engineering Workshop 

(GREW’07). International Conference on Global Software Engineering (ICGSE 2007), 

275–277. https://doi.org/10.1109/ICGSE.2007.1 

Guo, Y. (2020). ENHANCING PUBLIC SECTOR ORGANIZATION KNOWLEDGE RETENTION 

WITH SOCIAL NETWORK ANALYSIS, TEXT MINING AND MACHINE LEARNING 

[Dissertation, Georgia Institute of Technology]. 

https://smartech.gatech.edu/bitstream/handle/1853/64961/GUO-DISSERTATION-

2020.pdf?sequence=1&isAllowed=y 

Hislop, D., Bosua, R., & Helms, R. (2018). Knowledge management in organizations – A critical 

introduction (4th ed.). Oxford University Press. 

https://learninglink.oup.com/access/hislop4e 

Hoe, S. L. (2006). TACIT KNOWLEDGE, NONAKA AND TAKEUCHI SECI MODEL AND 

INFORMAL KNOWLEDGE PROCESSES. International Journal of Organization Theory 

and Behavior, 9(4), 17. 

Hovenga, E., & Grain, H. (2013). Health data and data governance. Studies in Health Technology 

and Informatics, 193, 67–92. 

Hsieh, P. J., Lin, B., & Lin, C. (2009). The construction and application of knowledge navigator 

model (KNMTM): An evaluation of knowledge management maturity. Expert Systems with 

Applications, 36(2), 4087–4100. https://doi.org/10.1016/j.eswa.2008.03.005 

Hung, S.-Y., Durcikova, A., Lai, H.-M., & Lin, W.-M. (2011). The influence of intrinsic and extrinsic 

motivation on individuals’ knowledge sharing behavior. International Journal of Human-

Computer Studies, 69(6), 415–427. https://doi.org/10.1016/j.ijhcs.2011.02.004 

Hyvärinen, M., Suoninen, E., & Vuori, J. (2022). Haastattelut. In Laadullisen tutkimuksen 

verkkokäsikirja. Yhteiskuntatieteellinen tietoarkisto. 

https://www.fsd.tuni.fi/fi/palvelut/menetelmaopetus/kvali/laadullisen-tutkimuksen-

aineistot/haastattelut/ 

Ilvonen, I. (2013). Knowledge Security—A Conceptual Analysis [Dissertation, Tampere University 

of Technology]. https://trepo.tuni.fi/handle/10024/114659 



77 
 

Ilvonen, I., Alanne, A., Helander, N., & Vayrynen, H. (2016). Knowledge Sharing and Knowledge 

Security in Finnish Companies. 2016 49th Hawaii International Conference on System 

Sciences (HICSS), 4021–4030. https://doi.org/10.1109/HICSS.2016.499 

Ilvonen, I., Jussila, J., Karkkainen, H., & Paivarinta, T. (2015). Knowledge Security Risk 

Management in Contemporary Companies—Toward a Proactive Approach. 2015 48th 

Hawaii International Conference on System Sciences, 3941–3950. 

https://doi.org/10.1109/HICSS.2015.472 

Jabrayilzade, E., Evtikhiev, M., Tüzün, E., & Kovalenko, V. (2022). Bus Factor In Practice 

(Software Engineering arXiv:2202.01523 [cs.SE]). arXiv. 

Jennex, M., & Durcikova, A. (2013). Assessing Knowledge Loss Risk. 2013 46th Hawaii 

International Conference on System Sciences, 3478–3487. 

https://doi.org/10.1109/HICSS.2013.103 

Jennex, M., & Durcikova, A. (2020). Creating Sustainable Knowledge Systems: Towards a Risk 

and Threat Assessment Framework. Journal of Strategic Innovation and Sustainability, 

15(4), 138–152. 

Jennex, M., Durcikova, A., & Ilvonen, I. (2022). Modifying Knowledge Risk Strategy Using Threat 

Lessons Learned from COVID-19 in 2020-21 in the United States. Electronic Journal of 

Knowledge Management, 20(3), 138–151. https://doi.org/10.34190/ejkm.20.3.2606 

Jiang, G., & Xu, Y. (2020). Tacit knowledge sharing in IT R&D teams: Nonlinear evolutionary 

theoretical perspective. Information & Management, 57(4), 103211. 

https://doi.org/10.1016/j.im.2019.103211 

Joshi, K. D., Sarker, S., & Sarker, S. (2007). Knowledge transfer within information systems 

development teams: Examining the role of knowledge source attributes. Decision Support 

Systems, 43(2), 322–335. https://doi.org/10.1016/j.dss.2006.10.003 

Keller, S., Korkmaz, G., Orr, M., Schroeder, A., & Shipp, S. (2017). The Evolution of Data Quality: 

Understanding the Transdisciplinary Origins of Data Quality Concepts and Approaches. 

Annual Review of Statistics and Its Application, 4(1), 85–108. 

https://doi.org/10.1146/annurev-statistics-060116-054114 



78 
 

Kennedy, J. (2020). The Recipient Perspective: A Mixed Methods Inquiry of Knowledge Seeking 

Factors in Tacit Knowledge Contexts [Dissertation, Dublin City University Business 

School]. https://doras.dcu.ie/24111/1/JAK_PhD%20FINAL_2000108.pdf 

Khairuddin, S. N., Sarlan, A., & Ahmad, R. (2021). Challenges in Requirement Management 

Process: An Overview. 2021 International Conference on Computer Information Sciences 

(ICCOINS), 120–124. https://doi.org/10.1109/ICCOINS49721.2021.9497213 

Khatib, R. A. E., Ali, A. A., & Mostapha, N. (2021). A REVIEW OF KNOWLEDGE RISK 

CONCEPTION. BAU Journal - Creative Sustainable Development, 3(1), 11. 

Klammer, A., & Gueldenberg, S. (2018). Unlearning and forgetting in organizations: A systematic 

review of literature. Journal of Knowledge Management, 23(5), 860–888. 

https://doi.org/10.1108/JKM-05-2018-0277 

Laihonen, H., Hannula, M., Helander, N., Ilvonen, I., Jussila, J., Kukko, M., Kärkkäinen, H., 

Lönnqvist, M., Myllärniemi, J., Pekkola, S., Virtanen, P., Vuori, V., & Yliniemi, T. (2013). 

Tietojohtaminen. Tampereen teknillinen yliopisto • Tiedonhallinnan ja logistiikan laitos. 

Levallet, N., & Chan, Y. E. (2018). Organizational knowledge retention and knowledge loss. 

Journal of Knowledge Management, 23(1), 176–199. https://doi.org/10.1108/JKM-08-

2017-0358 

Levy, M. (2011). Knowledge retention: Minimizing organizational business loss. Journal of 

Knowledge Management, 15(4), 582–600. https://doi.org/10.1108/13673271111151974 

Lima, M., Ahmed, I., Conte, T., Nascimento, E., Oliveira, E., & Gadelha, B. (2019). Land of Lost 

Knowledge: An Initial Investigation into Projects Lost Knowledge. 2019 ACM/IEEE 

International Symposium on Empirical Software Engineering and Measurement (ESEM), 

1–6. https://doi.org/10.1109/ESEM.2019.8870171 

Lohse, K. C. (2020). TACIT KNOWLEDGE TRANSFERENCE TOWARD LEADERSHIP 

DEVELOPMENT WITHIN MULTIGENERATIONAL INFORMATION TECHNOLOGY 

ORGANIZATIONS: DELPHI STUDY [Dissertation]. University of Phoenix. 

Magistretti, S., Allo, L., Verganti, R., Dell’Era, C., & Reutter, F. (2021). The microfoundations of 

design sprint: How Johnson & Johnson cultivates innovation in a highly regulated market. 

Journal of Knowledge Management, 25(11), 88–104. https://doi.org/10.1108/JKM-09-

2020-0687 



79 
 

Mancilla, M. E. (2020). Is all knowledge shareable? Does the organization know the knowledge 

that needs to be shared? Expanding Horizons Business, Management and Technology 

for Better Society, 21. 

Manhart, M., & Thalmann, S. (2015). Protecting organizational knowledge: A structured literature 

review. Journal of Knowledge Management, 19(2), 190–211. 

https://doi.org/10.1108/JKM-05-2014-0198 

Mariano, S., Casey, A., & Olivera, F. (2020). Organizational forgetting Part I: A review of the 

literature and future research directions. The Learning Organization, 27(3), 185–209. 

https://doi.org/10.1108/TLO-12-2019-0182 

Massingham, P. (2008). Measuring the Impact of Knowledge Loss: More Than Ripples on a 

Pond? Management Learning, 39(5), 541–560. 

https://doi.org/10.1177/1350507608096040 

Massingham, P. (2018). Measuring the impact of knowledge loss: A longitudinal study. Journal of 

Knowledge Management, 22(4), 721–758. https://doi.org/10.1108/JKM-08-2016-0338 

Mastura, H., Rusli, A., Murad, M. A. A., & Jamilah, D. (2020). The Development and Evaluation 

of Experience-Based Factory Model for Software Development Process. International 

Journal on Advanced Science, Engineering and Information Technology, 10(3), 1016. 

https://doi.org/10.18517/ijaseit.10.3.10181 

Mejia, J., Muñoz, M., Rocha, Á., & Quiñonez, Y. (Eds.). (2021). New Perspectives in Software 

Engineering: Proceedings of the 9th International Conference on Software Process 

Improvement (CIMPS 2020) (Vol. 1297). Springer International Publishing. 

https://doi.org/10.1007/978-3-030-63329-5 

Minbaeva, D., Park, C., Vertinsky, I., & Cho, Y. S. (2018). Disseminative capacity and knowledge 

acquisition from foreign partners in international joint ventures. Journal of World 

Business, 53(5), 712–724. https://doi.org/10.1016/j.jwb.2018.03.011 

Misra, A., & Misra, S. C. (2014). Conceptual modeling for knowledge management to support 

agile software development. The Knowledge Engineering Review, 29(4), 496–511. 

https://doi.org/10.1017/S0269888914000198 



80 
 

Montesi, M., & Navarrete, T. (2008). Classifying web genres in context: A case study documenting 

the web genres used by a software engineer. Information Processing & Management, 

44(4), 1410–1430. https://doi.org/10.1016/j.ipm.2008.02.001 

Müller, F., & Mueller, A. (2019, January 8). Knowledge Risk Manangement – How to Manage 

Future Knowledge Loss. Proceedings of the 52th Hawaii International Conference on 

System Sciences. Hawaii International Conference on System Sciences. 

http://hdl.handle.net/10125/60003 

Neto, G. T. G., Santos, W. B., Fagundes, R. A. A., & Margaria, T. (2019). Towards an 

Understanding of Value Creation in Agile Software Development. Proceedings of the XV 

Brazilian Symposium on Information Systems, 1–8. 

https://doi.org/10.1145/3330204.3330256 

NextGen Healthcare. (2022). Mirth® Connect. NextGen Healthcare. 

https://www.nextgen.com/products-and-services/integration-engine 

Nonaka, I. (1994). A Dynamic Theory of Organizational Knowledge Creation. Organization 

Science, 5, 25. 

Oliveira, M., Garcia, P. S., Gomes, F., Bissani, M., & Curado, C. (2019, September 5). The Effects 

of Knowledge in the Creation and Sharing of Knowledge. Proceedings of the 20th 

European Conference on Knowledge Management. 20th European Conference on 

Knowledge Management. https://doi.org/10.34190/KM.19.070 

Ouriques, R. (2019). UNDERSTANDING AND SUPPORTING KNOWLEDGE MANAGEMENT IN 

AGILE SOFTWARE DEVELOPMENT [Dissertation]. Blekinge Institute of Technology. 

Oveh, R. O., & Ifediora, I. C. (2019). A Generic Framework for Software Process Knowledge 

Harvest of Human Level Activities. African Journal of Management Information System, 

1(4), 19. 

Parboteeah, P., Jackson, T., & Wilkinson, N. (2016). A Theoretically Grounded Model to Reduce 

the Risk of Knowledge Loss in Organisations: An Energy Company Evaluation: Model of 

Knowledge Loss. Knowledge and Process Management, 23(3), 171–183. 

https://doi.org/10.1002/kpm.1502 



81 
 

Park, J.-G., & Lee, J. (2014). Knowledge sharing in information systems development projects: 

Explicating the role of dependence and trust. International Journal of Project 

Management, 32(1), 153–165. https://doi.org/10.1016/j.ijproman.2013.02.004 

Pinho, I., Rego, A., & Pina e Cunha, M. (2012). Improving knowledge management processes: A 

hybrid positive approach. Journal of Knowledge Management, 16(2), 215–242. 

https://doi.org/10.1108/13673271211218834 

Plangger, K., Montecchi, M., Danatzis, I., Etter, M., & Clement, J. (2020). Strategic enablement 

investments: Exploring differences in human and technological knowledge transfers to 

supply chain partners. Industrial Marketing Management, 91, 187–195. 

https://doi.org/10.1016/j.indmarman.2020.09.001 

Pollack, J., Helm, J., & Adler, D. (2018). What is the Iron Triangle, and how has it changed? 

International Journal of Managing Projects in Business, 11(2), 527–547. 

https://doi.org/10.1108/IJMPB-09-2017-0107 

Poppendieck, M., & Cusumano, M. A. (2012). Lean Software Development: A Tutorial. IEEE 

Software, 29(5), 26–32. https://doi.org/10.1109/MS.2012.107 

Putrapratama, Y. B., Adjandra, W., Wiraguna, A., Sensuse, D. I., & Safitri, N. (2021). Knowledge 

Reuse Evaluation in Software Development: A Case Study on a Startup Company. 2021 

Sixth International Conference on Informatics and Computing (ICIC), 1–7. 

https://doi.org/10.1109/ICIC54025.2021.9632904 

Rashid, M., Clarke, P. M., & O’Connor, R. V. (2019). A systematic examination of knowledge loss 

in open source software projects. International Journal of Information Management, 46, 

104–123. https://doi.org/10.1016/j.ijinfomgt.2018.11.015 

Rechberg, I. D. W. (2020). Emotional intelligence and knowledge management: A necessary link? 

Knowledge and Process Management, 27(1), 15–24. https://doi.org/10.1002/kpm.1625 

Riege, A. (2005). Three-dozen knowledge-sharing barriers managers must consider. Journal of 

Knowledge Management, 9(3), 18–35. https://doi.org/10.1108/13673270510602746 

Rindri, Y. A., Ferdiana, R., & Hartanto, R. (2019). Developer Payroll Approaches for Startup 

Environment Based on Agile Project Management. Procedia Computer Science, 161, 66–

73. https://doi.org/10.1016/j.procs.2019.11.100 



82 
 

Rubin, E., & Rubin, H. (2011). Supporting agile software development through active 

documentation. Requirements Engineering, 16(2), 117–132. 

https://doi.org/10.1007/s00766-010-0113-9 

Rus, I., & Lindvall, M. (2002). Knowledge management in software engineering. IEEE Software, 

19(3), 26–38. https://doi.org/10.1109/MS.2002.1003450 

Sadowski, C., & Zimmermann, T. (Eds.). (2019). Rethinking Productivity in Software Engineering. 

Apress. https://doi.org/10.1007/978-1-4842-4221-6 

Santos, V., Goldman, A., & de Souza, C. R. B. (2015). Fostering effective inter-team knowledge 

sharing in agile software development. Empirical Software Engineering, 20(4), 1006–

1051. https://doi.org/10.1007/s10664-014-9307-y 

Sanz, R., & Hovell, J. (2021). Knowledge retention framework and maturity model: Improving an 

organization or team’s capability to retain critical knowledge. Knowledge Management for 

Development Journal, 16(1), Article 1. 

Sarajärvi, A., & Tuomi, J. (2018). Laadullinen tutkimus ja sisällönanalyysi: Uudistettu laitos. 

Tammi. 

Saratchandra, M., & Shrestha, A. (2022). The role of cloud computing in knowledge management 

for small and medium enterprises: A systematic literature review. Journal of Knowledge 

Management. https://doi.org/10.1108/JKM-06-2021-0421 

Saunders, M., Lewis, P., & Thornhill, A. (2019). Research Methods for Business Students Ebook. 

Pearson Education, Limited. 

http://ebookcentral.proquest.com/lib/tampere/detail.action?docID=5774742 

Schmidt, R., Bell, R., & Warren, V. (2021). Keeping the wheels of the automotive industry turning: 

The use of tacit knowledge by product development workers in a multinational automotive 

manufacturer. Journal of Intellectual Capital, 22(6), 1106–1125. 

https://doi.org/10.1108/JIC-07-2020-0257 

Schönreiter, I. M. (2018). Methodologies for process harmonization in the post-merger integration 

phase: A literature review. Business Process Management Journal, 24(2), 330–356. 

https://doi.org/10.1108/BPMJ-07-2016-0141 



83 
 

Schryen, G. (2013). Revisiting IS business value research: What we already know, what we still 

need to know, and how we can get there. European Journal of Information Systems, 

22(2), 139–169. https://doi.org/10.1057/ejis.2012.45 

Sedano, T., Ralph, P., & Peraire, C. (2017). Software Development Waste. 2017 IEEE/ACM 39th 

International Conference on Software Engineering (ICSE), 130–140. 

https://doi.org/10.1109/ICSE.2017.20 

Serenko, A., & Bontis, N. (2022). Global ranking of knowledge management and intellectual 

capital academic journals: A 2021 update. Journal of Knowledge Management, 26(1), 

126–145. https://doi.org/10.1108/JKM-11-2020-0814 

Shafer, S. M., Nembhard, D. A., & Uzumeri, M. V. (2001). The Effects of Worker Learning, 

Forgetting, and Heterogeneity on Assembly Line Productivity. Management Science, 

47(12), 1639–1653. https://doi.org/10.1287/mnsc.47.12.1639.10236 

Shah-Nelson, C. (2020). HOW ORGANIZATIONS LEVERAGE COLLABORATIVE 

TECHNOLOGY FOR KNOWLEDGE MANAGEMENT: A SYSTEMATIC REVIEW 

[Dissertation]. University of Maryland. 

Singh, & Gautam, S. (2016). The Impact of Software Development Process on Software Quality: 

A Review. 2016 8th International Conference on Computational Intelligence and 

Communication Networks (CICN), 666–672. https://doi.org/10.1109/CICN.2016.137 

Singh, & Gupta, V. (2021). Critical types of knowledge loss in military organisations. VINE Journal 

of Information and Knowledge Management Systems, 51(4), 618–635. 

https://doi.org/10.1108/VJIKMS-09-2019-0152 

Starbuck, W. H. (1992). LEARNING BY KNOWLEDGE-INTENSIVE FIRMS. Journal of 

Management Studies, 29(6), 713–740. https://doi.org/10.1111/j.1467-

6486.1992.tb00686.x 

Starr, K. (2021). Strategies Acute Care IT Hospital Managers Use to Mitigate Tacit Knowledge 

Loss of IT Professionals—ProQuest [Dissertation]. https://www-proquest-

com.libproxy.tuni.fi/openview/1759beb8ec2b73675b2a1550343d4a6d/1?pq-

origsite=gscholar&cbl=18750&diss=y 

Statistics Finland. (2022). SME | Concepts | Statistics Finland. 

https://www.stat.fi/meta/kas/pk_yritys_en.html 



84 
 

Sudhindra, S., Ganesh, L. S., & Arshinder, K. (2014). Classification of supply chain knowledge: 

A morphological approach. Journal of Knowledge Management, 18(4), 812–823. 

https://doi.org/10.1108/JKM-12-2013-0490 

Swart, J., & Kinnie, N. (2003). Sharing knowledge in knowledge-intensive firms. Human Resource 

Management Journal, 13(2), 60–75. https://doi.org/10.1111/j.1748-8583.2003.tb00091.x 

Theunissen, T., van Heesch, U., & Avgeriou, P. (2022). A mapping study on documentation in 

Continuous Software Development. Information and Software Technology, 142, 106733. 

https://doi.org/10.1016/j.infsof.2021.106733 

Van Wijk, R., Jansen, J. J. P., & Lyles, M. A. (2008). Inter- and Intra-Organizational Knowledge 

Transfer: A Meta-Analytic Review and Assessment of its Antecedents and 

Consequences. Journal of Management Studies, 45(4), 830–853. 

https://doi.org/10.1111/j.1467-6486.2008.00771.x 

Viana, D., Conte, T., Marczak, S., Ferreira, R., & de Souza, C. (2015). Knowledge Creation and 

Loss within a Software Organization: An Exploratory Case Study. 2015 48th Hawaii 

International Conference on System Sciences, 3980–3989. 

https://doi.org/10.1109/HICSS.2015.477 

Wohlin, C. (2014). Guidelines for snowballing in systematic literature studies and a replication in 

software engineering. Proceedings of the 18th International Conference on Evaluation 

and Assessment in Software Engineering - EASE ’14, 1–10. 

https://doi.org/10.1145/2601248.2601268 

Xu, J., Wu, H., & Zhang, J. (2022). Innovation Research on Symbiotic Relationship of 

Organization’s Tacit Knowledge Transfer Network. Sustainability, 14(5), 3094. 

https://doi.org/10.3390/su14053094 

Yarovenko, H., Bilan, Y., Lyeonov, S., & Mentel, G. (2021). METHODOLOGY FOR ASSESSING 

THE RISK ASSOCIATED WITH INFORMATION AND KNOWLEDGE LOSS 

MANAGEMENT. Journal of Business Economics and Management, 22(2), 369–387. 

https://doi.org/10.3846/jbem.2021.13925 

Zakai, S. N., Hassan, M., Ahmad, S. F., Hafeez, M., Rasheed, A., & Ramish, M. S. (2021). Factors 

Influencing Knowledge Sharing in the Workplace for Strategic Competitive Advantage. 

International Journal of Business, Economics and Finance, 2(1), 16–38. 



85 
 

Zhou, Q. (2009). The Impact of Job Satisfaction Affect on Turnover Intention: An Empirical Study 

Based on the Circumstances of China. 2009 Second International Conference on 

Education Technology and Training, 220–223. https://doi.org/10.1109/ETT.2009.80 

Zieba, M., Durst, S., Gonsiorowska, M., & Zralov, Z. (2021). Knowledge Risks in Organizations – 

Insights from Companies. Proceedings of the 22nd European Conference on Knowledge 

Management, 11. 

 



86 
 

APPENDIX A: PRELIMINARY INTERVIEW 
MATERIAL  

Haastattelun tarkoitus on olla keskustelunomainen ja tuoda esiin yrityksen 
asiantuntijoiden näkemyksiä teemoista. Kysymykset ovat ohjeellisia ja suuntaavat 
keskustelua. Haastattelun materiaalia käytetään tutkimuskyselyn luomisessa, sekä 
tutkimusasetelman kuvailussa.   
  
Haastattelu on luottamuksellinen, eikä henkilöllisyyttä paljasteta tutkimuksessa. 
Lisäksi tuotekehitykseen liittyvää luottamuksellista tietoa käsitellään yrityksen 
vaatiman yksityisyyden mukaisesti. Haastattelu on videokokousmuotoinen ja se 
nauhoitetaan.  
  
Termejä:   
  
[Näitä määritelmiä voi tarvittaessa käyttää tukena kysymyksiin vastatessa, mutta ne 
eivät sido vastauksia]   
  
Tiedon tyypit eksplisiittinen – hiljainen/implisiittinen, sosiaalinen – yksilöllä 

oleva  
  
Tuotekehityssykli Tässä käsittää yrityksen rekisteri- ja datatuotekehityksen vaiheet 

yrityksen sisällä, eli tutkimus keskittyy yrityksen sisäisesti 
tapahtuvaan tiedon häviämiseen. Kokonaisuudessaan 
tuotekehityssykli kattaa myynnin ja asiakasrajapinnan, mutta 
myynnin tietojen merkitys on iteroituvassa tuotekehityksessä 
vähäinen, koska paljon yhteistä tietoa PM kanssa (?) ja 
asiakasrajapinta on rajattu pois tarkastelusta laajuuden ja 
vaikutusmahdollisuuden vuoksi.  

  
Tuotekehitystieto Rekisteri- ja datatuotteiden kehittämiseen liittyvä 

organisaatiossa oleva tieto, sekä masterdataa, metadataa, että 
osaamista liittyen tuotekehitykseen.  

  
Osasto Engineering/Data-analytiikka/Life Science/Product 

Management/(?)  
  
  
Teemat ja kysymykset:  
  
Tutkimuksen asettelu:  

• Henkilön rooli/osasto, kuvaus omasta roolista yrityksen 
tuotekehityksessä  
• Tuotekehityssyklin validointi: Salamat kuvaavat osastojen välistä tiedon 
siirtoa, jossa voi tapahtua tiedon häviämistä. Tiedon häviämistä tapahtuu 
myös eri kehitysvaiheissa/osastojen sisällä.   
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Ajatuksia kuvauksen paikkansapitävyydestä ja relevanttiudesta?  

  

  
  
  

Yrityksen tuotekehitystieto:  
• Minkälaista tietoa tuotekehitysprosessiin liittyy? Esimerkkejä ja/tai 
määritelmiä oman osaston tiedosta.  
• Millaista tietoa tuotekehityksen muista osista tarvitaan, joka vaikuttaa 
oman osaston työhön?  
• Mitä tietoa on vaikeaa löytää uudestaan?  
• Mitä tietoa häviää/unohtuu helposti?  

  
Tiedon jakamisen mekanismit ja rutiinit yksiköiden kesken:  

• Millä keinoin tietoa jaetaan eri yksiköiden välillä?  
• Mitä työkaluja tähän käytetään?  
• Ketkä jakavat tietoa eri yksiköiden välillä?  
• Koetko, että oman osastosi sisäinen tuotekehitystieto kulkeutuu sujuvasti 
muiden käyttöön?  
• Koetko, että muilta osastoilta kulkeutuu tuotekehityksessä tarvittava 
tieto oman osastosi käyttöön?  
• Minkälaisia pullonkauloja näiden tietojen siirtämisessä on näkemyksesi 
mukaan?  
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• Vaikuttaako tiedon häviäminen osastojen välillä mielestäsi datan 
laatuun? Esimerkki.  
• Vaikuttaako tiedon häviäminen osastojen välillä mielestäsi 
tuotekehitysprosessin laatuun? (työn laatu, ajan käyttö tms.) Miten?  

  
  

• Mitä muuta tulisi ottaa huomioon tarkasteltaessa tiedon häviämistä eri 
osastojen välillä?  
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APPENDIX B: QUESTIONNAIRE 

The questionnaire sent to developers and data analytics 
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Questions 5-13 were repeated twice more giving the participant the possibility to report 

up to 3 separate incidents. 

 


