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Abstract 
Many techniques and algorithms are developed to enhance the security in the cloud environment. This helps the users to 

secure their server from malicious attacks. Hence the study and investigation of the performance enhanced security 

algorithms is a must demanded field in the research industry. When large number users using same server to store their 

information in cloud environment security is a must needed component to preserve the privacy and confidentiality of 

every individual user. This can be further strengthened by detecting the attacks in earlier stages and taking counter-

measure to prevent the attack. Thus securing the data network without any leakage and loss of the information is a chal-

lenging task in the cloud environment. When the attacks or intrusion is detected after the occurrence there may be dam-

age to the data in the form of data damage or theft. Hence it is necessary to predict and detect the attacks before the 

occurrence to protect the privacy and confidentiality of the user information. 
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1. Introduction 

The most preferred technology for the storage of large 

volumes of data with data privacy and confidentiality is 

cloud computing. The security risk in the cloud technol-

ogy may cause collateral damage to the business appli-

cations and the numerous number of users. Hence there 

are many important security policies in the cloud appli-

cations like never leaving the cloud server open for 

other user which may attract the intruders to steal the 

data, all the security upgrades given by the vendors 

should be switched in time to prevent risking the data, 

Basic cyber security steps should be followed to protect 

the data from user side, use of strong password and 

efficient password management, Backing up the data to 

avoid data loss, should not modify the vendor provided 

permissions, etc. 

      When a network is designed to protect the user data 

or host large numbers of users simultaneously, its ability 

and competence to serve the users is deprived to have an 

extraordinary approach to its users. Fig.1 illustrates how 

the cloud environment protects the end user data against 

the threats and attacks. 

       It is the responsibility of the cloud service provider 

to ensure the authentication of the data access through 

physical path audit controls and the data protection 

assurance through the strong security algorithms [1]. 

The data repositories should be consistently watched for 

their activities and suspicious behaviours. When  the 

service provider provides more services for multiple 

users there may arise situations where the details about 

the users will be backed up in the compatible server. 

During this case it is possible for any user to duplicate 

the identity of another user [2]. To avoid such damage 

to the user data two security algorithms using substitu-

tion approach and hash  algorithm were devised in this 

study.  

  

 
Figure 1: Authentication in Cloud environment. 
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2. Literature Survey 

Many researchers had contributed their study in the 

cloud security domain. Cloud security involves the 

confidentiality of the user data and authentication to the 

user id. It also ensures safety against any type of attacks. 

Depending upon the applications many type of security 

algorithms were proposed by different authors and hy-

brid model of these algorithms were built [3]. Table 1. 

explains some of the literature work done by different 

authors on different security algorithm. 

       When there is any security breach in the cloud serv-

er the corresponding counter action should be taken to 

compensate the attack [4]. Encrypting the original data 

before transmission is a preferable choice to avoid the 

theft or data leak. Hence the service distributor should 

provide a strong security for the authenticated access of 

the data [5]. Double encrypted algorithm is the ad-

vanced version of the authentication algorithm to im-

provise the secure access [6]. 

      Cloud security assures the susceptible cloud server 

against any type of attacks and intrusions that leads to 

the malicious attacks [7]. Hence it is responsibility of 

the service provider to ensure the secure authentication 

to the data access and assuring the data confidentiality 

of the user data. This model proposes a hybrid model of 

substitution algorithm to provide authenticated access 

and hash algorithm to protect the data confidentiality 

and avoid data loss or damage. 

Table 1: Literature study on Security algorithms 

Cloud 

computing 

security 

algorithms 

Focus/ Constructs      Reference 

DES algorithm is the 

first devised algo-

rithm for encryption. 

But due to weak 

cipher this is prone 

to many attacks 

Hui et al,2019
[8]

; 

Srisakthi et al, 

2020
[9]

. 

The new AES algo-

rithm was devised to 

tackle the brute force 

attacks. 

Namasudra et al, 

2020
[10]

. 

AES algorithm is 

simple and rapid. 

Sivakumar et 

al,2019
[11]

. 

TDES algorithm is 

the customized ver-

sion of the DES for 

triple protection. But 

the complexity of 

this algorithm makes 

it impossible to im-

plement for larger 

data. 

Gowtham et 

al,2021
[12]

; 

Kumar et al , 

2017
[13]

. 

Blowfish algorithm 

is a 64 bit block 

cipher algorithm 

known to be strong 

against any type of 

attacks. This algo-

rithm was not patent-

ed and is owned by 

anyone to use in their 

application. 

Yassein et al, 

2017
[14]

; 

Bhuvaneshwaran 

et al, 2019
[15]

. 

Homomorphic algo-

rithms make use of 

two different public 

and private symmet-

ric keys. Losing any 

one key may cause 

loss data in decryp-

tion. 

Yahyaoui et al, 

2018
[16]

. 

RSA algorithm is 

also a symmetric key 

algorithm which 

generates two large 

prime numbers 

which are multiplied 

to produce private 

and public keys. 

Mahmood et al, 

2018
[17]

. 

Gayatri et al, 

2020
[18]

. 

 

2.1. SECURITY CHALLENGES IN CLOUD COM-

PUTING 

 In cloud servers many users are being served with dif-

ferent services. Hence there arises many different issues 

in the security of the cloud server and user data. Data 

issue is considered as the foremost issue where the ser-

vice provider is responsible for the confidentiality of the 

user data in the server [19]. Data audit should be con-

ducted through automated algorithms to ensure the 

confidentiality of the data by avoiding data breach and 

data corruption. 

       Privacy of data is another issue in the cloud servers. 

More number of users being served at the same instance 

there is a chance of a data backlog that leads to the cross 

access of another user's data. In order to avoid this data 

breach and to maintain data privacy each user access 

should be verified using a two way authentication ap-

proach [20]. 

      Security issue is a must addressable issue that avoids 

data tampering and data theft. The cloud server should 

nor be vulnerable to the external attacks and must en-

sure to detect the data attack at the early stage and avoid 

data damage or loss [21].  
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3. Objectives 

The main objective of this research is to find an effec-

tive security algorithm to protect the data confidentiality 

and privacy of every individual user in the cloud envi-

ronment using blockchain based Hash algorithm and to 

compare the performance analysis of the hash algorithm 

against the substitution algorithms.  

i. The first and foremost objective of this study is 

to identify the security challenges in the cloud 

environment.  

ii. Designing and developing the computational 

process for the substitution algorithm and hash 

algorithm.  

iii. Comparing the performance evaluation of the 

hash algorithm against other substitutional al-

gorithms in terms of time taken for the execu-

tion, amount of memory used and the through-

put. 

4. Proposed Methodology 

Many researchers had contributed their study in the 

cloud 

The flow chart representation of the proposed model to 

authenticate and protect the cloud data is illustrated in 

the Fig.2. Initially the user is registered to the cloud 

service provider through an authenticated server. Then 

the identification of the user was protected using the 

substitution algorithm. The user data in the cloud net-

work is protected using the secure hashing algorithm. 

The change in the hash value is monitored to detect the 

data damage and data loss to secure the data. 

4.1. Substitutional Algorithm 

Caeser Cipher Substitution algorithm is considered to be 

the outstanding substitution algorithm in assuring secu-

rity to the cloud networks. In this method the secret key 

is always given in numbers and the decrypted format of 

the cipher text is saved in the cloud server. This method 

is considered as a conventional and simplest method of 

encryption. In this encryption technique the shift meth-

od is used for the formation of  the cipher text. 

      In the proposed substitutional technique double 

encryption of the dataset for the enhanced security is 

done. In order to generate the cipher text an obsessed 

numerical value is needed, which is termed as the shift 

value. Based on the numerical value of the shift the 

alphabets of the cipher are moved exactly shift times to 

generate the encrypted text. 

The encryption equation based on the given shift is 

formulated as follows:  

 𝐸𝑖(𝑥) = (𝑥 + 𝑖) 𝑚𝑜𝑑 26 (1) 

 

Where x represents the alphabetic character in the origi-

nal data and n refers to the shift. Similarly the decryp-

tion equation of the cipher text is given as follows: 

𝐷𝑖(𝑥) = (𝑥 − 𝑖) 𝑚𝑜𝑑 26 (2) 

                         

 

Figure 2: Block diagram of the proposed model.  

During decryption the alphabets in the cipher text are 

shifted based on the number of shifts done in the en-

cryption. The steps involved in the double encryption 

algorithm is explained as follows: 

 

Encryption Algorithm 

Step1: The plain text to be encrypted is obtained from 

the user. 

Step 2: The shift number 1 is given as the secret key 1 to 

the encryption. 

Step 3: The number of shifts based on the secret key 1 is 

done to generate the cipher text 1. 

Step 4: Now for the double encryption secret key 2 is 

given for the second encryption. 

Step 5: Cipher text 1 is shifted based on the secret key 2 

to generate the cipher text 2, which is the exact cipher 

text of the double encryption method. 

Decryption Algorithm 

Step 1: Two secret keys 1 and 2 with the known cipher 

rows are given for the decryption. 
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Step 2: Using secret key 1 first decryption is done and 

using the secret key 2 second decryption is done. 

Step 3:  The output of the second decryption is the orig-

inal data given by the user. 

Through the double encryption substitution technique 

secure user authentication is done with less permuta-

tional complexity. This approach produces an output 

that is impossible to crypt analyse and the method is 

simple. But the complexity of the proposed substitution-

al algorithm is higher than the simpler Caesar algorithm 

with double approach in encryption and decryption. 

Multiple keys are involved in this procedure which 

should not be mixed up to produce the original data. In 

order to ensure the protected authentication in the cloud 

environment the password of each user is encrypted 

using the substitutional technique which avoids the 

storage of the original password in the cloud server.  

4.2. HASH ALGORITHM 

To protect the data in the cloud server against damage 

and loss due to malicious attacks and intrusions Hash 

algorithms are used. In this approach the arbitrary data 

block of the data set is processed to produce a standard 

string of the output. With the changes in the hash value 

damage or data loss can be identified.  

      There are many secure hashing algorithms which are 

designed one way to provide strong security. Thus this 

algorithm is strong enough to detect the intrusion or 

attack done on the data     This algorithm is combined 

with the block chain technique which generates the hash 

value to protect the data. The hashing algorithm used in 

this model is SHA-512. Hash algorithm is notable for 

exhibiting overwhelming results. The algorithm works 

on the basic principle of the simpler modification made 

in the input block creates a complex impact on the out-

put string and the distant blocks produce a comparable 

hash value. The hashing of the 512 bit block in the input 

is formulated as follows: 

 𝐻𝑎(512) = ∑ 512  𝑝(𝑥)(𝑥 𝑚𝑜𝑑 𝑦) (𝑥 − 𝑖) 
 

(3) 

  

Where the Ha(512) represents the hash function of the 

512 bit block and the p(x) represents parole with mean 

y. In this algorithm initially the input block is segregat-

ed as the fragments with 1024 bits. 64 bit hash value 

and the rounding constants are generated. This algo-

rithm comprises 80 iterations where the message array 

is organized as 80 words, each with 64 bits. The iterat-

ing loop is scheduled from the 16th bit to 79th bit. The 

results and performance analysis of the hash algorithm 

is discussed in the following section. 

5. RESULTS AND DISCUSSION 

Cloud computing framework is notable for its harmless 

yield since its implementation in the market. With the 

advancing approaches and the technical methodologies 

the security and authentication of the user data and the 

user is augmented. Thus the added benefits of the ad-

vanced cloud computing servers are the perseverance of 

the user authentication and data  confidentiality. 

      Cloud encryption by Caesar's algorithm provides an 

encounter model to the mutual and scheduled architec-

ture which is prone to the security breaches. The 

Caesar's substitution technique used in the proposed 

model gives more effective  security against two attacks 

namely dictionary attacks and rainbow attacks. These 

attacks are made to eavesdrop the data exchange, creat-

ing a fake browser and stealing the passwords of the 

users. When the cloud network is in active state, a pro-

tocol analyzer is used in the analysis of the activity of 

the end users. When the user is vulnerable to any attack 

the admin of the cloud server alerts the users.  

       As double key is used in the double encryption 

based Caesar's cipher method enhanced security is 

achieved. The processing speed is fast as the technique 

is not computationally complex, also requires less time 

to encrypt and decrypt making this as the time consum-

ing algorithm. As the data size of the encrypted cipher is 

same as that of the original message, lesser storage 

space is required when compared with the other substi-

tutional techniques. The key exchange process in this 

technique is simpler without any challenging issues. 

      The Hash algorithm 512 encryption is used in the 

cloud server to protect the data. In this model the user 

data is hashed by the string of hash values. Variance in 

these values detects the modification or loss of user data 

and alerts the user for the same. The Hash 512 algo-

rithm proposed in this model highly contributes to the 

fake browser problems which detects the attacks in the 

early stage and prevents them. The output parameters of 

the single key Ceaser model, SHA 512 model and the 

proposed model are compared in Table 2. 

5.1. Execution Time:  

A process is defined as the end user application running 

at the user system which comprises single or multiple 

executions. The average time taken for the execution of 

a single process and the amount of energy spent on the 

execution of the process is calculated to find its effi-

ciency. In the proposed model 1813 kbps of execution 

speed and 5813 kbps of the application running speed is 

obtained making it more efficient than the individual 

models. 

 

5.2. Throughput:  

Throughput is the measure of the productivity of the 

processors responding to any algorithm. It is measured 
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as the amount of data exchanged between the users. The 

throughput of the file uploading process should be high 

enough to upload all the data and the throughput of the 

usage should be small enough to be computationally 

simple and fast. The proposed model exhibits highest 

throughput for file upload and lowest for the application 

usage.  

5.3.Memory Utilization:  

This denotes the amount of field taken by the respective 

algorithms to complete their processes.  

Table 2: Output attribute comparison 

Output Parameters 
Caeser's 

model 

SHA 

512 

model 

Proposed 

model 

Execution speed 

(kbps) 
322 1743 1813.45 

Application running 

speed (kbps) 
580 632 5813 

Throughput (file 

upload) (kbps) 
150 157 194 

Throughput (Appli-

cation Usage)(kbps) 
75 62 45 

Memory Utilization 

(kbps) 
240  225 180 

 

In comparison with the other model the proposed model 

take only 180 kbps to complete the execution of the 

process making this encryption model more effective 

and rapid enough 

6. CONCLUSION 

In the communication era huge data are being transacted 

through cloud servers. All these transactions are de-

manded to be secure and perfect. To ensure this data 

security and confidentiality certain security algorithms 

were developed. In this series, a hybrid algorithm com-

prising of double encrypting substitutional approach and 

Hash algorithm is implemented. This algorithm is 

proved to be more efficient in providing data security 

and data confidentiality in effective way than  the exist-

ing algorithms. This algorithm is  implemented to prove 

to overcome the security limitations in the cloud net-

work by suppressing the risks like unauthorized data 

access, data damage, data theft and data leaks. Thus this 

study has achieved all the objectives outlined and the 

comparative analysis done with the existing algorithms 

proves the same. 
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