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Annomayua. CtaThsi TPOJOJDKAET TEMY COBEPIICHCTBOBAHUS pPabOTHI
MOOWJIBHOM CBSI3M, HAYaTyl0 B NEPBOM YacTh, TNe ObUI H3JI0XKEH IPOIECC
HNOJIFOTOBKKA CMapToHa U KOMIbIOTEpa Ui YCTAHOBKM Ha CMapTQOHBI
CBOOOJIHOM OMEpPAIIMOHHOM CHUCTEMbl 0€3 HEHYXHBIX Ji1 MOJb30BaTeNs
NPUIOKEHUN W INMHAOHCKUX mporpaMM. lLlenbro Takod onepanuy sBIsSETCA
n30aBJICHUE TMOJNb30BaTeNIed OT TOTAJIBHOM CIEXKKM U  TOBBIIICHUE
s pexTrBHOCTH pabOTHI cMmapTPoHOB. Bo BTOpON YacTH CTaThbU H3JI0KEH
QITOPUTM TPOLEIYpPhl YCTAaHOBKU AUCTpUOyTHBa Ha npumepe LineageOS 17.1
it emaptdona Xiaomi Redmi 6a.

Knrouesvie cnoea: cMapTQoH; omnepalioHHas CHCTEMa; CBOOOAHOE
IPOrpaMMHOE 00ECIIEUeHHE; YCTaHOBKA TUCTPUOYTHUBA
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Abstract. The article continues the topic of improving the work of mobile
communications, started in the first part, where the process of preparing a
smartphone and a computer for installing a free operating system on
smartphones without unnecessary applications and spyware for the user was
outlined. The purpose of such an operation is to save users from total
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surveillance and increase the efficiency of smartphones. This, the second part of
the article describes the algorithm of the installation procedure of the
distribution kit on the example of LineageOS 17.1 for the smartphone Xiaomi
Redmi 6a.

Keywords: smartphone; operating system; free software; installing the
distribution

B mepBoit wactm crathu ObLIa paccMOTpeHa TJoOanbHAs mMpodieMa
TOTAJILHOM CIIEKKHU 332 HACEJIEHHEM JIIOOBIX CTPaH, OPraHU30BAHHASI CO CTOPOHBI
rurantoB | T-ungyctpun Google, Facebook, Microsoft, a ceiiuac eme u
kuTaiickoir Huawei [1]. BpUIo TpeIoKEHO peIIeHHue IyTeM YCTaHOBKH
MOJIL30BaTEISIMU HAa cCMapTHOHBI CBOOOIHOTO TIporpaMMHoro obecreueHus (I10)
0e3 mmuoHCcKuX mnpuioxkeHuil. [Ipouenypa TpeGyer BbICOKOW KBaU(UKAIMH,
Mo3TOMy ObljIa MOAPOOHO pa3paboTaHa METOJWKA W JIaHbI PEKOMEHAAIMH 10
yCTaHOBKE Ha cMmapT(oH aucTtpuOyTuBa orepanuoHHo cuctemsl (OC) moj
muniensuet CIIO, dro caemaer MoOWIbHYIO CBSI3b Oe3omacHOM u Oojee
sadexktuBHON. B mepBoii yacTu cTaThu, OIyOJMKOBAaHHOM paHee, H3JI0KEeH
IIPOLIECC MOATOTOBKM KOMIBIOTEpA M cMmapTdoHa sl YCTaHOBKH. Bo BTOpOI
YacTu MPUBEICHA TIPOIeAypa BbIoHEeHUsT ycTaHoBKU OC.

[enpro HacTosImIEH cTaThu ObLIa pa3pabOTKa BTOPOM YACTH alTOPUTMA U
pexoMeHJanui nmo ycraHoBke auctpuOyTtuBa LineageOS 17.1 nHa cmaptdon
Xiaomi Redmi 6a — BBITIOJTHEHHE TIPOLICYPhI YCTAaHOBKH.

VYcraHoBka apyroil onepaMoHHON CUCTeMbl Ha CMapT(HOH TMpenoiaracT
HaJIM4KME BO3MOXHOCTH Pa30JOKUPOBKHM 3arpy3uuka. Becbma MonoKuTeIbHBIM
UCKITFOUEHUEM siBjisieTcst cepust cmapTdonoB Google Pixel, OnePlus, B koTopbix
ycraHoBka apyrux OC mpemycMoTpeHa TPOU3BOAMUTENIEM U Pa30JIOKHPOBKA
3arpy3urka He TpeOyercs. Eciau Takoil BO3MOXKHOCTH HET, TO €IMHCTBEHHBIN
croco0 onTuMu3NpoBaTh padboty Android 3akirouaercs B yJaJ€HUU JIUIIHUX
npuioxkeHuit yepe3 Android Debug Bridge (ADB), HO »3TOT BOmpOC
paccMaTpHUBAETCS OTIIETBHO.

VYcranoBka u oOHOBieHue LineageOS OyayT moka3aHbl Ha MpuMepe
cmaptdona Xiaomi Redmi 6a. B cumy orcyTcTBUS 0hUIIMATBEHON MOMAIECPKKA
JTAHHOTO YCTpOMCTBa OyJeT Mpou3BeAcHa yCTaHOBKA HEOGUIMAIBHOM COOPKH
OMepalMoOHHON cHucTeMbl. B KkadecTBe cpencTBa BOCCTAHOBIEHUSA Oyner
ucnoisib3oBad TWRP.

YToOBI HE OTPBIBATHCS OT COJAEPIKAHMSI TICPBOM YaCTH, HyMepalus MyHKTOB
OyZeT C y4eTOM MPOAOHKEHUS MpoLecca.

7. Tenepp HYXHO pa30IOKUpPOBATH 3arpy3uuk. Jljis cMapThOHOB MapKu
Xiaomi TpeOyeTcsi perucTpanus Ha CaiTe TPOU3BOAUTENS. 3apPETUCTPUPOBATHCS
MOXHO TI0 cchuike https://global.account.xiaomi.com/pass/register. Cnenyer mo
3anpocy 100aBUTh Tene(OHHBIN HOMED.

8. lanee HyXHO MpPUBS3aTh CO3JaHHBIA aKKayHT K cMmapTdony. s sToro
nepeiT B MeHIo «Hactpoiiku > PacimpenHbsle HacTpoiiku > [ pa3paboTynKoB
> Cratyc Mi Unlock» n naxxats «IIpuBsizatsh akkayHT (puc. 1) [2].
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ONeKTPOHHbIN apxuB YITITY

11:52 il

< Jnn paspaboT4MKoB

MypHan Bluetooth HCI
JanuceleaTe Boe NakeTel Bluetooth HCl e
HYpHan

WypHan Tpaccupoeku Bluetooth

BEMOYHTE #ypHan TpaccupoBxH Bluetooth

OEM pazBnokupoeKa
PazpelunTs pastnokrpoBry sarpysquxka OC

SanyweHHsle NEUACHKEHUA

MpocMoTP 1 YNpaeneHne 3amyLeHHBIMU >

HERECHRIME Tpe6yOTCA paapelueHus
Cepeuc WebView 5 Ins HopmanbHoM paboTel Mi Unlock
Chrome TpeByeTcA QOCTyn K Bawemy Mi akkKayHTy,

CPU ID, IMEI, IMSI. Mbl coBupaem,
ob6pafaTbiBaeMm M MCNONkL3YEM BalUK
CraTtyc Mi Unlock AaHHbIE B COOTEBETCTBMM C HalleR
MNposepka BNOKMPOBKKM 3AFPYIHMKE Nonutrka koHduaeHUManbHOCTH. Bbi
. cornacHe!?

Jemopem 2

dparMerThbl BEICTPLIX HACTPORK >

Puc. 1. Pa36iokupoBka 3arpy3dymnka

9. Hamee tam 3xe, B HacTpoWkax maisi pa3pabOTYMKOB, AKTHBUPOBATH
¢ynkuuto OEM-pa3onokupoBku (puc. 2) [2].

11:50 il = D
< Jna paspaGoTuvkos
Pexum pazpaboTymKa D-
Mapone ANA pe3epBHbIX KOMNMA n

Monuee PeEIepEHBIZ KOMMM HE 3AaLLMLUIjesH Ll

He BeixnovaTte SHpPpaH
BoO BpemMA 3apAaKu axkpad GyneT acerna
BHAKYEH

MponyckaTe akpaH GNoOKUPpOBKM
Mpx NpoSy#NeHM CRA3Y NepeXxanMTb K
pasSoden CTomy

Hypran Bluetooth HCI

JanuceiBaTe BCe NaKeTesl Bluetooth HCI 2
HOYPHEA

Hypran TpaccupoBxku Bluetog
BHEMOUWTE HYPHaAN TRaACCHPOBM etooth

OEM pastnokwpoBKa
FPazpewnTe pastnokMpoBKy sarpyayuxka OC

Puc. 2. AxruBanus OEM-pa3010kupoBKr
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10. Tenepp HYKHO NIEPEUTH B PEXKUM 3arpy3uuka. J[Jist 3Toro B KOMaHIHOM
cTpoke BBecTtu cuMBoibl adb reboot bootloader u naxxats Enter.

11. Manee Hy>XHO yOEIUTHCS, YTO YCTPOHCTBO PACIIO3HAHO KOMIBIOTEPOM.
Jliis atoro BBecT Komanay fastboot devices. Eciu crircok ycTpoHCTB IyCT, TO
HY)KHO YCTaHOBHTH jApaiiBep Fastboot. B xauectBe mpumepa Oymer mpuBercHa
yCcTaHOBKa uepe3 nporpammy Snappy Driver Installer:

1) mepetinure Ha caift https://sdi-tool.org/download/ n ckagaiite Bepcuio
SDI Lite;

2) pacmakyite apxXuB B JIIOOYIO JUPEKTOPHIO W 3aMyCTUTE OAWH W3
UCTIONHSAEMBIX (DAiJIOB: €CTM apXUTEKTypa OINEpalMoOHHOM CHUCTeMbl X64, To,
COOTBETCTBEHHO, HY)XHO 3allyCTUTh HCHOJHIEMBIH Qailn  ans  3Toi
APXUTEKTYPHI;

3) Ha DJKpaHe TPUBETCTBHS BBIOEPUTE OMIMIO «3arpy3uTh TOJBKO
UHJICKCHI»;

4) B cIIUCKe yCTPOWCTB oTMeThTe ApaiiBep Android Bootloader Interface u
B [IPAaBOM BEPXHEM YTIIy OKHA HAXKMHUTE KHOTIKY «Y CTaHOBUTHY (puc. 3).

&0 Snappy Driver Installer 1.22.1 = m} X

WHdopmauus o cucteme || Onuun
Windows 10/11 (64-bit) [] Touka BoccTaHoBneHus

BblaenuTb Bce

[:] MepesarpyanTb MK CHATb BblaeneHue

. N 2 OOHO!
(13 22) =
IPyl:cmmﬁ _]
Tema
[Grass ~|| | DP_zandroid_22091.7z
Peskum akcnepTa ‘ u Android Bootloader Interface [paiBep AOCTYMEH ANA YCTAHOBKW (VIHTEPHET) o |
OOHOBUTL
3arpy3uTb CHUMOK...
PacnakosaTb B...
onuuu... u
W
Hawnuce B apaiisepnakax
HeycTaHoBNEHHble
. |[Z] HoBble Bepcun
AKTyanbHble Bepcun
[C] crapeie Bepcun
‘ Boree noaxoastne
[] MeHee noaxoasume
HeT B ApaliBepnakax
| HeyCTaHosq'euﬂble
[[] HemssecTtble
[] CranpaptHble \
’ ]
ey ~ N : &
' { 2 N “ i
45 . L S A & T S
Puc. 3. Ycranoska apaiisepa Android Bootloader Interface
12. Ckauatb MPUJIOKEHUE Mi Unlock o CCBUIKE

https://en.miui.com/unlock/download en.html. PacnakoBath apxvB u 3amyCTHUTH
ucnonasgeMsrii (aiin batch_unlock. B npunoxxennn Haxkats KHONKY Sign in u
BBECTH JIaHHBIC aKKAYHTA.
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13. BeiOpaTh ycTpOWCTBO M3 CIUCKa U HaxkaTh kHOnKy Unlock. 3arpy3uunk
Oyner paszonokupoBaH (puc. 4) [3]. B ciyuae BO3HUKHOBEHMS HEW3BECTHOMU
OLIMOKHU CIeAYyeT BOCIOJIb30BAThCS Apyroi Bepcuei npuinoxenus Mi Unlock.

14. Tlocne nepe3arpy3ku cMapT@oHa TOBTOPUTH IIaru 1o 1. 4—6.

Ml Mi Unlock sign out 4%

Unlocked successfully

Reboot phone

Verifying device
Unlocking

Done

Puc. 4. Uatepdeiic mporpammer Mi Unlock

15. Jlamee HyXHO ckauaThb o00pa3 cpernctBa BoccTaHoBieHus TWRP.
[locnenusis  Bepcust  JOCTyNHA IO CleAyromed  cceuike:  https:/
twrp.me/xiaomi/xiaomiredmi6a.html

B cnyuae HecoBmectumoct Bepcud MIUI (cm. 1. 4.1) Hy»)KHO Tak»Ke cKayaThb
NPOIIMBKY C oduIualibHOro caita 1o cceuike https://bigota.d.miui.com/
V11.0.4.0.PCBRUXM/miui_ HM6ARUGIobal V11.0.4.0.PCBRUXM_00e71ddc2
b 9.0.zip

16. YcranoButh cpenctBo BocctaHoBieHuss TWRP nmocpenctBoM komaHbl
fastboot flash recovery \moansiii\myTh\k_(aiiay\twrp-epcus-cactus.img

17. Tlepesarpy3uTh ycTpoiicTBO myTeM BBona komanzabel fastboot reboot,
MOCJIE Yero HYXHO OBICTPO HaXaTh KHOMKH YBEIWYCHUS TPOMKOCTH H
BKJIIOUEeHUS Ha cMapTdone. OTKPOETCs MEHIO CPEACTBA BOCCTAHOBIICHHUS.

18. Cnenyrouum stamoM siBiisieTcss ¢dopMatupoBaHue ycrpoiictBa. s
9TOro neperty B myHKT MeHio Wipe u HaxkaTh nmoje Format data (puc. 5) [4].
Jyst mOATBEP K ACHUS HYKHO HAIMKCATh CIIOBO YES.

19. Tlocne BBITONMHEHHMS KOMAaHIbI BEPHYThCS Ha TMPEABIAYIIANA KpaH U
naxxate Advanced wipe. B cricke pasaenos ormeruts Dalvik / ART Cache,
System u Cache (puc. 6) [4]. [IpoBecTH MO CEHCOPHOMY 3KpaHy (TaUCKpHHY)
najIbIeM BIIPABO IS TOATBEPKIACHUS (DOPMATUPOBAHHUSI.
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Battery: 82%
Wipe

Factory Reset

Most of the time
the only wipe that y

Press back button fo cancel.

Advanced Wipe . ’ ' Swipe 1o Factory Reset

Puc. 5. Mento hopmaTupoBanus

Battery: 81%
Wipe
Advanced Wipe

Dalvik / ART Cache
System

Cac

data

Internal Storage

Repair or Change File System PP b Swipe to Wipe

Puc. 6. Beibop paznenoB st popMaTupoBaHUs

20. lamee HY>KHO BEpHYTBhCS B TJIABHOS MEHIO, ITepeTr B MyHKT Reboot u
HaxaTh KHOTIKY Recovery. Cmaptdon OyaeT nepe3arpykeH.

21. Ocranock mnepeHectd (¢Gaiapl AUCTPUOYTHMBA Ha YCTPOMCTBO H
BBITIOJTHUTh yCcTaHOBKY. Jlis mepeHoca (paitioB Ha cmapTtdoH Oyner
ucnoas3oBana komanaa adb push.
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22. Ecnu ma ycrtpoirictBe umeercs HecoBmectumas Bepcus MIUI (cwm.
m.4.1), TO HY)XHO yCTaHOBUTH CTaOWJIBHYIO BEPCHIO MPOINWBKH, CKauaHHYIO
panee. Jlms o9Toro B KOMaHAHYH0 CTpoky BBectm adb  push
\mosmabIit\myTh\K_daitay\miui_ HM6ARUGIobal V11.0.4.0.PCBRUXM_00e
71ddc2b_9.0.zip /sdcard u moxmaThcsi 3aBepiieHUs. 3aTEM B INIABHOM MEHIO
CpeIcTBa BoccTaHOBICHHS HaxaTh Install n BEIOpaTh ckonMpoBaHHBINA apXUB W3
cnucka. [IpoBecTr MO CEHCOPHOMY OKpaHy IMajblleM BIPaBO ISl Hadaja
yctaHoBkd. [lociie okoHyaHust TOBTOPUTSH Iaru 1o m. 4—6, 10, 11, 16-20.

23. Hakosell, Hy>KHO CKOITMPOBATh (ailyl AUCTPpUOYTHBA, CO3AHHBIA pPaHEe.
Jlns aToro BeIMOMHMTHL Komanay adb push \mommmni\myTn\k daiiay\lineage-
17.1-20211218-UNOFFICIAL-cactus.zip /sdcard

24. B riaBHOM MEHIO Cpe/ICTBa BOCCTaHOBJICHUS HakaTh INnstall u BeiOpath
apxuB lineage-17.1-20211218-UNOFFICIAL-cactus.zip (puc. 7) [5]. IIpoBectn
10 TAYCKPHHY NaJbIIeM BIPaBO JUIA Hayajla YCTaHOBKU. [locie OKOHYaHWs
ycTaHOBKH HaxkaTh Reboot system.

JuctpuOytuB AOSP LineageOS 17.1 ycnenHo ycTaHOBJIEH.

CPU: 51 °C 3:51 PM Battery: 92%+ CPU:35°C 4:37 PM Battery: 87%+

Team Win Recovery Project Install Zip
3.2.1-1 1 of max of 10 Files queued

Install -
Press back to cancel adding this zip.

/sdcard

Restore ) ) )
lineage-14.1-20180405-nightly-hammerhead-signed.zip

Zip signature verification
Reboot after installation is complete

Settings

Add more Zips Clear Zip Queue
Advanced Reboot

’ ’ ’ Swipe to confirm Flash

Puc. 7. Beibop u ycTaHoBKa (aiiia MpoIMBKHA B CPEJICTBE BOCCTAHOBICHUS

Oo6HoBieHHe OyneT Mpou3BeNeHO B paMkax oaHou Bepcuu (17.1). s
nepexofga Ha OoJjiee HOBYIHO BepcHio, Hampumep 18.1, anroputM Moxer
OTITUYATHCA.

25. ns obHoBieHus HeoduimanbHo cOopku LineageOS HeoOXxoaumo
CKauaTh 00Jiee HOBYIO BEPCHIO MO0 coOpaTh €€ U3 UCXOTHBIX TEKCTOB.
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26. B cpencrBe BoccTaHoBiIeHHs oTdopmarupoBaTh pasaensl Dalvik/ART
Cache u Cache.

27. IlonydenHslii Qaia HEoOXOAMMO TMEPEHECTH Ha YCTPOWCTBO MpHU
nomotny komauel adb push mudo ckomupoBaTh yepes GaiIoBbIli MEHEKEP.

28. B m1aBHOM MEHIO cpejicTBa BoccTaHOBICHHs Haxkath Install, Beiopats
daitn cOopku. I[IpoBecTn MmO TaduCKpuHy TaNbIeM BIpaBO I Hadyaia
ycraHoBkH. [locnie okoHuaHMs ycTaHOBKM HaxkaTh Reboot system.

Huctpubytu AOSP LineageOS 17.1 ycnenrHo 0OHOBJIEH.

B 3aBepiieHre MOKHO OTMETUTD CIEAYIOIIEE:

— pemmTh MpoOJeMy YCTPAaHEHHUs TOTaJbHOM CIIEKKH 32 MOJb30BAaTEIIIMU
no3BoJsieT ycranoBka Ha cMapTdonsl OC noa munensusimu CII1O;

— ycraHoBka nuctpuOyTuBoB AOSP Ha cMapT@OHBI SBISETCS TEXHUYECKH
CIOXXHOM 3aJayeld, HO MNPEIJIOKEHHBIA AJITOPUTM TMO3BOJISIET YCIECIIHO €€
pemuTh Ha mpuMepe Xiaomi Redmi 6A.
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