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Learning Health Systems: An Anonymous Network
Routing Protocol

Thibaud Ecarot∗, Benoit Fraikin∗, Luc Lavoie∗, Mark McGilchrist†, Jean-François Ethier∗
∗GRIIS, Université de Sherbrooke, Sherbrooke, Québec, Canada

†Division of Population Health Sciences , University of Dundee, Dundee, UK

Abstract—Learning Healthcare Systems are an emerging ap-
proach to healthcare research as translated into practice. For
this purpose, a strong interconnection comes to be a necessity
when dealing with healthcare services, research and knowledge
transfer all at once. Practically, these connections imply that
a routing protocol should guarantee anonymity to entities in
compliance with both laws and ethical requirements while re-
stricting the quantity of information obtainable had an entity
been compromised. In order to bring more protection and meet
all the requirements, a new message routing protocol is offered
to allow the use of data access paths and to resist traffic analysis
security threats. The protocol protects the addresses and roles
pertaining to entities from any lurking malevolent minds by
implementing proxies into a mix-network. Moreover, flows of
synthetic datasets and contents identifiers are handled separately
so as to curb any risk of re-identification. A model of this protocol
is provided in the form of a multi-objective optimization problem,
natively integrating objectives of minimizing both latency and
entropy of the information exchanged. The assessment of this
model shows that the constrained separation of data flows has a
minimal impact on delay times, which not only reveals to be an
acceptable compromise but also significantly increases security
in data access.

Index Terms—Routing Protocol, Secure Data Access, Protocols,
Privacy, E-health

I. INTRODUCTION

Learning Healthcare Systems (LHSs) imply a joint con-

nection between healthcare practices, research and knowledge

transfer. To reach their full potential, a flexible, efficient and

secure system has to be implemented so that access to needful

health data is ensured at the right time. This approach is

based on data access paths, typically starting with a patient’s

healthcare data. Then, research entities will access this data

to transfer knowledge to initial care. In order to keep the

various stakeholders confident in the system, data access has

to be sensibly processed; leaving the data accessible when

necessary for a specific purpose and fully visible to all the

actors in a planned health activity. Any unplanned change in

the initial activity shall require a re-evaluation of all the actors

involved. Keeping numbers of entities with access to data-

bearing message limited and data sources denominational is

part of the requirements from the LHSs. To meet these needs

and improve health research and, eventually, patient care, a

new protocol suite has been designed, namely Sensitive Data

Exchange Protocol Suite (SDEPS) for healthcare [1].

This protocol suite provides access to a great deal of data

from several organizations that use heterogeneous systems in

different areas (e.g., healthcare, research). On top of that,

ethical considerations and social acceptance also have to

be part of the automation [2]; working with several data

access projects that require the launch of sometimes complex

sequences of activities where data access plays a key role

(e.g., randomized controlled studies). Thus, the protocol suite

must communicate different types of data between the Plan

Entities (PEs) according to a data access plan as predefined

by the various stakeholders. These communications are carried

out between data sources with, for each, a database-anchored

connector named Data Connection Entity (DCE). The lat-

ter includes the SDEPS communication interface and secure

analysis environments. Connectors named Result Connection

Entities (RCEs) receive data from other plan entities that

show distinct processing features. A data access plan holds

three different kinds of data; communications data, synthetic

identifiers and content data. For security and efficiency, these

types of data should not use the same paths or go through the

same entities. In addition, synthetic identifiers are processed

by anonymizers applying on information sent to any other plan

entities. These SDEPS exchanges relies on a Data Exchange

System (DES) which has several protocols from the network

layer to the application layer as modeled by Open Systems

Interconnection.
This paper focuses on the requirements of a routing protocol

between the different entities of a DES. In a DES, there are

already end-to-end encryption and certificates between data

sources and end users (e.g., a clinical study manager). As a re-

sult, this paper deals exclusively with threats from an attacker

as a network lurker while purposefully overlooking content en-

cryption and packet authentication. If feasible, a traffic analysis

on this type of network would make the identifying of sub-

populations of a cohort possible; for instance, this could find

application in clinical data from a sparsely populated village.

As it comes to confidentiality is concerned, compliance with

the European General Data Protection Regulation might be

seriously impacted, though. This study focuses on defining

the requirements of a new routing protocol which incorporates

both the objective of minimizing delays and also the entropy

of the messages exchanged.
This SDEPS new network layer routing protocol natively

supports the here-below high-level requirements which are

divided into two groups. The first group of requirements is

to guarantee the anonymity of the sources and the entire paths

taken by the packets. Group 1 is required to:

• Guarantee anonymity for sources in their addresses on
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the network for security and maintenance reasons.

• Avoid multi-source traffic analysis attacks. This implies

that a source entity must agree to participate in a study

and choose a relay proxy.

Group 2 is about the constraints on information exchange and

the ensuing requirements are as follows:

• For sensitive data, ensure that communications messages,

synthetic identifier and content data come in through two

different paths.

• There are two types of synthetic identifiers, external

and internal, and it is necessary that the proxies do

communicate with one single anonymizer.

The paper begins with a review of the state of the art of

existing routing protocols as used in healthcare, see Section

II. Section III describes the protocol design while detailing

the network topology. A threat model is defined, then protocol

features are presented. Next, a digital model of the protocol is

described in Section IV. This model is presented as a linear

multi-objective problem modeled as a multicommodity flow

problem, strongly NP-hard in general. Finally, an evaluation

of the model is performed in Section V. This assessment will

make it possible to determine the efficiency of the model

using various metrics such as the ratio between the processing

capacity and the number of proxies.

II. RELATED WORK

This literature review focuses on solutions that provide

routing anonymization for data exchange in healthcare. These

solutions entail several techniques to hide metadata such as the

use of a VPN, proxy servers or “Tor-like” mix-networks. Prac-

tically, the latter solutions, albeit thoroughly studied in theory,

show little or no large-scale deployment across healthcare

organizations and are mostly dedicated to particular proofs

of concept.

Some health organizations worldwide [3] or others like the

Baylor University as a member of the LEARN (Lonestar Ed-

ucation And Research Network) consortium [4] all have their

own Virtual Private Networks (VPNs) so as to share sensitive

datas. Mainly based upon the L2TP protocol, implementing

VPNs is not sufficient on its own to meet LHS requirements

as there still exist security issues [5].

Some of the here-presented architectures will use proxy

servers or components acting as described in such environ-

ments as in [6]. This is the case with [7] where the authors

use a proxy server to keep a source of data from the healthcare

provider hidden to users. The point is, the proxy server can

decrypt the data and therein lies a privacy issue. Moreover, this

technique is based exclusively on the TLS protocol to ensure

its own security, which does not allow security requirements

to be met.

In [8] the authors have proposed a protocol for sending data

with End-to-End Security while using a mixnetwork during

exchanges on a public network. But it is possible to infer the

utility of nodes and the location of patients and data sources

in hospitals. This can be done because packet metadata are not

handled by this protocol [9]. To protect this metadata, some

presented Sphinx [10]. It is a specific packet format used in

mix-networks with formally proven security requirements. It

makes it possible to be very resistant to various attacks by

traffic analysis. However, each intermediary can decrypt the

payload, which affects the overall privacy of a system. In fact,

the literature offers a myriad of mixnet-type protocols such as

Tor [11]. These systems have the same inherent problem as in

the Tor network. The routing of the packets is not hidden and

it is possible not only to carry out passive or active attacks

to identify exit nodes close to the final recipient and also

to make an inference. Practically, a traffic correlation attack

will end up successful, especially when correlating the ingress

application to the network and the first node and then between

the last node and the target server. Additionally, a traffic size-

based correlation will also work as fine when anonymously

performed at the ingress and egress traffic boundaries of a

network.

Finally, some authors present a review of the state of

the art concerning anonymous routing protocols [12]. One

might turn to a new promising architecture like Software-

Defined Network (SDN) [13] but this technology is deemed

immature and still at risk of reconnaissance attacks via traffic

analysis attacks [14]. None of these protocols meet the security

requirements in terms of traffic analysis, preservation of the

identity of the nodes or the confidentiality of the messages in

transit.

III. PROTOCOL DESIGN OVERVIEW

This section introduces the new routing protocol called

ANRP, its design issues and functionalities. The network

topology is first presented with the threat model and ensuing

risks, then the routing functionalities that meet the require-

ments are detailed.

A. Data Exchange System Network Topology

A DES must scrupulously follow a particular workflow to

meet the requirements of LHSs and to exchange data between

DCEs and RCEs. As a reminder, the different types of data

exchanged are synthetic identifiers, communication messages

and content data. In addition, each entity in the plan is placed

behind a proxy to hide its identity. These types of data are

processed, in a sequential manner, by the entities of the plan.

Figure 1 shows the exchanges of communications and

synthetic identifiers between an initial source entity and an

end target entity. The different phases taking place before the

phase of content data transmission all are herein called “other

phases.” This includes the indexation phase of a population

and the extraction phase following an evaluation entity during

the execution of a study. Each exchange is annotated with a

table number referring to the explanations found in the text

body. Communication messages are sent exclusively in pairs

between two entities. These are mainly controlled and status

messages. A message is sent from a source 101 to a proxy, then

the message passes through the proxies 10x to an exit proxy

near the destination entity. Last, the communication message
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Fig. 1. Other Phases Exchanges

102 ends up delivered. During the other preparatory phases

of data transmission, synthetic identifiers are sent to the DCE

through a specific entity that is the internal anonymizer that

modifies the identifiers. The internal anonymizer will interact

with specific entities and the DCE, hence exchanges 151, 152,
153 and 154. There also exist multiple exchanges 15x, as they

may go through multiple proxies.

Fig. 2. Transmission Phase Exchanges

When in the transmission phase (see Figure 2), content

data are sent from a DCE to an RCE. This can be achieved

through exchanges 161 16x and 163. Synthetic identifiers are

needed for the RCE to be able to interpret the content data.

These synthetic identifiers are transited from the DCE to the

RCE RCE with Exchanges 141 and 146. Then they are in

turn processed by an internal anonymizer and by an external

anonymizer and returned to the proxy pool using messages

142, 143, 144 and 145. The external anonymizer comes to be

placed between the RCE and the planned entities In the proxy

pool, synthetic identifier exchanges can be multiple and are

listed 14x.

B. Threat Model

Either passive or active attacks may all be carried out in

order to observe the traffic on the links. There are no packets

modified on the network. This is what makes these attacks

extremely difficult to detect. By analyzing the arrival times

and exits of packets of a node, as well as the exchange

of exchanges, it is possible to deduce information on the

architecture or the role of nodes. This paper deals with the

worst-case scenario, as the attacker can not only observe

the whole of network links buy also perform several types

of passive attacks like traffic analysis or active attacks by

inserting or mishandling nodes and messages.

C. Routing Protocol Features

The ANRP has several essential features for a routing

protocol like selecting nodes or scheduling requests sent to

a proxy. The features are as follows:

• Network structure: The protocol is made with a par-

tially connected topology because the network nodes

connect only to a small subset of the entire network.

The connections are asynchronous and there are one-way

content data flows. On the other hand, these are two-way

exchanges of synthetic identifiers and communications.

Proxies have similar roles and responsibilities. Endpoints

will never operate as relay nodes. The ANRP nodes have

a partial view of the system.

• Routing Decision: The protocol uses hop-by-hop routing

as the routing decision is made at each node. Moreover,

the initiator of the communication only selects the first

relay node with which to start, then it will hop to the

next node, and so on and so forth until the destination is

reached.

• Demands scheduling: Incoming demands are assumed

to be scheduled on an equitable basis as demands of all

types are processed equally.

• Node selection: Node selection for a path is non-

deterministic and the selection set is made according to

the security requirements and restrictions in line with

the Data Access Plan. The probability of selecting a

proxy node is weighted stably as based on general static

parameters.

• Performance and deployment: The ANRP is a medium

latency protocol and introduces a random delay. It uses

the delay-tolerant network methods to increase through-

put and reduce latency despite the various constraints.

IV. PROPOSED ANONYMOUS DATA EXCHANGE ROUTING

This section describes the anonymous routing problem for

data exchange. First, the routing problem is characterized

with these objectives and constraints. Then, definitions of

the problem and information entropy is given. Secondly, the

problem is formulated as a linear multi-objective problem.

A. Routing Anonymization Problem Definition

The point with routing anonymization in a DES is to

minimize system latency and entropy. If a system has high

entropy, there will be more information and therefore more

likely to correlate. The model must respect capacity and flow

constraints (C1, C2, C3) but also data exchange on nodes

(C4). Constraints C1 and C2 require that the edge and node

buffer capacities not be exceeded. C3 is the flow conservation

constraint, that means for a node that its total incoming flows
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equate its total outgoing flows. C4 constraint requires that

content data and synthetic identifying data cannot go through

one same node at once.

In Flows in Networks [15], the authors provide a method

for integrating time windows into a multi-commodity flow

problem. Thus, they construct a flow graph with a whole set

of paths within a time interval. The solution to the anonymous

routing problem with which this paper deals is based on this

type of graph. The anonymous routing problem is defined as

follows 1.The resolution of the anonymous routing problem

which is treated in this paper is based on this type of graph.

Definition 1 (Routing Anonymization Problem): Given a

flow network graph G = (V,E) with different paths over time,

where (v, v′) is a path. Each edge has capacity c(v, v′) and

each vertice has buffer b(v). There are |K| messages noted

k. Each message is defined by ki = (si, di, wi) where si is

the source node, di the destination node and wi the weight

of the message. The variable fi(v, v
′) defines the assignment

of message i along edge (v, v′), where fi(v, v
′) ∈ 0, 1. Find

the paths of all messages through a dynamic topology that

satisfies the tradeoff between delay and traffic analysis defense

measured by the messages exchanged entropy according to the

specified constraints.

The concept of entropy, so essential for the security of our

model, is defined as 2. This gives an idea of the total amount

of information that has been leaked to any observer.

Definition 2 (Data Exchange Entropy): Given a data ex-

change system, the entropy of the system represents the

amount of information provided by the system. The entropy

is calculated using the Shannon function as based on the

probability that similar messages follow an identical sub-path

in a flux graph.

Fig. 3. Dynamic Topology Example

Figure 3 presents an example of a dynamic topology be-

tween several nodes within a time window. The topology

must evolve following a distribution function chosen by these

performances and its capacity to ensure a non-deterministic

change.

Figure 4 shows all the path possibilities and an example

with communications data (triangles), synthetic identifier data

(circles) and content data (squares). The left-side graph in-

dicates all of the possible paths according to the dynamic

topology shown in Figure 3. In this example, all the delays

for each edge are 1. There is an edge between two nodes of

the same proxy, which means the proxy buffer. The graph on

the right shows an example of a data transmission phase. En-

tities send commands along with communications messages,

synthetic identifiers and content data. Messages, content data

and synthetic identifiers must not go through the same proxies.

A proxy can batch-process messages. If a proxy I reached by

messages of different types not in line with the requirements

and constraints, then the proxy will process the first incoming

message while rejecting the next one.

B. Routing Anonymization Formulation
The formulation of the denominalized routing problem is

based on a flow network graph with different paths over time

as denoted G = (V,E) where V is a set of vertices, the

proxies, and E is a set of edges representing the paths. The

graph is represented by an incidence matrix Ive. Each node

has a maximum buffer size as bv . Each edge has a maximum

capacity ce and a delay de.
K represents the whole of the messages. The source and

target destination for the messages are each found in arrays Sk

and Dk respectively. Each message has a weight denoted wk.

The observer will analyze and find out whether any messages

are seen as similar. Then the similar messages will be gathered

into one message set, denoted Ksim. Likewise, the allegedly

similar messages which are allocated to one same edge are

grouped together in a set denoted P k
e . Please note this paper

does not deal with similarity of messages. However, the simi-

larity function could make use of the cosine similarity which

works well for this task. Indeed, the exchanged messages have

several vectors representing the different parameters for one

packet. The times for incoming and outgoing messages can

also be modeled with this method and then integrated into the

message vectors.

minimize
y,z

(∑
k∈K dex

k
e ,

∑
k∈Ksim P(k)log 1

P(k)

)

subject to
∑
k∈K

wkxk
e ≤ ce, ∀e ∈ E

∑
k∈K

Ivex
k
ew

k ≤ bv

∀v ∈ V, e ∈ E, Ive = 1∑
k∈K

xk
eIvew

k = ak
v , ∀e ∈ E

∑
k∈K

CC
k + CD

k + CI
k = |K|

∑
k∈K

Ivex
k
e(C

D
k + CI

k) =
∑
k∈K

Ivex
k
eC

D
k

∀v ∈ V, e ∈ E, Ive = 1∑
k∈K

Ivex
k
e(C

D
k + CI

k) =
∑
k∈K

Ivex
k
eC

I
k

∀v ∈ V, e ∈ E, Ive = 1

(1)

A boolean assignment variable xk
e indicates that the message

k will go through Edge e. In order to set the constraints

for proxy-processed messages, there are a couple of boolean

variables in use CD
k and CI

k respectively showing that a

message contains content data or synthetic identifier data.

Table I summarizes all of the notes used in the model.
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Fig. 4. Graphs of paths over time. Left diagram represents the set of paths according to the dynamic topology. Right diagram is an example of transmission
phase with communications (triangles), synthetic identifier (circles) and content data (square) messages.

TABLE I
SUMMARY OF MODEL VARIABLES

Topologies and requests
G = (V,E) Paths flow network graph

Ive Incidence matrix
K Set of all messages

Ksim Set of messages calculated as being similar

Sk Source node of message k
Dk Destination node of message k
akv Flow matrix for each message k and each node v

Pk
e Set of same edges used by similar message

k with k ∈ Ksim

Capacity matrices
ce Maximum capacity of edge e
de Delay of edge e
wk Size of message k
bv Maximum buffer size of vertice v

Assignment variables
xk
e Boolean variable indicating whether the

message k through an arc e
CC

k Message k contains communication data

CD
k Message k contains content data

CI
k Message k contains synthetic identifier

The complete formulation of the routing problem is defined

by the equation: 1. The multi-objective function consists

in minimizing the delays and the entropy of the messages

exchanged. The four constraints detailed in the preceding

subsection are explained by six constraint equations.

The first constraint represents the maximum capacity on

each edge of the graph. The second constraint is the maximum

capacity limit on a node buffer. The third constraint is the

constraint of conserving flows which will allow the message

to reach its destination. Specifically, the flow conservation

constraint is equal to the value given by akv . The last three

constraints describe the fact that a message necessarily is

of only one type. Then, a node can only accept one type

of content data message or synthetic identifier over time.

Equation 2 is the incidence matrix of the path graph over

time. Equation 3 is the variable for assigning messages on a

link.

Ive =

⎧⎨
⎩
+1 if e = (v, v′) for some v′ ∈ V
−1 if e = (v′, v) for some v′ ∈ V
0 otherwise

(2)

xk
e =

{
1 if k is assigned to edge e
0 otherwise

(3)

Equation 4 is the matrix which represents the incoming and

outgoing flows on a node. It is used for the flow conservation

constraint.

ak
v =

⎧⎨
⎩

wk if v = Sk

−wk if v = Dk

0 otherwise
(4)

Equation 5 represents the probability that similar messages

will follow an identical path over time. Indeed, the scenario

in which several non-identical messages pass through different

paths would give out clues on what the messages contain and

what the nodes are used for |P k
e | is the total number of similar

messages passing through a subset of identical paths. |E′| is
a subset of identical paths in E. An identical path is a path

that bridges two similar nodes in a given time interval.

P(k) = |Pk
e |

|E′|2 ∀k ∈ Ksim, e ∈ E′ ⊆ E (5)

For instance, two paths are considered similar as long as

the edge connects the same entities at different time intervals.

V. NUMERICAL EXPERIMENTS

The digital experiment, as based on the model in this

paper, is designed to assess the impact of the flow separation

constraint between synthetic and content identifier data upon

both delay and entropy. The implementation of this assessment

centers on five scenarios. The substrate used is found in

Figure 4. The scenarios are based on the amount of messages

increasing from 3 messages to 40 messages. These messages

need to be routed from source to target destination and they

have a data type of payload. The messages all have the same

size while the edge capacities between nodes are similar. In

order to set a relevant comparison, the problem will be solved

by applying and removing the flow separation constraints. This

constrained multi-objective optimization problem is solved nu-

merically using an evolutionary algorithm. More specifically,

the NSGA-ii algorithm is used where a set of a non-dominated

population is selected to obtain the Pareto-optimal set. The

chosen solution is that which has the shortest distance from

the initial points of the objective functions.

Figure 5 shows the analysis of delay and entropy accord-

ing to the different scenarios. In the scenario with no flow

constraint, the delay will depend on both the number of

messages sent and distance from the target destination. The

delay function is linear. The delay-impacting parameters are

the number of message types and the distance gone through to

be delivered. In fact, when the flow separation constraints are
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Fig. 5. Analysis of delay and entropy according to 5 scenarios

enabled, the messages that cannot go through a node take an-

other – often longer – path. This is the reason why the average

delay takes longer under the active constraint. The objective

of minimizing the exchange entropy is a logarithmic function.

This objective will force the grouping of messages containing

the same type of data. It appears that entropy is higher in

most scenarios when the constraint is active as the messages

take a link that once exists between the nodes. In the twenty-

message scenario, the entropy is lower with the constraint

because several messages are gathered together on a specific

between-node link that has been set before, meaning more than

once. As a conclusion, this assessment reveals that the trade-

off between security, with the addition of a constraint, and

latency time is acceptable. As a matter of fact, this experiment

tries entropy as a way of quantifying the security performance

of the systems. This entropy underlies that identical messages

might follow along the same paths. This allows to gauge

how much information might be disclosed to any attacker. It

appears to be a good metric to our scenarios. It may be worthy

to put this metric to the test when under different contexts or

in the light of additional studies.

VI. CONCLUSION

Data exchange between LHSs implies a deal of security

requirements, including minimizing the risks of patient re-

identification and entity targeting while information is being

routed. The existing message routing protocols as seen earlier

do not meet these requirements for data exchange. A new

protocol named ANRP natively supports mitigation means

against attacks by traffic analysis. In addition, an entropy

metric of the messages exchanged on a specific path allows

for the integration of this security as an objective as well as

the minimization of the latency. The results of the experiment

show that it is possible to add mitigation means while facing

a reasonable increase in the delay. In the next work more

specific analyses shall be carried out to define how efficient the

dynamic topology between the proxies is and how it affects the

message delay. Moreover, an assessment of the Pareto front for

this problem would sound interesting to study. Data protection

is a fundamental point in Learning Health Systems, which is

why great care must be taken to secure each logical layer with

the help of mitigation means.
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