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Recent research has shown that models induced by machine learning, and in particular by deep learning,
can be easily fooled by an adversary who carefully crafts imperceptible, at least from the human perspec-
tive, or physically plausible modifications of the input data. This discovery gave birth to a new field of
research, the adversarial machine learning, where new methods of attacks and defense are developed
continuously, mimicking what is happening from a long time in cybersecurity. In this paper we will show

that the drawbacks of inducing models from data less prone to be misled can actually provide some ben-
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efits when it comes to assessing their generalization abilities. We will show these benefits both from a
theoretical perspective, using state-of-the-art statistical learning theory, and both with practical

© 2022 Elsevier B.V. All rights reserved.

1. Introduction

In the last decades, Artificial Intelligence, and in particular
Machine Learning, has become pervasive in all aspects of our lives
experiencing a fast process of commodification and reaching the
society at large. From self-driving cars to smart [oT devices, almost
every consumer application now leverages such technologies to
make sense and get insights from the vast amount of data collected
and stored by these devices. In some tasks (e.g., medicine, vision,
and games) recent deep-learning algorithms have shown super-
human performance [1-4] or are expected to do so in the near
future [5]. For this reason, it has been extremely surprising to dis-
cover that such algorithms can be easily fooled by an adversary
who carefully crafts imperceptible, at least from the human per-
spective, or physically plausible modifications of the input data
forcing models to perceiving things that are not there [6-9]. Intri-
gued by this discovery, and worried about its potential impact on
the field, a large number of researchers and stakeholders started
to study, understand, and address this problem developing proper
mitigation strategies. Despite such large interest, this challenging
problem is still far from being solved. In fact new methods of
attacks (i.e., adversarial attacks) and mitigation strategies (i.e.,
adversarial defense) are developed continuously [7,10-14], mim-
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icking what is happening from a long time in cybersecurity, giving
birth to an entire new field of research: the adversarial machine
learning.

In this setting, one of the main issues, similar to the classical
learning setting, is how to estimate the generalization ability of
the defense strategies, i.e., how robust will be the protected model
on data that have not been observed during the learning phase.
Some recent works [15-17] have focused on this problem using
the Rademacher Complexity based bounds but without concentrat-
ing on the benefits of adversarial defense in generalization.

For this reason, in this work, we propose a change of perspec-
tive. Instead of focusing on the challenges posed by the tension
between adversarial attackers and defenders we focus our atten-
tion on its potential benefits. In particular, we will study what hap-
pens when we try to estimate the generalization capabilities of a
model learned in the classical setting, where no adversary is pre-
sent (Non-Adversarial Setting), against the ones of a model
designed to be less prone to attacks and then less exposed to
adversaries (Adversarial Setting). Exploiting the two well know pil-
lars of statistical learning theory, i.e., the (Local) Vapnik-Chervo-
nenkis [18,19] and the (Local) Rademacher Complexity [20-24],
we will show that the introduction of a mechanism of defense in
the learning phase of a model can actually improve our ability to
accurately estimate its generalization performance (i.e., the tight-
ness of the generalization bound). Moreover, we will show that
these theoretical results can be also observed in practical cases.
Note that, the proposed generalization bounds for the Adversarial
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Setting based on the (Local) Vapnik-Chervonenkis and on the Local
Rademacher Complexity are novel while the ones based on the
Rademacher Complexity have already been studied in [17]. We will
also perform a study on the connection between the (Local) Vap-
nik-Chervonenkis and on the (Local) Rademacher Complexity in
the Adversarial Setting which is again new. Finally, the theoretical
and practical analysis of the behaviour of the (Local) Vapnik-Cher-
vonenkis and the (Local) Rademacher Complexity based bound in
the Adversarial Setting when the perturbation domain changes in
size is new and shed new light on a previously unknown phe-
nomenon: increasing the size of the perturbation domain can
increase the tightness of the generalization error bounds.

The rest of the paper is organized as follows. Section 2 recall
some background notions. The theoretical and practical analysis
will be performed respectively in Sections 3 and 4. Finally, Section 5
concludes the paper.

2. Preliminaries

Let us consider the binary classification problem' [18] under
evasion attach [6]. Based on a random observation of X € Z one
has to estimate Y € # C {+1} by choosing a suitable hypothesis
(function) h: & — %, with % € R, in a set of possible ones #. Note
that, in the forward phase, in order to take a decision, we assume
to apply sgn(h(X)) where

-1 ifx<0
sgnfx] =< 0 ifx=0. (1)
+1 ifx>0

Note that choosing the right .# is the so-called model selection
problem [25] which is out of the scope of this paper. The hypoth-
esis h is subject to an adversary which tries to fool the model into
mistakes by modifying the observation X according to a set of pos-
sible modifications #(X) C 2" such that X € #(X), namely

X, arg sup [sgn [h ()?)] #* sgn[h(X)}],

Xes(X)

(2)

where the Iverson bracket notation is exploited. A learning algo-
rithm selects h € # by exploiting a set of n labeled samples

D =1{Z1, - Zn} = {0 Y1), -, (K V), 3

where Z € Z = 2 x % and 2 consists of a sequence of independent

samples distributed according to y over Z (i.e., i.i.d. samples). The
generalization error (i.e., the risk)

LY(h) = Ez¢(h,Z), (4)

associated to an hypothesis h € #, is defined through a loss func-
tion ¢ : # x # — [0,1]. As p is unknown, L} (h) cannot be explicitly
computed, but we can compute the empirical error (i.e., the empir-
ical risk) namely the empirical estimator of the generalization error

« 1
LY () == 0(h.2). (5)
Zeg
The purpose of any learning procedure is to find the minimizer
h* of the generalization error L! (h)

h; = arg inf L (h),

(6)

1 Everything we will present can be generalized with some technical steps to the
whole supervised learning framework but, for simplicity and clarity of the notation
and since this extension does not add much to the content of the paper, we will
restrict the presentation to the binary classification framework.
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but since L} (h) is unknown we have to estimate h; exploiting an
empirical estimator h, which is the empirical risk minimizer

h, = arg inf LY (). (7)

h, is effective when # is carefully tuned [25] (e.g., via Structural
Risk Minimization [18] or Invariant Risk Minimization [26]). Nev-
ertheless, in our case, we have a further level of complexity
because of the adversary which tries to fool the learned model.
For this reason, we have to make the learned model robust to
adversarial perturbation using the now-classical approach of
Adversarial Defense (also called Adversarial Training) [6,27]. The
idea is that the attack of Eq. (2) can be reformulated as

X, =X;, =arg sup é(h, ()N(, Y)),

Xea(X)

8)

and then we can consider the now-classical problem of Adversarial
Defense [6]

i, = argnf LY (h), 9)
where
LY (h) = Bz sup ¢(h, (X.Y)) = EzZs(h.2), (10)

XeaB(X)

is the generalization error in the Adversarial Setting and its empir-
ical estimator is

h;, - arg inf LY (h), (11
where

. 1 -

Y () = 23 7(h,2) (12)

Zca

Note that when #(X) = X (i.e., 4 is the identity .#) we have that

LY (h) =LY (hy=L)(h), h;, =h; =h;, 3
LY (hy =LY (h) =LY(h), hy, =h;, =h,.

. Theoretical analysis of generalization

In this section we will study the problem of estimating the gen-
eralization ability of flh using two different powerful theories
inside the statistical learning theory, the (Local) Vapnik-Chervo-
nenkis [18,19] and the (Local) Rademacher Complexity [20,24],
showing the possible benefits related to the Adversarial Setting

with respect to dealing with the classical model h, in the Non-
Adversarial Setting.

3.1. (Local) Vapnik-Chervonenkis Theory

In this section we will first study the classical Non-Adversarial
Setting (Section 3.1.1), then the Adversarial Setting (Section 3.1.2),
and finally we will compare the two settings (Section 3.1.3) using
and extending the (Local) Vapnik-Chervonenkis Theory.

In particular, in this section, we will consider the case in which
a {0, 1} values loss is used ¢(h,Z) € {0, 1}, (i.e., the Hard loss func-
tion 4(h,Z) = [Yh(X) < 0] in the Non-Adversarial Setting) [18].
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3.1.1. Non-adversarial setting
Let us consider the Non-Adversarial setting in which one has

learned h, and has to bound its performance, namely estimate
value of LY (fl(z) just based on empirical quantities.
In this setting we can define the following set

Lo = {[(h,Z1), - (N, Zy)] - he #Y,

which is the set of possible distinct vectors of configuration of the
{0, 1}-errors distinguishable within »# with respect to the dataset
2. Finding all these vectors can be computational expensive to com-
pute but we canresort to an estimation [ 19], via Monte Carlo methods.

Then the empirical Vapnik-Chervonenkis Entropy (VCE) can be
defined as follows? [18]

Vi(#) =In (max [1,

D)

namely, the VCE is the number of possible distinct vectors of config-
uration of the {0, 1}-errors distinguishable within # with respect
to the dataset 2.

In general it is possible to prove that [18,19]

P{LZ(FM) < LZ(&;) +3\/\A/[(';%)+3\/211:1(§)} >1-9, (16)

with 6 € (0,1). The bound of Eq. (16) is a fully empirical bound,
namely all the quantities can be estimated from the data [19].
Note that the bound of Eq. (16) can be summarized as follows:

(15)

the generalization error L}’ (fu) of the empirical minimizer’ fl; is
bounded, with probability at least (1 — ), by its empirical error
I:}’ (flﬁ), plus a complexity term C;(%)) which measures the risk due
to the size of # (i.e., the larger is # the larger is the risk), plus a con-
fidence term ¢(5) which measures the risk associated to the sample

(i.e., we have a risk due to inferring something about the population
with a finite number of samples). In other words

N\ (1-0)
(0

where we did not explicitly specify the dependency from n since it
was kept constant in the work. For the bound of Eq. (16) obviously

#) =340 and ¢ (6) = 31/220),
Note also that the bound of Eq. (16) can be improved both in the

constants (e.g., using stronger concentration results [19]) and both
in the rate of convergence (e.g., we can obtain fast rates for

Ly (fzg) + C(#) + (0), 17)

LY (ﬁg) = 0[18]) but for the purpose of this paper and for simplicity
we prefer not to further weigh down the presentation.

In fact, as we will discuss from now on, the discussion is cen-
tered on the empirical risk and on the complexity term. In fact,
for the purpose of our discussion, ¢(d) is constant (see later) and
it can be also disregarded assuming that the sample 2 well repre-
sents the population.

The complexity of Eq. (15) and the bound of Eq. (16) are also
called Global VCE (GVCE) and GVCE based bound respectively since

all the functions in # contribute to C,(#), even the ones that will
be never chosen by the algorithm, namely the one characterized by
high error. For this reason a Local VCE (LVCE), and the correspond-
ing LVCE based bound have been proposed [19]. The latter are able
to not take into account functions with high error resulting in tigh-
ter bounds.

2 The operator max[1,] is needed to deal with empty set namely the case In(0).
3 Actually the bound holds for any hypothesis chosen in # according to & if # is
chosen before observing 2.
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Let us then present the LVCE and the LVCE based bounds. Let us
first localize the set of functions defined in Eq. (14) by introducing
a constraint on the error, controlled by a parameter r € [0, 1]

Zrgr ={IUZ0), 0 Zy)] he o, L (h) <}
} (18)
r 3

which is the #,, limited at the vectors of configuration of the
{0, 1}-errors such that the number of ones in this vector is small.
Then, the empirical LVCE can be defined as

thew,> UhzZ)<n

i=1

= {[z(h,z1),~..,e(h,zn)]

Vo(#,1) =In (max [1,|Zq.|]), (19)

which is the GVCE, limited to the vectors of configuration of the
{0, 1}-errors with a small number of ones.

Note that V,(#) = V,(#,1) namely the LVCE degenerates in the
GVCE. Moreover V,(#,1) is obviously monotonically increasing in
r, namely if 0 < r; <1, <1 then V (#,11) < Vo (A, T5).

In this setting it is possible to prove that [19]

P{LZ(fu) < nin ¢ 1L"<f1,> +%} >1-4,

rx[ (r,o)+21In (%)] <r

n K

sup 6

ae(0,1]
r>0

T(r,oc)g\?,</f +3

(20)
T(ro+21n (g))

7(r,o) =V({h:hex, LI (h)<L})

This bound is then able to discard functions with high error
thanks to the fact that the functions with high error are not con-
templated in the complexity term.

The same comments made for GVCE based bound of Eq. (16)
holds also for the LVCE based bound of Eq. (20) (namely its local-
ized version). In fact the latter is fully empirical, can be improved
in both constants and rate of convergence, actually holds for any
hypothesis chosen in .# according to 2 if # is chosen before
observing #, and can be simplified as follows

L ()<t () + o) + 6(0),

where ¢; € (0,00) and ¢, € (0,00) are quantities that can be com-

puted from the data and C,(#, c;) is a complexity term which mea-
sures the risk due to the size of »# taking into account just the
functions with empirical error smaller then cs. This simplification
can be made apparent by noting in the LVCE based bound of Eq.
(20) that V,({h: h € #, L!(h) <L}) < V() and then with proba-
bility at least (1 — §) we have that

L}'(fu) < rr(nn)K KLY (h)+,<,

rov, | #L+3 M
ro21n (3)
i’ n +6 <

n <X
oe(0,1], r>0

(21)

(22)

I
K

Assuming then that we have solved the problem of Eq. (22)
(which counts just quantities that can be computed from the data)

and then found K", o*, and we have that

G 71( = Cg /rs(V; //L‘z /\// +2]n and
rro2ln (3

#(0) = 6y5 m
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Vi (Ho) ® Theoretical Results
4
® Wrong Intuition

@ Realistic Intuition
Vi, (H,1) = Ve(H)©

Vg, (H,m2) @
Vi,(%ﬁ)“
Vi, (H,7) < In(3)
Vi, (H,0) =0 @ < - > B
T By Bs &
(a) Properties of Eqns. (32) and (33)
\725(7‘[17‘)
Vg, (1,1) = Ve(3)
T Vg (1) = Vg, ()
T, Vg (1) =V, ()
"@..
Vi, (H,0) = AEX(H, ) <In(3)
Vi, (H,0) =0 & e, > 3
z B, x

(b) Wrong intuition from the properties of Eqns. (32)
and (33) to fill the properties of Eq. (34)

Vi, (H,7) X .
@ Vi, (1) = Vg, (H)

Vi, (Hora)

Vg, (1,1) =V, () @
Vi, (H,r2) \A/EB‘ Hor) i L .
e o Vi, (M 1) =V, ()
\771(7{,7‘1) - ’xl}; (H"rz.). .
Vi, (H,00=0 - v_'\h/@sg('yy‘ﬁ)-._ Ny
; N Vg () 2 M () S )
Vi, (1,0) =0 @ & 4 — B
Tz B Bs X

(c) Plausible intuition from the properties of Eqns. (32)
and (33) to fill the properties of Eq. (34) exploiting the
properties derived from the Toy sample of Figure 2

Fig. 1. Qualitative analysis of the properties of the (A) GVCE and the (A) LVCE.

3.1.2. Adversarial Setting
Let us consider the Adversarial Setting in which one has learned

ﬁ;ﬁ and has to bound its performance, namely estimate value of
L},’” (fl;ﬂ) just based on empirical quantities. Our adversary on

h € # is modeled according to Eq. (2) or, equivalently, according
to Eq. (8) using the loss function. In other words, a model needs
to label a point X and all the points inside #(X) with the same (pos-
sibly correct) label in order to be robust to attacks and not to make
mistakes.

In order the extend the notion of GVCE to the Adversarial Set-
ting, defining the Adversarial GVCE (AGVCE), we need to note that
the bounds of the previous sections hold for every loss such that
¢(h,Z) € {0,1} [18]. In the Adversarial Setting our loss becomes
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7s(h,2) = sup ¢(h, (X.Y)) € {01}, (23)

Xes(X)

and consequently all the bounds presented in the previous section
still hold with a simple series of substitutions and redefinitions. In
fact, using the Hard Loss function of the Non-Adversarial setting
we have that

04(h,Z) = sup [Yh()?) < o] € {0,1}.

XeB(X)

(24)

Consequently, at least formally, the switch is painless. Never-
theless, as we will see deeper in Section 3.1.3 but that we start
to discuss here, these substitutions and redefinitions imply rather
counterintuitive results.

Let us start with the definition of AGVCE. For this purpose let us
define the counterpart of the set of Eq. (14) in the Adversarial Set-
ting as

Zi 0 ={[ls(N.Z1), - Ls(h,Zy)] th e}, (25)
and then the empirical AGVCE can be defined as follows
V,, () =In (max [1,];,.,]]) (26)

Thanks to this definition we can state the counterpart of the
bound of Eq. (17) for the Adversarial Setting substituting
V[’”(y/)

() o U(R)E () o (R).€L0n =3/ o
C,(#) and with the same ¢(d) of Eq. (17)
L (k) i (i,) + Ci, () + (0. (27)

Analogously it is possible to define a ALVCE by first localize the
set of functions defined in Eq. (25), analogously to what has been
done for Eq. (14) in Eq. (18), by introducing a constraint on the
error, controlled by a parameter r € [0, 1]

Ly ={[lah,20), - Ts(h,Z0)] s he L () <}, (28)
then, the empirical ALVCE can be defined as
Vi, (#,1)=In (max [1, |$,wr|]> (29)

Thanks to this definition we can state the counterpart of the
bound of Eq. (21) for the Adversarial Setting substituting

LY, (ﬁ;ﬁ) to LY (154),% (fm) to E}(fu),q =&5.C,(#.c0) =

= 1‘\7[% (#,c2)
n

Vi, (0)+2In(3)
T E—

reo+2In (%)
n

6 =L +3 and ¢(5) =6

N (1=
Lt () <
where K* o, and r* are found by solving Eq. (22) substituting
L, (f@) to LY (fu), LY (ﬁgﬂ) to LY (fl;),\?;%(%)) to V,(#), and
Vi, () to V(). In fact the proof of the LVCE based bound is
based on the results one the GVCE plus some technical steps that
hold also for any {0, 1}-valued loss like the one we are using in
the Adversarial Setting [19] and by simply redefining the concept

of GVCE and LVCE in the AGVCE and ALVCE respectively as we did
before.

ol (i) + €, (. + 900). (30

3.1.3. Non-adversarial and adversarial settings: a comparison

Let us now consider the two settings described in Sections 3.1.1
and 3.1.2 and let us observe the (A) GVCE based bounds of Eqns.
(17) and (27) and the (A) LVCE based bounds of Eqns. (21) and
(30). By considering these bounds we can immediately observe,
by definition, a series of properties.
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First, let us define some quantities. Let us consider a perturba-
tion domain # such that .# ¢ 4 C Z. Let us also consider two per-
turbations domains #; and %, such that .# c #, c 4, c 2. Note
that, by definition of perturbation domain, X € .#(X), #(X), 41(X),
%, (X), Z(X). Finally let us consider three variables r,rq, and r, such
that0<r<landO<ry<ry;<1.

Then let us consider the behavior of the generalization error and
the empirical error in both the Non-Adversarial and Adversarial
Settings

L () =L, (h) < Lf, (h)
LY(h) =LY (h)y <L} (h)

<L

= T,

(hy <L (h) =
(hy < LY (h)

)

1)

< LY ., Yhew

L2,

which follows directly by the definition of L}, L}, L} , and I:}’”. In fact,
the larger the perturbation that we can apply to the samples in the
dataset the higher is the probability to find a perturbation that
induces a hypothesis h € »# into a mistake. Note that, there can
be a set of perturbation # (in some cases also large) that does not
change the actual meaning of X and so, if .# is carefully tuned, we
should be still able to keep LZ“; and I:}f% small [6,28-31,10].

Then let us consider the complexity term. Also in this case there
are many properties that we can state that follows directly from
their definitions. In particular, we start by analyzing the (A) GVCE
and (A) LVCE. In this case we can state that

0 =V (#,0) <V (A,11) <V (A,12) < Vo(#,1) =V, (#) < nln(2),
0=V, (#,0) <V, (#.11) Vg, (#,12) < Vg, (#,1) =V, (#) < nln(2),

(32)

which means that the (A) LVCE is always smaller than its Global
counterpart (A) GVCE, that the (A) LVCE degenerates in the (A)
GVCE respectively, and that for r = 0 the (A) LVCE leave just one
possibility namely the functions with all zero errors®.

Moreover we can state some relations between the GVCE and
LVCE and the AGVCE and the ALVCE respectively that follow again
from their definitions. In fact

limv;, (#) <In(3),

=V (#),

Vi, () <V, (), Vi, ()
limV;, (#,) <In(3),

<V, () (33)

Vi, (1) <V (H,1), Vi, (H,1) <V (H,1) =V (A1),

namely no matter what 2 and # there are only three possible ways
of configuring the vectors {0,1}-errors distinguishable within »#
with respect to the dataset 2: correctly label all the Y; = +1 with
h(X) = +1, correctly label all the Y; = —1 with h(X) = —1, and make
mistakes on all points with any other h € 7.

These properties then tell us different things. For 4 = .# the
AGVCE degenerates in the GVCE and the ALVCE degenerates in
the LVCE. Moreover for 4 =2 we have the smallest possible
AGVCE and ALVCE.

The properties of Eqns. (32) and (33) are graphically repre-
sented in Fig. 1(a).

What is not easy to prove is which operator o € {€, >,=} can
be inserted in the following relations

4 Note that this function may not exist so, in practice, there is a minimum value for
r, which is LY (h,) for the LVCE and IZ}’” (h;ﬁ) for the ALVCE, below which LVCE and
ALVCE are zero.
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(34)

Vi, (#) 0Nz, (#)oV;, (H) oV, (H),
% \7% (H,1) 0V} (H,T).

A/jl (W, T) O\A/,"’”2 (,yf, T) o

The first idea would be to put o —<because of the properties of
Eq. (33) (see Fig. 1(b)).
As we will show in a toy example (see Fig. 2(a)), this intuition is

wrong. Let us consider the following toy example: 2 =
[-3,3] x [-2,2] CRx 2,2 ={Z1,Z,,Z5} = {([-1,0],+1),  (]0,0],
1), ([(+1,0, =D} 2:(X) = [IX: [ X = X]l; < 2|, #(X) =X

X — )~(||2 < 1.1||, and # are all the linear separators in . In this
setting we can study the (A) GVCE and the (A) LVCE varying
#Be{s #,%,,%}and r € {0,1,2 1} (all the possible values since
the empirical error can assume only these four values). For this
purpose let us observe Table 1 where we report all the quantities
related to the (A) GVCE and the (A) LVCE and we also visualize
the same quantities in Fig. 2.

Thanks to the toy sample represented and studied in Fig. 2 and
Table 1, we can now state that the intuition to put o —<in the
properties of Eq. (34)see Fig. 1(b)) is wrong since we found a coun-
terexample (our toy example) that contradicts this intuition.

A more realistic intuition, that comes from the behavior
observed in our toy example, is the one of Fig. 1(c), namely for
small #(X) the (A) GVCE and the (A) LVCE may increase but as
2%(X) increases they should then start to decrease. We will test this
realistic intuition in the experimental section later (see Section 4).

Thanks to the properties that we observed in this section we
argue that there could be a benefit when estimating the generaliza-
tion ability of a model in the Adversarial Setting with respect to the
Non-Adversarial Setting. In fact, as we said before, for reasonably
large perturbation the empirical error can still be small (i.e., the
best model in the hypothesis space is still able to perform well
on the true labels) while the complexity can remarkably decrease
(i.e., the models in the hypothesis are not able to generate too
many possible distinct vectors of configuration of the {0,1}-
errors) creating an optimal perturbation size that is able to keep
the empirical error small while decreasing the complexity result-
ing in tighter generalization bound. We will challenge this argu-
ment in the experimental section later (see Section 4).

Note also another important fact. From Eq. (31) we can state
that the generalization error of a model in the Non-Adversarial Set-
ting is bounded by the generalization error of the same model in
the Adversarial Setting with any possible perturbation #. This
means that if we can find a perturbation # such that the estimated
generalization error for a particular model in the Adversarial Set-
ting is smaller than the one estimated in the Non-Adversarial Set-
ting we can use the estimated generalization in the Adversarial
Setting to get a tighter bound also for the error in the Non-
Adversarial Setting. This can open a new field of research: find per-
turbations # able to minimize the estimated generalization error.
Note that this is not a trivial task since the perturbation needs to
be designed before seeing the data.

3.2. (Local) Rademacher complexity theory

In this section, as we did for the (A) GVCE and for the (A) LVCE
in Section 3.1, we will first study the classical Non-Adversarial Set-
ting (Section 3.2.1), then the Adversarial Setting (Section 3.2.1),
and finally we will compare the two settings (Section 3.2.3) using
and extending the (Local) Rademacher Complexity theory.

In particular, in this section, we will consider the case in which
¢(h,Z) € [0,1], namely whatever [0, 1]-bounded loss (of course it is
reasonable to assume that ¢(h,Z)=0 if h(X)=Y and that
((h,Z) =11if h(X) = -Y).



L. Oneto, S. Ridella and D. Anguita

Neurocomputing 505 (2022) 125-141

(a) Toy Example: red points are the
ones labeled with +1, the blue point
is one labeled with —1, and black
rectangle is the input domain X'.

X

S N EBE 1
S S s
[ ) [ ] [ ) [ ] [ ) [ ] [ ] [ ) [ ] [ ) [ ] [ ]
(c) r=2/3,B=1 (d) r=1/3,B=T (e) r=0,8=T
3 : O B B B I
4 I | R
[ ] [ ) [ ] [ ) [ ) [ ]
(f) r=1,B=B; (g) r=2/3,B=B8; (h) r=1/3,B=B8; (i) r=0,B=B;
§ X
»
(m) r=0,B=8,
X(z X{ 4
TS S— K e o o e o o e o o
(n) r=1,8=X (0) r=2/3,B=X (p) r=1/3,B=X (q) r=0,B=%

Fig. 2. Toy example for studying (A) GVCE and the (A) LVCE. Dotted lines are the functions h numbered in Table 1 were the red triangle points to the semi space with label +1

and the semi-transparent circles represent the .%(X).

3.2.1. Non-adversarial setting
Let us consider, again, the Non-Adversarial Setting in which one

has learned h, and has to bound its performance, namely estimate
value of L} (Flz) just based on empirical quantities.

Let us define n random variables % = {gy,---,0,} with
o; € {£1} such that P{o; = +1} = P{o; =-1} =1,Vie {1,---,n}.
Then we can define the empirical Rademacher Complexity (RC)
as [20,21]

Ri(#) = [E.r/supzzoié(h,lf)-

hew T i1

(35)
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The RC measures the ability of the space of functions to fit noise
(i.e., the less is the ability of the space of functions to fit the noise,
the smaller is RC). This interpretation of RC can be made apparent
by reformulating RC assuming the loss function to be symmetric’,
namely ¢(h,(X,-Y))=1-¢(h,(X,Y)), and defining <*(¥)=
{i:ie{l,---,n},0i=+41} and ¥ (¥)={i:ie{l,---,n},0,=—1}.
In this setting we can note that

5 Note that this property is satisfied, for example, by the Hard loss function [18]
¢(h,Z) = [Yh(X) < 0] and the truncated Hinge (or Ramp or Soft) loss function [32]
¢(h,Z) = min[2, max|[0,1 — Yh(X)]].
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Table 1
Studying the (A) GVCE and the (A) LVCE varying # € {.#, %1,%,, %} and r € {0,],%
table.
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.1} for the toy example of Fig. 2(a). Please refer to Fig. 2 to observe the visualization of this

h 1 2 3 4 5 6 7 8
€(h,Zy), L5(h,Zy) 0 0 0 0 1 1 1 1
0(h,Z3), t5(h,Zy) 0 0 1 1 0 0 1 1
€(h,Z3), L5(h,Z3) 0 1 0 1 0 1 0 1
LY (h, LY (h) 0 3 3 3 3 3 3 1
i, 91 = Lo v < < » v v - Vi, (#,1) =V (#,1)

=% ,=%w0 =V, (#) =V, (#) = In(6)
Lty 91=%i 9 e » » v v v » — \A/;%1 (#,1) = \7;”‘ (#) =1n(7)
i, o1 =i, v < v < I - Vi, (#.1) =V, (#) =1n(5)
Lio1 =%t v l’ v - Vi, (#,1) =V; (#) =In(3)
Zi,93= %02} » < v v v - Vi, (#,3) =Vi(#,3) = In(5)
"(/]‘7»41-9% l/ I 4 v v I — V& (# ) =1In(6)

"

ST - » < v - Vi, (.3) =In(4)
i3 < v - Vi, (#.3) =In(2)
Zi,94= %02} » v < - Vi, (#,%) =Ve(#,3) =In(3)
Ly 24 v < < - Vi, (#.3) =In(3)
Ly 24 < - Vy,, (#.3) =In(1)
i) - - vy, (,3) =1In(1)
L 00=Lra0 - - Vi, (#,0) = V,(o#,0) = In(1)

74,90 < - VM (#,0) =In(1)
2,20 - \7% (#,0) =1In(1)
i 90 - Vi, (#,0) = In(1)

Ri(#) =Egsup? Z” (h,Z))

hex 737
_1+[EySUp S oehzy -1+ Y. —uhz)
et \lier(2) ics=(7)
36
—1—[E</1nf2 Ze ZZ (36)
7’ icst(: ico—
=1 72[E/1nf122 (Xi, 07))
=1-2E,infi7(h) € [0,1],

which allows us to state that the RC is the average maximum accu-
racy on random labels [33].

Note that the RC has a strong connection with the VCE [33]
when we use the Hard loss function ¢(h,Z) = [Yh(X) < 0]. In fact,
in this case, we can observe by definition that [18,33]

sup Za 4,

lnéﬂg/ —

Ri(#) = Eysup= Zaf (h,Z)) =E4

hew T 2%

37)

which means that the RC is the ability of the distinct vectors of con-
figuration of the {0,1}-errors distinguishable within »# with
respect to the dataset 2 (the VCE) to be aligned with the 2" possible
configurations of the &.

In the general setting of a [0, 1]-bounded loss it is possible to

prove a bound in the form of Eq. (17) by setting C,(#) = R,(#)

and ¢(5) = 3y/") 2021,
The bound of Eq. (17) is, also in this case, a fully empirical
bound, namely all the quantities can be estimated from the data,
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the bound actually holds for any hypothesis chosen in .# according
to 2 if o is chosen before observing &, and can be improved both
in the constants and both in the rate of convergence [34,20,21].

Computing E, can be computational expensive but we can
resort to an estimation [19], via Monte Carlo methods, or we can
formulate a bound where only one realization of the sigmas need
to be employed [19,35]. Nevertheless, in order to obtain reliable
and sharp bounds (avoiding unlucky realization of the sigmas) it
is common to resort to a Monte Carlo estimation [19,24].

The RC of Eq. (35) and its associated bound of Eq. (17) are called
Global RC (GRC) and GRC based bound respectively since, as the
GVCE, all the functions in 2 contribute to C(( ) even the ones that
will be never chosen by the algorithm, namely the one character-
ized by high error.

It is then possible to define a localized version of the GRC,
namely the Local RC (LRC) [22,24], for a general [0, 1]-bounded loss
controlled by a parameter r € [0,1] C R

Re(#,1) = Ey sup —Zalfxﬁ (h,Z)). (38)
ae[o‘l],he{h:he%’%Z:’Zlazé’z(hzl)gr} i=1
R((#,r) is monotonically increasing in r, namely if
0<r <1y <1then R(#, 1) < R(H,17).

Note that in the same setting of the VCE, namely using the Hard

Loss function ¢(h,Z) = [Yh(X) < 0], we can reformulate Eq. (38) as
[22,19]
R(#,1) =Egysup sup ZZG,M (h,Z))
adoﬂhe{h:he// £ (h Lz} =1
(39)
= [E4 sup sup 2> ool
20N e g5 T
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In this case there is a strong connection between the LRC and
the LVCE since LRC is the ability of the vectors of the possible con-
figuration of the {0,1}-errors distinguishable within s with
respect to the dataset 2 with small error (the LVCE) to be aligned
with the 2" possible configurations of the ..

Note also that LRC does not degenerate in the GRC. In fact for
r =1, based on Eq. (38), we have that

R(#,1) = [E</ sup 220’,0((/ (h,Z;)

01l he{hhen I3 22hz)<1} -1

[Ey sup ocZZa, o(h,Z))

o€l0,1)her i1

(40)

> Eysup? Za/h Z)

hexr 3

=R(£),

since supy., 2> 0i/(h,Z;) can be negative.
In the general setting of a [0, 1]-bounded loss it is possible to
prove that [24]

P{L}'(fu) < mln pe Ly(h[) +Kr+2\/7}

2in(3)
st. { T

n

This bound, the LRC based bound, is then able to discard func-
tions with high error thanks to the fact that the functions with high
error are not contemplated in the complexity term.

The same comments made for the GRC based bound of Eq. (17)
holds also for the LRC based bound just stated in Eq. (41) (namely
its localized version). In fact LRC based bound is fully empirical, can
be improved in both constants and rate of convergence, and actu-
ally holds for any hypothesis chosen in .# according to & if # is
chosen before observing & [22,24]. Moreover Eq. (41) can be sim-
plified in the form of the bound of Eq. (21) by setting

¢ =g ],C[(// cz) K'R/(#,c2),c0 =31 + ln(n%) and ¢(0) =

\/21" 2\/ ) where K* and r* are the values of K and r that

solves the problem of the bound of Eq. (41).

r=Re(o3r 422 4 @h
(r475)

r>0

3.2.2. Adversarial Setting
Let us consider now the Adversarial Setting in which one has

learned f% and has to bound its performance, namely estimate

value of L[Y% (ﬁ,;ﬂ) just based on empirical quantities. Our adversary

on h € o is modeled according to Eq. (8) using the loss function.

The extension of the notion of GRC to the Adversarial Setting,
namely the Adversarial GRC (AGRC), can be easily performed, anal-
ogously to what has been done for the GVCE and AVCE, by nothing
that 7,4(h,Z) € [0,1] and so the bounds presented in the previous
section simply holds also in this case with some simple redefini-
tions and substitutions. What changes is the definition and the
properties of the AGRC.

In fact the definition of the empirical AGRC is the following one
[17]

R;,(#) =Eysup? Za ly(h,Z)

hex 137

= Eysup? Zo‘, sup E(h ()?,Y,)).

hex 137 XeaX,)

(42)
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In the same setting of the AGVCE, namely ¢(h,Z) = [Yh(X) < 0],
we can reformulate Eq. (42) as
R;,(#) =Egsup? Zo, sup Z(h (X Y))
hex
i=1 xsan(x> (43)
=FE, su 2\ “git;,
y[é énlel?f/w Z iti,

where one can immediately see that there is a strong connection
between the AGRC and the AVCE.

Assuming, instead, again, as in the previous section, ¢ to be sym-
metric, the AGRC can be reformulated as follows

R;,(#) _[Eysupzz:al sup Z(h,(f(,Y,«))

he ST Xeay)

> sup E(h, ()N(,Yi>>

fe7  |ier () xenx)

=1+E,sup [

- Z sup ((h(

€S (S Xenxy) s
_ _sup2 —¢(h,(X,-Y;
1+E,sup? L; >x$<l>)<> (. (%.-v1))
7:‘5{/* (»‘/>}z:(l))<,»)£ <h7 <X’ Yi) >] @

=1- 2[E<,,1nf Zo, sup Gﬁ(h (X o; ,))

=1 XenX;)
> sup E(h7()~(,Yi))

=1-2Eyinf}
hex .
€S () XeB (X))
YO)}

+ > _inf o(h(X,

ey (9)XeB(X;)

n _
=1-2F, ggggzw (h(X),Y:)
=1- 2[E<,1nfL (h)€0,1],
hex lag

which allows us to state that the AGRC is the average maximum
accuracy of on random labels with a surrogate loss defined as

sup E(h(f(),Y) ifo = +1
N O
§$(fx>€<h (x) —Y) ifo = -1

Thanks to this definition, in the general Adversarial Setting, we
can state the counterpart of the bound of Eq. (27) based on the

AGRC by setting C; (#) = R;, (#) and (5) = 3/ [30].
As we did for the AGRC, we can define the LRC in the Adversarial

Setting, namely the Adversarial LRC (ALRC), as

gZU,-ocZ%(h,Z,-).

i=1

R;,(#,1) =y sup

%€[0,1],he {h:he.#,%ZL otzﬂﬁ(h,z,-)ir}

(46)
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Analogously to the LRC, the ALRC is monotonically increasing in
r,namely if 0 < r; <12 < 1thenR;, (#,r1) <R;, (#,12) and, in the

same setting of the ALVCE, namely ¢(h,Z) = [Yh(X) < 0], we can
reformulate Eq. (46) as

n
R;,(#,r) =Eysup sup %Zo-,-owg(hz,-)
1€[0'”he{h:h€%//,f-}/ (hK%} i=1
o (47)
n
= Ey sup sup 2N g0,

oel0,1][¢1,-+,tn]e Y’[W ,/sz

where one can immediately see that there is a strong connection
between the ALRC and the ALVCE but, and as for the LRC and
GRC, the ALRC does not degenerate in the AGRC (we can easily
prove it using the same argument of Eq. (40)).

Thanks to this definition we can state the counterpart of the LRC

bound of Eq. (41) for the Adversarial Setting substituting L}'ﬂ (flg”)
to LY (fu), L (fm) to LY (fu), and R;,(#,) to R,(#,-). Conse-
quently we can state the counterpart of the bound of Eq. (30) for
the Adversarial Setting based on the ALRC by setting

~ N 3
€1 =¢55,C, (H#,02) =K'R;, (A, C2),¢0 =31 + 1"2(,;’), and

¢(9) = \/% + 2\/@ where K* and r* are the values of K and r
that solves the problem of the ALRC counterpart of the bound of

Eq. (41).

3.2.3. Non-adversarial and adversarial settings: a comparison

Let us consider the same properties of r,ry,12,.7, %, %1, %2, %
defined in Section 3.1.3. Moreover, analogously to what has been
done for the (A) GVCE and (A) LVCE, let us now consider the two
settings described in Sections 3.2.1 and 3.2.2 and let us observe
the (A) GRC based bounds of Eqns. (17) and (27) and the (A) LRC
based bounds of Eqns. (21) and (30). By considering these bounds
and observing, by definition, a series of properties.

For what concerns the generalization and the empirical errors
the properties of Eq. (31) holds true also for a general [0,1]-

bounded loss
L) =LY () < LY () <L, ()<L (h) =1,
R R ' e 48
LY(h) = L}’y (h) (h)y <LY (h) < L}", (hy=1, VYhewr. (48)

Ly,

LY

<
X ia,

<

For what concerns the complexity terms, also in this case there
are many properties that we can state that follows directly from
their definitions. In particular, we can state the counterpart of
the properties of Eq. (32) for the (A) GRC and the (A) LRC

0 =Ry (#,0) < Ry(A,11) S R(A,12) <R(#,1) < 1, (49)
0 =Ry, (#,0) <Rg, (#,11) <Ry, (#,12) <Ry, (#,1) <1,
remembering though that
0 < R(#) <R(#,1) < 1,
() < R(A#,1) <1, (50)

0 <Ry, (#)<R;,(#.1)<1,

since the (A) LRC does not degenerate in the (A) GRC.

For what concerns instead the counterpart of the properties of
Eq. (33) for RC, the problem is a bit more tricky. In fact we can
surely say that
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Re(#), Ry, (H,1) <R, (H#,1) = R(H,T)

(51)

which follows directly from the properties of Eq. (33). But it is more
complex to derive these to limits

L}Bﬁ[ﬂ(]{/), Lmﬁfﬂ(%7)7 (52)

which are not easy to bound if we do not put some further hypoth-
esis. For example if we use a hard loss function ¢(h,Z) = [Yh(X) < 0]
and then ¢,(h,Z) = SUP; v [Yh (X) < O]. In this case, if # — 2, we
have that

[b1, -+ b : b =1(Yi + 1)],

[bh "7bn:bi*%(l_ylﬂ7
oy = , 53
a7 [by,--,by:bi=1] (53)

since, in this case, as we observed in the case of the AGVCE and the
ALVCE, either we correctly label all the Y; = +1 with h(X) = +1 or
we correctly label all the Y; = —1 with h(X) = —1 or we make a mis-
take on all the points with any other h € .#. Consequently

n

2N oity,
i=1
n
%ZO’,‘OM;‘,
i=1

R, (#)=E,  sup
(b t}e?;

T
(54)
R;, ,(#.1)=Es sup sup

16[0.1][%1,---,é,,]ef[ﬂﬂ%,/ﬁ

which are simple and computable quantities bounded by cv2n
where c is a universal constant [20]. In Fig. 3 we computed the
quantities reported in Eq. (54) for different values of r,n, and
{HY:Ye2,Y>0}=1-|{Y:Ye2,Y<O0}] to support our
statements.

Analogously to the (A) GVCE and (A) LVCE, for the (A) GRC and
(A) LRC it is not easy to prove what operator o € {<, >, =} to insert
following relations

(#)oR;, (H)oR;, (H)oR;, (A),
(%7r)ORZﬂZ(%7r)ORI (]{ﬂr)of{b(][ﬂr)’

#

R;,
. (55)
R;,

and the answer is the same stated for the (A) GVCE and (A) LVCE:
none of them. The (A) GVCE and (A) LVCE can increase for small
2 and then can decrease for large .

In order to support our statement, let us consider the same toy
example reported in Section 3.1.3. Let us also use the same loss
exploited in Section 3.1.3 /¢(h,Z)=[Yh(X)<0] and then

Eg(h,Z) = sup;w(x) [Yh()?) < O]. In this setting in Table 1 we have

retrieved %; ., V#,r of the toy example. So we can also easily
compute the (A) GRC using Eq. (43) and the (A) LRC using Eq.
(47) remembering that R;V () is the GRC, ﬁgﬁ(%) is the AGRC,
R;, (##,1) is the LRC, and R;, (##,1) is the ALRC. The results of this
computation are reported in Fig. 4. From Fig. 4 it is possible to
observe the same behavior studied, observed, and discussed for
(A) GVCE and the (A) LVCE also for (A) GRC and the (A) LRC: there
may exist cases in which a perturbation # can be large enough to
not increase the empirical error while decreasing the complexity
resulting in sharper bound on generalization error of models
learned in the Adversarial Setting.

Finally note that, in some sense, the fact that for small % the (A)
GRC and the (A) LRC can increase should not surprise us. In fact, let
us suppose that
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0.8
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. | —&e o)
Ry, (M)
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02\ .

[\

n

10

12 14 16

(a) {Y : Y € D,Y > 0}| = [?/10]

0.8

0.6

0.2

—_/2/n
0.4} .

\

\V]

n

10

12 14 16

(b) {Y : Y € D,Y > 0}] = [7/2]

Fig. 3. Representation of the quantities reported in (Eq. 54) for different values of r, n,and {Y:Y € 2,Y >0} =1-|{Y:Y € 2,Y < 0}/

7 =R 0
hX)=W-X, #={W: WeR",|W|,=H}, H>0
¢(h,Z) = max [0, min [1,-07X]] (57)

BX) = {f( Xea, X -X|. < B}, Be[0,1].
where ¢(h,Z) is the truncated Hinge (or Ramp or Soft) loss. Then, by

exploiting the result of [17] we can state that

R[,4(:7/)) < Ry(H#) +BH\/§,

which is obviously a loose upper bound. In fact, in this case

éim sup ¢(h,Z) =1,Yh e 7,
Hm}eﬂ(x)
and then, thanks to Eq. (42)

(58)

(59)

n
limR;, (#) = lim[Eysup%Zm sup é(h,
B B 0

(x.%)
: ! (60)
= i3 o

=0.
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Nevertheless, for small B the upper bound of Eq. (58)[17] can
be tight (given what we observed in the toy example for
AGRC and ALRC), while for large B it starts to be loose and not
useful.

4. Practical analysis of generalization

In this section we will perform a practical analysis to compare
the Non-Adversarial and the Adversarial Settings in terms of esti-
mating the generalization abilities of the empirical risk minimizer
using the bounds presented in the previous section but, instead of
using the toy sample of Sections 3.1.3 and 3.2.3, we will exploit
real world data.

Let us consider the case when %2 = R¢ h(X)=W -X where
W e R? and the size of .# is regulated by the p-norm of the model
weights |W||, < H where p regulates the shape (e.g, the sparsity or
the density) of the solution [36]. Let us also consider the case
where %(X) CR? such that Z(X) = {)~( X =X, < B} (note that
for B=0 we have # = .7). In this case the value of g regulates

the shape of the perturbation/attack [37]. Note also that there is
a relation between sparsity of the regularizer and robustness to
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1

0.8

0.6
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—R;, (H,r)

0.4

T
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Fig. 4. Quantitative analysis of the properties of the (A) GRC and the (A) LRC for the toy example reported in Section 3.1.3. In particular we reported ﬁg” () and Iig” (1) for

Be{S B1,%,, %} and r € [0,1].

attacks [38]. For simplicity, in this phase, we will set p =1 and
q = o in the attack. The truncated Hinge (or Ramp or Soft) loss
function [32] ¢(h,Z) = 1 min[2, max[0,1 — Yh(X)]]will be exploited
(remember that this loss is symmetric).

In this setting, in order to find fl(;” and the h, = f%, namely to
find the empirical risk minimizer in both the Non-Adversarial
and Adversarial Settings (see Eq. (11)) we have to solve the follow-
ing problem

0 - 55 s o (5.)), o
XeB(X;)
which, in our setting, can be formulated as
n ~
min max min [27max[0,1 - Y,-W~XH. (62)

A d ~~
WWeRSIWIh<H {7 x.xeRr? | X-X;]|. <B
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Thanks to the linearity of the Problem (62), it can be simplified
as follows [17]

n
min min[2, max|0, 1
W-WeRrd |W|; <H

- YiW-X; + W], B]]. (63)

Unfortunately Problem (63) is non-convex but we can approxi-
mate its solution by solving its convex relaxation

min
WWeRd |W|; <HT

" max(0,1— YiW - Xi + [W]),B, (64)

which a Linear Programming problem, in fact Problem (64) can be
reformulated as
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Fig. 5. MNIST-0Ovs1: we reported the generalization error L}’/ f‘i, , approximated with the error on the test set, and the empirical error Ii}f% (f‘/‘,) of the empirical risk
minimizer, the (A) GRC }ii/(yf) and the Empirical Error plus the (A) GRC, namely the bound on the generalization error.

min 2”26 where W = W* —W~. The Linear Programming problems have

W W-erd cerné= b Fle)en solved using the Simplex algorithm [39,40] using the CPLEX.®
ibrary

YiWr - W)X — Bzd:(Wl—* W) =1-¢, Instead, in order to find the complexity term, we will consider

I in this part only the (A) GRC and the (A) LRC since the (A) VCE

Vie{l,---,n} and the (A) LVCE cannot be used with the loss function exploited

d (65)  in this section (since it is a [0, 1]-bounded loss function not a

s.t. Z:(Wl+ + Wi*) <H , {0, 1}-valued loss function). We could not use the Hard Loss func-

i=1 tion since optimizing it is computationally prohibitive (NP-Hard

Wi W; > 0vie{1,.--,d} problem) and its convex relaxation would result in something sim-

&>0Vie{l, - n} ilar to the framework we already depicted here. Moreover, remem-

ber that, the (A) GRC and (A) LRC are tightly connected to the (A)

GVCE and (A) LVCE respectively in the case of the Hard Loss func-
tion (see Section 3.2.1 and [33]).
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Fig. 6. MNIST-5vs6: we reported the generalization error L}’ ﬁ;q , approximated with the error on the test set, and the empirical error Ii}f% (ﬁ;‘) of the empirical risk
minimizer, the (A) GRC }iii(;ff’) and the Empirical Error plus the (A) GRC, namely the bound on the generalization error.

Let us consider then, since the loss is symmetric, the GRC
defined in Eq. (36) and the AGRC defined in Eq. (44) are computed

remembering that R,(#) = R;, (#). As a consequence, in order to
compute the (A) GRC we have to solve the following problem

> _inf ¢(h (X,-i))

icy=(9)XeBX;)

|
inf —
hexr N

> sup E(h, <)~(,Yi>) +
i€ () XeB(X;)
(66)
Note that for ¥ = {1,---,1} Problem (66) is equivalent to Prob-
lem (61). Problem (66) can be formulated as

137

min
W:WeRd |W||, <H

. max
icst X:XeRd | X-X;||..<B

min[z,max[o,l -YwW. )N(H

+Z min

~~ ~ b
ics~X:XeRd,|X-X;||.<B

min[Z,max[O,l +YiW-)~(]]

(67)

which, thanks again to the linearity of the problem, can be simpli-
fied as follows [17]
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) GRC, namely the bound on the generalization error.

minimizer, the (A) GRC ﬁ;%(;ff’) and the Empirical Error plus the (

min
W:WeRd |W||, <H

> min[2,max[0, 1 - Y,W - X; + [W|,B]]

ies*

(68)
+ " min2,max[0, 1+ Y;W - X; - |W||1BH} .

ey~

Unfortunately, also Problem (68) is non-convex but
we can approximate its solution by easily solving its convex
relaxation
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(fz@) of the empirical risk

min max[0,1 - ;W -X; + |W||,B]
W:WeRd |W||, <H gt
‘ (69)
+Z max[0,1+Y;W -X; — |W|,B]|,
ies~
which can be rewritten as
n
min max[0,1 — o;Y;W - X; + a;||W||,B]. (70)

8 d
W:WeR? |W|, <H =}
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Problem (70) is a Linear Programming problem, in fact Problem
(70) can be reformulated as

min Ziu

W+ W eRd, LERM

oY (W —-W7) - X; - oy-BEd:(Wi+ + W) =1-¢,
) ! Vie{l,.-.n} (71)
s.t. Z(Wr ; ) ,
W w Wiz 0vie (L)
&=0vie{l,. .. n}
where W = W™ — W™, Note, again, that for ¥ = {1,---,1}, namely

oi=1Vie{1,.--,n} Problem (71) is equivalent to Problem (65).
Let us now consider the LRC defined in Eq. (38) and the ALRC
defined in Eq. (46). The only differences between the computation of
the (A) GRC and the (A) LRC are: (i) we have to find a supremum with
respect to o € [0, 1] and (ii) we have to use just functions such that
IS~ 02*(h,Z;) <r remembering that r > minke,l 1,02
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in o € 10¢-8%0-701-000} £ what concerns (ii), using the same argu-

ment presented for the (A) GRC to obtain Problem (71), we can obtain
the following optimization problem that for the (A) LRC
n

min &,
Wt w- eRd,f.nielR” i1

oYi(W"—W) . X —aiBi(Wf+W{) =>1-¢,
" Vie{l,---.n}
Yi(WH—w) X wi:(w; FW) =11,
- Vie{l,--.n}

s.t. d

SW+wr) <

i= 1

an = 0(2

WEW- > 0vie 1, .d)
ghn] = 07Vi€{1’7n}

H )

(h,Z;). For what concerns (i) we simply perform a brute force search (72)
1 =
—R[B (#,0.001)
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Fig. 8. Quantitative analysis of the properties of the (A) GRC and the (A) LRC for the MNIST-0vs1. In particular we reported Ru( ) and R“ (o, 1) for different values of Band r.
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which is a convex Quadratically Constrained Linear Programming
problem [39,40] that we solved using the CPLEX® library.

At this point we are able to compute all the quantities in the
GRC based bound of Eq. (17), namely (see Section 3.2.1)

n ()
2n’
and the AGRC based bound of Eq. (27), namely (see Section 3.2.2)

In 3

2n

LY (izg) iy (fu) FR(A) +3 (73)

9)
<

L}.; <i1[ﬂ) (1-

<Ly (hg”) +R;,(#) +3 (74)

Note that the confidence term is the same and constant in both
bounds no matter # so we can neglect it. In other words we
assume that the sample is a good representation of the population
so we do not have to pay the associated risk and we have just to
pay the risk due to the size of 7.

Let us now consider the MNIST dataset [41], a now classical test
bench in the adversarial context [6], which consists of 28 x 28
greyscale (0 white and 1 black) images of numbers from 0 to 9.
In particular, we consider the binary classification problems of rec-
ognizing 0 against 1 (a simple case named MNIST-Ovs1) and 5
against 6 (a more complex one named MNIST-5vs6) exploiting
n = {100,1000} samples for train (namely {50,500} from each
class) and 10,000 for test (namely 5000 from each class). We will
consider also the SVHN dataset [42], which consists of
32 x 32 x 3 colored images of numbers from 0 to 9 taken in natural
scene images. In this case, we consider the binary classification
problems of recognizing 0 against 1 (SVHN-Ovsl) exploiting
n = {100,1000} samples for train (namely {50,500} from each
class) and 10,000 for test (namely 5000 from each class). Note that
SVHN-0vs1 is even more complex than MNIST-5vs6. We exploit 30
random realization of .# to compute both (A) GRC and (A) LRC.

In Figs. 5-7 we reported, for MNIST-Ovs1, MNIST-5vs6, and
SVHN-0vs1 respectively and for different values of n, W, and B a
series of quantities referring to bounds of Eqns. (73) and (74). In
particular we reported the generalization error L},’” (fl@;), approxi-
mated with the error on the test set, and the empirical error
% (fl;ﬁ) of the empirical risk minimizer, the (A) GRC ﬁgﬂ (#) and
the Empirical Error plus the (A) GRC, namely the bound on the gen-
eralization error. Note that by setting (B =0) we get the Non-
Adversarial Setting while for (B > 0) we get the Adversarial Setting
and we tested the trend of these quantities for an increasing size of
B.

From the Figs. 5-7 it is possible to see also experimentally the
behavior of the empirical error, the complexity, and the generaliza-
tion bounds the we discussed and expected in the theoretical study
performed in Section 3. First let us observe some simple behaviour
that we expect knowing the classical theory in both the Non-
Adversarial and Adversarial Settings: the larger is n the smaller is
the test error, the larger the empirical error, and the smaller the
difference between the empirical and test error; the larger is B
the larger the empirical and the test error; for W there is an opti-
mal value (not too large not to small) according to the Structural
Risk Minimization principle. Then, let us observe the new beha-
viour. In particular, the complexity can increase with small #
(e.g., Figs. 5(b), 7(c), and 7(e)) while it tends to decrease as #
becomes larger (most of the cases). There is an optimal value of
2% (mostly greater than zero) to get the best generalization bound
since increasing # impacts much more the complexity with
respect to the empirical error (see Figs. 5(f) and 6(f)). Note also that
for this optimal # the bound on the generalization error is tight,
i.e., close to the actual error.
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For the sake of completeness we reported in Fig. 8 the counter-
part of Fig. 4 for the MNIST-0vs1 dataset. In particular Fig. 8 reports
R;,(#) and R;, (. 1) for different values of B and r. As expected
from the theory [24] the (A) LRC is able shrink the (A) GRC.

5. Conclusions

Recent research has shown that models induced by machine
learning, and in particular by deep learning, can be easily fooled
by an adversary who carefully crafts imperceptible, at least from
the human perspective, or physically plausible modifications of
the input data. This discovery gave birth to a new field of research,
the adversarial machine learning, where new methods of attacks
and defense are developed continuously, mimicking what is hap-
pening from a long time in cybersecurity.

In this context the scope of the paper was to shift the attention
and show that inducing models from data less prone to be fooled
by an adversary, while posing many unresolved theoretical (e.g.,
finding the best perturbation set [31]) and practical (e.g., solving
the non-convex optimization problem behind adversarial defense
[6]) challenges, actually provides some benefits when it comes to
assess their generalization abilities, namely bound their perfor-
mance on previously unseen samples. For this purpose we first
use a theoretical approach, relying on Statistical Learning Theory,
exploiting, studying, and extending the (Local) Vapnik-Chervo-
nenkis and (Local) Rademacher Complexity Theories to the Adver-
sarial Setting. We enrich the theoretical discussion with examples
and results that focus on giving more insights to the readers and
translate the theory into practical concepts. Then we switch from
theory to practice with a series of numerical experiments on real
data.

More specifically, the proposed generalization bounds for the
Adversarial Setting based on the (Local) Vapnik-Chervonenkis
and on the Local Rademacher Complexity are novel while the ones
based on the Rademacher Complexity have already been studied.
Then, we performed a new study on the connection between the
(Local) Vapnik-Chervonenkis and on the (Local) Rademacher Com-
plexity in the Adversarial Setting. Finally, theoretical and practical
analysis of the behaviour of the (Local) Vapnik-Chervonenkis and
the (Local) Rademacher Complexity based bound in the Adversarial
Setting when the perturbation domain changes in size has been
performed. This study shed new light on a previously unknown
phenomenon: increasing the size of the perturbation domain can
decrease the complexity of the space of functions and can increase
the tightness of the generalization error bounds. In fact, sometimes
it exists a perturbation large enough to not increase the empirical
error too much while remarkably decreasing the complexity
resulting in sharper bound on generalization error of models
learned in the Adversarial Setting.

Both theoretical and practical results support the idea that we
raise in this paper that dealing with an adversary can actually pro-
duce a benefit when it comes to bounding a performance of a
model on previously unseen samples.
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