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Abstract—Confronted to the increasing dynamic of Internet
routing system and its underlying topology, we propse a
reliability and availability analysis method based on the
characterization of the dynamic properties (in partcular, the
stability properties) of routing paths and their caresponding
forwarding paths. The key driver underlying this method is that
transient but frequent changes in the spatio-tempal properties
of routing paths can affect the performance and opating
conditions of the corresponding forwarding paths; kence, their
reliability. The results obtained by means of thisnethod verify
that, although the main cause of instability resuk from the
forwarding plane dynamics, a second order effect tates
forwarding and routing path instability events. Applying our
analysis method reveals that the dominant source @mn cause) of
instability originates indeed from the forwarding plane. This
result which confirms previous studies from 2003 frther
corroborates the assumption that the dynamic propdies of
routing system are mainly driven by its adaptation to the
forwarding system (adaptive routing). However, ewe if the
likelihood of forwarding instability becomes the prominent
behavior (cause), about 50% of them induce routingpath
instability whereas the corresponding forwarding p#h remains
unstable. This observation suggests that 50% of theeactive
decisions performed by the BGP routing system (redize
routing) tend to further delay convergence of the drwarding
paths. In turn, this observation provides the firstindication that
simple causal effects can't explain anymore the ogmence of
instability. Moreover, more elaborated analysis tekniques (such
as the one proposed in this paper) are required texplain the
inter-dependent routing and forwarding paths dynamcs which
affects their reliability and availability.
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. INTRODUCTION

Internet routing path dynamics has been subject to man

studies since middle of the 90’s following the study otirgu

path behavior by V.Paxson [1]. The prominent researdntsff

[2] [3] [4] [5] conducted over last fifteen years to undansl

the root causes of Border Gateway Protocol (BGP)irrgut
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vector algorithm), a single path change can typically indbe
exchange of a large number of BGP messages.

Over time, many techniques have been proposed to mitigate
the effects of (local) instabilities and/or to acceler the
convergence of the routing path(s) after occurrence ridus
perturbation events [7] [8] [9] [10]. Nevertheless,rasorded
during the Routing and Addressing workshop held by the
Internet Architecture Board (IAB) in 2006 [11], stétyil
remains a key criterion to be met by the Internet ngusiystem
and its underlying Border Gateway Protocol (BGP). Moreover
the motivation for characterizing the dynamics of thierimet
routing system does not only relate to the Internet mguti
system properties but also to the resource consumgtiocal
routing engines, in particular, in terms of memory @fU.
System resource consumption depends not only on the size of
the routing table but also on the number of BGP peering
relationships between routers. Indeed, the increasingrdgsa
of the exchanges of routing information updates between all
BGP peerings increases the memory and CPU requirefoents
the operations of the routing protocol.

On the other hand, many studies have been conducted to
characterize the properties of the Internet forwardmaghs
including their length, their average length and the tiariaof
their spatial properties. These studies are oftenzezhlby
means of traceroute [12] and its variants such as thie Pa
traceroute [13] which improves the accuracy of traceroute
Tracetree tools [14] aims at improving the probinggfiency,
an important property when sources have a limited probing
capacity which prevents them from issuing traceroutdgs
frequently enough to observe changes on all paths (probing all
forwarding paths at the same frequency wastes probeslmh pat
at are not changing while potentially missing changes i
ther paths). The DTRACK tool [15] which separates path
change detection from path remapping performed only once a
change is detected, aims at providing both accuracy and
frequency tuning enabling in turn to track a larger bemof

aths. The same objective underlies the recently developed

paths dynamics led to classify them as policy-induced
protocol-induced. This broad classification accounts Far t
distinction between BGP operations and the inherent behavio The proposal to improve the availability of the Internet
of the underlying path-vector routing algorithm which adaptsonnectivity by means of reactive routing (compared to
its decisions upon routing topology changes. Because of 8GPadaptive routing, which relies on routing information
slow convergence (phenomenon observed by C.Labovitz et gbx)changes to select between paths) led to study the
[6]) and path exploration (behavior intrinsic to the séstrpath  relationships between forwarding paths and routing paths
properties. As observed by Z.M.Mao et al. [16], rogitand

ADAR tool [14] using a set of distributed monitors.
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forwarding paths do not always match due in partidolaoute  the finite set of nodes and the edgeB€lE| = m) represents
aggregation and forwarding anomalies. In [17], N.Feanester the finite set of links. Fot, v € V, the loop-free patlp(u, v)

al. studied the relationships between forwarding patlure  from vertexu to v is defined as the finite sequenpg, (=
and BGP instability induced by messaging. This studyw),x,,...,x;_1,%;...,x,(= v)] such that the vertex;_, is
observed that i) forwarding path failures often prece®®B adjacent tox;, V(xi_1,%)i=1,.p€ E. Thelength £(u, v) of the
instability as BGP messages may indeed follow the appeer  yathp(u, v) is defined as the finite number of edges the path
of a failure due to the slow adaptation of the BGP routing,,, ) traverses from vertex to v. Thediameter 5(G) of the
system upon fallt_Jre occurrence but ii) BGP |n_stab|l|twralso raph G denotes the maximum length of the shortest
p_recede forwarding path failures when routing path chang pological path between any two verticesv eV, ie.,
Fouting.profocol engines.themselves. are.the cause af suo(e) = M@y (£, V)lu,v & V). Theaverage path length i
failures. The present paper aims at measuring and amgiyz ;\?gpeg” aSaEPse ;Veggggsf)ftmes slp(;)rrtzf]t E%ﬁréi?géhzgggﬁ
Sg?t?cmu:grfngzﬁlg\fv lt)ﬁ ;\{Vzﬂp];gng;:gg}ﬁya:f?eé?ggrgs%ams' Icomprlsmgln nodes, the average path length is provided by the
[17] is not verified anymore. Our analysis determines tiat formula Mn—_nZuu:gi(u: V).

main cause of instability results from the forwarding plan ST ) ]
confirming the results reported in [17] and corroborating the Distinction is made between topological, forwarding and
assumption that the dynamic properties of the routing systef@uting paths. Aopological path from vertexu to v is defined

are mainly driven by its adaptation to the forwardiggtem. as the shortest path on the graphwhere verticesu and
However, about 50% of the forwarding path instabilities induce represent nodes (gateways, routers, etc.) and its edges
routing path instabilities whereas the corresponding fatingr ~ represent the interconnection between abstract nodes
path remains unstable. This observation suggests thatveeacti (Autonomous Systems or AS) or links between routers. The
like routing systems are now in place but 50% of theirouting path r; towards destination (where,i = 1,...,|D|, D
decisions tend to delay the convergence of forwardingspat being the set of destinations) denotes the péihi) produced
(instead of only delaying convergence of routing paths throught node u by the routing algorithm using as input the
adaptive routing as reported by Z.M.Mao et al. [18]). information of the grapl@. The routing topology defines thus

a sub-graph ofi representing the actual nodes and links along
the paths as selected by the routing algorithm (anddstare

(in)stability properties) of the Internet routing paths émeir local routing tables). Aorwarding path f; denotes the path

: . . rP(u' i) followed by the data traffic from nodeto destination
corresponding forwarding paths stem from three main reasoris. t,5 on\yarding path is derived at each node from the local
I\h?hgrztpggg-stlearfs;rg? ;];erlg:)(terr]t;ii(tastr?)?srlggttir?;tpf;?r?:?gcﬁ routing table information. The forwarding topology defines

: o . thus a sub-graph daf representing the actual nodes and links
the performance and operating conditions of the correspondlrg% selected by each router's forwarding decision
forwarding paths (hence, their reliability). The secorson is y 9 )
that frequent instabilities when observed for the samieséiu In order to characterize the dynamic properties of amiv
of) path(s) that can be attributed to a spatially llped  routing pathr; at timet, we use the quantity;(t) as defined
portion(s) of the Internet may reveal that the underlyingn [19]. At timet, ¢;, referred to as thgtability metric of the
physical topology is more prone to failures (hence, showingouting pathr;, quantifies the change(s) experienced by the
limited reliability). The third results from the incré®$ routing pathr; from timet—1= t,+ ktot = to+ (k +
operational need to provide for a longer term estimatiohef t 1). The measurement time interval is thus determined by the
Internet routing-forwarding system performance and opgrat integerk which accounts for the number of Minimum Routing
conditions using well-proven statistical analysis actimg for  Advertisement Interval (MRAI) time units (set by defatdt
recurrence of events and correlation between instabilgyts.  30s) that have elapsed since the starting time of the

The remainder of the paper is organized as follows. If1€asurement sequenag. In other terms, the metrig,
Section Il we outline the prior work realized in the accounts for all change(s) experienced by the routing pat

characterization of routing and forwarding Internet paii a With @ periodicity determined by the MRAI time. For
position our contribution. We detail the proposed proogssi orwarding paths, an analogous quaniit) is defined which
and analysis method in Section Ill. The next Section \characterizes the stability of forwarding pgthat timet. At
provides the results obtained by the application of the odeth time ¢, ¢; quantifies the change(s) experienced by the
documented in Section Ill. A statistical analysis of theforwarding pathf; from timet—1 = t,+1 tot = to+
observation data is detailed in Section V together with thél +1), where the integet accounts for the number of time
description of the nonparametric analysis method. Finallyunits that have elapsed since the starting time of the
Section VI draws conclusion from this study and outlinegn€asurement sequence

More generally, the overall motivations for studying the
relationships between the dynamic properties (in partictiia

possible future work. B. Prior Work
II.  PRIORWORK AND OUR CONTRIBUTION Many studies have been dedicated to determine the
. properties of the forwarding paths by means of tracefdZie
A. Preliminaries and its variants such as the Paris traceroute [13]. Fiber |

Consider a network topology modeled by an undirectedmproves the accuracy of traceroute by controlling lieader
graphG = (V, E) where, the vertex s&t (|V| = n) represents fields of probe packets such that all probes towards angive



destination follow the same path in the presence of per-flo path instabilities preceding forwarding path instabilitieg b
load balancing. Indeed, load balancing creates multiplenore importantly, our analysis shows that both instalsliten
simultaneous paths from a source to a given destination ¢eadicoexist as second order effect. Even if further evidemaauld

to traceroute errors and misinterpretation of path cd®n@n be required to determine if this behavior is commonly
the other hand, tracetree tools aim at improving tlabipg  observable, it provides a counter-example of the simple
frequency. The latter characterizes an important prppefit causality assumption elaborated in [17]. This impltest the
traceroute tools when monitoring sources have a limitedausality effect as assumed by the above-mentioney doeb
probing capacity which prevents them from issuing tragero not find anymore a simple explanation. Indeed, although the
probes frequently enough to observe changes on all paths, imain cause of instability results from the forwarding path
probing all paths at the same frequency wastes probpatbe  dynamics about 50% of the forwarding path instabilities
that are not changing while potentially missing changes iinduce routing path instabilities whereas the corresponding
other forwarding paths. The DTRACK tool [15] aims atforwarding path remains unstable. This observation suggests
providing both accuracy and frequency tuning by optimizinghat reactive-like systems are now in place but 50%heir t
probing rate according to the likelihood of path changes. Idecisions tend to delay convergence of the forwarding paths
turn, this tuning process enables to track a larger numbe (instead of only delaying the routing path convergence as
paths). For this purpose, the tool separates the traokipgth  discovered by Z.M.Mao et al. [18] when extending the adaptive
changes into path change detection and path remappicgpabilities of BGP to prevent routing path oscillatjons
performed only once a change is detected. The sameiobject
underlies the recently developed RADAR tool [14] whises

a set of distributed monitors as further explained inghjser.

The contribution of this paper is threefold. First, we
develop a systematic method to characterize the dynamic
properties (in particular, the stability properties) feé touting

Following the seminal paper of V.Paxson [1], prominentpaths and their corresponding forwarding paths. For this
research efforts [2] [3] [4] [5] have been conducted topurpose, we associate tracetree-like measures obrivartling
understand the dynamic properties of BGP routing paths angaths data obtained using the RADAR monitoring tool [14] to
in particular, the root cause(s) of their instabilitiBased on the corresponding AS routing paths derived from the local
the proposal to improve the availability of Internet cativiy BGP routing information bases. Indeed, following the
by means reactive routing instead of adaptive routingh(®as  observation reported in [16] that routing and forwarding AS
BGP, which relies on routing information changes to $elegaths do not always match due to route aggregation and
between paths), N.Feamster et al. reported in [17] deverforwarding anomalies, the complete mapping technique often
results on the relationships between forwarding patbréaénd leads to errors. Secondly, we analyze the resulting dat
BGP instability. In reactive routing, active measuremasits recorded over long observation periods by means di-tabkl
network-layer path characteristics such as reachgbiss, classification. Finally, we perform a non-paramettatistical
and latency are used in combination with passive traffi@nalysis of the data using the Recurrent Event Datdysisa
monitoring to decide which paths are better; the differeacs (RDA) technique to determine the trend of observed oéte
in how they take advantage of alternate paths. This studgstability event as a function of time.
further observed that i) forwarding path failures ofteecpde
BGP instability as BGP messages may indeed follow the . METHOD
appearance of a failure due to the slow adaptation of @ B |n this section, we describe the proposed method which
routing system upon failure occurrence but ii) BGP inbtgbi comprises three steps: the pre-processing of data respie
can also precede forwarding path failures. BGP messagy (Section Ill.A), the computation of the characteristicantity
actually precede a failure when routing changes signalnakte translating path changes (Section 111.B), and the anabfsise
events such as network maintenance or when routing pneble sequences of computed values (Section I11.C).
themselves are the cause of failures. )

o A. Pre-Processing
C. Our contribution Pre-processing is required to find the association between

The study [17] reports that 80% of the forwarding pathforwarding path data being sequences of IP addresses and
failures precede BGP messages by 2 to 4 minutes {fewagh  routing path data being sequences of AS numbers (AS-Path
BGP messages sometimes trail failures by 15 minutes eigttribute of BGP routes). To map the IP address (fating
longer) and that 20% of the forwarding path failuresofell path) to the corresponding AS Number (routing path), we use
BGP messages within 15 minutes. These observations agge Whois [20] tool provided by the Team Cymru
drawn from statistics where about 90% of the failuees less  (http://www.team-cymru.org/). This tool, developed in C++
than 15 minutes and about 70% of all failures last less $ha programming language, takes as input a file containing IP
minutes. One can thus question if this temporal comelat addresses and translates them into AS numbers as output.
between forwarding path failure and BGP messages (indicating . | . . .
routing path change) can be explained by a simple causal It is important to mention that finding the' association per
effect. On the one hand, the present study confirms th@est[natlon between a forwarding .and a routing path does not
expected behavior: slow BGP convergence implies that th@quire performing the full mapping of data sequences bu
majority of the observed forwarding path instability is©nly to unambiguously associate a given forwarding path (I
temporally correlated with routing path instability tighuover ~ address sequence) to its routing path (AS number sequence)
much larger time periods than the average reported nQiv Hence, pre-processing by association is simpler compared to
the other hand, we don’t observe the same fraction uing methods that require performing full mapping of IP addresses



(forwarding paths) and AS number (routing paths). Moreovergcomputed at time + 1 (i.e., ¢, (¢, + [ + 1)). This technique is
this technique prevents introducing additional mapping errorfyrther illustrated at the bottom of Fig.1.

when such operation is not strictly required. .
C. Classification

B. Computational procedure Using the set of forwarding path (FP) - routing pdagi)
After having associated each forwarding path to itspairs together with the corresponding sequence of valy@$
corresponding routing path (i.e., produce pairs of pathg) and ¢;(t) computed at each time increment, a first

can then execute the following steps: characterization of the observed instability events ban
performed. It consists in determining whether the observed
instability events can be detected or not at the fating path
and/or the routing path level. For this purpose, eaante
(recorded for each (FP,RP) pair) is associated to 6rteeo
following  qualifying labels: (FP_Stable, RP_Stable),
(FP_Stable, RP_Unstable), (FP_Unstable, RP_Stable) and
2. Compute for the corresponding forwarding pfththe  (FP_Unstable, RP_Unstable). We then count the number of
stability metricé;(t) (as defined in Section 1I.1), from events for each pair and classify the pairs as follows:

:It?e]zeeilti:r etodltj?att(i’o-ir_l é}\{[vhh: rn?et:seulgtrﬁgﬁ% irliog?f'nes 1. (FP_Stable,RP_Stable): for each pair included in this
P ’ class, most events translate stability of the roupaity and
3. Derive the associated statistics including the minimum its corresponding forwarding path.
and the maximum value of the stability metrggsand 2. (FP_Stable, RP_Unstable): for each pair included in this

1. Compute for each routing path the stability metric
@;(t) (as defined in Section 11.1) at each MRAI time
unit increment from time = ¢t, to t, + K, where the
integer K > 1 defines the entire duration of the
measurement period in MRAI time units;

§i, in addition to their median, average and variance. class, the majority of the observed instability events ar
experienced by the routing path while the corresponding
b bz bis bia s - _ime forwarding path remains stable (during the same time
RP L interval).
_fime 3. (FP_Unstable, RP_Stable): for each pair included in this
FP class, the majority of the observed instability events ar
experienced by the forwarding path while the
corresponding routing path remains stable (during the same
w Time time interval).
4. (FP_Unstable, RP_Unstable): for each pair included in
Time this class, the majority of observed instability events
FP | involve both routing and forwarding paths. Moreover,
& 8Gts) 8t Bula) 82 - & further identification is required if a common segmerdtis

) ) . the origin of the instability.
Fig. 1. Measurement rescaling technique

However, some (FP,RP) pairs can exhibit multiple

In case the periodicity between forwarding and routingnstability patterns during the overall measurementioger
path measurements differs, rescaling of the measureiment whereas capturing this behavior under a single (multi-yalue
intervals is required. We first observe that the rougragh  label results in loss of information when classifyirP (RP)
measurement interval determined by the MRAI timer (set byairs. Hence, to classify unambiguously and without loss of
default to 30s) is shorter than the forwarding path probénformation all (FP,RP) pairs, the analysis procedsifairther
frequency which is of the order of 60s or higher. The naivadapted to derive a dominant/main trend, i.e., the most
technique (as illustrated in the top of Fig.1) consists representative behavior, and a sub-trend, i.e., the secost
extrapolating the value of the forwarding path stabifty as representative behavior. Following this procedure, each
computed at timg during the entire time interval,t + 1] (FP,RP) pair is classified according to its dominagndk i.e.,
whereas the value; associated to its corresponding routingassociated to the class label for which the maximum nuotbe
path may change during this time interval. The problem witltounts has been computed, and then according to its sub-trend,
this approach is twofold. First, the effect(s) of thalue i.e., associated to the class label for which theorsc
computed at timet may decrease during the time interval maximum number of counts has been recorded. Over all pairs
betweent andt + 1 (attenuation effect). In addition, the value belonging to each class, we record the minimum and the
computed at the next iteration (i.e., at time 1) could have a maximum value of the stability metric in addition to the
backward effect on the previous time interval betweemd  computation of the median, average and variance of the

t + 1. For this purpose, the proposed technique relies on tr$ability metric. We also count for each pair the doratfin
two-variable function g: R* x R* — R*: (&,(to + 1), &,(t, +  MRAI time units) associated to the occurrence of thenisve

1+1)) > (1—a)§ (6o + D + a &ty +1+1) where, the real that are determined by the above-mentioned classes. This
parameter € [0,1]. At each intermediate time increment, the additional processing enables to additionally derive fmhe

function g(¢,,£,) enables to combine the extrapolation of thegﬁirrat?or?omgn:;c; t(r:eerr‘gign(?: F?ng)b;;?rnsd rr\:gg] hr:\fge;t to the
value computed at time (i.e., {,(to +1)) with the value number of counté but certain 61‘ them may be very long.



IV. RESULTS Table I, the sub-trend indicates that about 50% of theRfFP
In this section, we detail the results obtained by me#éns pairs experience instability at both forwarding and routing

the method documented in Section Ill and analyze therlgj\;ms' b'll'heRPremabilningl 50% of the pairs belong to the
according to the classification procedure of Sectib@ I _stable, RP_stable) class.

A. Datasets ) Destination 208.35.189.25

The computation of the stability of the routing paths selie IR
on the processing of the BGP datasets provided by the o8
RouteViews project [21]. These datasets collected fthen 7
monitored BGP routers, comprise the following informatii)
the complete Routing Information Base (RIB) entrigedaied

06

05

04

|
every two hours) and ii) the received BGP routing updates o |
received from peering ASs (separated in files recoeley N
15 minutes). This information is encoded by means of the 01 I
Multi-Threaded Routing (MRT) format [22]. The monitored o

o 10000 20000 30000 40000 50000 60000 70000 80000 90000 100000

router is route-views.wide.routeviews.or
9 Fig. 2. Example of (FP_stable,RP_unstable) pair

The computation of the stability of the forwarding gath

performed on the data recorded by the RADAR tool [14]. The . Destination 73.22.60.60
measurements carried out by this tool are traceroute-liteepr M
initiated from a set of monitoring nodes. Such probegetaa 08 T Forwarding path
large set of IP address prefixes distributed across teengit 07 e
Based on these measurements, the RADAR tool builds ego- 06

centered views of the forwarding topology, i.e., thiating

router collects traces along the forwarding paths th@bles). o

A subset of the forwarding paths traced by the RADA®& to ”

corresponds to the routes obtained from the RouteViews D

dataset. Consequently, a subset of the monitored AS goutin .

paths iS a|SO monitored by the RADAR t00|. |n tOtal, the 0 10000 20000 30000 40000 50000 60000 70000 80000 90000 100000
analyzed dataset includes a bit less than 1000 forwapdithg- Fig. 3. Example of (FP_unstable,RP_stable) pair
routing path pairs covering a monitoring period of 50 days.
Destination 72.3.192.234
B. Observations . S
The results obtained by applying the computational 0s ——foutos pan

procedure documented in Section Ill.B to each (FP,RP) pair
are best represented by graphics. For this purpospravéle

in Fig.2 an example of a (FP,RP) pair belonging to thsscl
(FP_stable, RP_unstable), in Fig.3 an example of a (FP,RP)
pair belonging to the clas&P_unstable, RP_stable) and in
Fig.4 an example of a (FP,RP) pair belonging to the class
(FP_stable, RP_stable). In these figures, the Y-axis represents

o o

6

.5
.2
1

0

°

o
=

o

°

°

the Stab|||ty value Computed by means of the procedure 0 10000 20000 30000 40000 50000 60000 70000 80000 90000 100000

specified in [19] and the X-axis the time (10000 time units Fig. 4. Example of (FP_stable,RP_stable) pair

correspond to a period of 50 days). Their interpretatibasre

on the value of the Y-axis: as this value increasesddses), These observations combined with the fact that the main

the instability of the corresponding path increasesrédmses).  cause of instability results from the forwarding plane
. corroborates the assumption that the dynamic properties

C. Analysis underlying the forwarding and the routing system are diffier

Table | lists the number of (FP,RP) pairs for the dominantHenceforth, it is impossible to simply derive one bétrafrom
behavior/trend and the sub-trend as obtained followhy t the other. Nevertheless, it can be observed thatens order
procedure of Section IIl.C. As it can be observed froms thieffect correlates the forwarding and routing path ingtglor
table, the majority of the (FP,RP) pairs experiendimsgability  about 50% of the observed instability events. On the other
belong to the (FP_unstable, RP_stable) class, which hand, the other 50% of the pairs return to the situation where
determines the dominant instability trend. Indeed, théoth forwarding and routing paths are stable.
instability events observed for about 95% of the paiveak
forwarding path instability without routing path instability.
Less than 5% of the (FP,RP) pairs are labeled
(FP_unstable, RP_unstable). Thus, for the small fraction of
(FP,RP) pairs experiencing instability events, the nitgjaf
these events corresponds to both forwarding and ropttiy
instability. Interestingly, as recorded in columns 3 andf4

Certain (FP,RP) pairs may have a very few number of
ounts but certain of them may last for a (relatively)gkr
ime period compared to others. For this purpose, we also
compute for each pair the cumulated percentages of time (i
MRAI time units) during which instability events have bee
observed. Fig.5 plots the cumulated number of (FP,RP$ pair



over the percentage of time of the entire observation gpericobservations for the same pair or subset of pairs may be
during which instability events have been observed for eactorrelated. Moreover, the temporal trajectoriesliferved data
pair (i.e., either at the forwarding or the routinghplaivel).

TABLE.Il: TREND ANALYSIS

are often very complex to determine. Consequently, parame
statistical models may not be flexible enough to captuee
main features; instead, nonparametric (or semi-paranet

Main trend Number of Second trend Number of statistical models are particularly attractive in sstidy. In
Pairs Pairs these models, the mean structures are modeled non-
FP stable RP FP stablc RP | 145 parametflcally (or semi-parametrically) and the distiional
stable stable assumptions are assumed to be non-parametric.
FP stable RP | 15 FP stable RP | gg A. Recurrent Event Data Analysis (RDA)
unstable unstable . . .
Recurrent Event Data Analysis (RDA) is commonly used in
Founstable | 906 P unstable 1 3 various engineering fields and is particularly usefulewh
performing reliability analysis of repairable systems.
E‘;mssttz'%'l‘é 32 Eiﬁgzttaa%'l‘é 444 Conventional Life Data Analysis (LDA) assumes that events
(failures) are independent and identically distributed (i.i.d)

whereas in the present case, the instability eveatdependent

We can observe from the Cumulative Distribution . . R .
. h and not identically distributed (common property of refidéa
Function (CDF) of Fig.5 that for 62% of the (FP,RPygahe oy qom data). Mgreover, we (are interepste%l ir¥ modgﬁgg the

cumulated percentage of time during which instability iS, mher of occurrences of instability events over tinteera

?Ran the length of time prior to the first event as inAL Which
typically focuses on time to event occurrence data. Non-
%arametric RDA provides a non-parametric graphicaired

of the mean cumulative number of recurrences of evemts pe
E(FP,RP) pair versus time. This non-parametric anaiyeithod
Yelies on theVlean Cumulative Function (MCF).

time. In other terms, the majority of the (FP,RP) paire
stable during 90% of the total observation time. From th
same figure, we also observe that for about 77% opéies,
the percentage of time during which they experienc
instability accounts for up to 20% of the total observatio
time, i.e., during 80% of the time 77% of the (FP,RP)aie
stable. The latter percentage increases to 50% wiaehing B. Mean Cumulative Function

(FP,RP) pairs the percentage of time during which thexan pe constructed is a cumulative plot (staircase imct
experience instability is larger than the percentage roé ti \yhich graphs the number of recurrences of events over ltime
represented by a cumulative plot. It is also possibtepgresent
the behavior of the set of pairs by computing the aeccfghe
cumulative number of recurrences of events over tinigs T
average is referred to as the Mean Cumulative Function.

Cumulative Distribution Function
1.00 +
0.90 +
0.80 +
070 | Compared to Mean Time Between Failure (MTBF), the
MCF method provides the following advantages i) the MCF is
more adequate to represent the event rate becauseds mak
distributional assumptions (nhonparametric method) anthéi)
MCEF is also more informative because it provides trendsé

0.60 T
0.50 +

0.40 +

030 ¢ event rate as a function of time. The MCF reveals als®
020 ¢ important aspect of path availability by estimating thegeeted
0.10 1 rate of instability events, i.e., the (cumulated) numbé
0.00 | | | | | | | | | | instability events that the paths would experience dwes. t

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%  100%

1) Computation

To compute the MCR (t;) (more precisely, the estimation
of the MCF) one proceeds as follows. At each observation t
V. NON-PARAMETRIC STATISTICAL ANALYSIS t;, the nymbgr of events; that occurred since the previous

observation time;_; is recorded. These events are recurrent

In our study, the set of (FP,RP) pairs are followed over @.e., non-fatal like instability events) and are assdrto occur
period of time, the observation period (of 50 days). &@th  randomly. The number of events is divided by the number
(FP,RP) pair part of the set, data are collected &ipteutime  p, , of pairs that are observable at time, (with p, set to the
points, i.e., multiple or repeated measurements of &mes total number of initially observable pairs). One then potes

quantities ¢; and¢;) are performed on each pair and recordedhe MCF estimate using the formula:
for each pair over a period of time.

Percentage of instability (time)

Fig. 5. Cumulative distribution function vs. Percentagenstability (time)

n

i
Recurrent event data arise when observed elements M(t) = REACEY 1)
possibly experience more than one event during the n

observation period (of 50 days). A key characteristithat M(ty) = o 2



It is important to note that all observation intervale ar investigate the relationships between the stability thoé
taken to be nonrandom, identical for all observations dnd dorwarding paths followed by the traffic and the correspandin
equal length. Moreover, since the MCF is an estimateouting paths as selected by the path-vector routing gobto
confidence bounds can also be computed. For this purpose, using the method developed in [19], waéerel
at the router level the stability measurements camiedhe

2) Analysis forwarding paths with the corresponding routing paths
The shape of the MCF plot can reveal several important warding p WI ponding rotting parhs.

properties about the behavior of the recurrent events under Our analysis shows that the main cause of instability esult
consideration in this study. Moreover, the MCF versoget from the forwarding plane as the dominant instability berav
curve can be numerically differentiated to obtain the slopgs characterized by a majority @ P_unstable, RP_stable)
called therecurrence rate. events, confirming the results reported in [17]. This

observation further corroborates the assumption that the

From the shape of the MCF plot, one can then derive thgnamic properties of the routing system are mainly drivg
following interpretation assuming that instability eveintsuce its adaptation to the forwarding system. However, iitaigo be

transient changes in paths properties that affect thefpserved that a second order effect relates forwardin
performance and operating conditions (hence, their rétigbil  ,ing path instability events. This observation shdves the

. Constant recurrence rate: the MCF plot increase§ausality effect assumed by [17] does not find anymore a
monotonically, the slope of the MCF remains constantSimple explanation. -Indeed, forwarding paths become the
thus instability events occur at constant rate. dominant source of instability; however, about 50% of the

forwarding path instability events induce routing path

* Increasing recurrence rate: the MCF plot is convex (thénstability whereas the forwarding path remains unetabhis
slope of the MCF increases), the recurrence ratebservation suggests that reactive-like systems beingimow
increases over time which reveals system performangglace, 50% of their decisions tend to delay the conveegehc
degradation over time. the forwarding path (instead of only delaying the mitpath

» Decreasing recurrence rate: the MCF plot is concav&ONVergence through adaptive routing).
(the slope of the MCF decreases), the recurrence rate As part of our future work, we will extend the analysis
decreases over time which reveals maintenancemethod to localize and characterize intra-AS instagditiWe
improvement over time (decreasing repair rate). will also further improve the procedure for computing path
dynamics properties in order to integrate the spatial tsffec

3) Results . o
Applying the procedure documented in Section V.B.1 toresultlng from the AS/node position in the Internet topplog
our dataset yields the MCF plot of Fig.6. This resultdatéis ACKNOWLEDGEMENTS

that both forwarding and routing paths experience instabilitie
at “constant” recurrence rate (though the rate experienged

the forwarding paths is about 10 times higher than the ra%
experienced by the routing paths).
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