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Abstract This paper focuses on the utilization of wireless netwaghinthe robotics
domain. Many researchers have already equipped theirgolitt wireless commu-
nication capabilities, stimulated by the observation thatti-robot systems tend to
have several advantages over their single-robot countsrgapically, this integra-
tion of wireless communication is tackled in a quite pragmatanner, only a few
authors presented novel Robotic Ad Hoc Network (RANET) peots that were de-
signed specifically with robotic use cases in mind. This isharp contrast with the
domain of vehicular ad hoc networks (VANET). This obseiwatis the starting point
of this paper. If the results of previous efforts focusingM&NET protocols could
be reused in the RANET domain, this could lead to rapid pregie the field of net-
worked robots. To investigate this possibility, this pgpevides a thorough overview
of the related work in the domain of robotic and vehicular ad hetworks. Based
on this information, an exhaustive list of requirementsegired for both types. It
is concluded that the most significant difference lies infdet that VANET proto-
cols are oriented towards low throughput messaging, whi&lRT protocols have
to support high throughput media streaming as well. Althoogt always with equal
importance, all other defined requirements are valid foh lpobtocols. This leads to
the conclusion that cross-fertilization between them iggpealing approach for fu-
ture RANET research. To support such developments, thisrgagncludes with the
definition of an appropriate working plan.
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1 Introduction

In the last decade, a tremendous amount of technical develois have lead to sig-
nificant progression in the domain of robotics. Robots haentapplied successfully
in a large number of diverge use cases such as rescue opsrdiie fighting, un-
derground mining, exploration, robot sports, etc. Key elrikehind these scientific
advancements is the integration of several fields such abanaxs, sensor systems,
artificial intelligence, ubiquitous computing, wirelesstworking, and so on. In this
paper we focus on the application of wireless networkinghia tobotics domain.
Many researchers have already equipped their robots witblegis communication
capabilities, stimulated by the observation that mulbetsystems tend to have sev-
eral advantages over their single-robot counterparts.aftef robots can handle a
wider range of tasks and accomplish some tasks more efficidiain a single robot.
An example is path finding in a random maze composed of watlspaths, where
cooperation results in significant better performanceTéams of robots can also be
beneficial in terms of reliability and scalability [2]. Rehility means that a failure
in some robots does not seriously affect the system perfacendself. Scalability
means that the system is applicable to a wide variety of s@Emnand environments
for an envisaged application. Using teams of robots alsatlyrenhances the sup-
ported distance between a tele-operated robot and the hopsaator in dangerous
situations [3]. Finally, in several cases the cost of baigdinany simple robots is also
significantly lower than the cost of a large and complex mitinial robot [4].

Typically, this integration of wireless communication &kled in a quite prag-
matic manner. In a large amount of published studies, thetsodre equipped with
IEEE 802.11 technology, in combination with an existing Me®\d Hoc Network
(MANET) protocol. Such a protocol enables the robots to famead hoc network.
There are no fixed routers in such a network, all nodes arebtamdé movement
and can be connected dynamically in an arbitrary mannereblofithese networks
function as routers which discover and maintain routes kerohodes in the net-
work [5]. In some cases, these existing MANET protocols area@ced to comply
better with specific requirements of the studied roboticliapfion. Such protocols
are also called known as Robotic Ad Hoc Networks (RANET). ldeer, only a few
authors presented novel RANET protocols that were desifgoed scratch with the
robotic use case in mind.

This is in sharp contrast with the domain of vehicular ad hetsvworks (VANET).
Such networks support vehicle-to-vehicle (V2V) and vekid-infrastructure (V2I)
communication to increase the “time horizon”, the qualibdaeliability of infor-
mation available to drivers. In research, this technoleggpplied in a large number
of applications. When approaching dangerous situations as@ the tail of a traf-
fic jam, an obstacle on the road or a ghost driver, drivers eawdrned in time to
avoid collision. Detected hazardous road conditions sschlack ice or an oil trail
can be automatically communicated. Drivers can be notifietl w advance about
approaching emergency vehicles, and can be directed tbwag} in a uniform man-
ner. This is just a small selection from the large number pfiaptions that are made
possible, but it is obvious that these systems can make #isagn positive contribu-
tion to traffic safety. Attracted by this important potehtimumerous research efforts
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developed novel VANET protocols, focusing on aspects ssdfigh mobility, scala-
bility and latency.

This observation that the field of VANET protocols is quitetora in comparison
with the field of RANET protocols is the starting point of tiiaper. If the results of
all previous efforts focusing on VANET protocols could besed in the RANET do-
main, this could lead to rapid progress in the field of netwdrkobots. To investigate
this possibility, this paper provides a thorough overvidthe state of the art in the
domain of networked robots in section 2. This survey aimslastrate the level of
matureness of the domain, and to define the requirements ANER. In section 3
the same approach is followed for networked vehicles. ItiGged, the two domains
are compared and recommendations are specified to traastétsfrom the VANET
to the RANET domain. Final conclusions are drawn at the ertdepaper.

2 Networ ked robots

This section elaborates on different aspects of networkédts. A good starting
point for this discussion is to provide a definition of suchats. In this paper, we
rely on the definition provided by the IEEE Society of Robstamd Automation’s
Technical Committee on Networked Robots, since it is bo#larcand thorough [6]:

“A 'networked robot’ is a robotic device connected to a conmications net-
work such as the Internet or LAN. The network could be wiredmireless, and
based on any of a variety of protocols such as TCP, UDP or 80R1any new ap-
plications are now being developed ranging from automattioexploration. There
are two subclasses of Networked Robots: (1) Tele-operathere human supervi-
sors send commands and receive feedback via the network. sygtems support
research, education and public awareness by making velvedburces accessible to
broad audiences; (2) Autonomous, where robots and senscharge data via the
network. In such systems, the sensor network extends thetigl sensing range of
the robots, allowing them to communicate with each other gy distances to co-
ordinate their activity. The robots in turn can deploy, iepad maintain the sensor
network to increase its longevity, and utility. A broad dbabe is to enable such new
capabilities.”

This definition indicates that networked robots can be deggldor a large hum-
ber of various applications, leading to quite diverse RANIBmmunication patterns
in terms of network topology and data types. The next sulmsepresents a survey
of these applications and the existing RANET solutions slugiport them. The idea
is that the insights provided by such an investigation ofrtlated work will result
in a solid foundation for the definition of the communicati@guirements for net-
worked robots. In section 4 they will be applied to assessithéarities between the
requirements of RANET and VANET protocols.



Wim Vandenberghe et al.

® Forest fire
monitoring

¢ Indoor guidance
of fire fighters

e Urban Search
And Rescue

e Emergency
networks

Rescue
operations

¢ Autonomous
driving

® Personal Air

Vehicle

* Mapping
* Restarting
production

Underground
mining

Autonomous &

transport

¢ Search and
collect

e Collective
transport

Swarm
robotics

* Removal
* Perimeter
tracking

Hazardous

waste Robot sports

¢ Reconnaissance,
Surveillance, Tar-

¢ Tele-presence
¢ Tele-ultrasono-

get Acquisition
¢ Mine removal
e Evacuation

graphy
¢ Tele-surgery

Mobile
healthcare

Fig. 1 Overview of uses cases where networked robots have beeessfigity applied

2.1 Use cases
2.1.1 Rescue operations

As illustrated in Fig. 1, networked robots have already bagplied in various use
cases. One of the most important cases is the utilizatioetefarked robots in rescue
operations. Several authors have presented robotic @sststiuring Urban Search
And Rescue missions (USAR). In these cases the aim is tolstarand rescue vic-
tims in disaster areas, especially those littered with idefiboom man-made objects
such as collapsed buildings. Typically tele-operated kro@bts are used because
they can go deeper than traditional search equipment (areameunted on a pole
can only go 2 meters deep inside a rubble pile), they can gotérspaces too small
for a human or search dog, and they can enter locations stfit® or posing great
risk of structural collapse. The first known use of robots IBAR missions is the
assistance of four robot teams during the rescue operatahe World Trade Cen-
ter on 11 September 2001 [7]. There the robots performed wéh the primary
measure being the acceptance by the rescue community. @xpaated outcome
of the WTC case was the high dependency of robots on tethergidprg commu-
nication between the robot and the operator) or safety r@jpesetrieve the robot
after a vertical descent or when the robot has flipped ovdrgs& techniques are
characterized by a significant disadvantage: they tangleind the rescue phase, a
robot tether got tangled and could not be retrieved withoungercession. Wireless
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solutions were proven to be not mature enough, since thewingless robot that
was deployed at the WTC was lost in the field due to wirelessairbsince then,
many research efforts have focuses on improving both thelitygblatform of the
robots and the wireless communication between the robatenoperator. To extend
the communication range to practically usable levels, airhop chain network is
typically proposed. In general, the intermediate hops @ mobile robots, which
automatically position themselves in order to maintaindbmmunication link be-
tween the actual rescue robot and the human operator [213].8-variation on this
USAR approach is to rely on robots during rescue operationthe deployment of
a mobile communication backbone [11]. In this case, the todo not perform any
search or rescue task, but the wireless network that theynaaiically deploy and
maintain provides wireless communication capabilitiesMeen all rescue workers
on site. Voice, video, digital maps of the area, sensor médion and so on can be
communicated between the different active rescue teamshendentral command
post, allowing more efficient management of the rescue tipesa

2.1.2 Fire fighting

Another area where robots can be of assistance is fire fighRiegl-time monitoring
of the evolution of the fire is very useful in the case of fofag. This monitoring
involves dynamic information about the fire front and othargmeters such as the
flame height and the fire front width. Aerial camera’s are Uguteployed on board
of conventional aerial means such as helicopters or aieglaflights near the fire,
with low visibility conditions due to smoke, could involvégsificant risk. Using
Unmanned Aerial Vehicles (UAV), these risks can be avoiddte UAV approach
can also decrease operational cost. Ollero et al. [12] ptedesuch a helicopter tele-
operation system that demonstrated a good overall perfureduring an experiment
in May 2003 at the Gestosa (Portugal) forest fire. Anotherffisting use case is
the search for victims in a burning industrial warehousds Heenario is regarded
as a major concern by fire fighters because of the combinafittreecenormous di-
mensions of the warehouses and the expected low visibilitgnasmoke develops.
Penders et al. [13] developed a robot swarm to support hureiag$ searching the
warehouse. In this system, the human fire fighters are fullgremmous and go their
own way. The robot swarm surrounds the fire fighter in a loodefined and flexible
formation. If required, some robots leave the swarm to ra@inhetwork connec-
tivity between the fire fighter and the command post at all sinhe robots rely
on their sensors for simultaneous localization and map{#ig\M) of the burning
warehouse. By combining the information produced by all iners of the swarm,
the fire fighter can be informed of hazards or guided towarddithk, the exit and
other fire fighters.

2.1.3 Autonomous transport

Autonomous vehicles are also considered often as a form ailenmbots. In the
paradigm of cooperative autonomous driving, a plethoralbf iutomated vehicles
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can cooperate in terms of cognition and trajectory planwihide participating in traf-
fic. In relatively conflict free zones such as highways thense quite feasible, adap-
tive cruise control and lane keeping systems are alreadyreomially available on
several car models. However, maneuvering is still a chgifenaspect of these sys-
tems. Baber et al. [14] demonstrated solutions for unsigedlintersection traversal
and an overtaking maneuver by autonomous road vehicleselagl. [15] defined
the communication system requirements for this applicag@inting out the impor-
tance of low latency. The dramatically varying vehicle dgnsnd mobility were also
identified as important aspects of this scenario. Xiong.gilé] focused on flocking
of multiple unmanned vehicles. This refers to the formatmad maintenance of a
desired pattern by a group of mobile vehicles without cifisduring movement.
Milanes et al. [17] focused on the heterogeneity of futurepeative autonomous
driving systems. Their experiments on a closed track detretes that given a well
defined communication standard, different vehicles wiffedént architectures and
different control systems can cooperate using the datagkelyange and a common
decision algorithm to perform complex cooperative manesiv&nother interesting
type of autonomous vehicle is the Personal Air Vehicle (PAWis is a modification
of a small, personal helicopter that can also be driven ondhd like a car. While
in the air, the vehicles will fly by itself, under the guidarafean air traffic manage-
ment system. On the ground, the PAV is driven as a standadivetaicle. Working
radio-controlled models of a PAV have been built and testeBdring in the scope
of a PAV feasibility analysis [18].

2.1.4 Underground mining

Underground mines are very specific environments were satzot provide an added
value. Abandoned mines pose significant threats to sodetidents have already
taken place where miners in their routine work accidentalached a nearby aban-
doned mine and almost drowned in the millions of gallons dfwthat poured upon
them. Structural shifts can also cause collapse on thecsuataove abandoned mines.
Ground water contamination is another problem of great mamze. Despite of all
these threats imposed on society by abandoned mines, dfacgien of them lacks
accurate maps. Main cause is the fact that abandoned maesually not accessible
to people. Lack of structural soundness is one reason, anistthe harshness of the
environment (low oxygen level, flooding), and the dangergflesion of methane
(a gas that frequently accumulates when mines are no loreggilated). Thrun et
al. [19] developed a robotic system designed to autonomaiglore and acquire
three-dimensional maps of abandoned mines. Good resutts elained in field
tests, but it was also noticed that the ability to commuiieéth a robot while inside
a mine would have great operational benefits. A network ofle@s repeater stations
was indicated as a viable extension to mine mapping robotsmflar conclusion
was drawn by Murphy et al. [20], which applied tethered rekintmine rescue and
recovery operations. First steps towards such a wirelégsmowere taken by Weiss
et al. [21], which developed a statistical model for the sadinge between networked
robots deployed in an underground mine.
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2.1.5 Swarm robotics

Wireless communication is one of the key elements of swatotics. This kind of
systems deal with large numbers of homogeneous robots whigthave rudimen-
tary capabilities. The robots are autonomous, have limitedhory and have very
limited self-control capabilities. Even though each indixal is only able to perform
at the level of reflex actions, the local interactions of thleats may result in com-
plex behavior at the corporate level [22, 23]. Robot swarmsneost useful for non
time-critical applications involving numerous repetittoof the same activity over a
relatively large area. Example use cases are searchingo#ladting tasks (food har-
vesting [24], collecting rock samples on distant planef])[®r collective transport
of palletized loads [26].

2.1.6 Exploration

Networked robots can also facilitate exploration of harskirenments such as space,
oceans or volcanoes. One of the most famous examples areithidars Exploration
Rover (MER) vehicles which landed on Mars in the course ofidan 2004 [27].
Such rovers have the ability to move on the planetary surfat®ving them to ex-
plore different locations within the landing site. This gtlg increases science re-
turn. For direct-to-Earth communications the rovers tkba relay communications
through two science data gathering spacecrafts curramityhit around mars. The
MER vehicles explored Mars for more than six years. One ofntiost important
scientific findings of this mission include incontroveréldvidence for past liquid
water at both landing sites. It seems likely that in futureiksir projects the exploring
robots will not only be tele-operated from earth, but wik@lform teams of semi-
autonomous cooperating robots. Rooker and Birk [28] dpescsuitable algorithms
for such communicative exploration. These algorithmsteragpopulation of possi-
ble moves of every robot during every time step, weighinghtéeefits of exploring
unknown territory versus the goal of keeping communicaitidact. Such exploration
teams will rely on local wireless communication to coordéntneir cooperative ef-
forts, since the large physical distance between remoteetdaand Earth results in
latency values of minutes instead of milliseconds on tyfizth-based communi-
cation systems. Toung et al. [29] successfully applied ttistiag ad hoc routing
protocol Dynamic Source Routing (DSR) in such a scenarisid®s operations on
planet surfaces, other aspects of space exploration calvénmetworked robots. An
example is the case of autonomous spacecraft proximity ovang as orbital ren-
dezvous and assembly. Bevilacqua et al. [30] researchedlitbless ad hoc network
technology that would be required to support such a scenario

Robots can also be used to explore harsh environments oh. Béuith is still
to be discovered of the seas and oceans, several authorpitogesed autonomous
undersea robot systems for this task. Wireless acoustigonieing is regarded as
the enabling technology for such underwater applicatiblasvever, it is affected by
many challenges. The propagation delay is five orders of matghigher than in
electro-magnetic terrestrial channels, the underwatustic channel suffers signif-
icantly from multipath and fading, bandwidth depends ontthasmission distance
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and high bit error rates and temporary losses of connectigit be experienced [31].
To overcome these problems, Vasilescu et al. [32] proposetf-aynchronizing time

division multiple access (TDMA) scheme to schedule messdgenton et al. [33]

on the other hand proposed modifications to the Dynamic droriting (DSR) ad

hoc networking protocol that make it suitable for undergaeration.

2.1.7 Hazardous waste management

Incidents with hazardous waste can be very challenging twage. In case of chem-
ical spills, the substance can be very harmful for humareatyr hampering the re-
moval of the spill. In case of oil-slicks caused by incidewtth tankers or drilling
rigs, management of the cleanup operation can be quiteetigitig because of the
sheer size of the contaminated area. Robots can assishindses. Parker [22] devel-
oped a software architecture that facilitates the coojverabntrol of heterogeneous
teams of mobile robots. To demonstrate the viability of #ishitecture, it was tested
with a team of robots performing a laboratory version of hdaas waste cleanup. In
this experiment, the robots are required to find the initabtions of two spills, move
those spills to a goal destination, and periodically refioetteam’s progress to a hu-
man monitoring the mission. The positive outcome of thisegxpent indicates the
usability of networked robots for the cleanup of spills whare very harmful for hu-
mans. In the other waste management case, where contathimates are very large,
perimeter tracking is a task that can be successfully egddut robots. In this case a
group of robots is able to autonomously monitor borders @natof unknown shape
and size and change in time. This real-time information camwfthigh importance
for the management of the cleanup operations. Clark andoHi@4] and Kingston et
al. [35] focused on this use case.

2.1.8 Robot sports

Robot sports are very useful generic use cases for the agadesearch of serveral
fields related to robotics. The RoboCup championships goebetthe most impor-
tant robotic competition worldwide. Every year, severahdieds of teams originat-
ing from all over the world compete there. More then 70 robmnpetitions are
organized, such as robot soccer, sumo, hockey, weighgiftombat, stair climb-
ing, autonomous navigation, fire fighting, etc [36]. On of thest popular compe-
titions is the RoboCup Humanoid League, where fully automasnsoccer robots
with a human-like body compete with each other. Humanoidtsots considered
as a benchmark problem for artificial intelligence reseamcti robotics for several
reasons. It requires multiple players of one team to codpémnaa dynamic environ-
ment. Sensory signals must be interpreted in real time te &gdpropriate actions.
A soccer competition does not test isolated componentdwmiintegrated systems
compete with each other. The number of goals scored is artolgigoerformance
measure that allows comparison of systems that implemeatge variety of ap-
proaches to perception, behavior control and robot coctitru The presence of op-
ponent teams, which continuously improve their system,egdke problem harder
every year. Such a challenge focuses the effort of many mresegoups worldwide
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and facilitates the exchange of ideas. [37]. Technologidghncements originating
from robot soccer can be applied later in many other use cAsesxample is the

study of Weitzenfeld [38] which extended robotic architees originally developed
for RoboCup with additional capabilities to perform sulagice missions.

Besides an accelerator for academic research, robot dpmrésalso proven to
be an interesting teaching instrument. A nice example isvitrid of Fiene [39] that
describes an approach to mechatronics education basedathackey. Each year,
groups of engineering students are substantially traineddchanical design, elec-
tronics and programming during their quest to create theuregersity team of three
autonomously hockey-playing robots.

2.1.9 Military

One of the more familiar applications of wireless robots taeemilitary use cases.
Unmanned Aerial Vehicles (UAV) such as the Predator seridheoUS army are
quite known by the general public because of news coveragigeof operations in
Afghanistan and Iraq. These operations fall within the tgpeise cases called Re-
connaissance, Surveillance and Target Acquisition (RSTAg Predator UAVs are
tele-operated through satellite communication systerature systems will likely
consists of teams of UAVs that execute missions in a (seatBj@mous manner.
This requires the development of distributed UAV decisiad aontrol systems that
comprise three layers: flocking, communication and taslgassent. Ben-Asher et
al. [40] have researched these different aspects. Otheadrare the deployment of
Unmanned Ground Vehicles (UGV) during RSTA missions. Lualg41] presented
a system based on mobile ad hoc networking that enablesiarstoldemotely control
a UGV. It was tested in both rural and urban outdoor enviramsiéNguyen et al. [42]
also focused on the UGV case, but with an emphasis on ind@greud hey devel-
oped a system where a lead robot is assisted by mobile rdvaysravhich follow the
lead robot and automatically stop where needed to maintaoliéd communication
network between the lead robot and the operator. Relay nbdebecome unneces-
sary because of a changed position of the lead robot catchthphat lead for later
reuse. Hsieh et al. [43] presented a multi-robot team coingi®f two UAVs and
eight UGVs which cooperate during urban surveillance roissi The team is able to
monitor a small village, and search for and localize humegeta by the color of the
uniform, while ensuring that the information from the teanavailable to a remotely
located human operator.

Besides in RSTA missions, networked robots are researaid@plied by mili-
tary organizations in a much broader spectrum of use cases. fdmoval is a topic
that received quite some attention. Naval mine counterareasperations are taken
to counter the effectiveness of underwater mines. Thessionsinclude finding and
seizing mine stockpiles before they are deployed, sweepd@siyed operational ar-
eas, identifying mined areas to be avoided, and locatingnautralizing individual
mines. The research of Sariel et al. [44] focused on the sudfssich operations
that involve locating and mapping all individual mines in@verational area. Their
experiments showed that communication delays signifiganfluence the solution
quality and should be analyzed in multi-robot systems. &mdth et al. [45] focused
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on mine countermeasure operations in shallow water. Theepted system consists
of a floating unmanned surface vehicle that has the capatuildeploy an UAVY when
needed. Together these two robots provide all requiredbsgnsder and above the
waterline to support any mine countermeasure operationla@h, quite different
challenges are to be faced when disarming mines. Pezestikén[46] focused on
explosive ordnance disposal operators using robots tcatlefgorovised explosive
devices. Their research is an evolution of the work of Nguya focused on indoor
RSTA missions with mobile relay nodes. In this evolutiore thobile relays are re-
placed by static relay nodes that are carried and droppeHlebtete-operated robot
to maintain its communication link. Such static nodes areenpractical and cost-
efficient than their mobile counterparts, and can be regdeafter completion of the
mission for future reuse. Effective communication rangavieen operator and robot,
a key characteristic during explosive disposal missions]dbe greatly increased
with this approach.

A third military use case is rescuing the wounded in the éadtld. Nguyen et
al. [47] developed a robotic medical patient transporteaystvhere the track of a
human leader, with a GPS unit in his backpack, was sent \gihld¢o the robotic
transporter, also equipped with a GPS unit. The transptideed the path of the
human leader by following these GPS breadcrumbs. Withautdbotic assistance,
two to four persons are required per wounded, but with thidesy one person can
transport several wounded. This saves care givers valuade allowing them to
focus on providing immediate medical treatment insteachefrhore logistical task
of transportation. Jiang et al. [48] omitted the concept blianan leader, avoiding
human intervention during rescue operations in the extiedengerous battlefield.
Such a system is characterized by a higher level of compteait mobile robots
have to be notified about entities waiting for rescue, resasies have to be allocated
among the mobile robots, and mobile robots have to be guaeshth the designated
targets without location information. Three different sofes for fulfilling these re-
guirements were investigated.

2.1.10 Mobile healthcare

Mobile healthcare (m-health) has been defined as “mobilepctimg, medical sen-
sor, and communications technologies for healthcare”s Thincept represents the
evolution of a e-health system from traditional desktog-mledicine platform to
wireless and mobile configurations [49]. Within this domaseveral use case are
found in literature which rely on networked robots. Peteliral. [51] described their
experiences with a tele-presence robotic system that wedsdigted in a hospital for
approximately 4 months. This system is composed of a costation at a central
location, a mechanical robot, a wireless network at the itelsgind a high-speed In-
ternet connection at both the hospital and the central ilmtalt allows the central
party (e.g. physician) to control the movements of the rotsetif, see and hear at
the remote location (hospital), and be seen and heard aethete location (hospi-
tal) while not being physically there. The patient and mggiersonnel response has
been very positive during the test. The main two advantagee wignificant time
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profits in the discharge process (usually 4 or more hourgeednian previously) and
increased access to physicians during “off-hours”.

Garawi et al. [49] developed a system for wireless robotie-tdtrasonography.
It comprises a fully portable tele-operated robot allowéngpecialist sonographer to
perform a real-time robotized tele-echography (ultragoaphy) to remote patients.
The advantage is that small medical centers can rely onajred expertise avail-
able in other centers when specific unusual ultrasonograxéminations have to be
performed. Because the robot is equipped with 3G commuaitaapabilities, it can
also be installed in rescue vehicles, as demonstratedafEakeuchi et al. [50]. This
allows the remote examination of the patient during thespantation to the hospital,
saving valuable time in case of emergency.

Advances in robotics and computing have resulted in surgitets that are cur-
rently used in operating rooms across the world. The negtistthe evolution from
robotic surgery to robotic tele-surgery. In this case highdwidth terrestrial com-
munications are used to allow a remote surgeon to operatepatient regardless
of the patient’s location or environment. Harnett et al.][fsfzused on the use case
of tele-surgery in an extreme environment where robustdizaad communication
networks are not available: the battlefield. They preseatsuargical robot that relies
on an intermediate networked UAV to provide the required mamication link be-
tween surgeon and robot. In their experiments they denmiestthat surgeons were
able to remotely perform several simple surgical tasks as@uturing in the extreme
battlefield environment.

2.2 Robotic Ad Hoc Networks

As indicated by Wang et al. [53] and illustrated in Fig. 2, anletion in the domain
of robot wireless communication can be clearly distingeisbver the last decades.
In the early phases, infrared technology was applied onge lacale because of its
low cost. The main goal was the provision of capabilitiesdoalog tele-operation
of the wireless robot. But infrared waves cannot pass thralgstacles and are in-
fluenced by light and weather circumstances. Data rate sftduhnology is also
limited. Therefore radio frequency (RF) technology becanwre preferred in the
design of mobile robot communication. First RF technologswerimarily used for
point-to-point links, still with a focus on analog tele-opton of the wireless robot.
Most solutions operated in the Industrial Scientific Metl{t&8M) band, which is a
license-free frequency band at 2.4 GHz. In a later phasearelsers started exploring
the capabilities of using proliferating Internet-like @liess technologies such as IEEE
802.11 Wireless LAN and the Bluetooth standard. These tdobies also operate in
the ISM band, but were originally designed for the commutivceof digital data at
high speeds. This resulted in a transition from analogdeleration of the robot to the
extensive collection of use cases for networked robotswhatdiscussed in section
2.1. On of the biggest challenges in realizing these appdicsiis the short communi-
cation range of the IEEE 802.11 and Bluetooth technologibsrefore most authors
rely on Robotic Ad Hoc Networks (RANET) to provide the reedrrobot wireless
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Infrared
communication

e Point-to-point link
¢ Blocked by obstacles

¢ Influenced by light &
weather

¢ Analog tele-operation

RF communication

¢ Point-to-point link

® |SM band

® Penetrating obstacles
e Low range

¢ Analog tele-operation

802.11 / Bluetooth

e Multi-hop link

¢ ISM band

* Penetrating obstacles

* Long range

e Digital data, large
variety of use cases

Fig. 2 Evolution of robot wireless communication over the last desad

communication capabilities. In fact, except for the don@imobile healthcare, all
use cases described in section 2.1 utilized RANET netwgr&atutions.

As explained in section 1, a RANET protocol enables the mtmwtorm a wireless
ad hoc network where there are no fixed routers, all nodesagrabte of movement
and can be connected dynamically in an arbitrary mannereBlodithese networks
function as routers which discover and maintain routes kerohodes in the net-
work. The design of RANET protocol encompasses two quitedint dimensions:
wireless ad hoc networking protocols, and movement coptatiocols. The former
describes how information has to be forwarded by intermediades in a connected
ad hoc network, the latter describes how mobile robots dlureince their own move-
ment to guarantee that the network is connected. The refadeliregarding the ad
hoc networking aspect of RANETS can be further categorizesgt on three different
design approaches. Several authors experimented wittingxANET protocols in
the context of networked robots. Their main research gdalassess the suitability of
these protocols for the RANET use case. The only considgpgithization is a suit-
able tuning of the protocol parameters. A second group dicastinvestigated if these
existing MANET protocols could be adapted or extended ttebestupport RANET
networking. A third group of authors preferred a clean skiproach, designing a
specific RANET ad hoc networking protocol from scratch. Ia tiext subsections,
the related work regarding these different aspects of rolamt hoc networking is
introduced. An overview of this survey is given in Fig. 3.
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Original MANET Adapted MANET Novel RANET Mé’(‘)’:t"r‘;"t
protocols protocols protocols Sl
= AODV (1) = RANET AODV = Ibachetal. = Nguyen et al.
L AoDv(2) ' | RANETDSR | StAR |_| Pezeshkian et
(1) al.
(
L AoDv (3) RANET DSR | AntHocGeo | | Antonelliet
(2) al.
|| AoDv (4) | RANET OSLR | | K-ENF | | Dixonsand
(1) Frew
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RANET
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—  OLSR(1) = Liuetal.
= OLSR(2) Swezr;ey et
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| | BAT.M.AN. | | Ulamand
(1) Arkin
| | BAT.M.AN. | Rookerand
(2) Birk
Random
—  Basketball - Correll etal.
Routing
! Lee and Mark

Fig. 3 Overview of the related work in the RANET domain. For everyeasmf RANET networking,

it is indicated which techniques were proposed in litemtiior every technique, the amount of studies
that focused on that technique is also given. If techniquesresfound without a name, a reference to the
authors was given. If multiple nameless techniques would Bhesvn strong resemblance, they would
have been given a collective name to illustrate the simikitihis was however never required.
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2.2.1 Original MANET protocols

When investigating the capabilities of unchanged existifgN&T protocols, sev-
eral authors focused on the Ad hoc On-demand Distance Ve&@DV) protocol.
This is a reactive routing protocol since it only establssheoute between a source-
destination pair when the source node has data to send tegti@ation. The route
establishment phase of the protocol consists of two maitrclomessages, the route
request (RREQ) and the route reply (RREP). The RREQ is setitebgource node,
and flooded over the network until it reaches the destinafiuring that process
the intermediate nodes update their routing tables to ksttad reverse path to the
source. The destination responds with a RREP which is ueiddsack towards the
source to establish the route. For route maintenance, mgksages are utilized. For
more details we refer to RFC 3561 [54]. Pohjola et al. [55]l@opAODV in a sce-
nario where the actions of the robots within a squad of 25thee controlled by
a single squad leader. The size of the formation comparduetbniited radio range
of 15 meters ensured that multi-hop communication was reduiThe speed of the
robots was constrained to approximately 6 km/h. For sucmidd mobility, AODV
performed in an acceptable manner, because of the stromginéence of a standard
scenario for mobile ad hoc networking. However, in most timhase cases, the speed
of movement will be significantly higher, and robots will radtvays tend to stay to-
gether in a squad. In this case, AODV is an inadequate prhtas@emonstrated by
Weitzenfeld et al. [38], Kudelski et al. [56] and Zeiger et[&l].

Similar results were obtained with the Dynamic Source RgufDSR) proto-
col. This is another reactive ad hoc routing protocol, whidtks similar to AODV.
One of the most important differences is the fact that dutiregroute establishment
phase, the reverse route is not defined by the routing tabtbe intermediate hops,
but by route information that is added to the route requesitgtaby the intermediate
hops. Route maintenance is also based on acknowledgmekdtpanstead of hello
messages [58]. Toung et al. [29] achieved positive restttstive DSR protocol in a
scenario for planetary exploration. However, the nodelsémetwork did not move at
all in the described experiments. Zeiger et al. [57] test&8RIn a scenario where the
movement of one mobile robot (3-5 km/h) forced the protooahtrease the number
of participating nodes in the communication link. AlthougBR performed slightly
better than the other MANET protocols tested in that pulilice it still suffers from
a packet error rate of more then 11% at these very low movespa®ds. The other
tested protocols in the study where AODV, OLSR (OptimizedkiState Routing)
and B.A.T.M.A.N. (Better Approach To Mobile Ad hoc Netwonkj). OLSR is a
proactive table-driven ad hoc networking protocol. It donbusly maintains routes
to all destinations in the network, and distributes link aeihborhood information
between nodes in each others neighborhood using hello gesss@hese are also
used for route maintenance. To minimize the overhead of iihgp@SLR uses only
selected nodes (multipoint relays) to retransmit contre$sages [59]. B.A.T.M.A.N.
is a new approach to ad hoc networking, this protocol doesalotilate routes. It con-
tinuously assesses its neighborhood by receiving and bastidg packets from other
nodes. Instead of discovering the complete route to a dg&timnode, the protocol
only identifies the best single-hop neighbor and forwardgticket to this neighbor.
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The time-to-live value is essential to avoid forwardingrsts [57]. Both protocols
performed unsatisfactory in these experiments of Zeigat. & later work, the same
authors attempted to optimize the performance of the fatetkprotocols through
parameter tuning [60]. For all protocols performance cdddsomewhat improved,
but they still remained unfeasible solutions for robotichad networking.

The Random Basketball Routing protocol is a more recent MAN&Lting al-
gorithm that was optimized for node mobility. Jung et al.&pplied this protocol in
their study of cooperative path finding. In this use case mtefrobots cooperates
in searching the exit of a random maze. Random Basketbalifpis characterized
by a key parameter p, the relay (receiving) probability. &given time slot, a source
node having data is either in transmission mode with prdialdi-p or in receiv-
ing mode with probability p. When a source node is in transimismode, it sends
its data to either a relay node or the destination node if #tiiglation is within the
one-hop communication range. When a source node is in ragaivdde, it listens to
the other transmitting nodes for relay. A source node isaesible for the selection
of the next relay node. This is based on polling of the candidalay nodes within
radio range, and reporting of the measured signal strerfgceived periodic bea-
cons. In this study, the experiments focused on the perfocmaf the algorithm for
cooperative path finding, and not on the supporting routirmjgeol. The executed
experiments consisted of 3 mobile robots traveling at speetbw 1 km/h. The only
information regarding the network performance is the faat the cooperative path
finding algorithm could be successfully applied. Hence nac@gsions can be drawn
regarding the feasibility of applying Random BasketballiRug in a wider variety
of networked robots use cases.

2.2.2 Adapted MANET protocols

Instead of parameter tuning, several authors focused oadhption or extension
of existing MANET protocols. A profound study was performagDas et al. [61].
In this work, adapted RANET versions of the AODV, DSR and ODRIgrotocols
were presented. To optimize AODV, nodes apply probahilistbroadcasting of the
RREQ messages. The corresponding probability value isetkfinsuch a way that
highly mobile robots are not likely to rebroadcast a RREQgags. This increases
route lifetime and reduces routing overhead and energyuroption. Every hop that
decides to rebroadcast the RREQ will also calculate a titnealue that indicates
when the robot will move out of the range of the route beingugetThis infor-
mation is injected in the RREQ packet, and distributed tcatles on the route in
the RREP message. It will then be used by the protocol to eiffili manage and
utilize routes before they break. The same techniques pitiktic forwarding of
RREQ and usage of timeout value for route management) weoérdatoduced in the
DSR protocol and in the ODMRP (On Demand Multicast Routimgt@tol) protocol.
ODMRP is multicast protocol developed for MANETSs which usamesh to enable
redundancy and consequently more reliable delivery. Thimpeance evaluation of
the three adjusted protocols demonstrated a significargase in control messages
overhead and power consumption in all cases. However, pdekeery rate and av-
erage delay were not improved. Benton et al. [33] also fatasethe DSR protocol,
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they developed a simplified DSR implementation tailorecheunique needs of the
undersea network environment. The optimizations focuseshealler groups operat-
ing in a low bandwidth environment. The obtained resultsenomising, but only
applicable for this very specific use case.

Tiderko et al. [62] presented a communication frameworkafonulti-robot sys-
tem that relies on an adapted version of the OSLR protocay Eixtended the hello
and topology control management frames with additionarimfation about link at-
tributes. These attributes (received signal strengtls, fate of a link and the utiliza-
tion of the air interface) are used to estimate the link dualihis link quality value
influences the outcome of the Dijkstra algorithm that caltag the route for a given
source-destination pair. The performance analysis ofdblistion was however too
limited to assess the suitability of the proposed solut®a aolid RANET protocol.
Milanes et al. [17] also adjusted the OLSR protocol. Thetu®was to limit the area
in which topology information is relayed and to rapidly lsbdmall ad hoc networks
that are well suited to the dynamic context of autonomousclelcommunications
at a crossing. The intended use case could be supportecheiitéposed technique,
but because of its focus on small topologies it cannot beidered as a suitable
generic RANET protocol.

2.2.3 Novel RANET protocols

A few authors presented novel protocols that were spedifickdsigned from the
ground up to support RANET communications. Ibach et al. [@8posed an algo-
rithm that employs clustering of mobile nodes in order toimime the number of
control messages that flood into the network. This algorithgombined with tech-
niques for position based routing. However, no performaneasurements were ex-
ecuted. Hence it can not be evaluated if this proposed prbpaeforms satisfactory.

Weitzenfeld et al. [38] developed the StAR (Steward Asdifeuting) protocol
for networks in which links are often unavailable due to nlibbor other interfer-
ence. The objective of the protocol is to nominate, for eaattiton in the network,
a steward for each destination. These stewards are thesrtitaitare next expected
to have communication with the destination. For examplééfe is a single mov-
ing robot who communicates with all other stationary nodleis, robot is likely to
be nominated as the steward for all destinations. Messageseat to the associated
steward, which will store them until a route to the destimat{or better steward)
is available. StAR routes messages using a combinationabfagi(network-wide)
contact information and local (intra-partition) route miginance. Several small-scale
experiments with the protocol where presented. The redelisonstrated the capa-
bilities of the protocol to successfully handle scenaridb wnreliable links or move-
ment of a part of the network nodes. However, no informatias @iven regarding
the speed of the movement, a scenario where all nodes ar¢éenmbiissing, and no
conclusions can be derived regarding the ability of thequoitto handle large-scale
scenarios.

The AntHocGeo protocol was proposed by Kudelski et al [56]isTrouting
scheme uses geographical cells to comprise the routingniraition within the ge-
ographical location. This means that a path between a gimercs and destination is
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defined as a list of consecutive geographic locations idstéaonsecutive network
nodes. As a result, the protocol is less influenced by the mewe of individual
nodes in the RANET, since the path can be considered alivengsds there exists a
mobile host in each of its cells. Besides geographical cles AntHocGeo protocol
also relies on elements from an ant routing algorithm basethe ant colony opti-
mization metaheuristic. The protocol was tested in indeenarios for mobile robot
networks. The number of nodes was varied between 5 and 56péweal of the nodes
between 4 and 18 km/h. The indoor environment consisted abhBected rooms.
For these scenarios, the protocol performed well. Thisgoatseems promising, but
further research is needed to confirm the protocol’s caipaloil handling scenarios
with much faster node movement.

Jiang et al. [48] presented the k-FNF scheme. When a specilie detects the
occurrence of an event, it broadcasts an event notificatiokgi throughout the entire
network. To eliminate the redundant forwarding packet&idor standard flooding
schemes, the k-FNF scheme utilizes received signal stréogletermine the backoff
time for rebroadcast of the packet. Farther nodes get wesidgealls and have shorter
backoff times. Besides, a node does not forward the packehédars k forwarded
packets before the backoff time elapses. This can redu¢@frkdundant forwarding
packets, saving energy and resulting in better networlabdél characteristics. The
performance evaluation confirmed the capability of thegokto support large-scale
networks. However, all nodes in the network were static, nbitity aspect was taken
into account. Another downside is that fact that the prdtoody supports message
broadcasting, unicast or multicast traffic is not suppottehce it may be considered
as an interesting part of a future RANET solution, but notlaba RANET protocol.

2.2.4 Movement control algorithms

Mobile networked robots can influence their own movementuargntee that the
network is connected. This is a unique characteristic of EANetworking. Sev-
eral authors already presented appropriate movementot@hgorithms. Nguyen et
al. [42] proposed a system where mobile autonomous commtimicrelay nodes
convoy behind a lead robot and automatically stop when rieedeaintain a solid
communication network between the lead robot and a remateatg. In tactical
and reconnaissance missions, the robot’s convoluted pajtoften lead to situations
where intermediate relay nodes are no longer needed. Tamzxiesources and al-
low for extended explorations, unneeded relay nodes catchitn the lead robot
to be redeployed later. This research of Nguyen et al. wasmed in the work of
Pezeshkian et al. [46]. The use case shifted from recorar@esmissions to tactical
missions such as explosive ordnance disposal. As a relseltyse of mobile relays
nodes was no longer required. Instead, it was chosen to #duglilead robot with a
deployment system capable of carrying relay-radios thaatomatically released
when needed in order to maintain the communication link ta¢ke control station.
Once dropped off, these so called Relay Bricks can turrf itgeight and raise its an-
tenna to establish proper radio connectivity. This apptéamore practical and more
cost efficient than in the case of mobile relay nodes. As detnated in both outdoor
as mixed indoor/outdoor experiments, the presented syisiteatluced a significant
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increase in the maximum supported distance between thepelated robot and the
human operator. In later work [63], several hardware ot@tidons were presented,
but the main principles remained unchanged.

Similar work as that of Nguyen et al. was performed by Antbeehl. [9], which
also focused on the scenario where a platoon of mobile relagts is applied to guar-
antee a constant communication between a rescue robot axetlebfise station. In
this study, the control objective is achieved in the framdwaf a kind of behav-
ioral control, namely the Null-Space-based BehavioratmdnThis decomposes the
overall mission of the system in elementary tasks, solvemths they were work-
ing alone, and finally combines the outputs of the singlegdslobtain the motion
command for each robot. The tasks that each relay node hasisfysare: obstacle
avoidance, keeping the next relay in the comfort zone, kegttie previous relay in
the comfort zone, and reaching a target. The simulationyaisabf this solution il-
lustrated some preliminary encouraging results. Anothitipation that focused on
the same scenario is the work of Dixon and Frew [64]. Theiedéalized mobility
control algorithm relies on measurements of the signaddise values for the links
between a relay node and its two communication neighbotsnahon geographic
position or communication range. This allows a communézatihain of robotic re-
lays to respond to changes and unexpected features in thenRBrenent, which
is not possible with position based chaining solutions. $ations showed that this
algorithm will drive a team of robotic vehicles to locatiotigat achieve the global
objective of maximizing capacity of a cascaded commurocathain, even in the
presence of an active jamming source.

Basu and Redi [65] focused on fault tolerance. Starting feonarbitrary initial
connected configuration, the goal was to move a subset of nalates from their ini-
tial locations to a new set of locations such that the new eotivity graph is more
tolerant to node failures than the initial graph. Two hdigialgorithms to achieve
this goal were investigated. The first algorithm is calledtcaction. In this case all
nodes include their location information in the link stapelates that are flooded over
the network. Using this information, every node in the netnaan calculate the geo-
graphic center of the entire network. Then every node indepetly moves towards
this center by a weighted distance determined by a pararmoalled the contraction
parameter. The second algorithm is called block movemefictuises on the iden-
tification and removal of cutvertices in the network graphcutvertex is a vertex
that breaks a connected graph into two or more connected auengs if it would
be removed. Biconnected components are called blocks. [fbgtam tries to move
blocks in such a way that the global graph remains connectethat no cutvertices
are present any more. The authors concluded that the wetdick movement algo-
rithm significantly outperforms the contraction heuristiche total distance traveled
metric. The work of Das et al. [66] focused on the same proldémarning a con-
nected network into a biconnected network by controlling thbot movement. In
contradiction to the global, centralized system of Basu Radi, this study applied
a localized movement control algorithm. In this algorithemery nodes checks for
itself if it is part of a cutvertex in a smaller sub-graph oéthetwork that contains
this node. If it indeed is a critical node, it broadcasts #aai announcement mes-
sage to all its direct neighbors. Using this informatiom+writical nodes can define
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their optimal movement, with a common goal of transformifig@tical nodes into
non-critical nodes. The performance analysis of the algeridemonstrated that it
significantly outperforms the algorithm of Basu and Rediamts of distance trav-
eled. Liu et al. [67] also focused on the problem of creatifgptnected network
graphs. They propose a distributed movement control dlgorihat emulates the at-
tractive force (such as the force in a stretched spring) e@depulsive force (such as
the electrostatic force between electric charges) in rafihie attractive force pushes
the node towards the center of the network, making it comaiiosiconnected. The
repulsive force pulls the nodes away from each other, maximgithe coverage of
the network. Each robot follows the resultant virtual fotoemove. The proposed
solution can self-organize an initial and possibly disa@stad network into a bicon-
nected network, and it can maximize the coverage of the nmktwhile the total
moving distance in the movement process is minimized. Gastbpnance results
were demonstrated both through theoretical proof and sitouanalysis.

Sweeney et al. [8] presented mechanisms that allow coopenaithout inter-
ference of movement controllers addressing multiple geath as network mainte-
nance, search and rescue tasks, etc. They also presentgd$hdand Off Protocol
(QHOP) for handling route discovery and repair. It takesamd@ge of the available
information regarding the mobility of the nodes to predmtiting faults before any
connection is broken. Therefore, the team can actively fmaeroute traffic so that
there is no loss of service. For example, if signal strengtirehses, it may be due to
temporary signal fluctuations, or because the sender aed/ee@re moving apart.
Because the desired motion of the robots can be examinednibe determined
whether the signal attenuation is expected to continue,irdtidte route discovery
if necessary. The proposed mechanisms were evaluatedrimudasion platform that
combines the network simulator NS-2 with the mobile robotudator Player/Stage.
In a scenario with four robots in a 50 m x 50 environment, &attery results were
achieved.

The work of Ulam and Arkin [68] addressed reactive aspectoaimunication
recovery. It defines how members of the team should reactdretient of unseen
communication failures between some or all of the nodesémgtwork. A suite of
four primitive communication recovery behaviors was folated. The probe behav-
ior creates an attraction to nearby open space, the reteos@ behavior creates an
attraction to waypoints stored at given distance interdalsng mission execution,
the move-to-higher-ground behavior creates an attrattiorearby inclines and the
move-to-nearest-neighbor behavior creates an attraititire last known position of
the nearest teammate. During simulator experiments nmvedrest-neighbor be-
havior proved most successful in terms of mission compietibalso provided the
most rapid recovery of communication. The area covered bydbot team during
surveillance missions was at its greatest when the probavimhwas applied. From
these results, it was concluded that more sophisticatduhigaees are required that
choose between the different behaviors in a situation-u#gre manner. To this end,
the concept of a behavior sequencer was explored.

Rooker and Birk [28] extended the concept of frontier basquagation. They
presented a communicative exploration algorithm basedutility function, which
weights the benefits of exploring unknown territory veresgoal of keeping com-
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munication intact. The algorithm creates a population afsille moves of every
robot during every time step. For every member of the pojmria utility is calcu-
lated and the one with the highest utility value is selecken.the calculation of this
utility, the different options where a robot can move to hvbe considered. A util-
ity function is presented that assesses if a given move wagdlt in a impossible
position, a loss of communication or a frontier cell. Extednbvior was also presented
to allow deadlock recovery. This behavior is based on mggioint strategies. The
experimental results demonstrated the feasibility of fes@nted techniques.

The research of Correll et al. [11] focused on the deployraadtmaintenance by
mobile robots of a wireless communication backbone. Sucétaark can provide
communication support for disaster or military operatiofise presented algorithm
has minimalist requirements on the individual robotic nad@mely knowledge of
the number of wireless links and bumper sensors for coflisiidance. It does not
require any localization. In the system, robots keep expyathe configuration space
by random walk and stop only if their current location satisfuser-specified con-
straints on connectivity (number of neighbors). Encourggesults where obtained
with the algorithm in both simulations and real life expegims. A similar scenario
was investigated by Lee and Mark [69]. In this case aeriabtichvehicles were ap-
plied instead of the ground vehicles used by Correll et aleéethtralized, cooperative
control strategy was presented for these aerial robot ke=hio establish a wireless
communication backbone for wide area surveillance, reseuktracking applica-
tions. The strategy consists of two consecutive phasest éjitimal deployment of
the aerial vehicles for high bandwidth communication neksas accomplished by
applying an adaptive hill-climbing type control algorithiith this algorithm, each
aerial vehicle seeks out its own local extremum location $ipgithe information re-
ceived from neighboring aerial vehicles and remote noaethd second phase, when
all robots have found their optimal/suboptimal locatidrisinecessary for the aerial
vehicles to fly in a formation that minimize the effects of lracbot’s bank angle to
maximize the communication signal strength between thalaarhicles.

2.3 RANET requirements

In the previous sections a thorough survey of the domain tferéed robots was
given. Possible use cases, the evolution from infraredtyo#point links to the
RANET paradigm and the different technical aspects of RANiEtworking were
elaborated upon. Based on this experience and knowledigendtv possible to de-
fine an exhaustive list of RANET requirements. In Table 1,réHationship between
these requirements and the use cases described in sedtigrilRistrated.

Some of these requirements are rather straightforwardbétimad hoc network
should be able to operate without any fixed infrastructuhés eans that when such
a network is required, it should be possible to deploy it irharsterm using only
networked robots and optionally battery-powered statipnatwork relays. To ease
this deployment, the network should be self-organizingemthe wireless nodes are
put in place, the RANET protocol should allow these nodesutmraatically find
each other and configure all routing tables correctly to enthe required multi-hop
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Table 1 Relationship between use cases for networked robots andaRABQuirements
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communication. Because the wireless nodes are batteryrpdyine RANET pro-
tocol has to be energy-efficient. However, it should be nometil that in general the
mobile robots or stationary network relays are equippeth wather high-capacity
batteries [10, 63, 70]. Therefore, although the RANET stioake measures to avoid
the waste of energy because of wireless communicatiorssyéljuirement is not as
strict as in some other domains of ad hoc networking (e.¢eless sensor and actor
networks). In some domains such as swarm robotics, autometransport and mili-
tary operations, it is possible that a large amount of ndteadrobots will operate in
the same location. This means that a RANET solution shoulthkable: even when
a large amount of network nodes are part of a single RANEThdukl be able to
function at the same level of quality as when just a few noda® lo be intercon-
nected. This requires efficient approaches regarding mktgrotocol overhead, data
flooding, etc.

In terms of communication pattern, three different kindsrefwork topologies
have to be supported: a chain network, a mesh network andsterda network
(Fig. 4). The chain network is suitable for use cases wheneghesrobot is remotely
controlled by a human operator. The mesh network is requoedipport use cases
where robots perform their task in an autonomous manner.cittstered topology
is useful when a single human operator is responsible fotipheisemi-autonomous
robots. On each of those topologies, both unicast, mutteiag broadcast commu-
nication should be supported. Unicast is required when kasato be delivered to
specific robots. This is the case in a large amount of the usesadiscussed in sec-
tion 2.1. Multicast communication can be required in casksre several teams are
connected to the RANET, and information has to be disseminagétween the team
members. Example use cases are emergency networks, ther muidance of fire
fighters and RSTA missions. Broadcast communication isiredwhen the move-
ment of the robots has to be coordinated without knowledgeahe specific robots
that are present in the immediate environment. This is tise @aseveral applica-
tions, e.g. in the domains of autonomous transport and swabwotics. In several
use cases, the data that is exchanged over the RANET also hasforwarded to
other entities (human operators, management centersywtich can geographically
positioned far away from the actual robots’ location. Oftieis objective is achieved
using broadband Internet connections. Therefore it isirequhat RANET proto-
cols are compatible with existing IP-based computer netsuddn the other hand, to
coordinate movement between a large numbers of autonomobigennobots, it can
also be required to disseminate data to all robots presehirva given geographi-
cal area. Hence the RANET should provide mechanisms thgitostigeographical
networking.

In terms of data type, messaging and media streaming shottdoe supported.
Autonomous robots often rely on the RANET for the intercreanfimessages with
their peers. The required throughput for such applicatigiise rather limited, but
the high mobility of robots such as UAVs imposes stringenaygleequirements for
coordinated multi-robot behavior. In case of tele-operatvideo and audio streams
are often communicated towards the operator. Such applisaare much more de-
manding in terms of throughput. In other cases voice-oRestieams will also be sent
over the network (e.g. emergency networks, RSTA missidng, &his type of media
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Chain network Mesh network Clustered network

Fig. 4 Three different network topologies that have to be suppldoiea generic RANET protocol. The

chain network is suitable for use cases where a single relreiotely controlled by a human operator.
The mesh network is required to support use cases where rpbdtem their task in an autonomous
manner. The clustered topology is useful when a single humaratgy is responsible for multiple semi-
autonomous robots.

is less demanding in terms of throughput, but has very seguirements in terms
of delay. To support all these types of data with their specdtuirements regard-
ing throughput and delay, Quality of Service (QoS) mecharase required in any
generic RANET network. Besides differentiating data streaccording the applica-
tion requirement, these QoS mechanisms also have to sugiptiniction according
to priority within the same type. For example, in scenaridh Weterogeneous robots,
movement control messages of fast moving robots will be motieal than those of
the slow moving robots. Although these messages are allecddime type, the QoS
mechanisms of the RANET network should support prioritisabf them according
to the given circumstances.

Fault tolerance is another important aspect of robotic adratworking. A con-
nected topology can become disconnected for two reasomrsfifEh one is the dy-
namic nature of the topology, caused by the movement of thatsoln almost all use
cases, one or more of the networked robots will be contirlyaasving to execute
its assigned tasks. As a consequence, the network topoliigyontinuously change,
and routing paths will have to be updated frequently to ameitvork disconnection.
Any RANET protocol should be capable of handling these dyinarincumstances.
The second reason for network disintegration is node fil&ince robots will be
brought into action in harsh and dangerous environmengsptbbability of failure
in one of the nodes is rather high. In such case, the netwardldtalso be able to
automatically reconfigure itself to maintain connectiviyg indicated by the studies
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reviewed in section 2.2.4, the RANET can profit greatly frdma tobot’s steerable
mobility. The robots can be automatically positioned intsacway that maximum

geographical coverage is achieved. In case of node fatlueg,can also be automat-
ically repositioned to regain full network connectivityhdrefore, any solid RANET

protocol should be provided with mobility control mechangsto support RANET

operations.

A last important requirement of RANET solutions is securfg explained by
Zeiger et al. [71], this encompasses both operational gg@mnd data security. Op-
erational security is related to the fact that the operatiba mobile robot like an
UAV or UGV holds risks in terms of endangering or injuring pans or damaging
the environment. As soon as a wireless link is incorporatémithe tele-operation or
control, the potential loss of the communication link mustbnsidered. Techniques
are required to prevent the robots from being a risk for thiadi or non-living envi-
ronment. From the network point of view, this aspect of sigis closely related to
the requirement of fault tolerance. Data security on themwottand encloses aspects
such as the prevention of misuse, intrusion or maliciousrfatence. For instance it
should be guaranteed that external parties cannot takecomérol of tele-operated
robots. Neither should they be able to interfere with thevoet operation in such
a way that the networked robots are no longer able to fungifoperly. In case of
military operations these requirement are quite obvioutergal parties should also
not be able to passively monitor the communicated datadBeshe obvious military
use cases, this is also applicable for several other use sask as mobile healthcare,
urban search and rescue (where the privacy of victims andfgmily has to be pro-
tected), and so on. Although it can be argued that effortherapplication layer are
required to provide this type of security, the RANET solntghould also take action
to fulfill this requirement as much as possible.

3 Networked vehicles

This section elaborates on different aspects of networkédtles, similar to the sur-
vey of networked robots of the previous section. The final g®# define the re-
guirements of vehicular ad hoc networks (VANET). This wilbav us to compare
the requirements of RANET and VANET networks in section 4s&hon this com-
parison, we will be able to pronounce upon the feasibilityrahsferring techniques
developed in the quite mature VANET domain into the risingnd@ of robotic ad
hoc networks. It should be mentioned that the maturity o MABIET domain is il-
lustrated by the wide availability of survey papers and mécdl standards. To keep
the length of this paper within reasonable limits, we willereto such literature as
much as possible. For the domain of networked robots thid &frsources does not
yet exists. Therefore we were forced to perform a thoroughesuof the RANET
related work ourselves. This explains the different apginda writing section 2 and
section 3 of this paper.
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3.1 Use cases

Approximately 40 applications concerning networked caescammon in literature
1. Reviewing all these applications in detail is clearly wsi®le within the constraints
of this paper. For more information we therefore refer trages to the two technical
standards regarding these applications. These are ptbbigl¢the Car 2 Car Com-
munication Consortium (C2C-CC) [72] and the European Tetenunications Stan-
dards Institute (ETSI) [73]. However, for the definition bEtVANET requirements
in section 3.3, the classification of the C2C-CC of all thgggliaations can be very
useful. The consortium was able to define six generic appita that together can
support all known use cases. This classification is illtsttan Fig. 5. “Vehicle 2
Vehicle Cooperative Awareness” supports the requiremamapplications to share
information with each other without any persistent comroation link between the
vehicles. Example use cases are lane change assist, wrgrdyiwer warning, emer-
gency vehicle warning, crossroads collision warning, @apive glare reduction and
cooperative adaptive cruise control. “Vehicle 2 Vehiclddast Exchange” enables a
communication link between vehicles for the exchange afrimfation. Examples of
this application are pre-crash sensing, lane mergingtassis, highway platooning
and instant messaging. “Vehicle 2 Vehicle Decentralizedi&nmental Notification”
provides information about events and roadway charatit=ithat are probably in-
teresting to drivers for a certain time in a certain area. &examples are approach-
ing traffic jam alert, slow vehicle indication, warning otidents, road adhesion alert
and notification of a broken down vehicle. “Infrastructurdehicle (One-Way)” sup-
ports the communication from roadside units (RSU) to vesielithout a persistent
communication link between vehicles and RSUs. A few pobs#s are contextual
speed limit alerts, traffic light optimal speed advisory avidd status information
at elevated road segments. “Local RSU connection” suppsescases where data
between a vehicle and a RSU needs to be sent from the vehithe teSU or bi-
directionally. This can be applicable in the case of autivaatcess control, free flow
tolling, payment at drive-through, signal violation wargj etc. The last application,
“Internet Protocol Roadside Unit Connection”, supportviees that are offered to
the driver by servers located in the Internet. Some exang@ecases for this generic
application are eCall, remote diagnostic, enhanced rouigagce, map download,
fleet management and parking management. A technical éanalfyall six generic
applications, containing among others the required coniration techniques, is de-
scribed in the C2C-CC Manifesto [72].

1 Emergency vehicle warning, slow vehicle indication, wrorayvdriver warning, notification of sta-
tionary or broken down vehicles, warning of accidents, apphing traffic jam alert, roadworks warning,
road obstacle natification, rail crossing information, reathesion alerts, visibility information, wind sta-
tus information, contextual speed limit alerts, traffic lightimal speed advisory, enhanced route guidance,
detour information, points of interest notification, pakimanagement, loading zone information, map
updates, insurance and financial services, fleet managertemtipaic toll collect, eCall, remote diagnos-
tics, online car renting/sharing, stolen vehicle alertgiigection collision warning, motorcycle approach-
ing indication, emergency electronic brake lights, sigrialating warning, overtaking vehicle warning,
pre-crash sensing, lane merging assistance, lane charigeuass, cooperative adaptive cruise control,
highway platooning, vulnerable road user protection arapeaative glare reduction
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Fig. 5 Overview of uses cases where networked vehicles have beeassiully applied

3.2 Vehicular Ad Hoc Networks

Last decade, a tremendous amount of VANET routing protdtaNe been presented
2. Reviewing all these protocols in detail is clearly unfétesivithin the constraints of
this paper. We will therefore limit this discussion of thiated work to a classification
of the different published VANET protocols, illustratedtivionly a few examples.
This classification is depicted in Fig. 6. For more detaileiimation we refer the
reader to the VANET routing protocol survey papers of Blunale{74], Maihofer
[75], Li and Wang [76], Hartenstein and Laberteaux [77], 8thet al. [78], Bernsen
and Manivannan [79], Hrizi and Filali [80], Lin et al. [81] drChen et al. [82].

3.2.1 IPv6 networking

Applying IPv6 for VANET networking has some significant adteges. First of all,

IP can support all types of vehicular applications, whilewaing developers to rely
on established networking APIs. IP can also bring legaogriv@t applications (web
browsing, video streaming, peer-to-peer file sharing,nenjaming, etc.) to the ve-
hicles. Since it is the de-facto standard for data exchdRgensures interoperability

2 MHVB, OB-VAN, R-OB-VAN, p-IVG, TO-GO, DV-CAST, GPSR, GPSR; MDVV, MURU, STAR,
GeoDTN+Nav, VADD, SADV, CAR, MORA, CBRF, GRID, GPCR, UMB, AB] GpsrJ+, RBVT-R,
RBVT-P, GSR, A-STAR, NAR, GyTAR, SAR, CLGF and TOPO are exasspdf VANET protocols that
were named by their authors. At least as many protocols exshtive not been named.
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Fig. 6 Classification of different techniques known in VANET ligdure. This illustration only indicates
the different categories, and not the amount of studies tftaisied on every category.

with other communication systems. Using IP, applicaticans min transparently over
diverse underlying communication media.

The most important reason to adopt IPv6 in the VANET domastead of the
common IPv4 protocol is the fact that IPv4 does not providafficeent amount of
available IP addresses. Because IPv4 addresses are 3@ngjishe size of the en-
tire address space i$2or approx. 4.3 billion, of which the major part has already
been assigned. On a global level, the Internet Assigned Mesnbuthority (IANA)
allocated the last available addresses on Febru8r@@. 1. On a regional level, the
unallocated address pool is already exhausted for onen@gdiaternet registry (AP-
NIC which is responsible for e.g. China and India) and it igneated that the other
regions will follow within a few years [83]. IPv6 addresses/h a length of 128 bits,
resulting in an address space size Bf2completely resolving the address exhaustion
problem. Other advantages of IPv6 are the provided autfigroation capabilities
and network mobility support.

A disadvantage of IPv6 is that it has no built-in notion of gesphical informa-
tion. This means that it does not support concepts such aagtug where data is
disseminated to vehicles within a given geographical arbarefore, routing proto-
cols have to rely on topology information instead of geobiapnformation. Typ-
ically, IPv6 VANET routing protocols extend existing ad hptocols with tech-
nigues to improve performance and reliability. Severallipalions exist that focus
on enhancing reactive ad hoc routing protocols such as thB\A@rotocol. The
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notion of link and route lifetime estimates has been intozdly based on veloc-
ity vectors and other movement information. Other studaesi$ on restricting the
flooding of the route requests. Proactive ad hoc routingopm$ such as OLSR
were also extended with VANET optimizations. The MOvemeradrtation based
Routing (MOPR) framework adjusted OLSR to prefer most staiaths instead of
shortest paths. DHT-OLSR on the other hand combines OLSIRtedhniques from
the domain of peer-to-peer networking: dynamic clusteend distributed hash ta-
ble routing. The third class of existing ad hoc protocols, ttlgbrid routing protocols
such as the Zone Routing Protocol (ZRP), has also been agtihior the VANET
scenario. The Adaptive Zone Routing Protocol (AZRP) enbarikce performance of
ZRP with the use of a variable zone radius for every node,tbasea metric called
route failure rate. The Sharp Hybrid Adaptive Routing Pcotd SHARP) monitors
traffic patterns and local network characteristics suchirasfhilure rate and node
degree to determine zone sizes.

3.2.2 Non-IP networking

Topology broadcast protocols disseminate packets from@smode to all nodes lo-
cated at a specific distance, in terms of hops. WAVE Short Btgs®rotocol (WSMP)
and CALM FAST are the two most important topology broadcastqzols that aim
to achieve higher repetitive broadcasting efficiency bystititing the IP protocol.
WSMP is standardized by IEEE as part of the IEEE 1609.3 stdndiadefines a
short message header, containing information such as WSithleversion number,
security info, application class, application data anesgmission power, rate and
channel. The length of the packet is 9 bytes plus the variajle size of the ap-
plication context data. WSMP only supports single-hop becaating, not multi-hop.
CALM FAST is a networking protocol currently being standaed! by ISO, combin-
ing networking and protocol layer functionalities. It isseal on a two octet network
header containing the source and destination address ghttiet. The protocol is
primarily designed for single-hop communications, altioit supports n-hop broad-
casts in the Extended CALM FAST protocol variant.

The basic idea behind geographic networking is that nodebeaddressed using
geographic concepts such as locations and areas, andgdetiisions can be based
on inter-node distance, relative movement, etc. Dependimthe destination type,
several geo-routing schemes may be used. Geo-unicassrdate from a source
node to a single destination node which is identified by itgcéxyeographical lo-
cation. Since this location will change over time, a posits&rvice is required that
maintains a mapping in real-time between vehicle identilgt exact location. Geo-
anycasting refers to the situation where data is routed faosource node to one
random node that is located within a defined geographicadwasting area. Geo-
broadcasting is used when data is routed from a source nodi nodes located
within a defined geographical area. Many geonetworkinggmals can be found in
VANET literature, they can be clustered based on the adoptisome common tech-
nigues. The simplest technique is standard flooding. Thasi®adcasting technique
in which a node retransmits every newly received packet .oAoether technique
that is applied by many is opportunistic broadcasting, wtbe probability that a
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node B will retransmit a broadcast message sent by node Apisndient of the dis-
tance between A and B: the greater the distance, the higheprtfbability that B
will re-broadcast. Another common technique is irrespalediorwarding, where the
probability that node B will rebroadcast the broadcast mgs®f A is dependent of
the neighborhood density. Greedy forwarding lets the senode A itself select the
next node B that has to rebroadcast the message, aimingievaehmaximum trav-
eling distance per rebroadcast. In urban environmengrsattion routing strategies
are often utilized.

3.2.3 Combined solutions

VANETSs will have to support the different functionalitiesopided by both the IPv6
and the non-IP solutions for the actual deployment of caatper applications. In the
GeoNet project it was researched how IPv6 connectivity egorbvided in combina-
tion with the non-IP based networking protocols CALM FASTahe C2C-CC ge-
ographic networking protocol. It was chosen to encapsuité packets in C2CNet
packets to transport them within the GeoNet domain. Alttoitgvas proven that
this approach works, tunneling makes the solutions morgé®mSimilar, the IEEE
1609.x family of standards will provide both WSMP and IPv6 [zonp.

3.3 Communication requirements

Based on the authors’ knowledge of vehicular ad hoc netwibidswvas summarized
in the previous subsections regarding use cases and VAN&E®qmis, an exhaustive
list of VANET requirements can be defined. In Table 2 the retethip between these
requirements and the generic applications described tioge 1 is illustrated.

In some cases, a vehicular ad hoc network can rely on fixedsidadfrastruc-
ture, e.g. road side units installed along highways. Howehe VANET will also
be required to be fully functional in many other locationsendino such infrastruc-
ture will be available. A VANET should be self-organizingy inost cases, energy
efficiency is of no importance since vehicles are typicatjyipped with high capac-
ity batteries and generators. However, protection of walbke road users through
cooperative awareness is becoming a topic of elevatedsttdn such cases energy-
efficiency should at least be of concern for the mobile devaried by the vulner-
able road user. A very important requirement in VANET netdirng is scalability.
High vehicle densities in combination with transmissiongas of approximately 1
km will result in scenarios where several hundreds of veRielre within each others
communication range at the same time. To maintain VANET atans, profound
optimizations in terms of scalability will be essential.

In terms of communication pattern, only mesh types of neltimgrhave to be sup-
ported. The focus within VANET applications lays on meseggnot on video- or au-
diostreaming. This means that high throughput is not a neajnirement of VANET
networking. Low latency on the other hand is of the utmostdrgnce, since many
communicated messages will be related to road safety apiplits. These messages
can be both unicasted (e.g. to enable merging-assistarighway platooning) and
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Table2 Relationship between generic applications for networleddales and VANET requirements. The
bottom part of the table allows to conclude on the similasibetween RANET and VANET requirements.
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broadcasted (e.g. to warn oncoming traffic about incidetifgery spots, slow vehi-
cles, and so on). Compatibility with existing IP-based catepnetworks is required
by all applications relying on Internet-based servicearples are eCall, remote di-
agnostic, enhanced route guidance and fleet managememgrapbaal networking
is a major demand of VANET applications. When disseminatirfgrimation about
vehicles or road conditions towards oncoming traffic, itis@utely required that the
destination of a message can be defined on a geographical QE$ mechanisms
should also be in place to differentiate between critical aon-critical information.
Fault tolerance is of less importance for most safety rdlatgplications since those
focus more on broadcasting information over a given are@aisof creating multi-
hop communication paths. This relieves any sensitiviteggarding node failure or
dynamic topologies. However, for some comfort applicagicen multi-hop connec-
tion from the vehicle to the Internet-connected RSU will biézaed (such as instant
messaging and enhanced route guidance). In that casediaudtrice can be required.
Mobility control mechanisms are not required in the VANEVieonment. Security
on the other hand is very important, with the prevention kéfmessage injection by
attackers being one of the biggest challenges.

4 Comparison of RANET and VANET domain

As mentioned in the introduction, the goal of this paper iadeess if the results of
the many research efforts that focused on the VANET domairdcbe transfered

to the RANET domain. If possible, this could lead to significacceleration of the
technical developments in the domain of networked robatghé previous two sec-
tions, both domains were studied in detail, and an exhaudisv of requirements

was composed for each of them. By comparing these requitsirieis now possible

to estimate the degree of similarity between both domaiaseB on this analysis,
recommendations can be formulated regarding the approagrds future RANET

research.

4.1 Similarities and differences

As illustrated in the bottom part of Table 2, both domainsehaWnost equal require-
ments. According to this global overview, the only diffeceris that VANET proto-

cols do no intend to support flows with high throughput densasdch as high defi-
nition video). All other requirements are shared betweeh domains. This clearly
indicates the resemblance of both domains, and encouraggpériment with cross-
fertilization between them in future research. To be ableld@fine an action plan
for such work in the next section, it can be interesting tovknehich requirements
have received more attention in both domains, since thissgan indication of the
strengths and weaknesses of the existing solutions. As eabgerved in Table 1,
some RANET requirements where applicable for almost allaases, while others
were less common. These key requirements are infrasteitdas operation, self-
organization, energy-efficiency, unicast support, IP catibdity, low latency, high



32 Wim Vandenberghe et al.

throughput, quality of service and security. When lookingkbat the survey of ex-
isting RANET protocols given in section 2.2, it can be conédrhat these require-
ments were in general targeted in all developed solutidsiduld also be mentioned
that the requirement of mobility control, although not auiegment for all use cases,
has also received a large amount of attention as describedcition 2.2.4. In the
domain of vehicular ad hoc networking, the list of key requients is somewhat
different. Self-organization, scalability, mesh netwintk broadcasting, geographi-
cal networking, low latency, quality of service and seguviere required in almost
all cases. When taking the survey of existing VANET protoadisection 3.2 into
account, it can be confirmed that these requirements wereniergl targeted in most
developed solutions.

4.2 Recommendations regarding future RANET research

Based on these observations we can now define recommersiftidature RANET
development. The first required step is to analyze which efdkisting RANET
ad hoc networking solutions achieves best results in teifntiseokey requirements
for robotic ad hoc networking. As indicated in section 2.Agimal MANET proto-
cols have already been studied thoroughly in literaturd, tary are not suitable as
RANET protocols. A few adapted MANET protocols and novel RENshowcased
were found which present interesting ideas. However, intronases performance
measurements were inadequate, and mobility levels dunmgxperiments were too
low. Therefore the first task at hand is to execute a thorowgfopnance analysis
of these existing solutions, relying on adequate experiatem scenarios. Ideally,
these tests will be performed both on simulators and acasébéds for networked
robots. Such tools are already in place. For simulationsymaathors rely on an in-
tegrated simulation platform that combines a robot sinoul@.g. Microsoft robotics
studio, Webots, USARSIm, Player/Stage or Gazebo) with aless network simu-
lator (e.g. GloMoSim, NS-2, NS-3, OPNET) [8, 84, 85]. Otheerdées presented real
life testbeds [86—88]. Reusing such existing tools in fettesearch efforts seems
sensible.

Based on these performance analysis, a suitable ad hoc nketg/dasis for a
generic RANET protocol can be identified. Then a suitable eneant control algo-
rithm has to be added to the solution. A large amount of sugbrdhms is already
available as indicated in section 2.2.4. Therefore it isigetl/to combine the cho-
sen ad hoc networking protocol with some of these availatutérol algorithms, and
analyze which combinations performs best.

After this step, the best possible RANET solution based enctirrent state of
the art in this domain will be available. For some RANET reguients, it will how-
ever be not yet optimized. Because several of these regeirsnare key features
of VANET protocols, the next step is to introduce optimipatitechniques used by
these VANET protocols into the generic RANET solution. Tgivhere most profit
can be gained from this approach are scalability, mesh mkteating, geographical
networking and broadcasting. In theory, the generic RAN&TUtfon should already
target requirements such as self-organization, low |3{&€paS and security in a satis-
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factory manner. However, if these aspects are found to beatitre enough, VANET
solutions can also be very valuable inspiration sourcesmFa technical point of
view, transferring techniques from VANET to RANET implentations should be
relatively straightforward since VANET research typigatklies on testbeds and sim-
ulators that integrate a vehicle simulator with a wirelessvork simulator [89-91].
This is similar to the RANET approach.

Finally, to provide solid coverage of all RANET requiremgnattention should
be given to those requirements that are not a key requireim¢né RANET or the
VANET domain. First of all, it should be validated if thesejuérements are already
met in a sufficient manner. If not, specific optimizations éav be introduced in
the generic RANET protocol. These can be inspired by putidina that especially
focused on one of these requirements in the context of vesyifsp uses cases, or
can be developed from scratch. This task marks the final $témealevelopment of
a single RANET solution that can be applied in all very hegerteous use cases that
are known in the domain of networked robots.

5 Conclusions

In this study, a thorough review was given of the state ofratthé domains of robotic
and vehicular ad hoc networking. Based on this informatam gxhaustive list of
requirements was given for both types of networking prasda general, the most
significant difference lies in the fact that VANET protocate more oriented towards
low throughput messaging, while RANET protocols have tgueuphigh throughput
media streaming as well. All other requirements were validdbth protocols. From
this observation it can be concluded that cross-fertitimabetween them is a very
appealing approach for future RANET research. Such worklshmonsider the fact
that existing solutions for both types of protocols targéfecent key requirements.
Therefore a working plan was defined for the design and dpustmt of a generic
RANET solution that can be applied in the large amount of togteneous use cases
that are known in the domain of networked robots. First adbgh performance
analysis of current state of the art RANET protocols has tpdséormed to identify
the most suitable basis for ad hoc networking. Then comioingtof this starting
point have to be combined with known movement control prototo point out the
optimal solution based on the current RANET state of theTdre next step is to
transfer techniques from the VANET domain to the generic EANolution to cover
requirements that need further attention. Finally, mig$imks in the generic RANET
protocol have to be identified and tackled with novel develepts.
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