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ABSTRACT

The growth of cities continues to be a global megatrend. As more
and more people live in urban areas and urban services and infra-
structures are under growing strain, technologies are increasingly
being researched and used to make city life more efficient and
comfortable. As a result, so-called “Smart Cities” have complex IT
infrastructures and cyber-physical systems such as sensor/actua-
tor networks for the general population and are developing world-
wide. Urban infrastructure must be secured against attacks, ensur-
ing reliable and resilient services for citizens as well as privacy
and data security. This paper introduces selected challenges faced
by infrastructure providers, citizens and decision-makers in han-
dling attacks aimed at information and communication technolo-
gies (ICT) of urban infrastructures and presents current research
avenues for tackling cyberattacks and for developing tools for cre-
ating, portraying and disseminating actionable information as one
important response to security challenges. It then presents find-
ings from a representative survey conducted in Germany
(N=1091) on the experiences and perceptions of citizens concern-
ing the relevance of cyberattacks will be presented.

CCS CONCEPTS

» Human-centered computing -> Collaborative and social compu-
ting

« Security and privacy -> Human and societal aspects of security
and privacy
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1. Motivation: Future Cities are Smart Cities

To date, the availability of infrastructure, economic opportunities
and easy mobility have led about 50% of the world’s population to
live in cities. It is predicted that this proportion will rise to 68%
worldwide by 2050 [68]. Though the main drivers are to be found
in Asia and Africa, this trend is also evident in European and Ger-
man metropolitan regions [68, 69], leading to increased pressure
on city infrastructure. Digitization can help to meet the high de-
mands placed on cities, to make infrastructure more efficient, cit-
ies competitive and sustainable and to improve quality of life for
urban citizens [4, 20] as well as for citizens in connected and smart
regions [5, 38]. Typically, data is collected and used to optimize
processes in order to reduce inefficient activity, improve services
and increase convenience. Examples are the optimization of traffic
flow, matching public transportation demands, sensing of filling
levels in waste collection, assisting drivers to find available park-
ing spots, digitization of public administration, etc. Digital infra-
structure will thus become a core element of the cities of the fu-
ture, ranging from communication, mobility and transport, health,
energy and smart homes [40] to critical infrastructure (CI).
Current trends in digitalization include the striving for Smart
Cities, which can be described as “a place where traditional net-
works and services are made more flexible, efficient, and sustain-
able with the use of information, digital and telecommunication
technologies, to improve its operations for the benefit of its inhab-
itants” [41]. Smart cities are further characterized by the capture
of large amounts of real-time data (instrumentation), the integra-
tion of different data sources (interconnectedness) and the draw-
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ing of conclusions from the data (intelligence) [16]. Other defini-
tions encompass social, economic and environmental characteris-
tics, including equitable access to improvements, social capital,
high-tech and creative industries or environmental sustainability
[9].

In technical terms, this vision means that vast amounts of data
are captured, processed, communicated and stored across differ-
ent systems and devices on different city levels, from households
and buildings to city infrastructures, often without human inter-
mediaries (Machine to Machine) and through the internet (incl.
Internet of Things (IoT)). These trends depict a city that is both
efficient and worth living in, although concerns regarding privacy
are also very visible.

However, due to the interconnectedness of devices through
ICT, urban infrastructures also constitute a vast attack surface for
cyberattacks, that can cascade from one system to another, esca-
lating negative effects. Vulnerabilities affect both private and
household devices as well as urban infrastructures [28, 71]. Stud-
ies have shown that traffic signalling systems, for example, can be
easily manipulated by disruption attacks and ransomware which
in turn affects safety on public roads [46]. While much research is
directed towards security devices and various infrastructures [63],
aiming for robustness, persistence and dependability as well as
self-adaptation in response to shocks [20], the current Covid-19
pandemic has again shown that not all challenges can be foreseen
or technically solved. In dynamic situations of insecurity, such as
when faced with a cyberattack, surveillance of the situation as it
unfolds and informed decision making are crucial.

In this paper, we analyse the particular challenges of smart
urban infrastructures, looking at the attack surface and cyber-
physical interdependencies (Section 2). Giving on overview of
current tools for providing actionable information and enhancing
the understandability of security challenges (Section 3), we pre-
sent selected preliminary findings from a representative survey of
the German population about citizens’ perceptions of infrastruc-
ture failures and targets of cyberattacks (Section 4). We end by
discussing the implications for future research on actionable in-
formation to counter attacks against smart urban infrastructures
(Section 5).

2. Challenges for Secure Urban Infrastructures:
Attack Surfaces and Cyber-Physical Interde-
pendencies

Despite the development of improved early warning systems [53],
the safety challenges to infrastructures, e.g. by storms, earth-
quakes or tsunamis, remain vulnerabilities for both rural and ur-
ban areas. Examples from countries like Indonesia demonstrate
that some regions or countries are particularly disaster-prone
[64]. To increase preparedness and limit harm, early warning sys-
tems are essential-not only with regard to natural disasters but
also with regard to cyberattacks. In times of hybrid wars involving
not only states but also private actors[50], more and more coun-
tries are preparing for such attacks and are therefore systemati-
cally working on their own national cyberattack early warning
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systems [50, 60]. However, cyberattacks differ markedly: in con-
trast to natural events, they are performed by humans reacting to
incentive structures, with the aim of financial or political gain. In
addition, they are often caused by weak security implementation,
human error or unmaintained systems [48]. Indeed, the existence
of cyberattack types is often well-known, but security is not im-
plemented for various reasons [18]. The potential of early warning
measures is therefore limited for many types of attacks.

At the same time, infrastructures in interconnected cities are
becoming ever more attractive targets for cyberattacks: The global
growth of urban centres [68] puts strains on cities, which must
provide housing, transportation, healthcare etc. for a growing
number of people. In these contexts, the use of IoT devices prom-
ises to alleviate the burden on cities through data-based efficiency
gains, e.g. in traffic optimization [4]. In the context of large-scale
IoT use, particular challenges are posed by the interconnectedness
of devices and cyber-physical interdependencies.

The various devices used and their interconnections lead to
the presence of a large attack surface with many technical vulner-
abilities and the possibility of attacking the “weakest link” in the
chain of connected devices [6, 29, 66]. Furthermore, there are nu-
merous cyber-physical interdependencies both between infra-
structures and between end users and infrastructures. This means
that physical technologies enable cyber infrastructure, while at
the same time cyber infrastructure enables physical infrastruc-
tures.

These factors make digital cities particularly vulnerable to at-
tacks [37]. Securing the IT systems of smart cities against attacks
is a central and complex concern, on the one hand because it af-
fects the many citizens, but on the other hand also because of the
centrality of metropolitan areas for regional administration and
economy. An attack on a city can therefore have grave impacts on
the city and beyond [26], shaking the trust of urban citizens and
potentially also politics and the economy. In particular, critical in-
frastructures, which are central to the running of the smart city
as a whole can be affected. At the same time, both important and
digitalized cities are particularly attractive targets [12, 62].

Attacks can aim to manipulate gateways between the Data
Acquisition Layer and the Connectivity Layer, firewalls can be
overcome where data is transmitted to the Data Management
Layer, or they can overcome access controls at the Data Applica-
tion Layer [36]. Attacks can jeopardize the availability of services
(availability attack), data and information privacy (confidentiality
attack) and the integrity of systems (integrity attack) [37].
Cyberattacks can exploit several vulnerabilities: weak software
security and data encryption; use of insecure legacy systems and
poor maintenance; human error and deliberate malfeasance; in-
terdependencies and large and complex attack surfaces; and cas-
cade effects [28, 54], which are disruptions of one system that are
transmitted to other systems and may also escalated as they dis-
rupt more systems [54]. Important research efforts are enhancing
encryption, integrating old and new systems and incorporating
humans through usable security. However, despite this important
work, on the one hand, security can never be fully attained, nor
can the failure of important IT functions be tolerated. Especially
in highly digital urban infrastructures, attack surfaces are large
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and cascading effects prevalent. Therefore, further research is
needed, focusing on urban vulnerabilities and ways of reacting in
case of cyberattacks.

To make infrastructures resilient, consideration needs to be
given to how citizens, as end-users, interact with the technologies
[49] and how infrastructure providers and city stakeholders can
contribute to infrastructure security. Thus, aspects of safety-re-
ferring to the error-free functioning of a system, which might be
impaired by natural events or human maloperation-must be con-
sidered [57], as well as critical infrastructure reliability and resili-
ence. It is therefore important to build systems that have inbuild
redundancies to ensure that attacks” harm is limited and can be
repaired efficiently to achieve overall resilience [55]. In order to
achieve adequate responses to security attacks, agencies respon-
sible for providing security have to be enabled to correctly assess
and react to security threats.

3. Tools for Understandable Attacks and Com-
munication of Actionable Information

Due to the importance of providing essential goods and services
and due to the increasing number of cyberattacks on critical in-
frastructures, there are already numerous empirical and scientific
projects addressing a wide variety of issues such as security, geo-
politics and economics. In order to gain insight into the existing
challenges, a wide range of stakeholders such as engineers, gov-
ernment agencies and scientists have studied risk relationships
and cascading effects, relying on simulations in order to gain in-
sights on how infrastructure systems might respond to specific
scenarios and how they possibly cascade into another. In this sec-
tion, research approaches to counter cyberattacks are presented,
as well as tools to make reactions to such events understandable
and action-oriented. While it is not possible to present all current
research approaches and tools developed, we give an overview of
current research directions and tools developed for practitioners.

Experiences in recent years have shown that energy supply in
particular is critical for the maintenance of other infrastructures.
For this reason, projects such as the EU-funded project "Smart
Grid Protection Against Cyber Attacks SPARKS", are aimed at risk
assessment and ensuring cybersecurity and resilience of smart
grids [67]. Another avenue, exemplified by the European Control
System Security Incident Analysis Network (ECOSSIAN), carried
out under the European Program for Critical Infrastructure Protec-
tion (EPCIP), develops preventive risk management tools such as
early warning and anomaly detection. Other research focuses on
stress testing, such as the project “InfraStress”, funded by the Eu-
ropean Union’s Horizon 2020 research and innovation program,
which aims to improve resilience of sensitive industry facilities
and infrastructure exposed to cyber-physical risks through a
testbed. Methods are currently being developed by a consortium
of 27 partners from 11 countries. Based on the results, a culture of
participatory security will be created and new insights will be
trained in free, open online courses in order to involve stakehold-
ers such as workers, public authorities, companies and civil soci-
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ety [22]. Further aspects of training and exchange of technical ex-
perience on critical infrastructure can be found in the report
“ERNCIP training for professionals in critical infrastructure pro-
tection: from risk management to resilience” from the European
Commission (2017) [34]. In addition, some companies, that are po-
tential targets of cyberattacks, offer a certain amount of training
on the security awareness of their employees in times of growing
number of attacks and intrusions. Those trainings can take the
form of “web-based classrooms, teleconferencing, instructor led
training, thematic cybersecurity events, newsletters and
awards/incentives programs” [2]. However, it appears that many
trainings are limited to very basic information, which indicates
that there is still a great need for training in order to better protect
companies against cyberattacks.

Other projects focus on cascade effects: One example is “Risk
Relationship and Cascade Effects in Critical Infrastructures”
(2015) with focus on the 2011 Japanese triple disaster (earthquake,
tsunami and nuclear accident). Together with the United Nations
Office for Disaster Risk Reduction (UNDRR) different (inter)na-
tional actors identified five priority areas concerning disaster risk
reduction. In order to gain a better understanding of the key fac-
tors, the participating actors identified linkages across key CI sec-
tors and how they relate to each other. To capture and visualize
existing relationships, a causal loop diagram and a disaster time-
line were created. Afterwards, they examined how such depend-
encies triggered cascading effects in the context of an actual inci-
dent. During the process it became clear that some factors were
influencing essential sectors such as telecommunications, banking
and transportation and that they have a far-reaching impact on
societies. As some interactions have significant implications e.g.
on a specific population group (vulnerable people) it is important
to keep that in mind during the analysis. By mapping possible cas-
cades, aspects can be identified that will enable people to antici-
pate what can be done in case of further attacks or disasters. This
pre-disaster public awareness will help to decrease damages [39].

With regard to natural events, the concept of resilience also
plays an important role. The study “critical infrastructure cascad-
ing effects: Disaster resilience assessment for floods affecting city
of Cologne and Rhein-Erft-Kreis” (2020) exemplarily demon-
strates the viability and limitations “of analyzing lifeline features
of interest for disaster risk and emergency management” [14]. An-
other case study regarding urban flooding in “Torbay”, England,
seeks to support coastal communities facing upcoming incidents
by using proposed methodology from the EU CIRCLE, a pan-Eu-
ropean framework for strengthening CI resilience to climate
change. Methodological approaches based on various (non-) tech-
nical indicators, help to target specific needs [15]. In sum, those
studies underline the importance of analysing local risks and re-
silience characteristics by making cascade effects and CI unam-
biguous. Local examples may not only help regional actors to al-
locate their resources better, but also to connect researchers and
key decision makers worldwide by exchanging their assessments
and findings, doing comparative analyses [52]. Even though there
have been and still are several projects on critical infrastructure,
further research projects that in particular focus on ICT as the web
spanning private households and all urban infrastructures are
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necessary to understand and communicate the potential security
risks.

4. Preliminary Findings: Citizens’ Underesti-
mating their Role as Targets

Although previous studies have studied e.g. citizens’ perceptions
during infrastructure breakdowns [23], a distinction between dif-
ferent reasons was not part of that study. In order to assess the
relevance of cyber incidents in comparison to other challenges for
citizens, we conducted a survey of the German population
(N=1091) that was representative regarding age, gender and for-
mal education, asking about experiences with cyberattacks, as
well as about their judgements concerning the likelihood of dif-
ferent types of attacks on different targets.

Our aim was to investigate whether a focus on cybersecurity
is in line with citizens’ perceptions of the threats urban infrastruc-
tures are facing or whether they perceived other factors as more
relevant to the continuity of infrastructure. In order to gain a
deeper understanding of their reasoning, we wanted to know how
these perceptions regarding Germany would differ in comparison
to other countries. We chose India as an example of an IT-inno-
vative and growing BRICS country, but low-income country of the
Global South. As a second case, we chose the United States of
America (US) as another high-income country that is culturally
and geographically different from most European countries but
politically and economically powerful.

We therefore asked about the perceived problems each in Ger-
many, the US and India as viewed by Germans: “What do you con-
sider to be the probable reasons for an infrastructure failure in
[Germany/the US/India]? Please sort by descending probability,
starting with the most probable reason.” (Figure 1). The results
reveal that Germans consider cybercrime, cyberattacks from
abroad as well as technical failures as the most likely reasons for
infrastructure disruptions in Germany, followed by human fail-
ures and natural disasters. This differs from the expectations to-
wards failures in the US, which are deemed to be more likely to
be caused by cyber and physical attacks from abroad, while tech-
nical and human failures are less expected. Expectations about the
likely causes of failures again vary markedly regarding India:
Here, Germans assume that damages due to natural disasters oc-
cur, while cyberattacks and cybercrime are deemed less critical.
Interestingly, civil war is also seen as a markedly more probable
cause of failure, while politically motivated terrorism is deemed
less likely than in Germany.

While these findings are also interesting regarding an inter-
national comparison of actual causes of failures, is it evident that
regarding Germany the focus on cyber incidents and security
challenges is in line with the perceived urgency of these chal-
lenges among the German population, although safety challenges
are also considered important.

In addition to ease of use, convenience and affordance, cyber-
security and data protection are keys to society’s acceptance of
urban infrastructure solutions [30, 31], e.g. as demonstrated by the
resistance against smart meters due to privacy concerns [19]. If
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systems are hacked or data from citizens are “lost”, citizens’ sup-
port for the digitalization efforts suffers. At the political level, ad-
equate consideration of cybersecurity and data protection issues
are services of public interest and ensuring that they are provided
is a prerequisite for reducing risk-related reputational damage.

This is particularly challenging, as it has been shown that cit-
izens are not always well informed about how to behave online.
Even those knowledgeable about IT security behaviour do not al-
ways put that knowledge into practice [18]. A similar paradox is
found regarding privacy [1, 47].
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Figure 1: Perceived likely reasons for infrastructure fail-
ure as viewed by Germans (Percentage of respondents
ranking reason as rank 1, 2 or 3.)

We also wanted to know more about German citizens’ expe-
riences and whether their experiences as victims influence their
judgement of what constitute attractive targets for cyberattacks.
We therefore asked citizens whether they had any personal expe-
rience with a list of widespread cyberattacks, which we phrased
in the question in laypersons’ terms (Figure 2). Almost two thirds
had received phishing emails, around one third had downloaded a
virus, and one fifth had had an account hacked. 20 % had experi-
ence with cyberattacks affecting their work. Overall, only 15 %
had not experienced any of these attacks.

When we also asked about the likelihood of a security and pri-
vacy attack on the IT of different targets in the near or distant
future or ever, a paradox occurred: While this overwhelming ma-
jority of the participants reported having been victims of various
cyberattacks, less than 10 % thought that they might be the victims
of a cyberattack on their private home devices in the next five
years, while over 40 % expected an attack on individual politicians.
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Our research thus suggests that private users are easy targets for
cyberattacks, because they report having been widely targeted
and often successfully, while they also appear to underestimate
the likelihood of being a target of future cyberattacks. Other stud-
ies also show that users rather trust that the producers ensure the
privacy of their devices [70], which further reduces the likelihood
that citizens will take steps to protect their devices. These findings
support other research that identifies end-users as relevant actors
in successful attacks [33] and has shown a lack of security aware-
ness, such as optimistic bias [58]. This cognitive bias explains why
individuals believe that they have a lower risk of experiencing a
negative event compared to others. In the context of information
security, this means that despite an increased vulnerability to in-
formation security breaches, awareness and commitment regard-
ing information security threats remain low [58]. Nevertheless,
user awareness plays an important role in preventing victimiza-
tion [61]. This finding can be explained by the optimistic bias: The
optimism about online privacy breaches is negatively related to
the adoption of privacy protective behaviour [7], which makes the
individual an easy target for attacks. The optimistic bias is also
used to explain the privacy paradox discussed above. So far it has
been shown that the experience of infringements of privacy re-
duces optimism about the personal risk of privacy breaches [7, 11].
However, our results indicate that the risk of others (particularly
political actors) is considered high compared to the perception of
one’s own risk, even though the majority of participants have al-
ready experienced various cyberattacks.

We therefore support calls for a stronger focus of research on
the behaviour of practitioners and private users with regard to IT
security and privacy [35] and suggest that as the use of networked
IoT devices increases, private users and infrastructure providers
should also be viewed as being interconnected in security attacks.
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Figure 2: Personal and work-related experience with
cyberattacks
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5. Discussion: The Connecting Element ICT

The analysis of cities shows their attractiveness as targets of
cyberattacks as well as the high likelihood of cyberattacks occur-
ring in cities due to the number of devices available there. The
drive towards smart city initiatives as well as the increasing ap-
plication of sensors and smart devices stands to increase the at-
tack surface further. The operation of smart urban infrastructure
is at peril if the availability of secure information and communi-
cation systems cannot be guaranteed. To be able to collect, pro-
cess, and disseminate the vast amount of data generated in both
critical infrastructures as well as in other urban cyber-physical in-
frastructures, communication networks are of utmost importance.
Hence, the secure and resilient operation of the critical infrastruc-
ture Information and Communication is the basis for operation of
all other critical infrastructures: Energy, Finance and Insurances,
Food, Government and Public Administration, Health, Media and
Culture, Transport and Traffic, and Water [20, 45].

In addition, while some differentiate digital security threats
either as infrastructure security, meaning the ability to deliver
services reliably, or as data/information security [3], there is a sig-
nificant overlap between the two, with weaknesses in the system
exposing data and information and exposed data and information
being exploited to interfere with infrastructure [28]. Yet, it is un-
clear how exactly data and information security interact with in-
frastructure security. Research should explore the connections be-
tween availability attacks, confidentiality attacks and integrity at-
tacks [28]. Both data/information security and infrastructure se-
curity should be considered as elements of urban digital security,
that ensure the continuous infrastructure services as well as citi-
zens’ willingness to engage with them.

Our initial findings underline the relevance of these issues to
citizens. They also show that the optimistic bias makes citizens
potential weak links as they underestimate their own role as at-
tractive targets for cyberattacks. Despite widespread experiences
with different cyberattacks, citizens need additional support in or-
der to receive a realistic impression of likely targets of attacks.
Without this shift, citizens are unlikely to adapt their security be-
haviour accordingly. While our results, based on an online survey,
are biased towards people who have at least a minimal level of
computer literacy. Surveys show that only 13 % of the German
population do not use the internet [13] and are therefore likely
not to have any personal experience with cyberattacks and cyber-
crime. We therefore hold that even though an online survey is not
completely representative, particularly regarding internet use, it
still provides a very good picture of the overall experiences of the
German population.

Providing decision makers with information and tools for in-
formation processing, such as visualizations and simulations,
should be a core feature in the handling of security incidents.
Given the interconnected nature of systems, such information
should go beyond individual infrastructures and companies and
include considerations of interconnected systems. Technical tools
should thus enable such a broader picture, as well as communica-
tion with other stakeholders.

Considering the complex interconnections and dependencies
between urban infrastructures, understanding and gauging the
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implications of disruptions on ones’ own and other systems, as
well as those of end-users is central for taking adequate action.

Securing smart urban infrastructures should therefore include
several aims: Firstly, to increase the reliability of ICT in such a
way that providers of critical infrastructure can continue to oper-
ate without grave limitations. The second aspect should be to em-
power city stakeholders to understand, act, communicate and col-
laborate in cases of security infringements, enabling urban stake-
holders to identify attacks and to take preventive and reactive
measures. The technocratic view of project management of urban
digitization projects “[...] typically treats the city as a coherent,
rational machine, rather than a complex system full of wicked
problems and competing interests” [27]. To do this complexity
justice, practitioners and citizens need new tools and practices to
assess, monitor and react to security threats and attacks. ICT
should be considered as being at the heart of urban infrastructure
security issues, not only because it is among the nine critical in-
frastructures identified by the Federal Office of Civil Protection
and Disaster Assistance [20], but also because it spans private
household, public spaces and critical infrastructures and has thus
some of the greatest potentials to produce cascading effects.

While understanding of security risks and the ability to pre-
pare for and react to attacks has increased through automated
warnings and scenarios [51], information sharing [65], as well as
through innovation in crisis communication [63], more research
should be directed towards visualizing interconnectedness and
enabling crosscutting communication in emergencies [59].

Such research should be interdisciplinary to include technical
innovation, while doing justice to psychological and organiza-
tional realities. For our ATHENE mission “Secure Urban Infra-
structures”, we will integrate these insights by investigating the
relevance of different types of security attacks for urban infra-
structure providers and citizens. We will assess the barriers to un-
derstanding the implications and effects of different cyberattacks,
focusing on technical, organizational, as well as psychological
challenges in reacting to such attacks. Our solutions will aim to
enable infrastructure providers to consider the effects on other in-
frastructures and citizens and to respond in a manner that in-
cludes communication between all relevant parties.
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