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Personal Network Federations
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Abstract—Providing secure cooperation between a subset of
relevant devices belonging to different Personal Networks (PN)
for the purpese of achieving a common goal or service is the
objective of the PN federation concept. This paper explores the
requirements of PN federations and identifies the main research
challenges and implications on the PN architecture, providing a
first step into the migration from these concepts inte real
solutions, architecture and protocels within the MAGNET
Beyond project.

Index Terms—Personal Networks, PN Federations, concept,
requirements, PN-F cycle

I. INTRODUCTION

He concept of Personal Networking (PN) [1], presented
in [5], can bring a solution for trusted communication
between the many local and remote personal devices in view
of the support of a variety of personalized and context-aware
services. A Personal Network is a protected secure person
centric network that connects all the nodes of a person over ad
hoc as well as infrastructure networks and that provides
context-aware services and applications. As such, it is a
dynamic collection of interconnected heterogeneous personal
devices, not only the local devices centered around the person,
but also personal devices on remote locations such as devices
in the home network, the office network and the car network.
The IST MAGNET project has worked on the development,
implementation and integration of network components
needed to realize this concept. Summarized, from a high-level
viewpoint, the Personal Network consists of a number of
clusters. Each cluster is a connected ad hoc network of
personal nodes sharing a common trust relationship. By
establishing secure tunnels between clusters, remote clusters
arc able to communicate with each other over any
interconnecting structure. In order to track the location of
clusters, PN Agent functionality has been introduced. Finally,
a service architecture has been defined to support a person’s
applications and services. In depth descriptions of these
solutions can be found in the following references
[41[5161(7].
While MAGNET has focused on solutions for the PN
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centered around a single user, MAGNET Beyond (the
successor of the MAGNET project) will address the
importance of interactions between multiple PN users with
common interests for various private and professional
services. The objective is to extend the PN solutions with the
necessary networking  functionality and group frust
mechanisms to enable interactions between muitiple PNs.
Fednets, a novel concept that first has been introduced in [2] is
such an approach. This paper will elaborate on the ideas
presented in [2] in conjunction with PNs and will introduce
the concept of PN federation (PN-F) and its potential
applications, followed by a more detailed discussion about the
requirements for PN federations and the involved research
challenges that need to be tackled in order to meet these
requirements.

II. PN FEDERATION CONCEPT

A PN federation (PN-F) can be defined as a secure
impromptu, situation-aware or beforehand agreed cooperation
between a subset of relevant devices belonging to different
PNs for the purpose of achieving a common goal or service.
When communication between devices belonging to different
PNs is needed to support interactive and/or cooperative
services between multiple users, a federation of their PNs will
be established. More precisely, on top of these PN networks, a
secure overlay of participating devices will be formed, that
isolates a subset of the resources in the constituent Personal
Networks. The PN devices outside this overlay stili provide
connectivity and take part in the secure routing of data
between the devices of this multi-user overlay. Within the
federation, devices can communicate with each other and
allow each other access to specific services or usage of
resources for performing the common task.

In Figure 1, the concept of a PN-F is illustrated, together
with the underlying Personal Networks that participate in the
federation. Based on how the cooperation between the devices
in different PNs is realized in order to establish the federation,
we can discriminate between Infrastructure Based and Ad Hoc
based PN federation. In Figure 1, these two different PN
federations are illustrated. The first PN-F (PN-F 1) is
established between devices in PN clusters that are all
connected to an infrastructure network. In this federation,
support functionality available in or through the fixed
infrastructure can be used to assist in the PN-F definition and
establishment. This can be compared to the PN Agent
introduced in the Personal Network architecture.
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Figure 1: PN federation concept — Illustration of Ad hoc based versus Infrastructure based federations

In the second PN-F in Figure 1, the PN-F is formed in the
absence of fixed infrastructure. As no infrastructure is
accessible, support functionality cannot be assumed and the
definition and establishment of the federation need to be done
in a distributed ad hoc fashion, having implications on the
solutions that need to be developed to realize PN federations.
This type of federation is called an Ad Hoc PN federation and
will mostly occur when nearby users collaborate within a
federation and will impose different requirements on the
networking solutions. Of course, hybrid federations that are a
combination of these two types are also possible.

In addition, we can also classify PN federations based on a
number of other characteristics. First of all, depending on the
way the federations are initiated, we can discriminate between
purpose driven PN federations and opportunity driven PN
federations. Purpose driven means that the formation of the
federation is explicitly requested or defined beforehand,
whereas opportunity driven means that the federation is
formed spontaneously when interesting circumstances to do so
arise. In both cases, and especially in the second case, context
information can play an important role. Next, depending on
the lifetime of the federation, we can make the distinction
between very short-lived federations and longer ferm
federations. This distinction will have its implications on the
complexity of the solutions to establish the federation. In the
case of short-lived federations, solutions to setup and manage
the federation need to be lightweight and simple. Longer term
federations open up much more opportunities to introduce
more complex and powerful management and definition
mechanisms. Finally, based on the way the federation process
is carried out, both proactive and reactive federations are
possible. Proactive implies that the federation is established in
anticipation of the use of the common goal or services
provided by the federation or is maintained proactively.
Reactive federations are established and used only upon
request or when the opportunity arises and only as long as

needed. The above classifications will prove useful to assess
the requirements imposed to the PN-F definition, management
and formation process when developing solutions.

[I. THE NEED FOR PN FEDERATIONS

While Personal Networking is focused on the
communication between personal devices only, many
communication patterns need to extend the boundaries of the
Personal Network and involve the secure interaction of
multiple persons having common interests for various
professional and private services. Examples include:
collaborative working, virtual meetings, resource sharing for
private and professional services, family networks, virtual
classrooms, distant learning, inter-vehicle networks,
emergency networks...

For the above examples, common interest groups could be:
family members, colleagues, friends, kids at school, public
servants (e.g. in safety and security), emergency teams, etc...
In all these examples, the basic requirement is that the
communication is secure, self-organized, confined within the
subset of collaborating devices and that only the resources,
applications and services needed to achieve the common goal
are made accessible. For instance, in collaborative working a
PN-F could be formed between the relevant devices belonging
to the different persons working on a common project. Only
the resources needed for the project (e.g. files, e-mails, project
schedule, whiteboard, software, agenda...) are made available
to the PN-F. Further, other resources (e.g. personal files...)
are shielded from your colleagues or only available through
other federations, for instance with family and friends. The
federation can be formed automatically, at anytime and
independent of the location of the person’s participating
devices. In addition, as the federation is a secure overlay, no
additional measures need to be taken to secure all users” data
and communication. Further, a cooperative session can take
place using low capability devices (e.g. participate n



discussion using mobile phone), while resources can be made
available remotely by the other members of in the federation.
Of course, it is clear that this concept will heavily rely on the
notion of group trust.

Existing solutions such as virtual private networks or peer-
to-peer application overlays can only offer a partial solution as
they do not provide true self-organization and end-to-end
security. Further, they lack the notion of group trust and
usually only focus on one specific software application [3]. In
the following sections we will present the main requirements
imposed by the challenging concept of PN federations.

IV. REQUIREMENTS

From the examples presented in the previous section a
number of important requirements can be derived that need to
be fulfilled in order to realize the concept of PN federations.

Membership management: A PN-F can be seen as a
cooperation of different PNs, which are the members of a PN-
F, whereby devices of each of the members make resources
available. The composition of the members and their resources
can change over time. Therefore, mechanisms to define and
initialize new federations and to define, configure, manage
and store this membership information are required.

Self-organization and maintenance: A PN-F needs to be
self-organized and self-maintained. This requires first of all
the definition of policies and rules to determine how and when
the formation of the federation will take place. Next, the
overlay (in terms of services or in terms of members) should
be formed and maintained without user intervention, making
use of naming, routing and mobility management solutions.

Security: Security is a major aspect in PN federations as
multiple PNs are involved and takes place at different levels:
access to the PN-F based on membership, secure transport of
data within the federation and the access rights to resources
and services of the federation.

Application support: Federation members need to specify
which resources, applications, services are made accessible to
the federation. As such communication is confined in terms of
the available resources and data. Profiles will play an
important role here.

Scalability and QoS: PN federation enables a lot of
potential application scenarios and addresses a large user base.
As a result, the number of federations can become huge and in
addition, PNs can partake in multiple federations. Therefore
solutions are needed that are scalable and that can provide
high-quality user experiences.

In the following section, we will discuss in more detail the
challenges imposed by these requirements, their influence on
the existing PN architecture and, consequently, the PN
federation research issues that will be addressed within
MAGNET Beyond.

V. RESEARCH CHALLENGES

A. PN federation creation and management

In order to be able to create trustable PN federations, rules
are needed that determine who is or can become member of
the federation and how (membership management), which
resources are made available by that member together with
policies that define who is able to setup or update these rules
and profiles. Based on this, we have identified two different
profiles, a PN-F profile, which is a profile common to the
federation and individual PN-F participation profiles, which
are bound to the individual members.

The PN-F participation profile can be specific or generic. A
specific one defines for an existing PN-F the resources and
services the member wants to make available to that PN-F. A
generic one defines user interests and requirements related to
participating in or setting up new federations and the
resources a user wants to make available in case a PN-F is
formed based on this profile.

The PN-F profile contains the following policies, rules,
agreements common to the PN-F. First of all, the PN-F needs
to have a creator. The creator does not necessarily have to be a
member of the federation (e.g. parents creating a PN-F that
can be used by the children), a group of persons or even a
third party (a service provider that creates a PN-F to connect
people with common interests). The creator of a PN-F is the
one that decides the rules and policies of the federation. In
some cases, it can be useful for the creator to be able to
change the policies of a PN-F, but in most cases it is better to
not allow these policies to change at all. This makes it easier
for the members to put their trust in a PN federation.

The policies of the PN-F determine how the membership is
managed. Again, multiple policies are possible. The members
of the federation can be defined explicitly, by using their PN
identifier for instance. In case the members are not defined
explicitly, rules can be defined how new members can be
added to the PN-F. Members can be invited by existing
members (approval needed by one, all or a quorum of the
members or by the owner) to join (invitation based) or they
can request to join (subscription based) upon which one, all or
a quorum of the members decide to accept the request. Next to
this, general formal rules can be used to define the
membership  management, thereby  automating the
membership management by checking these rules against, for
instance, the user profile of new potential members. Also,
owners could revoke members. Finally the complete member
information, i.e. the list of all members, does not need to be
stored explicitly as a web of trust could be formed.

Let us illustrate this with some examples. In the case of
collaborative working, a project leader could define a PN-F
where he explicitly defines all the members (project team
members) and only he can add new members. A service
provider can setup a PN-F for people having a common hobby
where new members are added based on subscription and
acceptance by all existing members. Finally, for an inter-
vehicle federation, the government could define a PN-F



profile with a membership rule that defines that every vehicle
in the neighborhood spontaneously can join the federation in
order to increase road safety.

The creation of the PN-F profile can be done beforehand
(before the actual formation and use of the federation) or
immediately (when the need to form a federation suddenly
arises). In the latter case, a search is needed for candidate
networks to federate with based on what they can offer (e.g.
police man looking for medical personnel when an emergency
situation occurs). For this, the generic PN-F participation
profiles can be used. In order to sctup these spontaneous
federations, assistance from context and service discovery
frameworks is also needed.

Further, the above PN-F profile contains global
information, i.e. relevant for the members of the federation,
which needs to be securely stored and accessible by all
members. For infrastructured federations, storage can be done
centralized or distributed in each PN participating in the
federation, for instance in the PN Agent. For ad hoc
federations, storage needs to be completely distributed. The
decision where to store this information will have its
implications on how the existing PN network and architecture
should be extended to support PN federations. Of course, as
the profile can only be modified by specific persons, strong
and efficient security solutions that verify, protect and enforce
the rules defined therein and their authentication are needed.
In addition, updates to the profile need to be propagated to all
involved parties and a lifetime could be assigned to the
profile.

B. Application and service support

The PN-F profile contains global information, relevant to
every member in the federation. Next to this global
information, every member of the federation should be able to
individually determine which devices of his PN are allowed to
participate in the PN-F and which resources, services and
applications of these devices are made accessible to the other
members of the federation. As already stated, this information
is part of the PN-F participation profile. Which devices
participate in the federation is relevant if access control will
already be performed at the network level. The information
about which services are accessible is required at the service
layer and can be implemented by defining service profiles.
Accessibility to services can even further be refined in terms
of members. For instance, some members of the federation are
given more permissions than others.

All this information can be stored in the relevant PN
devices, in the Service Management Node (a personal node
responsible for the service discovery within a cluster of a PN)
or in the PN Agent (entity used to locate all cluster belonging
to the same PN). When a member of the federation wants to
make use of some of the resources of another member in the
federation, this information needs to be consulted in order to
find out if this member has sufficient access rights to make
use of the service. It is clear that a PN-F constrains the
communication to the resources, services and applications

each member makes available in the federation. This type of
limitations in communication will require extensions to the
existing service discovery framework developed within
MAGNET [6] and a flexible interface between this framework
and the applications and services in order to enforce the access
rights.

C. PN federation formation, maintenance and teardown

Once the policies and the membership management
information has been defined, additional information related
to the formation of the federation can be stored in the PN-F
profile. With the formation of the federation we mean the
establishment of the actual collaboration, i.e. communication,
propagation of information on available services and the use
of these services.

First of all, information on how and when the federation
can be formed can be part of this profile. As already
explained, federations can be formed reactively or proactively.
In some scenarios, it can be interesting to add to the profile
that the formation of the federation is limited depending on
the presence of one, multiple or all of the members, on the
availability of certain resources within the federation or at
specific times. In addition, once the PN-F is formed, the
profile could also define a lifetime of the federation or
termination criteria.

As already stated, the formation of the PN federation
includes the communication, exchange of service information
and the use of the services. First of all, in order to form the
federation, the different personal networks participating in the
federation need to be able to locate and authenticate each
other. Currently, PN Agent functionality has been developed
in order to locate and authenticate the clusters belonging to the
same PN. This functionality needs to be extended to also
provide PN to PN authentication and location based on the PN
identification information.

Next, network communication needs to be established
between the members of the federation. Within MAGNET, a
number of alternative solutions for Personal Networking have
been developed. One of these solutions builds the Personal
Network as a network overlay based on the concept of Virtual
Routers, thereby using its own PN routing and addressing
mechanisms [7]. In order to extend this network overlay
concept to support communications between PNs, extensions
to the overlay concept, routing and mobility management
mechanisms are needed. More information on the concept of
network overlays between distributed devices can be found in
[3]. An alternative solution is to not use this network overlay
concept and the federation can then take place completely at
the service level, forming a service overlay on top of the
personal networks. Extensions to the network level solutions
will be more limited and will mainly require extensions to
efficiently handle mobility and for ad hoc based federations.

In both cases, the major extensions that need to be provided
take place at the service level. The existing service discovery
framework needs to be extended with powerful service
profiles and mechanisms and protocols to allow resource and



service discovery according to the policies defined in the PN-
F profile and the PN-F participation profiles.

D. Context

In many PN federation scenarios, context information (user-
related, network-related and environment related [4]) can and
will play an important role. For instance, the initiative to
create a federation can be triggered by relevant context
information (e.g. an emergency situation, hobbies or
interests), When a federation already has been defined, the
formation and use of the federation can be initiated through
context (¢.g. the presence of people, time, agenda...).

Next to assisting the creation and formation of federations,
context can also be exploited to support PN federation once
the federation has been created. For example, in order to
enhance applications running within the federation or to
enhance the federation maintenance process during mobility
of the members.

It is clear that the use of context information is promising to
enhance PN federation, but many problems need to be tackled
before efficient use of context information becomes an
integral part of the federation process. Scalability issues need
to be solved as the involvement of multiple parties, potentially
distributed, will come with large amount of context
information that needs to be exchanged, filtered and
processed. In addition, this information is generated,
processed or used by heterogeneous devices having different
capabilities, raising questions how this information can be
efficiently represented and propagated. Further, this
information needs to be accurate and up-to-date. Of course, as
context can reveal a lot of information related to users,
privacy and security concerns must not be neglected.

E. Summary
From the above discussion, we can define for the different
types of PN federation a cycle as depicted in Figure 2,
consisting of the creation, participation, formation and use.
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Figure 2: PN Federation cycle

Each of the different PN-F types can be seen as a specific
path through this cycle. For each of the different phases in this
cycle we have discussed the different challenges and
federation concepts required to support PN federation. During
MAGNET Beyond, these concepts will be materialized into
specific PN-F requirements and functionalities. Once the
needed functionalities and requirements have been derived,
they will be translated into a complete PN-F solution, starting
from the developments in MAGNET as bascline, and
consisting of a network architecture, node architecture and the
respective network protocols and components.

V1. CONCLUSIONS

PN federation is a very challenging concept, involving
major research challenges related to the definition and
management of the federations, service profiles and discovery,
security, context and networking. This paper has illustrated
the concept, its requirements, its research challenges and the
implications on the existing PN architecture to support true
PN federation. From there, a number of main corner stones
related to PN federation have been defined, which will guide
research in MAGNET Beyond on translating these concepts
into real solutions, architecture and protocols and validating
them.

ABOUT MAGNET BEYOND

MAGNET Beyond is a continuation of the MAGNET project {(www.ist-
magnet.org). MAGNET Beyond is a worldwide R&D project within Mobile
and Wireless Systems and Platforms Beyond 3G. MAGNET Beyond will
introduce new technologies, systems, and applications that are at the same
time user-centric and secure. MAGNET Beyond will develop user-centric
business model concepts for secure Personal Networks in multi-network,
multi-device, and multi-user environments. MAGNET Beyond has 32 partners
from 15 countries, among these highly influential Industrial Partners,
Universities, Research Centres, and SMEs.
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