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Abstract

In multicast communication systems, a single perturbed recipient can drastically affect the
performance of a complete group of processes. One way to alleviate this problem is to weaken
reliability requirements by allowing some messages to be omitted. We propose a multicast service
that exploits semantic knowledge to select which messages can be omitted without compromising
the application’s correctness. This service is based on the concept of message obsolescence: A
message becomes obsolete when its content is overwritten or implicitly conveyed by a subsequent
message.

Besides summarizing initial research results[10] showing that message obsolescence can be ex-
pressed in a generic way and can be used to achieve a higher stable throughput, this text advances
a definition of the service and outlines our current research directions.
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Abstract

In multicast communication systems, a single
perturbed recipient can drastically affect the per-
formance of a complete group of processes. One
way to alleviate this problem is to weaken relia-
bility requirements by allowing some messages to
be omitted. We propose a multicast service that
exploits semantic knowledge to select which mes-
sages can be omitted without compromising the
application’s correctness. This service is based on
the concept of message obsolescence: A message
becomes obsolete when its content is overwritten
or implicitly conveyed by a subsequent message.

Besides research
sults[10] showing that message obsolescence can
be expressed in a generic way and can be used
to achieve a higher stable throughput, this text
advances a definition of the service and outlines
our current research directions.

summarizing initial re-

1 Motivation

Reliable multicast [7] ensures that the same mes-
sages are delivered to all processes in a group.
When messages are produced by the source faster
than the time it takes for some target to con-
sume them, the surplus needs to be temporarily
buffered. However, buffering is effective only for
short bursts of traffic. If message multicast rate is
consistently high, unbounded buffer space would
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be required and message delivery by the slowest
process would increasingly lag behind. Eventu-
ally, the message source must be slowed down or,
alternatively, the slow recipient needs to be ex-
cluded from the multicast group.

In contrast to what happens in point-to-point
protocols, a multicast communication channel is
shared among the receivers. As such, besides re-
ducing the rate to the slow process as desired,
flow control impacts all receivers. This is awk-
ward since, even if no system component between
a fast sender and a fast receiver is congested, the
maximum throughput between nodes may not be
achieved.

Such performance degradation resulting from
a single slow process and flow control®, often re-
ferred as the “crying baby syndrome”, is a signif-
icant threat to the deployment of reliable multi-
cast protocols for applications that require sus-
tained high message transmission rates [2].

2 Related work

A path to address the problem is to weaken reli-
ability requirements, so that slower receivers are
not required to deliver all messages and thus

"Notice that this is a consequence of reliability itself
and should not be confused with performance problems
resulting from implementation mechanisms for ensuring
reliability, such as ack implosion. For a detailed treatment
of these see [6].



do not slow down the sender. For instance,
A-causal [1] and deadline constrained causal [13]
protocols may omit the delivery of late messages
in order to unblock the delivery of subsequent
messages.

It has also been proposed that no automatic
retransmission of lost messages is done[4]. In-
stead, the receiver application should be noti-
fied and given the possibility to explicitly request
retransmission of lost messages when considered
relevant.

A different approach is Bimodal Multicast [3],
which offers probabilistic reliability guarantees:
The probability of a message being delivered
to some but not all processes can be made as
small as necessary by adjusting protocol param-
eters. In addition, if probabilistic guarantees
are not considered sufficient, notification of mes-
sage losses enables receivers to take any correc-
tive action deemed necessary. Nonetheless, even
if some mechanism is implemented to notify re-
ceivers when messages are dropped, the applica-
tion might be unable to take any corrective action
since it has no knowledge of that message’s con-
tent, and thus, whether it is important or not.

Further research has proposed the parallel use
of two multicast protocols: An unreliable proto-
col used for payload and a reliable protocol used
to convey meta-data describing the content of
data messages sent on the payload channel [12].
Using this information the receiver may evaluate
the relevance of lost messages. Our approach is
inspired on this principle, but exploits the seman-
tic knowledge at the sender side instead.

3 Semantic reliability

The basic idea behind our approach is that in
a distributed application some messages either
overwrite or implicitly convey the content of
other messages sent in the past, therefore mak-

ing them irrelevant. If obsolete messages have

not been yet delivered, they can be safely purged
without compromising the application’s correct-
ness. If a slow receiver exists but enough mes-
sages can be purged, the protocol will not need
to slow down the sender, thus ensuring that the
performance of fast processes remains unaffected.

Our approach thus aims at semantic reliabil-
ity, as all current information is delivered to all
receivers, either implicitly or explicitly, without
necessarily delivering all messages.

For instance, applications embodying opera-
tions with overwrite semantics, in particular,
applications managing read-write items are the
most obvious example of applications that exhibit
message obsolescence. In these applications, any
update of a given item is made obsolete by sub-
sequent write operations.

Many distributed algorithms are structured in
logical rounds. When the algorithm advances,
messages from previous rounds become obsolete.
Recognizing this property, it has been shown [§]
how distributed consensus can be solved in asyn-
chronous distributed systems augmented with
failure detectors using unreliable channels and
bounded message buffers.

Notice that, to be effective, the obsolescence
property cannot be exploited solely at the appli-
cation layer, since liveness or timing constraints
force the application to immediately forward out-
going messages to the communication channel.
Being so, messages become out of reach and can-
not be discarded even if immediately made obso-
lete.

4 Service definition

We consider an asynchronous message passing
system as defined in[7]. Briefly, the system is
composed of a set P of n sequential processes.
Processes can fail by crashing and communicate
by message passing through a fully connected
network. Processes that do not crash are correct.



Semantically Reliable Multicast is defined in
terms of two primitives: SR-MULTICAST(m) and
SR-DELIVER(m), where m is a message from a
set M of all possible messages. When a process
p € P executes SR-MULTICAST(m) we say it mul-
ticasts m and when it executes SR-DELIVER(m)
we say it delivers m.

The required semantical information is formal-
ized as a relation on messages. For each pair of
related messages m C m/, we say that m is ob-
soleted by m’. This relation is defined by each
application and we assume that it is a partial or-
der and is coherent with causal order of events.

The intuitive meaning of this relation is that
if m C m' and if m' is delivered, the correctness
of the application is not affected by omitting the
delivery of m. Semantically Reliable Multicast
is thus defined as satisfying the following proper-
ties:

Validity: If a correct process multicast a mes-
sage m, all correct processes eventually de-
liver m’ such that m C m'.

Agreement: If a correct process delivers a mes-
sage m, then all correct processes eventually
deliver m’, such that m C m/.

Integrity: For any message m, every correct
process delivers m at most once, and only
if some process previously multicast m.

It can be trivially shown that if no m,m’ €
M exist such that m C m', Semantically Reli-
able Multicast is reduced to conventional Reli-
able Multicast [7]. If for all m,m’ € M such that
m is multicast by the same process as and before
m' then m C m/, it results in the extension to
multicast of the 1-stubborn channel [5].

5 Initial results

Our initial research[10] has focused on show-
ing that between extreme configurations, there

are concrete applications exhibiting ohsolescence
patterns that result in meaningful purging rates
and that semantic reliability produces a signif-
icant performance advantage. Specifically, the
amount of purging observed determines how dif-
ferent receiving rates within the same multicast
group can be accommodated.

As a case study we focused on the publishing
system that is used to disseminate information
about operations and quotes in an on-line stock
trading system. In this context, both the time-
liness and the reliability of the updates are ex-
tremely important, in addition to sustaining a
high throughput to a large number of processes.
Unfortunately, when one of the recipients is con-
gested, flow control can degrade the performance
of the complete system [11].

Traffic generated in such application has a dis-
tinct profile: A small percentage of stocks is ac-
countable for a large share of operations [9] lead-
ing to a high probability of messages about the
same share being issued close to each other. As
a consequence, our protocol can be configured
to tolerate receivers which are up to 40% slower
than those required to process all messages in due
time. These results were achieved using a analyt-
ical model and validated using simulation. This
model enables reasoning about the efficiency of
the protocol and the configuration of system pa-
rameters according to the obsolescence pattern of
the target application, thus being a valuable tool
for both protocol and application developers.

6 Conclusions and research di-
rections

Our work has illustrated the advantages of us-
ing the notion of message obsolescence in the
design of protocols for high throughput applica-
tions. The resulting protocol selectively purges
messages that are consuming system resources
without compromising the application’s correct-



ness, enabling processes with different receiving
rates to coexist within the same multicast group.
We draw the conclusion that semantic reliability
is a viable approach to ensure a higher stable mul-
ticast throughput in the presence of perturbed
group members.

In contrast to solutions that admit message
loss and offload responsibility of corrective action
to applications, our proposal also has the advan-
tage of providing a self contained solution which
can be researched and developed independently
from applications. For the application developer,
semantic reliability provides strong correctness
guarantees trough a simple programming inter-
face, as is expected in reliable process groups.

We are currently extending this work in several
directions. First, we are studying how the notion
of message obsolescence interacts with other as-
pects of reliable communication, such as ordering
constraints and membership, in order to present
an integrated group communication suite for high
throughput applications.

In addition, we are researching how the obso-
lescence relation can be conveyed from an appli-
cation to a protocol, such that their specifica-
tion and implementation can be kept separate,
the overhead minimized and that the interface is
safe, i.e. no invalid obsolescence relations can be
specified.
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