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Background. Within the context of the use of DNA technology in crime investigation, biosecurity is perceived by different
stakeholders according to their particular rationalities and interests. Very little is known about prisoners’ perceptions and
assessments of the uses of DNA technology in solving crime. Aim. To propose a conceptual model that serves to analyse and
interpret prisoners’ representations of DNA technology and biosecurity. Methods. A qualitative study using an interpretative
approach based on 31 semi-structured tape-recorded interviews was carried out between May and September 2009, involving
male inmates in three prisons located in the north of Portugal. The content analysis focused on the following topics: the meanings
attributed to DNA and assessments of the risks and benefits of the uses of DNA technology and databasing in forensic applications.
Results. DNA was described as a record of identity, an exceptional material, and a powerful biometric identifier. The interviewees
believed that DNA can be planted to incriminate suspects. Convicted offenders argued for the need to extend the criteria for
the inclusion of DNA profiles in forensic databases and to restrict the removal of profiles. Conclusions. The conceptual model
entitled criminal genomic pragmatism allows for an understanding of the views of prison inmates regarding DNA technology and
biosecurity.

1. Introduction

Physical and biological traces left by the human body can
determine whether a person has been in a particular place
or in contact with another person or object and may include
DNA and fingerprints (trace evidence), iris scanning, pho-
tographs, or images on CCTV cameras. Chief amongst these
biometric identifiers has been DNA profiling, frequently
described as the gold standard for identifying individuals [1]
and thus an important tool in crime prevention, detection,
and deterrence [2–4]. An increasing number of countries
are investing in computerised forensic databases containing
a variety of bioinformation, which enables law enforcement
agents and forensic experts for instance to compare DNA
profiles and fingerprints from crime scenes and subjects on
an automated basis.

Due to the high potential of genetic information to
provide data that extends beyond the purposes of criminal
investigation, the most controversial aspects of forensic DNA
databases concern regulatory and ethical issues, leading
to the question of the legitimacy, benefits, and risks of
using DNA technology in crime prevention, detection, and
deterrence. Stakeholders in the field of politics, forensic
sciences, and the justice system typically argue that the
creation and expansion of DNA databases will help fight
crime more efficiently [5], prevent miscarriages of justice
[6], and potentially deter offenders from further criminal
activity [7]. Some academic researchers (mostly, although
not exclusively, in the social sciences and humanities), ethics
committees, and human rights groups generally claim that
genetic information needs additional protection and argue
that criminal investigation activities must be exercised with
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due respect for a number of ethical values, in particular,
liberty, autonomy, privacy, informed consent, and equality
[8]. Previous literature on prisoners’ views of DNA technol-
ogy and forensic databases indicates that this specific group
fears that agents of the criminal justice system do not use this
technology in a neutral and fair way [9–12].

Within the context of the uses of DNA technology in
crime investigation, biosecurity is, therefore, perceived by
different groups according to their particular rationalities
and interests [13]. Given the relatively scarce information on
prison inmates’ perspectives, this paper analyses convicted
offenders’ representations of DNA technology and biosecu-
rity, aiming to propose a conceptual model that serves to
interpret their assessment of the meanings and uses of DNA
criminal investigation work.

2. Materials and Methods

2.1. Study Design and Participants. A qualitative study was
carried out using an interpretative approach. After obtaining
authorisation from the Portuguese General Board of Prison
Services, 31 semistructured interviews, lasting 34 minutes
on average, were conducted with inmates in three prisons
for adult males in the north of Portugal between May and
September 2009 by three interviewers, all duly trained in
accordance with the objectives of the study [11, 14]. The
interviewees were all male, since 94.5% of all prisoners in
Portugal were male at the time the interviews were carried
out, according to official statistics provided by the Portuguese
General Board of Prison Services on 31 December 2009 [15].

The prison administrators were approached by the
research team with a request to provide a list of interviewees.
A theoretical sample was devised, based on representative-
ness in terms of diversity and exemplariness [16], combined
with convenience sampling. We interviewed prisoners for
whom bioinformation (fingerprints and DNA evidence) had
played a role in their criminal investigation and/or trial (n =
7), and others for whom this had not been the case (n = 24)
[10]. Seven of the 31 prison inmates mentioned personal
experiences of giving DNA samples. In all cases, it was the
police who collected the sample by means of a buccal swab. In
two cases, the prisoners stated that the DNA evidence cleared
them of rape charges. One prisoner mentioned that a DNA
sample had been collected from him by force and one other
prisoner stated that he had not consented to the collection of
saliva.

The prisoners interviewed were mostly first offenders
(n = 24) serving prison sentences for the following crimes:
homicide (n = 11), rape and/or sexual abuse of minors
(n = 8), theft (n = 8), drug trafficking (n = 4), driving
without a licence (n = 2), and qualified fraud (n = 1). The
length of the sentences varied from less than 3 years to 25
years. Twenty of the 31 interviewed inmates had been given
sentences of 5 to 20 years.

All the prisoners affirmed that they knew what DNA was,
although only 22 of the 31 individuals were actually able to
spontaneously indicate at least one of the following biological
materials as containing DNA: hair, blood, skin, fingernails,

and saliva. There were also references to sweat (n = 3) and
teeth (n = 1) as bodily sources of DNA.

2.2. Data Collection. The interview guide contained a list
of open-ended questions covering the following themes:
(1) knowledge of the uses of DNA technology in criminal
investigation; (2) assessment of the benefits and risks of
the use of DNA technology by law enforcement agents and
forensic experts; (3) opinions on the value of DNA evidence
in criminal investigations and trials and its effectiveness in
preventing and deterring crime; (4) management of crime
scenes in order to avoid leaving traces of a crime; (5) opinions
on the criteria for including and removing DNA profiles
from forensic DNA databases. For the purposes of this
paper, the data relating to the core theme of biosecurity will
be discussed by exploring the answers obtained from the
following topic questions: “What is DNA?” and “What are
the dangers and benefits of the uses of DNA technology and
DNA databases in criminal investigation?”.

All the interviews were tape-recorded after an informed
consent form had been completed by the participants.
The interviewees were told that their participation was
voluntary; they could refuse to answer any question and
could withdraw from the study at any moment. The tapes
were transcribed verbatim and the transcripts checked for
accuracy. Anonymity was guaranteed through the use of
pseudonyms.

2.3. Content Analysis. On the basis of topics previously
established in the interview guide and the categories that
emerged from the interviews, the central issues and con-
cepts were identified and the data assembled according to
thematic categories. Conceptual differences were examined
and resolved by further joint debate. The qualitative data
was then systematically coded and synthesised around core
themes and categories.

The data was analysed based on the model proposed
by Williams and Johnson [17] for the conceptualisation of
meanings and uses attributed to DNA in forensic applica-
tions by the various stakeholders, which is summarised in
Table 1.

The data is presented by quantification of the most
relevant cases in relation to each topic of analysis and,
whenever relevant, by selecting one interview extract that is
particularly representative of our qualitative analysis of the
discourses produced by the prison inmates.

3. Results and Discussion

All the prisoners mentioned that DNA was a powerful
identifier that was unique to each individual, but none of
them referred to the possibility of identical twins having
the same DNA. Although this view corresponds in part to
the position of “genomic minimalism” [17], according to
which DNA is a mere identifier in itself, the prison inmates
expressed concern about the possible uses of this technology
as an incriminating tool that could be used by the police to
produce evidence against a suspect.
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Table 1: Model for conceptualisation of meanings and uses attributed to DNA.

Representation
of DNA

Description of DNA Main agents Actions

Genomic
minimalism

Mundane identifier, a mere
record of identity

Criminal justice
system, civil servants

Forensic use of DNA as a low
risk/high benefit solution to
criminal detection

Genetic
exceptionalism

Exceptional richness of
information

Ethics committees,
human rights groups

Need to regulate its uses in
medicine, insurance and
employment, and in forensic
applications

Biometric
pragmatism

Powerful biometric
identifier

Investigators,
criminal prosecutors,

some academic
forensic experts

Exceptionalism is recognised, but
as a resource for fighting crime
rather than a restraint; no need
to classify the information as
requiring unique ethical
treatment

Source: Williams and Johnson [17].

Sixteen interviewees indicated that DNA databasing of
identification would not prevent innocent people from being
sent to jail. A group of 11 individuals mentioned that DNA
alone cannot be proof of guilt, since DNA traces can be
planted at crime scenes by the police in order to incriminate
a suspect. As Artur, a prisoner serving a 12-year sentence for
burglary and aggravated theft, stated

“The police are quite capable of fabricating evi-
dence to convict someone (· · · ). The technology
may be in the wrong hands.”

A small number of individuals reported that the power of
DNA to identify can be compromised due to laboratory
errors (n = 1), contamination of samples (n = 3), and
misinterpretation of results (n = 2).

The discourse of the interviewees came close to the
position of “genetic exceptionalism” [17] when DNA was
seen as a particularly sensitive material, since it is different
from any other biometric indicator, such as fingerprinting.
Only 2 prisoners mentioned that a DNA analysis can indicate
an individual’s health status and 1 prisoner expressed
concern about the potential abuse of genetic information by
insurance companies.

The exceptional nature of DNA was, therefore, conceptu-
alised by the prisoners in a way that was distinctively different
from the position held by ethics committees and human
rights groups. Whereas the latter groups have emphasised
the exceptional information richness of genetic material,
the prisoners thought that the exceptional nature of DNA
derived from the fact that, in comparison with fingerprints, it
is very difficult to avoid leaving DNA at crime scenes (n = 11)
and although fingerprints can easily be altered with the use
of chemicals, surgery, or even third-party fingerprint “theft”
(n = 7), DNA cannot be altered or falsified.

As Micael, serving a 12-year sentence for rape, stated, it
is very difficult not to leave any trace of DNA at the scene of
a crime,

“It’s, it’s very hard not leave any traces. We lose
hair every day—and any hair left at the crime

scene contains DNA. When we speak we release
saliva . . . and our bodies are always shedding skin
too . . . So we always leave some trace behind
. . .. It’s not as if you can put yourself inside a
bubble and go out and commit a crime, is it?” (cf.
Machado and Prainsack [10] p. 132).

All the interviewees expressed a view of DNA technology
and its uses in forensic contexts that resembled “biometric
pragmatism” [17] in the sense that they agreed with the
legitimate and justified use of DNA if this was regulated and
confined to the investigation of crime. When referring to
criteria for removal of DNA profiles from a forensic database,
20 of the 31 prisoners argued that DNA profiles should never
be removed. With regard to the criteria for including DNA
profiles in forensic databases, 12 individuals stated that they
would agree with the creation of universal databases and 13
mentioned that the criteria for inclusion should be expanded
to cover suspects and all convicted offenders. They did not,
therefore, agree with the Portuguese law (Law 5/2008 of 12
February) that establishes that only DNA profiles obtained
from individuals convicted of serious crimes punishable with
an effective prison sentence of 3 years or more are included
in the national forensic DNA database.

António, serving a 5-year sentence for drug trafficking,
considered that all convicted offenders should automatically
have their DNA profiles in the national forensic DNA
database,

“All convicted offenders should have their DNA
profiles in the national forensic database. I do
not understand the logic of only uploading the
profiles of offenders who have been given a three-
year sentence or more [silence]. What’s the logic in
giving [pause] some people the right [to be in the
DNA database] and not [to] others—if we’ve all
been convicted?”

In short, the data collected provided information that
enabled a new concept to be constructed—criminal genomic
pragmatism—and included in the model for understanding
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Table 2: Model for conceptualisation of meanings and uses attributed to DNA amongst prisoners.

Representation of DNA Description of DNA Actions

Criminal genomic pragmatism
A record of identity DNA can be planted to incriminate

Exceptional material
Difficult to avoid leaving DNA in crime
scenes

Powerful biometric identifier
Need to expand the criteria for inclusion of
DNA profiles in forensic databases and to
restrict the removal of profiles

the specific views of prison inmates on DNA technology and
biosecurity (Table 2).

4. Conclusions

This paper explores the relationship between biometrics
(specifically DNA material) and biosecurity (the risks and
benefits of DNA technology) in forensic applications from
the point of view of convicted offenders. The prisoners
interviewed believe that DNA is a reliable technology for
identifying individuals. However, as a social group exposed
to the workings of the criminal justice system, they were
sceptical of the uses of this technology by the police and
the courts, believing, for example, that DNA evidence can
be planted at the scene of a crime. This mistrust of the use
of technology reflects the results obtained in similar studies
carried out in other countries, namely, in Austria and the
United States [9, 12, 18].

The prison inmates have constructed a grounded assess-
ment of biometrics and biosecurity derived from the position
they occupy in the real world of crime and criminal investiga-
tion. We have termed this criminal genomic minimalism: the
prisoners had a practical and grounded vision (pragmatic)
based on representations concerning the unique and special
nature of DNA (genomic) but which was, above all, the result
of direct personal experience of the criminal justice system
(criminal), marked by a profound negativity and the feeling
that prisoners will always tend to be habitually suspected or
arrested in response to crime.

This conceptual model can be applied in future empirical
research with convicted offenders to assess how this specific
type of biosurveillance can produce effects on the self-
management of those whose actions and identities are cap-
tured by using DNA technology and databasing in criminal
investigation [10]. The knowledge of the possible impacts of
DNA technology on the behaviour of criminal actors can
be helpful to assist to carry out studies in the following
directions: (1) to analyse modalities of the convicted offend-
ers’ “forensic awareness” (their awareness of what biological
material criminal investigators are able to collect from crime
scenes and what inferences can be made from DNA analysis)
and if this will or not encourage criminal actors to take
additional measures to avoid leaving traces in crime scenes;
(2) to evaluate the impact that DNA technologies and DNA
databases can have on crime prevention and deterrence (the
knowledge of the potential of forensic DNA to assist criminal
investigations will deter or not individuals for committing
crime); (3) to incorporate the convicted offenders’ views in

a renewed debate about the balance between imperatives of
personal safety, human dignity, and individual privacy on the
one hand, and collective security, justice, and equality on the
other hand.
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