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Preface

Food is an essential part of human beings’ lives and human communities all over the
world. On a global scale, the food and agricultural industry involves a large number and
diversity of stakeholders involved, including farmers, distributors, retailers, and customers,
making agricultural food chain management one of the most intricate and demanding pro-
cesses. Controlling product quality, conformance across the supply chain, and origination
issue are primary concerns. Early tracking and traceability management systems relied
on workers recording information on the field and manually transferring it to handbooks or
computer systems. This technique has hazards, such as inaccurate data capture and poor re-
source usage. The rapid development of automated processes and products, as well as com-
munication technology in recent decades, has resulted in the so-called Internet of Things
(IoT) paradigm. IoT-based traceability systems offer practical solutions for the agri-food
supply chain related to quality monitoring and traceability. However, most IoT solutions
rely on centralized platform control, and known security and privacy issues might lead to
single-point failure or surveillance. As a result, consumers face difficulties obtaining all
transaction information and tracking the origins of products. Blockchain, as an evolving
technology with decentralization, tamper-proofing, and traceability qualities, has the poten-
tial to address the challenges that are present in the current traditional agricultural product
traceability system.

This dissertation proposes two approaches as a documentation system solution by uti-
lizing the blockchain idea regarding food chain security, including food traceability and
integration concerns of farm activities. The first approach offers a solution to link legal
documentation and blockchain technology within a traceability system with the specific

application case of cacao and chocolate production. In this first direction, we assume that
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the documentation, mainly based on existing media-based documentation practice or sup-
plemented with media such as images or videos, is designed to offer sufficient evidence and
visual cues to retrace the whole process. In this study, we improved data security by extend-
ing the common blockchain concept to a two-factor blockchain, where both blockchains are
connected via digital watermarking of the documentation media. One blockchain traces
the documentation steps, the other the watermarking embedding. We propose using digital
watermarking technology since one blockchain would be sufficient to ensure the integrity
of the sequence of media files generated during the documentation process. At the same
time, it would not guarantee the integrity of the media itself. Thus, a second blockchain
is required to ensure the integrity of the watermarking process itself. The watermarking
algorithm ensures the information at each stage is authenticated, and any alteration or ma-
nipulation of data can be detected. The evaluation of proposed frameworks and principles
has been implemented and validated by a prototype.

Furthermore, in the second direction approach, we proposed the Encapsulating Block
Mesh (EBM) for cocoa production by integrating a unique designed blockchain and apply-
ing the principle of a bucket-based transaction implicated by Modular Block Chain (MBC)
sensing instruments as a model for farm transactions with the specific application case of
cocoa production. In this research, we demonstrate a flow of farm transaction simulation
and show how MBC sensing may be used to enhance farm objects’ data integrity and se-
curity by simulating farm transactions. MBC acts as an information recorder during a farm
product’s generation, transaction, and consumption, which is subsequently encrypted into
a block. Each farm object is connected to a secure block system and validated due to en-
cryption provided by a hash value in each object. The simulation of the proposed method
employs a 3D virtual environment or metaverse-based simulation.

The findings of the two approaches reveal that implementing a blockchain concept
is feasible and effective and may address the research reported in this thesis by offering
documentation system solutions to the traditional agricultural product traceability system.
Moreover, we concluded blockchain-based documentation system is appropriate for in-
tegrating an agricultural system since the protocol allows farm products at each stage to
validate and authenticate product farm transaction data through chained hash values in the

blocks. This study is expected to inspire future researchers to enhance and develop the
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performance of this documentation system model by examining the same principles to be

expanded to different stages of the food supply chain in the real-world environment.
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Chapter 1

Introduction

1.1 Background

The ultimate goal of agriculture is to achieve smart farming. Yet, our agricultural system
remains fragile, and it is apparent that attaining food security for all by Agenda 2030 re-
quires additional transformation toward sustainable agriculture [1]. Smart farming, which
employs data-driven strategies to improve agricultural production management, can assist
achieve this goal. Smart farming technologies gather, analyze, and use data to help farmers
be more productive, lucrative, and environmentally friendly by combining big data with
new artificial intelligence technologies such as remote sensing, automated control, and
yield monitoring. Smart farming is also characterized by a complicated data system for
agri-food safety due to the fact that agri-food safety data and information are dispersed
throughout agriculture sectors and food. Moreover, agri-food supply chains represent re-
lated events in the agricultural production of food and describe associated events in agricul-
tural production. Due to its complex structure, the agri-food chain is vulnerable to various
vulnerabilities and hazards, including operational difficulties and breakdowns caused by
various uncertain factors and circumstances.

Consumers’ concerns about food provenance and quality are grave nowadays, leading
them to spend even more money on food products whose origination is certified. Despite
already developed technology, most traceability systems are centralized, asymmetric, and

out of date in terms of data exchange and accessibility. Existing methods lack transparency
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and customer confidence owing to the lack of a quick and trustworthy mechanism to access
product provenance information. Taking all of the above into account, as well as the rapid
technological development in value chain areas, we see a significant increase in emerging
innovations that pave the way for new digital traceability systems by leveraging information
and communication technology (ICT), radio-frequency identification (RFID) sensors, the
Internet of Things (IoT), blockchains, and other technologies.

Traditional Internet of Things (I0T) traceability systems use Radio Frequency Identifi-
cation (RFID), Wireless Sensor Network (WSN), Near Field Communication (NFC), and
other technologies to monitor and store certain information at all phases of manufacturing,
processing, distribution, and consumption. It has the potential to give useful information
for food quality monitoring and traceability. However, because it is built on the centralized
server-client paradigm, stakeholders and consumers must rely on a single contact point to
store, send, and distribute traceability information[2],[3],[4]. The difficulties posed here
are that, because the information is centralized, the sole authority remains the database
host. Beyond that, its access right may extend beyond monitoring information to include
the possibility of making changes to this information. While the stakeholders’ informa-
tion management systems are typically incompatible, this method of sharing information
preserves the difficulty of communication. Furthermore, trust is lacking because the infor-
mation transmitted is not immutable, data integration and non-repudiation properties are
not guaranteed, and third-party access to this information is constantly conceivable. Con-
sequently, most consumers face difficulties accessing complete transaction information and
tracing the origination of products. Consumers and food chain participants must be suffi-
ciently informed on the product life cycle to ensure that products are safe, sustainable,
and of high quality[5],[6],[7]. The resolution to food safety and quality issues increases
traceability, transparency, security, durability, and integrity. Therefore, data privacy and
tamper-proof issues are essential in agri-food traceability, which has become urgent for
farmers, producers, manufacturers, governments, and consumers|[8].

As one of the emerging technologies, Blockchain, as it is known, may solve complex-
ities in each transaction, such as security issues or traceability process of the products in
the Agri food-chain. Blockchain is a distributed ledger maintaining a continuously grow-

ing list of data records that are confirmed by all of the participating nodes [9]. A block
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is a record containing data, a value representing the preceding block’s hash, and a value
representing its hash. The hash represents the cryptographic fingerprint of a block’s data
amount. Through these hashes, the link between the current block’s hash and the preceding
block’s hash reveals the meaning of the cryptographically connected chain of blocks. If
someone tampers with the data, the digital fingerprint will be altered, rendering the chain
invalid.

Blockchain system has been widely accepted as a solution to the underlying trust and
security issues because of its transparency and prevention of tampering in terms security
dimension of food chains with various suggested approaches. Therefore in this study, we
propose a new approach, blockchain-based documentation system, to enable traceability
in the agri-food domain and to give an alternative solution for traditional 10T issues. In
summary, we embraced the blockchain idea and enhanced its features so that it may be
utilized to tackle security and traceability issues in the agri-food domain we proposed and
will present in this dissertation.

From the background described previously, a question emerges which we wish to prove

in this study. The issues that arise are described below.

1. Is it feasible to utilize blockchain-based documentation to enhance food traceability

performance?

2. Is it feasible for blockchain-based documentation to validate the authenticity of farm

products?

3. Is it feasible for blockchain-based documentation to coordinate and integrate the ac-

tivities of transaction farms?

1.2 Research Objectives

The primary focus of this dissertation is the implementation of blockchain concept as a
trusted documentation system to address security and traceability issues in the agri-food
domain. We attempt to achieve this objective by researching two approaches, as shown in
Figure 1.1

Two research directions of this study are:

3
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Trusted Documentation System for Smart Farming

N—L AN

&&=

Propose a new concept by Implementation of blockchain
adopting blockchain concept into the real problem
method for cocoa farming through a simulation case of
documentation cocoa production

Figure 1.1: Diagram of two approaches for conducting the research

1. Proposing a new concept by adopting blockchain method for cocoa farming docu-

mentation

2. Implementation of blockchain concept into the real problem through a simulation

case of cocoa production

The first research approach focuses on the two-factor blockchain for authentication that
is used in cocoa farming, where both blockchains are connected via digital watermarking
of the documentation media. One blockchain traces the documentation steps, the other
the watermarking embedding. We propose using digital watermarking technology since
one blockchain would be sufficient to ensure the integrity of the sequence of media files
generated during the documentation process. At the same time, it would not guarantee the
integrity of the media itself. Thus, a second blockchain is required to ensure the integrity
of the watermarking process itself. The watermarking algorithm ensures the information at

each stage is authenticated, and any alteration or manipulation of data can be detected. The
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evaluation of proposed frameworks and principles has been implemented and validated by
a prototype.

The second research approach focuses on the Encapsulating Block Mesh (EBM) for
cocoa production by integrating a unique designed blockchain and applying the principle of
a bucket-based transaction implicated by Modular Block Chain (MBC) sensing instruments
as a model for farm transactions with the specific application case of cocoa production. In
this research, we demonstrate a flow of farm transaction simulation and show how MBC
sensing may be used to enhance farm objects’ data integrity and security by simulating farm
transactions. MBC acts as an information recorder during a farm product’s generation,
transaction, and consumption, which is subsequently encrypted into a block. Each farm
object is connected to a secure block system and validated due to encryption provided by
a hash value in each object. The simulation of the proposed method employs a 3D virtual

environment or metaverse-based simulation.

1.3 Chapter Section

In this section, we describe the structure of this dissertation, as shown in Figure 1.2. Follow-
ing the introductory chapter, we outlined traditional documentation for traceability systems,
and some published works followed an explanation of traceability related to other terms
such as transparency, privacy, and trust. Numerous insights focused on existing traceability
approaches and tools implemented in food and agriculture products in Chapter 2. We de-
scribe in detail blockchain-based trust management in Chapter 3. In Chapter 4, we model
the concept by adopting blockchain method for cocoa farming. In chapter 5, we implement
the blockchain concept into a real problem through a simulation case of cocoa production.
Finally, Chapter 6 summarizes our work and the results obtained and recommends several

possible research areas for future development.
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Introduction

Traditional Documentation

Chapter 3

Blockchain-based Trust
Management

Chapter5

Implementation of Blockchain Concept
into the Real problem through a
Simulation Case of Cocoa Production

Chapter 4

Adopting Blockchain Method for
Cocoa Farming Documentation

A 4

Chapter 6

Conclusion and Future Works

Figure 1.2: The chapter structure of this dissertation



Chapter 2

Traditional Documentation

2.1 Traceability-Definitions and Categorizations

Traceability, often known as the ’one step back, one step ahead’ principle , refers to the
ability to recollect all facts regarding the origin of a food product. Another understanding
of traceability, given all of the information regarding a food product’s provenance [10]. The
International Organization for Standardization (ISO) defines traceability as the ’capacity to
follow the movement of a feed or food through a defined stage(s) of production, process-
ing, and distribution” [11]. Traceability is defined by the European Union General Food
Law EC 178/2002 as the ability to trace and track food at all stages of production, pro-
cessing, and sale [12]. ISO 22005:2007 outlines the concepts and standards for designing
and implementing a feed and food traceability system. This standard enables organizations
functioning at any level of the food chain to trace the flow of products (feed, food, their
ingredients, and packaging), identify required documents and tracking for each production
stage, provide adequate coordination between the various actors involved, improve com-
munication among the parties involved, and, most notably, improve the appropriate use and
reliability of the information, effectiveness, and productivity of the organization.

A traceability system is comprised of data and operations that may keep the necessary
information about a product and its components up to and including the end of its pro-
duction and utilization chain (ISO 2007). Traceability is performance-based and follows

the trail as products and materials are received from suppliers, processed, and dispersed as
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finished goods (ISO 2005). As a result, the capacity to identify products that move through
the supply chain is at the core of all traceability systems [13]. Traceability systems have

the following basic characteristics as follows:
e Identification of units/batches of all ingredients and products.

e Registration of information on where and when units/batches are relocated or trans-

formed

e Mechanism that links these data and transfers all pertaining traceability information

with the product to the next stage or processing step.

These characteristics, notably identity, information, and the relationships between sup-
ply chain stakeholders, are regardless of the process or commodity involved. However, the
amount of data recorded, the distance (back or forward) the system follows the information,
and the level of precision with which the system can identify the movement of a specific
product may differ among traceability systems. Practically, traceability systems are record-
keeping systems that indicate the flow of a specific product from suppliers to consumers

via intermediary processes [14] as illustrated in 2.1.

(Manutacturer /\ - (Distributor/ ) (o) ‘f Consumer
: m'*""'EQ
iy : =-.=00R ‘/?
Ry | v &"'y
FRciney Warehouse Supermarket Home
Processing / # p Consumption
9 L Packaging \ Distribution & Retailing \. & disposal P
Internal Internal Internal Internal "'“tﬂ;"m
traceability  _ & traceability traceability traceability acea
5% 1) i i
g 38 28 2

# Transportation and product flow “ Information flow

Figure 2.1: Food supply chain traceability




2.2. TRACEABILITY ENHANCE TRUST, TRANSPARENCY AND
SUSTAINABILITY

According to Aung, Zhang and Bhatt [14] [15], there are two levels of traceability re-
garding support transparency and continuity of information across the supply chain e.i.
the Internal level (the intra-company) and External level (the supply chain). Internal level
traceability is performed by a single actor (business, organization, etc.) and is accomplished
through internal procedures. Furthermore, intra-company traceability attempts to identify
the origin of the product’s materials, packaging, and so on if this supply chain actor is ques-
tioned. External traceability, on the other hand, is a mix of intra-company operations and a
reconstructing procedure of the entire history of the specific product. Subsequently, all the
stakeholders in a supply chain must be engaged and collaborate to achieve a trustworthy
outcome in traceability.

Another level of traceability categorization has done The European Community mar-
ket, distinguishing between obligatory and discretionary traceability [16]. The obligatory
traceability is mainly for financial reasons and lacks precise product information in terms
of quality aspects. In addition to obligatory traceability, discretionary traceability refers to
the ability of each player in the supply chain to select what data to collect [17], and stake-
holders are not required to implement voluntary traceability. Only when both required and
volunteer tracing systems exist is trustworthy and comprehensive traceability feasible. Sup-
ply chain stakeholders willingly submit information allowing a more comprehensive and
qualitative traceability system. The intricacy of voluntary control is very complex because
each player may have their own rules and techniques for monitoring and tracking a product,

resulting in a wide range of obtained data [18].

2.2 Traceability Enhance Trust, Transparency and Sus-
tainability

According to FMI research [19], end-to-end traceability is now a critical enabler of trust,
transparency, and sustainability. In 2019, 75 percent of consumers indicated that they
would switch to a brand offering more in-depth product information than the label, up

from 39 percent of consumers in 2016. To be transparent, brands must understand where
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the raw materials they use come from, which necessitates the effective use of data. Digi-
talization is a key driver that is gaining traction. Data powers the vast majority of our daily
lives; the food industry must follow suit. Every event that helps improve the quality must
be recorded and validated to establish an immutable digital passport that can be accessed
from anywhere in the permission ecosystem. Ingredients, origin, manufacturing, produc-
tion, packing, distribution, and destination must all be available instantly and monitored
in real-time. The organization can provide real-time access and enable quick, effective ac-
tion by incorporating operational diagnostics, traceability, and quality monitoring. In case
of a mistake such as product contamination or packaging failure, insights can be imme-
diately uncovered and isolated, ensuring waste is minimized throughout the supply chain.
End-to-end visibility allows consumers, businesses, and governments to track down and
comprehend a product’s entire life cycle. This help promotes responsible production and
system effectiveness and serves as the foundation for consistent, end-to-end improvement.
Traceability is also important to unlock for the food industry because it works to reduce the
negative environmental impact of production by having visibility of all actors responsible
for handling materials related to the product. Bodies can collect and validate sustainability
credentials, allowing businesses to assess and report on their suppliers’ human and envi-
ronmental sustainability records, effectively increasing standards and assisting in achieving

the UN sustainable development goals.

2.3 Agri-Food Traceability Tools and Technology Solutions

Agriculture-food traceability necessitates a massive amount of data collection across the
supply chain. Initial tracking and traceability systems relied on employees recording infor-
mation in the field and physically transferring it to handbooks or a computer system. At the
farmer level, we still find farmers who use traditional documentation such as paper or a file
system with inaccessible data or a lack of confidentiality in data or information received.
This strategy has hazards, such as inaccurate information recording and inefficient resource
use.

In recent decades, the massive development of automated processes and products, as

well as communication technologies, has resulted in the so-called Internet of Things (I0T)

10



2.3. AGRI-FOOD TRACEABILITY TOOLS AND TECHNOLOGY SOLUTIONS

paradigm. The rapid expansion of IoT and sensor technologies benefits data collection by
providing quick and dependable solutions. These approaches involve product identifica-
tion, ingredient analysis, transportation, storage, and data capturing across the full system
integration. The most common and well-known methods in supply chains include bar-
codes, QR codes, RFID, and wireless sensor networks (WSNs). Those tools and applica-
tions help the farmer handle the various aspects of farming, such as data processing, water
management, field monitoring, soil condition monitoring, crop yield analysis, and disease
management. With these technologies, farmers can become strategic and efficient in their
daily farm-related tasks and responsibilities. These early digital electronic traceability sys-
tems were centralized solutions based on databases with manually or semiautomatic data
import.

Due to their advantages, RFID systems provide a secure information and data manage-
ment solution for agri-food producers, distributors, retailers, and consumers. RFID tech-
nology aids in agri-food supply chain management by tracing and monitoring the “from
farm to fork” journey. When a food safety concern emerges, its source and the solution
can be identified quickly [20][21]. An augment or complement to RFID tags are wire-
less sensor networks (WSNs). AWSN comprises wireless sensors and actuators, such as
temperature, humidity, sound, pressure, controllers, and other devices that connect with an
external system through a wireless modem and store and make data available to stakehold-
ers. WSNs may collect, process, and transmit information such as temperature, humidity,
plant diseases, wind speed, insect pests, and animal organ function to a level higher for
decision support. WSNs are typically made up of a large number of sensor nodes that are
powered by batteries and consume low energy. In agriculture, sensors generally are placed
into the soil to collect data on plantation conditions [22]. Furthermore, WSNs may be inte-
grated with more modern technologies like GPS and remote sensing to provide additional
functionality.

Gandino created a framework consisting of RFID tags connected to products in a fruit
warehouse in 2009 [23]. The prototype is a semiautomatic RFID-based traceability system
designed to test and evaluate the performance and possible improvement of traceability
through automation enhancements. The experimental system employs RFID tags to read

product attributes, RFID readers to gather data from the tags, personal digital assistant

11
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(PDA) devices for personnel to read the RFID readers, and a central computing system
with a central database to store the data acquired from the RFID tags on products. This
case study reveals that using RFID technology in agriculture traceability may give several
benefits and improvements, such as reduced data administration and analysis time.

On the other hand, Salampasis has built and developed a framework based on the Se-
mantic Web concept and provides an open and expandable underlying platform that allows
diverse traceability-linked applications to be conceived and developed [24]. The authors
proposed an available application framework based on widely used Semantic Web stan-
dards that provide a set of core services for storing, processing, and retrieving traceability
information in a scalable manner, as well as allowing all stakeholders in the food supply
chain to have an information trail that follows the physical route of the product while re-
maining cost-effective.

Cheng [25] suggest another traceability solution based on a central computer system.
The recommended structure comprises printed tags with traceability codes for each prod-
uct, XML (extensible markup language) files including all the required information about
the traceable resource units (TRUs), and a central database in which all of the data is saved
and made accessible to stakeholders. The system is streamlined and precise when it comes
to restricted data streams. However, as the data amount grows, the database becomes over-
loaded, necessitating the utilization of additional computer resources.

Costa [20] provided a comprehensive review on RFID and agri-food supply chain trace-
ability in [9], outlining the benefits and potential problems of using RFID technology in the
food supply chain. In addition, a fundamental notion for a cloud-based farm traceability
system has been developed as a future work proposal.

The research activities described above are the first stages toward developing automated
electronic traceability systems. These systems offered or enhanced the methods for collect-
ing traceability information about agricultural products using communication technologies
such as RFID and wireless sensor networks. Since then, and as blockchain technology
has gained traction in data science, the first concepts and proposals for cloud traceability

systems based on distibuted ledger technology (DLT) have begun to emerge.
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2.4 Summary

In this chapter, we detailed a fundamental concept of traceability, specifically in the agri-
food sector. Then we provided an explanation of traceability related to other terms such as
transparency, privacy, and trust, followed numerous insights focused on existing traceabil-
ity approaches and tools implemented in food and agriculture products.

As stated in the description, the importance of traceability in the food and agriculture
sector is an essential concern regarding food safety concerns, particularly the flow of se-
curity information throughout the supply chain that is not supported by a trustworthy sys-
tem—at the same time, existing electronic traceability systems for agricultural products,
such as Traditional Internet of Things (IoT) traceability systems, even though providing
feasible solutions for the quality monitoring and traceability of agri-food supply chains,
still rely on centralized platform control, hence making it more difficult for all stakeholders,
particularly consumers, to acquire complete transaction information and track the origins
of the products. The recent efforts toward blockchain-based trust management opened a
new way, and we finally presented a blockchain-based documentation system to address

the challenges of transparency and security in the traceable agri-food chain.
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Chapter 3

Blockchain-based Trust Management

3.1 Fundamentals of Blockchain Technology

Blockchain technology first surfaced in 2008 as an integral part of the bitcoin cryptocur-
rency [26]. Blockchains enable transactional, distributed ledger capability that does not
require a centralized, trusted authority to operate. Ledger changes are immutable, and
cryptographic timestamping makes serial recording possible. Blockchains’ decentralized
nature is highly appealing for usage with global financial systems, but it is easily exten-
sible to contracts or activities such as global supply chain tracking. Three 1960s articles
proposed certain assumptions that later manifested in the blockchain concept. Accordingly
Haber [27] explained how to timestamp documents using crypto-signatures. Banerjee [5]
presented a decentralized storage system in which recorded modifications could not be re-
moved, and Schneier [28] demonstrated how to encrypt sensitive information to secure log
files on untrusted devices.

A blockchain is distributed database of records in the form of encrypted “blocks” or a
public ledger of all documents or digital events that have been conducted and shared among
participating parties, which can be validated at any time in the future. Most system par-
ticipants validate each transaction in the public ledger, and information cannot be removed
after it has been entered. The blockchain has a specific verifiable record of every single
transaction ever done, and its blocks may be used to coordinate an activity or verify an

occurrence. It is performed without endangering the privacy of the digital data sets or the
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3.1. FUNDAMENTALS OF BLOCKCHAIN TECHNOLOGY

parties involved. In an effort to prevent third-party sources such as banks, governments,
or social networks from being hacked, manipulated, or compromised, this technique em-
ploys mathematical issues that take significant computational power to address [29]. This
protection makes it more difficult for potential attackers to contaminate a shared database
with falsified information unless the attacker controls most of the network’s computational
power. Consensus is achieved within the network, such as through various voting mech-
anisms, the most common of which requires specific computers on the network, known
colloquially as ”miners,” to solve a computationally intensive mathematical problem and
other computers to verify that the solution does not correspond to a previous transaction.
The mechanism is known as ”Proof of Work.” Every computer (node) in the network has
a copy of the blockchain, and the nodes are synced on a regular basis to guarantee that
they all have access to the same database. In this sense, blockchain protocols ensure that
transactions are valid and are never recorded to the common repository more than once,
allowing participants to coordinate individual transactions a decentralized without relying

on a trusted authority to authenticate all transactions [30][31] as depicted in Figure 3.1.
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Figure 3.1: Operation of Blockchain

Bitcoin is the most well-known example that is integrally linked to blockchain tech-
nology. However, the blockchain principle may be used for any online resource where a

trusted authority is required [32].
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Blockchains offer end-to-end traceability by introducing a uniform technology lan-
guage into the food chain and allowing customers to read the origin of foods on their labels
via their smartphones. This has increased the need to monitor products through the com-
plex supply chain from retail back to the farm, track an outbreak, ensure that food is organic
or allergen-free, or provide customer transparency. When implemented in the food supply
chain, [33], digital product information, including such as farm origination details, factory
and processing data, expiration dates, storage temperatures, and shipping information, are
digitally linked to food items, and their information is entered into the blockchain at each
stage of the process. When consensus is established, no permanent record can be changed.
Each piece contains essential information that might lead to identifying food safety issues
with the product in question. The blockchain record can also help businesses track the shelf

life of products in specific stores and increase controls linked to food authenticity.

3.2 Blockchain-based Traceability Operational Framework

Due to food safety and quality concerns, corporations, governments, and consumers have
significantly expanded their need for traceability information. Traceability data may be
gathered through business transactions and IoT-enabled devices such as Radio Frequency
Identification (RFID), Wireless Sensor Network (WSN), QR code, NFC, etc. Although in-
formation may be collected in real-time, information sharing relies on a centralized server-
client platform, and there is no guarantee that data manipulation will not occur [34][35].
Blockchain technology is believed to be capable of establishing trust mechanisms for infor-
mation transparency and security and enabling the exchange of valuable information in the
traceability management process. The research on blockchain-based traceability reveals
significant impacts on the agri-food supply chain, such as transparency and accountability
[36][37], traceability and fraud prevention [38], cybersecurity and protection [5],[39]. Sev-
eral studies explored blockchain applications in traceability systems in conjunction with
other developing technologies such as RFID, IoT, NFC, cloud computing, and big data.
Zhao [40] described a traceability system that used blockchain with NFC to monitor agri-
food, and the approach gave greater transparency and security. lansiti and Lakhani [41]

proposed a wine traceability network based on blockchain. The transaction is accessible to
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3.2. BLOCKCHAIN-BASED TRACEABILITY OPERATIONAL FRAMEWORK

parties in the wine chain, such as the grape plant, wine processing, logistics, and consump-

tion, enabling secure, transparent, and accurate information exchange.

Based on the findings of many studies, Bumblauskas [42] concluded an Operational

framework of blockchain-based traceability system as illustrated in Figure 3.2.
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Figure 3.2: Blockchain-based traceability operational framework [42]

In the character of a distributed and decentralized system, blockchain is composed of

time-stamped blocks connected by a cryptographic hash. It has arisen as a decentralized
public consensus to coordinate transaction operations using digitally distributed databases
[43][44][6]. Traceability based on blockchain is secure, more transparent, traceable, and

efficient. It has increased the requirement for product information to be traced from farm to
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sale. It helps to improve the flow of materials and information in the traceability industry.
As a result, blockchain improves information security and transparency while also con-
tributing to long-term traceability management via loT-based devices for the acquisition

and persistence of agri-food products [45].

3.3 Blockchain-based Traceability Operational Mechanisms

A blockchain is a shared, distributed, and tamper-proof digital ledger that comprises im-
mutable digital record data packaged in a packet called a block and disseminated to a
peer-to-peer network of participants [46] as shown in Figure 3.3. In this figure described
blockchain-based traceability operational mechanisms. Blockchain relies on consensus
mechanisms to create node trust, and the ledger is replicated at each node in the decen-
tralized system. Changes are confirmed with one another, and transactions are certified by
consensus. Smart contracts, for example, enable users to execute data exchange or transac-
tions without needing third-party trust organizations [39]. Successful transactions cannot
interfere. All traceability transaction information might be stored on the blockchain in
the agri-food traceability business process, and information must be validated permanently
and unalterable. As a result, it eliminates intermediaries, lowers prices, improves speed

and coverage, and gives customers better transparency and traceability [47].

3.4 Functional Characteristics of Blockchain-based trace-
ability

Blockchain functional characteristics are those which are required for system operation
and without which the system would not exist or function correctly. Decentralized net-
work, Distributed Ledger, Consensus, Immutable (Finality), and Security are the functional
characteristics of blockchain-based traceability [4], [48]. The following are the primary

functional characteristics of blockchain:

1. Decentralized Network: Blockchain Technology’s underlying network is a decen-

tralized peer to peer network. All nodes are regarded as peers, and the program has
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granted permission and role to the nodes. Decentralization does away with the need
for a central authority (server) for authentication, and a decentralized network avoids

the centralized system’s single point of failure bottleneck.
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2. Distributed Shared Ledger: A Ledger is a record of all relevant transactions. A Dis-
tributed Shared Ledger is a duplicated ledger that is kept as a record of transactions
by the participating nodes. In this situation, Blockchain is the ledger’s data struc-
ture. A shared ledger enables authorized users to monitor and assess the status of a

transaction throughout its lifecycle.

3. Consensus: For a transaction to alter its state from one to another, members must
agree. The "Consensus” is a form of approval, and it is the process via which mem-
bers agree on the transaction. Consensus attained blocks are added to the main
chain alone; if consensus is not established, the transaction is removed from the
main chain as an orphaned block. This method eliminates the central authority and
shifts the transaction’s trust component to its participants. The Consensus Protocol
that is used is determined by the Blockchain application design. Consensus algo-
rithms include Proof-of-Stake (PoS), Proof-of-Work (PoW), Delegated PoS, Proof-
of-Authority (PoA), and others.

4. Immutable: Once a data block has been encrypted and put on the Blockchain, it
cannot be changed or tampered with. It is known as immutable property. The block
is written only after the participants’ consensus; thus, it is finality. Let’s imagine the
Blockchain is constructed with ten blocks. If someone tampers with block 6, the hash
function is changed. As a result, it alters the hash of the future blocks, making access
to those blocks impossible. Keep in mind that the produced hash is a reference to the
next block. Furthermore, because writing requires consensus, every effort to change

is reported to peers.

5. Security: Hashing is secured using the SHA-256 cryptography algorithm. Further-
more, regardless of the length of the input data, a fixed-length output value is created.
This makes hacking more difficult. Moreover, the components that go into block
production raise the complexity level of hacking. Another feature that contributes
to information security is immutability. As a result, the systemic feature of BCT

automatically ensures security.
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3.5 Blockchain-based Traceability Benefit and Challenge

The benefits and challenges from a business and technology standpoint cannot be divorced
from the mechanism and operational blockchain described above. A business perspective
specifically applies across a supply chain, which affects the business of buying and selling

agri-food products such as traceability, privacy, efficiency, and sustainability.

e Traceability: Users may utilize the blockchain to track agri-food products as they
move through a supply chain. Blockchains could tackle traceability difficulties such
as how to coordinate, verify, connect, and record transactions. Aside from trans-
parency, blockchain enables stakeholders to audit transactions. Because the blockchain
is immutable, it assures that data will not be tampered with. All eligible users
have access to a copy of the transaction history. On the other side, the potential
of blockchain in food authenticity ensured that no information was altered that may
occur when it was under the authority of a single person. As a result, blockchains

might be utilized to address food fraud and improve traceability performance.

e Transparency: A blockchain’s key aims are to facilitate information exchange, estab-
lish a digital of the information and its process flow, and validate the food’s quality
as it moves along the chain [49]. These objectives are achieved by allowing each par-
ticipant to share claims, evidence, and assessments of each other’s food assertions.
A blockchain object called a food bundle” records the journey of food through the
supply chain. At the end of its journey, the bundle is the sum of all information con-
tributed by stakeholders over the journey of the food item’s lifetime. This information
can then be utilized to determine the food’s provenance, quality, sustainability, flavor

and taste profiles, and various other characteristics.

e Privacy: Blockchain’s anonymity and security properties may help keep personal and
business concerns and connections private and potentially improve company data
privacy. Blockchain transaction visibility and anonymity might provide agri-food

product traceability, dependability, security, and information timeliness.

e Efficiency: Blockchain technology can potentially improve company performance

with less effort, improve overall efficiency, throughput, and trustworthiness of linked
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platforms, and facilitate corporate development. With digital product movement and
certificates, blockchain gives real-time information on food products and may cut
trace time from nearly a week to a few seconds. When an animal or plant outbreak
occurs, this feature enables the early identification of infected items. Human involve-
ment might be reduced via trust and self-organization. Integration with IoT devices
improves supply chain efficiency, and blockchain is used to enhance agricultural op-

erations’ security and flexibility.

e Sustainability: Blockchain technology can potentially improve the ability to main-
tain a business in economic, environmental, and social aspects, as well as to aid
supervision and management, thereby reducing food adulteration, improving food
safety and quality, and reducing uncoordinated issues, thereby increasing sustainabil-
ity. Blockchain technology has the potential to improve resource allocation as well
as the demand and quality prediction. Better management might decrease economic
loss and product waste while also helping to cut emissions. The use of blockchain
to record water quality data might lead to more sustainable water management. So-
cially, blockchain has the opportunity to empower the poor in developing countries

while also ensuring food security.

From a technology perspective, blockchain has some technical challenges frequently
encountered while operating an enabled traceability supply chain, such as scalability, pri-

vacy, latency, and interoperability.

e Scalability: Some challenges in blockchain implementation include chain constraints
with a rising amount of transactions, large block sizes, slow response times, and
expensive fees. As the number of users grows daily, so do blockchain scalability

issues.

e Privacy: Though data security, storage and management are essential aspects of data
management in blockchains, data privacy and confidentiality are still issues. This
is especially true for public blockchain, which stores data and much privacy-related

information as a public ledger.
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e Latency: The time lag between a user’s actions and the system’s responses requires
more computer resources and processing time. Transaction speed is a fundamen-
tal problem of blockchain applications. For example, Ethereum could only process
15 transactions per second, compared to 45,000 transactions per second on existing
systems [50]. Huge transaction volumes necessitate more time and procedures for
validating large blocks. The transaction rate or each block processing time and secu-
rity check take several minutes, indicating that blockchain architectures would suffer

significant latency issues.

¢ Interoperability: Information exchanges for different block transactions or data from
other blockchain systems are crucial interoperable architecture in blockchains. As

the number of blockchain apps increases, so does the interoperability issue.

3.6 Blockchain-based Agri-Food Traceability Case Stud-
ies

Following the blockchain-based traceability system described above, and as the blockchain
technology matured and became more widespread in other application domains, a growing
number of research initiatives for agri-food traceability systems emerged. Tian introduced
a novel proposal for a system based on RFID and blockchain technology for Chinese agri-
food markets in 2016, intending to improve food safety and quality while lowering losses
during logistic operations [21]. According to Tian, RFID and blockchain technologies are
utilized to ensure food safety and quality along the whole supply chain. The article covers
two categories of agricultural products: (i) fresh fruits and vegetables and (ii) meat, such
as hogs, poultry, and cattle. The proposed network uses blockchain technologies to ensure
that all stakeholders have access to all transactions and information about a specific product.
Tian’s primary objective is to cover the whole data collecting and information management
process for every transaction between stakeholders in the agricultural supply chain. The
complete system includes monitoring, tracking, and tracing of agri-food quality and may

be described as a ’farm to fork™ solution.
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In 2016, Kim proposed an ontology-driven blockchain tracing solution. Kim’s funda-
mental aim is to translate and describe several critical traceability components into various
ontologies. Like Feng Tian [21], Kim uses blockchain technology to create a traceability
system with diverse ontologies, where each might achieve and be a part of certain transac-
tions. Kim recommends the usage of smart contracts in addition to blockchain technology
and ontologies. The Ethereum platform is utilized in this study and written in the Solidity
programming language [51].

Furthermore, in 2017, Tse focused on China’s increasing food safety problem. They
proposed a blockchain solution for the agriculture supply chain based on the information
and transaction security amongst all parties involved. A PEST (political, economic, so-
cial, and technical) environment analysis is offered in this paper in order to describe the
obstacles and potential of the DLT solution [52]. Marinello suggest a blockchain system
concentrating on the supply chain of Italian animal products. They examine the animal
products supply chain to discover the specific phases of tracking and tracing a product.
Further, they investigate how the number of participating parties at each supply chain stage
affects the complexity level of information flow in various situations [53].

The expanding academic interest in blockchains and traceability in agriculture gained
traction in 2018 with the publication of several research efforts on the subject. Leng [54]
explain a dual chain approach for the agricultural supply chain, and the complexities and
issues of China’s agriculture industry, concluding that inadequate organization is a major
constraint. The proposed dual blockchain system is made up of a user information chain
and a transaction chain. The user information chain is used to record and store the agri-
cultural business enterprises’ user information on the public service platform. In contrast,
the transaction chain records and saves all transaction data. The results of the proposed
framework’s trials show that the double-chain solution not only ensures the transparency
and security of transaction information, as well as the privacy of industry information, but
it can also enhance the credibility of the public service platform and system’s overall effi-
ciency.

Latino suggest another intriguing idea involving the agriculture supply chain and the
use of Industry 4.0 principles [55]. Latino discuss the concept of food democracy, in which

customers are viewed as citizens and food as a democratic right rather than a commodity.
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The researchers promote the idea of voluntary traceability while using Industry 4.0 tech-
nology. Their approach focuses on a system that includes a big data platform for managing
acquired data. This allows for data paternity concerning the supply chain operator and
product traceability. The need for voluntary traceability is emphasized, with an emphasis
on the number and quality of data generated for each product and the requirement for a big
data platform to handle them.

Caro offer an integrated solution for the agriculture supply chain based on a blockchain
platform called AgriBlockloT [8]. AgriBlockloT is a completely distributed system that
collects and distributes traceability data by combining blockchain technology with 10T
devices. The suggested approach has been tested on two different blockchain systems,
Ethereum and Hyperledger Sawtooth. In terms of latency, CPU, and network use, trial
findings revealed that Ethereum outperformed Hyperledger Sawtooth significantly. Agri-
BlockloT integrates IoT and blockchain technology to provide transparent, fault-tolerant,
immutable, and auditable data that may be utilized in an agri-food traceability system. Lin
suggest another agricultural supply chain method based on blockchain and IoT technol-
ogy [56]. Specifically, the authors attempt to merge blockchain, IoT, low-power wide-area
network (LPWAN), and current business resource planning tools (ERP). The suggested
platform, which intends to overcome the conventional agri-food supply chain regarding
food safety and trust challenges, incorporates all participants in a typical agriculture supply
chain ecosystem.

Many more articles on the use of blockchain technology in the agriculture supply
chain were published in 2018. Many studies offer comparable strategies for integrating
blockchain into the agricultural supply chain, with minor differences. Mao [57] [58] devel-
oped the FTSCON (Food Trading System with Consortium blockchain), an agri-food sup-
ply chain automated merchant transaction system. FTSCON increases transaction security
and privacy protection by utilizing smart contracts and a consortium (private) blockchain
that is more efficient in terms of financial cost and processing resources than a public
blockchain. Kim [59] present the Harvest Network, a design for developing a “farm to
fork™ food traceability system that combines the Ethereum blockchain, IoT devices, and
GS1 messaging standards. The Harvest Network proposes the concept of tokenized smart

contracts, in which the contract is not subject to global consensus and does not need to be
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certified by the whole network but is instead processed by dynamically scaled node clus-
ters, enhancing efficiency. Hayati et al. introduce the Food Trail platform, which employs a
four-layer architecture in combination with smart contracts to facilitate transactions across
the whole food chain [60].

In 2019, the agricultural sector’s research interest in blockchains will continue to rise
as more academics, firms, and scientists add to the current knowledge base. Koirala offer a
consortium blockchain system in which a central authority (CA) determines the network’s
stakeholders and the certifications that allow them to participate. The authors provide a
complete discussion of their proposed architecture and methods, as well as the proof of
concept (PoC) technique for validating smart contract transactions [61]. Following the
same idea, Baralla [62] offer a framework for the food supply chain in Sardinia utilizing a
consortium, Ethereum-based blockchain, and smart contracts. Baralla emphasize the ben-
efits of employing this strategy to promote smart tourism and preserve the originality of
Sardinian domestic products. Lin [63] propose another intriguing article concerning con-
sortium blockchains and smart contracts. In particular, it offers a system incorporating
blockchain, smart contracts, and electronic product code information services (EPCIS). To
make the blockchain more efficient, they propose limiting the data kept on the blockchain
by utilizing an on-chain/off-chain strategy, where on-chain data are those necessary to mon-
itor and trace a product, and off-chain data are corporate data, the majority of which is
secret.

Salah offer a cutting-edge analytical approach to blockchain and smart contracts ap-
plication in the agri-food supply chain in their paper [64]. This article illustrates how
blockchain and Ethereum smart contracts can efficiently monitor and track stakeholder
transactions in the agriculture supply chain and enable fully functional integration. The
authors present a set of algorithms for smart contract validation and execution as part of the
implementation architecture. The suggested system is intended for tracing and tracking the
soybean supply chain. It could be modified to give trusted and decentralized traceability
to other commodities and products in the agricultural supply chain. Scuderi investigate the
use of blockchains in products with protected designation of origin (PDO) and protected

geographical indication (PGI) in the European Union. Their research allows customers to

26



3.7. SUMMARY

check the provenance of raw materials and receive information on the process of produc-
tion, process controls, packaging processes, and product distribution and certification to
identify potential adulteration [65].

Creydt provide an evaluation of the importance of blockchains in agriculture and the
three generations of blockchains (Blockchain 1.0, Blockchain 2.0, and Blockchain 3.0) and
their characteristics [66]. Greydt also discuss the growth of blockchain technology, which
will see data stored as a directed acyclic graph rather than blocks (DAG). This technique is
anticipated to process data faster, potentially addressing throughput, latency, and capacity
scalability issues in transaction execution. Kamble undertake a detailed investigation in the
same context to model a blockchain-enabled traceability system in the agriculture supply
chain. Kamble build hierarchical levels and interactions between supply chain players us-
ing interpretative structural modeling (ISM) and the decision-making trial and evaluation
laboratory (DEMATEL) approach [67]. The study highlighted thirteen enablers for deploy-
ing blockchain technology in agriculture supply chains, including anonymity and privacy,
immutability, smart contracts, protected and shared databases, traceability, transparency,
and others, which agriculture supply chain specialists confirmed. Mondal propose another
intriguing idea in this regard, describing a blockchain-loT-based system that uses the proof
of object (PoO) concept as an alternative to the blockchain’s proof of work (PoW) and proof
of stake (PoS). PoO is a validation mechanism in which the object’s owner is required to
prove possession. Consensus is obtained, and a new block is uploaded to the blockchain
as long as the other stakeholders authenticate this claim. The authors use an analytical
approach and give experimental results for the suggested model regarding consensus algo-

rithm implementation, security problems, and sensor technologies [68].

3.7 Summary

In this chapter, we described the efforts made by blockchain technology to open the way
for blockchain-based trust management. We first introduce the fundamentals of blockchain

regarding the emergence of blockchain. Then we showcase how blockchain technology
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can provide better solutions to food traceability concerns in terms of full information trans-
parency and security in food supply chains by reviewing its characteristics and functional-
ities and identifying blockchain-based solutions, including architecture design framework
and mechanism for addressing food traceability issues following blockchain-based trace-
ability benefit and challenge, and several existing case studies of blockchain traceability
system in agri-food sectors. Finally, to address the research reported in this thesis and of-
fers an alternative solution to traditional IoT system, we leverage the blockchain idea and
enhance its features that may be utilized to tackle security and traceability issues in the

agri-food domain.
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Chapter 4

Adopting Blockchain Method for Cocoa

Farming Documentation

4.1 The Complexity of Cocoa Production

One of the challenges to realize sustainable cocoa sector is the low level of productivity
and quality of cocoa, especially those produced by farmers. Low inputs which then result
in low output (quantity and quality), chronically inhibit the growth of cocoa commodities.
This condition is worsened by climate and weather factors, pests and plant diseases, and
other maintenance factors that affect the quality of production from cocoa beans to pro-
cessed products such as chocolate bars and so on. Nowadays supply chains are long and
complex and include many different actors, beginning with the farmers, followed by collec-
tors, traders, manufacturers. At the end, the processed products are difficult to trace back to
their origins in a trusted way. Traceability (tracking and tracing) has become a major issue
in the food chain [69],[70],[71],[72],[73],[74] and quality and supply concerns are merging
with traceability issues [75]. Recently, the researchers are paying more attention to the
need for investigating different factors that can contaminate the products which belong to
global food supply chains. These type of researchers can result in faster, cheaper, real-time,
more accurate and ratify testing method for food safety and quality warranty [76].

In recent decades, a series of serious cocoa accidents have occurred. In 2018, there was

Mars chocolate manufacturers recalls chocolate bars in 55 countries after plastic was found
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in their products. The recall, affecting 55 countries, could end up costing the company tens
of millions of dollars [77]. In the same year, an investigation that reported in some news
organizations about Ivory Coast shows some cases of “dirty cocoa”. Much of the world’s
cocoa grows in Ivory Coast, the examination result showed that a significant amount of
cocoa that used in famous companies such as Mars, Nestle, Hershey’s, Godiva, and other
major chocolate companies was grown illegally in national parks and other protected areas
in Ivory Coast and Ghana [78]. These illegal products can be mixed in with “clean” beans
in the supply chain, which make it extremely difficult to know what products are safe and
which one is affected. The importance of these cases can pose the following question: how
does the industry make sure that illegal or "dirty”” cocoa beans do not end up in the world’s
most famous and well-loved chocolate brand?.

From a different perspective, the cocoa supply chain begins with the farmer, who grows,
harvests, extracts, ferments, dries, and packs the cocoa beans. The cocoa beans are then
gathered and often combined by local buyers, merchants, local buying stations, and ex-
porters until they arrive at the chocolate production factory. Various characteristics of
chocolate are heavily influenced by the activities carried out from the beginning of the
supply chain. Various research and surveys reveal variances in farming procedures for
cultivating, fermenting, and drying cocoa beans, not only among nations but also amongst
farmers within the same country. The majority of cocoa beans produced globally are grown
by small-scale farmers and mixed in more principal amounts until they reach the chocolate
producer. As farmers’ activities define many of the qualitative characteristics of cocoa
beans, it is simple to assume that chocolate producers frequently receive mixed batches
of cocoa beans due to various farming practices. Moreover, because cocoa farmers lack
the financial means to conduct reliable analysis for identifying cocoa cultivars, mislabeled
cocoa beans are frequently trafficked [79].

As a result, chocolate manufacturers can only make some assumptions about the quali-
tative parameters by original location. To prevent dependency on a single nation or source,
cocoa traders or chocolate makers frequently mix multiple batches of cocoa beans to pro-
duce chocolate with homogeneous and consistent raw ingredients. The processing condi-
tions for making chocolate are then adjusted based on the predicted qualities of the bean

mix, which is frequently based on basic indications such as cocoa origin.

30



4.2. METHODOLOGY

Many research studies focus on how specific cocoa farming practices or environmental
conditions impact certain cocoa bean properties. Consider how different fermentation pro-
cedures affect the amino acid content in cocoa beans. For example, Loureiro [80] provide a
fair summary of the influence of various post-harvesting procedures on the flavor profile of
the chocolate. However, due to numerous participants’ involvement in the supply chain’s

early stages, information on farming practices seldom reaches chocolate producers.

4.2 Methodology

4.2.1 Proposed Concept

Along with the advancement of information technology, the food traceability system, which
can degrade individuals’ disquiet about food safety by providing precise information on
the safety and quality of the entire process, from producers to consumers-has been amply
disseminated in the food industries [81].

The primary aim of this concept is to link legal documentation and blockchain technol-
ogy within a traceability system with the specific application case of cocoa and chocolate
production. For improved data security, the common blockchain concept is extended to a
two-factor blockchain, where both blockchains are connected via digital watermarking of
the documentation media. One blockchain traces the documentation steps, the other the
watermarking embedding.

The cocoa supply chain traceability system which we propose mainly relies on existing
media-based documentation practice, i.e., we assume that the documentation is enriched
by media like photos or videos. The requirement that the image is captured from multiple
cameras and sensor devices with the specific encrypted image to secure the authenticity of
the pictures is made such that it provides sufficient evidence and cues to retrace the com-
plete process. When the watermark information is not visible to naked eye, it is referred
to as invisible watermarking. The data from the raw material from the farmer will be em-
bedded into the image of the cocoa generated by the farmer or manufacturer. This difficult
and challenging process of traceability can be automated, simplified and accelerated by ef-

ficient use of Blockchain technology. While one blockchain would be sufficient to ensure
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the integrity of the sequence of media files generated during the documentation process,
it would not allow to ensure the integrity of the media itself. For this reason, we propose
the use of digital watermarking technology. However, the need automatically arises to en-
sure the integrity of the watermarking process itself, and a second blockchain is needed.
Assume blockchain to be used in default way, i.e. including automatic hashing and hash
control, community validation and proof of work. Linking documentation and blockchain
by digital watermarking done by using two blockchains where both blockchains are con-
nected via digital watermarking of the documentation media, one blockchain traces the
documentation steps, the other the watermarking embedding. Digital watermarking is the
process of embedding information in digital multimedia content such that the data (which
is called the watermark) can later be extracted for a variety of purposes including tamper
prevention and authentication. As mentioned, the whole watermarking algorithm can have
different purposes such as copyright violation prevention, tamper localization, hiding data
or authentication. The watermarking processes can be either fragile, robust or semi-fragile.
The fragile watermarking techniques are perfect for tamper detection and localization, on
the other hand, robust watermarking are useful for authentication and bypassing different
operation such as digital noises and compressions [82] [83]. Linking is done by embedding
textual information in the media data and logging the embedding in the second blockchain.

The Two-factor blockchain for traceability cocoa supply chain procedure is depicted in

Figure 4.1 followed by a detailed explanation:
1. The farmer and manufacturer provide textual information and an image (photograph).
2. The image is watermarked with the text information. (giving DWMI).

3. The hash value of DWMI and text and (not-watermarked) image are stored in a Block
of node 1 or blockchain 1 (BC 1).

4. DWMI will be stored in a block of node 2 or blockchain 2 (BC 2) as documentation.
5. Consumers will see the documentation results in BC 2.

6. For the tracing process, the validation process is done between the existing hash

in blockchain 1 and the watermark documentation in blockchain 2. In this stage,
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the validation process will result in the authentication of farmer and manufacturer

information.
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Figure 4.1: Concept of Two-factor blockchain for traceability cocoa supply chain

4.2.2 The proposed Watermarking Procedure

are to be blind, fragile and robust.

In this section the proposed watermarking algorithm for securing the blockchain process is

described. The watermarking procedures usually has different purposes. The main goals

As the first step, texts containing cocoa information are transformed to binary form, as
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well as images to be transformed into binary form. For the embedding process frequency

domain Discrete Wavelet Transform (DWT) is used. The basic idea of DWT transformation
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in image processing is to decompose an image into 4 parts of frequency: The low frequency
part that called LL, and another high-frequency parts are HL, LH, and HH. The output of
the sub-level frequency district will be found when DWT is transformed by low-frequency

district. The differences from sub-images are as shown below:

1. LL: A bearish estimation to the original image conceived the entire information about

the whole image and it applied of the low-pass filter on both x and y coordinates.

2. HL and LH: The high-pass filter on one coordinate and the low-pass filter on the
other coordinate is gained of HL and LH.

3. HH: The high-pass filter on both x and y coordinates found from the high-frequency

component of image in the diagonal direction [84].

The wavelet transform can provide time and frequency information simultaneously,
thus providing a time-frequency representation of the signal [85]. Discrete Wavelet Trans-
form has advantages in identifying parts in the cover image, where watermarks can be
inserted effectively [86]. The advantage of the DWT method is that the image quality that
is the place for text insertion is not much different from the quality of the original media.

The watermarked then goes through the hashing process stage, which aims to get water-
marking hashed to check the integrity of image files. This way, it can be validated whether
a byte series of data is altered (tampered). A cryptographic hash is a sort of ’fingerprint’
for text or data files. SHA-256 generates 256-bit (32-byte) hash that are nearly unique to
text and are one of the most robust hash functions available. Hashing is used as a method
to store data in BC 1. In addition, BC 2 contains the results of a digital watermarking im-
age. When a consumer trails a validation process, extract text and images from a digital
watermarking image BC 2 and then cross-check (validate) by retrieving from BC 1. The
validation process will result in the authentication of information from farmers and manu-
facturers as a result of the process traceability. So, to summarize, a watermark aims to store

text information in images, which is accomplished by the hash value at the end.
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4.3 Evaluation of the Concept

Based on the description of the concepts and principles described above, there are several
aspects or actual impacts of the idea that we may conclude can represent the traceability

prototype system, as follows.

4.3.1 Objectives

Blockchain system can overcome complexities occurred in the supply chain such as trace-
ability process of the products and lack of security which measures the whole procedure.
In case that a farmer wants to send images to the manufacturer or vice versa, authorization
is required from each party. Furthermore, blockchain is known as a peer to peer struc-
tured system which can solve different securities problems such as lack of confidentiality
in data or information received by consumers and other parties of the process. However,
the security aspect of the blockchain process can be covered by applying different hashing
function and utilizing different watermarking methods. Using a good fragile watermarking

algorithm for blockchain data makes it almost impossible for attackers to intrude.

4.3.2 Potential for Manipulation

As mentioned already, the proposed watermarking and blockchain algorithm in this concept
can provide particular transparency for both the consumer and manufacturer from begin-
ning to end. It assumes that farmers and manufacturers record the correct information, such
as photos and documents. However, one of the fundamental problems with the whole sys-
tem is that there is no way to guarantee the correctness of the photographs before the digital
image is in our supply chain. Another problem is tracking the growth of cocoa and ensuring
that the pictures of cocoa at different times of growth are consistent with the same physical
objects. However, this class of problems has to be delegated to the documentation process
itself, i.e., it is expected that it has to follow common standards and discipline. For ex-
ample, the documentation process already involves accounting means, back confirmations,
witnesses, or provides a sufficient number of cues. The essential add-on in trust provided

by using blockchain is to prevent manipulation from third parties, as well as simplify the
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identification of an injection point of a rogue intermediate producer in the whole processing

chain. Under this assumption, our proposal is more secure than existing systems.

4.3.3 Access Control

In terms of access control, even if the blockchain is considered to be public, information can
still be controlled by the user because the proposed blockchain algorithm in this concept is
secured by cryptographic verification using two-factor authentication mechanisms as proof

of work.

4.3.4 Advantages of Proposed Algorithm

The following can be considered as advantages of the proposed algorithm :

1. Level of security : As mentioned before with the addition of different hashing and
watermarking algorithm, the originality of the pictures is verified every step of the

way.

2. Effort in general : Blockchain systems as general keeps data in textual format while
in this system digital images or even other media are utilized to keep different types
of information such the size of fruit, chemical content, the time when the picture is
taken etc. So in this way less effort and storage is used to gather all the information

for a particular bean or a fruit.

3. Convenience : Usually, like bitcoin, blockchain entries are rather hard to read, only
long numbers. In this paper, we used digital images which make it more to under-

stand for the user.

4.3.5 Energy Usage

Energy usage is known to be too costly on the long run. Some of the alternative devel-
opments, for example the stakeholder-based proof of work, make such problems obsolete.
In other cases, a peer-to-peer energy trading model to solve the energy usage problem is

already envisaged.
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4.3.6 Concept of Implementation

The security of the proposed concept relies on the fact that it is not possible to manipulate a
watermarked image such that the hash value of the manipulated image is equal to the hash
of the original image that is stored in the second blockchain. Neither the stored hash value

can be manipulated, per definitionem of a blockchain, nor the image manipulated such to

have a different image with same hash value.

Original Image Watermarked Image
ety I o o

Hash Valie Haish Value
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