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Abstract

The privacy of electricity consumers has become one of the most critical subjects in
designing smart meters and their proliferation. In this work, a multilayer architecture has
been proposed for anonymous data collection from smart meters, which provides: (1)
The anonymity of information for third-party data consumers; (2) Secure communica-
tion to utility provider network for billing purposes; (3) Online control of data sharing
for end-users; (4) Low communication costs based on available Internet of things (IoT)
communication protocols. The core elements of this architecture are, first, the digital twin
equivalent of the cyber-physical system and, second, the Tangle distributed ledger net-
work with IOTA cryptocurrency. In this architecture, digital twin models are updated in
real-time by information received from trusted nodes of the Tangle distributed network
anonymously. A small-scale laboratory prototype based on this architecture has been devel-
oped using the dSPACE SCALEXIO real-time simulator and open-source software tools
to prove the feasibility of the proposed solution. The numerical results confirm that after a
few seconds of anomaly detection, the microgrid was fully stabilized around its operating
point with less than 5% deviation during the transition time.

1 INTRODUCTION

With the proliferation of smart meters in residential buildings
and recent developments of advanced metering infrastructures
(AMIs) based on the Internet of things (IoT), concerns about
privacy and security of end-user information have been consid-
erably increased [1, 2]. Moreover, traditional energy and power
systems are transitioning toward smart grids, enabling them
to integrate renewable energy sources optimally (RESs) [3].
Adding RESs with intermittent generations to electricity net-
works makes operation complex for a new type of service for
increasing flexibility of networks; demand-side response (DSR)
is one of them [4]. Growing concerns about the privacy and
security of end-user information are the primary sources of
distrust of smart meters, leading to a slower transition toward
smart grid objectives. Regional and national regulations have
been put in place, such as general data protection regulation
(GDPR) by European Union (EU), to preserve the privacy of
end-user information; however, these regulations are broad and
do not entail the architectural details and limitations. As the
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volume of the data from smart meters is substantial, it also man-
dates the use of cloud processing algorithms for the required
aggregation tasks, such as real-time demand response [5].

A distributed microgrid control system requires well-
specified communication patterns to provide scalable operation
for numerous controllers and dynamic control system design
[6, 7]. Publish-subscribe and request-response are the optimum
data-sharing patterns for microgrid controllers, according to
[8–10]. Additionally, network security is necessary when using
distributed control systems over communication networks. The
usual strategy for networked control system security is to phys-
ically or digitally segregate control duties from the rest of the
network [11]. This strategy performs effectively if the network
is private, has few access points, and is adequately super-
vised. In [12], an optimal network constraint-based expansion
planning model combined with an optimal integration frame-
work of intermittent renewable energy resources is proposed
using fictitious load theory to improve the topological flexibil-
ity in modern distribution networks. A multi-objective strategy
for reaching the optimal capabilities of distributed generators
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2 ALAVI ET AL.

(DGs) is proposed in [13] to alleviate congestion throughout
the transmission network using hybrid swarm optimization. In
[14], authors have developed an innovative solution for the
day-ahead sizing approach of energy storage systems of elec-
tric vehicles parking lots and DGs in smart distribution systems
minimising demand response pertinent costs. From the network
point of view, the authors in [15], introduced a new intelligent
integration between an IoT platform and deep learning neu-
ral networks (DNN) algorithm for the online monitoring of
computer numerical control (CNC) machines.

However, because of their scattered nature, microgrids can
adopt a networked control system using networking technolo-
gies like the IoT. The security of the distributed controllers in
these public networks is a significant concern, especially in light
of the development of quantum computers capable of breaking
many encryption algorithms. A proactive strategy is required to
ensure intrinsic security in the control tasks, which can offer
greater degrees of attack detection and mitigation.

Ground-breaking works recently presented the idea of the
transactional microgrid by, among others, [11, 16, 17]. Accord-
ing to the core principle of transactional microgrids, energy
transmission between consumers, producers, and prosumers
(i.e. people who both use and create energy) is modelled in open
market transactions [18]. This notion promotes using cryptocur-
rencies in energy markets, which are managed by a distributed
ledger and are completely safe and transparent [19, 20]. A ledger
records an ordered set of transactions, including financial and
energy transactions, according to [16].

In a decentralised peer-to-peer (P2P) network of computers
scattered across many places, a distributed ledger is a collec-
tion of information protocols for transparently and securely
accessing, verifying, updating, and storing data. Furthermore, it
makes special billing software and dynamic energy pricing possi-
ble. There have been several transactional microgrid models put
forth thus far, such as those in the works cited in citations [19]
and [21]; however, their applications were primarily restricted to
trades in the energy markets cited in citation [1], and the bene-
fits of real-time control systems for security preservation were
not investigated.

In this paper, a multi-layer architecture has been proposed for
anonymous data collection from smart meters and distributed
controllers, which provides: (1) The anonymity of information
for third-party data consumers; (2) Secure communication to
utility provider network for billing purposes; (3) Online con-
trol of data sharing for end-users; (4) Low communication costs
based on the available IoT communication protocols. Further-
more, the proposed data collection method enables microgrid
distributed controllers to collect and share data secured by dis-
tributed historical ledgers of data and security regulators within
controller/meters.

The following is a breakdown of the paper’s structure. Sec-
tion 2 introduces the proposed privacy-preserving method for
DC microgrids. The event-based Kalman filter for micro-
grid state estimation and intelligent meter data aggregation is
presented in Section 3. The details of the proposed signal
reconstruction method for IoT-based microgrids are provided
in Section 3.1. The tangle distributed ledger and the anomaly

detection mechanism and isolation scheme are discussed in Sec-
tion 4. The experimental results and analysis are discussed in
Section 5, and the paper is concluded in Section 6.

2 DISTRIBUTED TRANSACTIONAL
ARCHITECTURE FOR PRIVACY
PRESERVING

This section provides a summary of the distributed transactional
control architecture that has been suggested for cyber-secure
DC microgrids, which has the following three primary goals (see
Figure 1):

∙ Proportional power-sharing: According to their capability
for power delivery, the DGs and ESSs must share load power.

∙ Voltage stabilization: Bus voltage must not deviate from
the nominal microgrid voltage by more than a certain
percentage.

∙ State of charge (SoC) balancing of ESSs: The
(dis)charging of ESSs must be regulated to create a bal-
anced SoC across all the battery storage systems for the
microgrid to run for a more extended amount of time,
particularly in the event of supply shortages.

DGs, ESSs, and loads comprise a DC microgrid’s main ele-
ments. The interface joins the DGs and ESSs to a common
bus through a DC-DC converter operating in the current con-
trol mode (CCM). Each battery storage system has a local
controller interacting with other controllers over the microgrid
communication network. A publish-subscribe communication
architecture is used for data sharing between controllers, and
a distributed control approach is implemented. In a publish-
subscribe architecture, each controller subscribes to the shared
variables important to other controllers and publishes any
changes to its subscribers.

The most popular protocol for machine-to-machine (M2M)
communication is the publish-subscribe communication
pattern-based Message Queue Telemetry Transport (MQTT)
protocol. Data can be encoded in any format, including com-
pact binary object representation (CBOR) or Javascript object
notation (JSON), with shared variables between controllers
organised under several subjects (CBOR).

The data provided by the distributed controllers is verified
using a transaction validation mechanism connected with the
Tangle distributed ledger. Transactions of the historical data
exchanged between the controllers are routinely created by
the distributed controllers publishing data streams across the
communication network.

The transactions that controllers make will be kept in the
distributed ledger, which may be either private or public and
is composed of several distributed synchronised servers. It is
assumed that transactions are created often and that the time
between transactions influences how soon fraudulent activity
could be discovered. Shortening the time between transactions
may reduce the chance of a malicious attack. Still, it may
increase computational expenses depending on the processing
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ALAVI ET AL. 3

FIGURE 1 The distributed transactional framework for cyber secure DC microgrid control systems proposed in this work.

capacity of the controlling nodes and the communication
infrastructure used.

The proposed architecture uses a distributed average consen-
sus approach to allow controller nodes to work together to meet
DC microgrid goals. In this protocol, only a small number of
nearby controllers interact with one another in the communica-
tion graph. As a result, controllers do not all subscribe to the
standard variables of other controllers. The Tangle distributed
ledger also allows for fee-free transactions that include data
and funds. However, this architecture primarily utilises the data
transmission function.

Because of security restrictions, historical data exchanged by
controllers cannot be included in a transaction’s raw represen-
tation. For validation reasons, it is thus necessary to compress
and uniquely represent previous data from related transaction
intervals using a unique hashing algorithm. In this paper, MD5
message-digest hashing method is recommended, which pro-
duces 128-bit hash values of historical data or time series of
standard variables. This data will be further encrypted and
signed by the controllers’ certificate before being published
to a distributed ledger, rendering transactions impervious to

alteration and tampering (i.e. details of transactions can not be
changed at any future time).

Transactions must be verified by at least two other transac-
tions in the Tangle distributed ledger. As a result, data shared by
every controller should have at least two additional controllers
subscribed to it. Each controller’s security regulator indepen-
dently calculates the hash of the subscribed (historical) data. If it
cannot validate hash code, it either already has control of a con-
troller node or a hostile attacker has broadcast false information
in the communication network. Following intrusion detection,
the victim controller node is temporarily isolated or removed
from the system (with the related DG or ESSs under its control)
until the problem is fixed.

In the event of a malicious operation and the loss of control
over the energy supply node, this security ensures that the DC
microgrid will continue to operate without interruption. Sec-
tion 4 security provides details on the isolation strategy. The
suggested transactional control architecture’s primary goal is to
make distributed agent-based control systems more secure. The
challenging security requirements of distributed multi-agent
control systems have always drawn criticism and prevented
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4 ALAVI ET AL.

their implementation in real-world deployments. By breaking up
transmitted data into several transactions that can be checked
for malicious activity, the transactional control system initially
proposed in this study can increase the security of distributed
multi-agent-based control systems. A detailed description of dis-
tributed control tasks and controller communication is provided
in the next section.

3 EVENT-TRIGGERED STATE
ESTIMATOR DESIGN BASED ON
INTERMITTENT KALMAN FILTER

The general model of the microgrid and its constituent meters
and controllers can be provided as the following multiple-input
multiple-output (MIMO) system:

ẋ = Ax(t ) + w(t ),

y(t ) = Cx(t ) + v(t ), (1)

where y ∈ Rp is the microgrid output and x ∈ Rn is the
microgrid internal state. w(t ) and v(t ) are the system and sen-
sors disturbances, respectively, with the following boundary
conditions:

E
{

w(t ) w(s)′
}
= Q 𝛿(t − s), (2)

E
{

v(t ) v(s)′
}
= R 𝛿(t − s), (3)

E
{

wi (t )v j (s)′
}
= 0, 1 ≤ i ≤ n, 1 ≤ j ≤ p. (4)

Q and R are the system and sensor noise covariances, respec-
tively.

In the previous work of the authors in [22], it was shown that
an optimal observer could be synthesized for this MIMO system
with two different correlated components:

1) Intermittent Kalman filter with aperiodic sampling.
2) Signal reconstruction unit with send on delta (SoD) sam-

pling.

Assuming that the metering devices send data asyn-
chronously to the control centre and the distributed controllers-
based SoD sampling method if the last received i-th sensor value
is yi at time tlast ,i . There is no event from i-th meter for t > t last ,i ,
then yi (t ) is bounded as:

yi

(
tlast ,i

)
− 𝛿i ≤ yi (t ) ≤ yi

(
tlast ,i

)
+ 𝛿i . (5)

The following estimation algorithm could be then followed to
restore the state of the system from SoD samples of the meters
in a microgrid:

1) Step 1

x̂−(0), P−
0

ylast = C x̂−(0). (6)

2) Step 2

Rk = R, (7)

if i-th event are received

ŷlast ,i = yi (kT ) (8)

else

Rk(i, i ) = Rk(i, i ) +
(2 × 𝛿)2

i

12
, (9)

end if

Kk = P−
k

C ′(CP−
k

C ′ + Rk )−1

x̂(kT ) = x̂−(kT ) + Kk(ŷlast −C x̂−(kT ))

Pk = (I − KkC )P−
k
, (10)

3) Step 3

x̂−
(

(k + 1)T
)
= exp (AT )x̂(kT )

P−
k+1 = exp (AT )Pk exp

(
A′T

)
+ Qd , (11)

where Qd is the maximum global microgrid disturbance
covariance, and ylast is (12):

ylast = [ylast ,1, ylast ,2, … , ylast ,p]′. (12)

However, the introduced intermittent Kalman filter suffers
from low estimation accuracy as the maximum global microgrid
disturbance covariance is unstable and varies long-range during
microgrid operation. This could worsen when RES are inte-
grated into a microgrid with low inertia. Therefore, as discussed
in the next section, a signal reconstruction method is employed
in [22] to compensate for the Kalman filter estimation error.

3.1 Kalman filter error compensation

This section provides theoretical aspects of error compensation
for the introduced intermittent Kalman filter.

Samples received by the SoD sampler of meters can be
used to reconstruct the original signal using curve fitting opti-
mization. This paper uses projection onto convex sets (POCS)
to achieve this. In a POCS optimization problem, boundaries
should be formed as follows [23].

In SoD sampling, the sample time instants tn ∈ ℤ, n ∈ ℤ are:

tn = min{t > tn−1, x(t ) − x(tn−1) > 𝛿}. (13)
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ALAVI ET AL. 5

The set of samples is Xe = {x(t0), x(t1), x(t2), … , x(tn )}. The
following convex region is then chosen to find the solution (13):

𝜃−(t ) ≤ x(t ) < 𝜃+(t ), (14)

where 𝜃−(t ) and 𝜃+(t ) are:

𝜃−(t ) = {r ∈ ℝ, r = x(k) − 𝛿, k ∈ tn},

𝜃+(t ) = {r ∈ ℝ, r = x(k) + 𝛿, k ∈ tn}. (15)

The sign of the signal slope at event instants (tn) is computed
using this definition:

S (tn ) =

{
x(tn ) − x(tn−1), x(tn ) ≠ x(tn−1)

S (tn−1), x(tn ) = x(tn−1)
. (16)

Set membership represents the samples and implicit bound-
ary information. As a result, the solution to the reconstructed
signal x(t ) will be convex. In [22], convex sets are defined.

Inspired by the work in [23], a recursive approach is used in
this paper to find the optimal solution in the produced convex
sets. The projection of the signal g onto a continuous convex set
C results in another signal x̂(t ), which is nearest to signal g:

x̂ = PCg = arg min
y∈C

||g − y||, (17)

where the projection PCg is closer to any y ∈ C than g:

||PCg − x|| < ||g − y||, (18)

P𝔹g(t ) = x̂(t ) ∗
Ω

𝜋
sinc(Ωt )

= ∫
∞

−∞

x̂(𝜏)
Ω

𝜋
sinc(Ω(t − 𝜏))d𝜏, (19)

having defined sinc (y) =
sin(y)

y
. (∗ is the convolution)

The projection operator onto convex set 𝕀 for clipping the
signal to the boundary defined by 𝜃 is:

P𝕀g(t ) =

⎧⎪⎨⎪⎩
𝜃+(t ), x̂(t ) > 𝜃+(t )

x̂(t ), 𝜃−(t ) ≤ x̂(t ) < 𝜃+(t )

𝜃−(t ), x̂(t ) < 𝜃−(t )

. (20)

Finally, by applying this operator for both projections, the
desired accuracy of signal reconstruction will be achieved:

x̂m+1 = P𝔹gP𝕀gx̂m, m ∈ ℤ. (21)

An approximate of the 10 loops for the recursive optimizer was
required to achieve an acceptable result in this paper.

3.2 Mean-square error comparator update
rule

The following estimator update rule is proposed to compensate
for the error of the Kalman filter. It compares the recon-
structed sample at a specific time and corrects the input of the
intermittent Kalman filter accordingly.

yi

(
tlast ,i

)
=

⎧⎪⎨⎪⎩
yi (kT ), ||yipredict

− yiconstruct
< 𝛿||

yiconstruct
(kT ), ||yipredict

− yiconstruct
≥ 𝛿|| , (22)

where yipredict
and yiconstruct

are the output of the signal reconstruc-
tor and the event-based Kalman filter, respectively.

4 TANGLE DISTRIBUTED LEDGER
FOR CONTROLLER TRANSACTION
VALIDATION IN REAL-TIME

Tangle is a network data structure that allows for a variety
of safe transactions to take place. A distributed ledger, like
a blockchain, entails a set of independent operators complet-
ing various data-transfer activities and reaching an ownership
agreement. There is no reliance on centralised authority, and
transactions are saved without using a time-consuming, com-
putationally demanding consensus procedure or blocks. Each
transaction is its block that two prior transactions must approve
before it can be added to the ledger. Tangle used DAG in a trans-
action acknowledged by two prior transactions and added to the
ledger using proof-of-work (PoW).

The unique tangle design makes it suitable for IoT networks
due to fast validation support, scalability, and feeless transac-
tions. The main challenge, however, is choosing the two older
transactions for validation. No rule is imposed by tangle on
how to choose these two transactions so that the validation pro-
cess can be fine-tuned according to the required application.
Therefore, this paper illustrates the proposed malicious activity
detection and isolation scheme in Figure 2.

4.1 Implementation of Tangle DAG in
IOTA cryptocurrency

The IOTA cryptocurrency, whose architecture is IOTA Tan-
gle and uses a PoW system for authenticating transactions on a
distributed ledger, is currently the sole mainstream implementa-
tion of the Tangle transaction model. Tangle’s PoW mechanism
is comparable to bitcoin’s, except it consumes less energy and
takes less time than other PoW systems.

Because of its interconnectivity, Tangle’s architecture does
not necessitate complete ledger verification. Instead, all par-
ties verify transactions simultaneously to reduce the energy and
time required to execute transactions. Tangle’s verification pro-
cess also claims to prevent double-spending by ensuring no
duplicate transactions.
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6 ALAVI ET AL.

FIGURE 2 Flowchart for transaction validation and protection for
distributed controller security regulators.

However, the system could not guard against a large-scale,
coordinated attack. To counteract this assault, IOTA devel-
oped the “Coordicide” server function, which is excellent for
IoT networks because of its rapid validation support, scalability,
and fee-free transactions. The problematic aspect is determin-
ing which of the two previous transactions should be verified.
Because tangle does not impose any constraints on choosing
between these two transactions, the validation procedure may
be tailored to the application’s needs. As a result, the sug-
gested malicious activity identification and isolation system are
presented in Figure 2.

The server software has been written in Node-RED to evalu-
ate the functioning of the IOTA Tangle in the real-time control
loop. Node-RED is a graphical programming tool for inte-
grating physical devices, APIs, and web services. It contains a
browser-based editor that easily connects flows with a palette of
nodes, and it can be published to the runtime with a single click.
“node-red-contrib-iota” is the name of the produced appli-
cation, and it is freely available online under an open-source
licence. [24].

5 EXPERIMENTAL RESULTS

A real-time model of a 380 V DC microgrid is simulated in
MATLAB/Simulink to show the effectiveness of the proposed
strategy based on our previous work in [25]. The commu-
nication topology changes during the operation of the DC
microgrid either due to DG getting online/offline or due to

TABLE 1 Microgrid case study with controller parameters.

Rdc 36 mΩ Voltage 380 V p
v̄p

i
5

Ldc 7 𝜇H pvi
i

10 pv̄i
i

100

r 0.2533 wc
i 100 rad/s pv̄ii

i 0.1

p
vp

i
10 p

ep

i
5 pei

i
500

the isolation scheme after malicious activity detection. In this
experiment, three abnormal messages are published to the bus
three times. After detecting malicious activity, controllers have
formed a new communication graph by adding/removing DGs
to stabilize the control system further. The experimental setup
is shown in Figure 4.

5.1 DC microgrid configuration

The DC microgrid structure used in the deployed case study
is shown in Figure 3. Each bus in the microgrid has one stor-
age unit. The microgrid’s nominal operating voltage is 380
Vpm5%, as most industrial microgrids, particularly data centres,
employ this nominal DC voltage [26]. All buses have 30 kWh
(78.947 Ah) batteries installed as microgrid ESSs. The exper-
iment assumes constant power loads. As a result, an internal
controller ensures that steady electricity from the microgrid is
absorbed. Buses 1 to 3 have constant power loads of 150 W.
In comparison, buses 4 and 5 have constant power loads of
50 W, resulting in total power usage of 550 W. Storage systems
have an initial energy level of 50% of their capacity. Table 1 lists
other parameters utilised in the experimental study, such as con-
troller gains. The associated ESS that buffers generated energy
abstracts DG dynamics. With this assumption, the distributed
controller is independent of the size and dynamics of deployed
DGs on buses. The DGs in the experimental system have a
nominal rating of 100 W and contribute 500 W to the microgrid.

5.2 Microgrid operation analysis

The experiment lasted 80 seconds in two scenarios to demon-
strate the entire system’s dynamic responsiveness in a short
time frame. In Scenario A’s first scenario, the load on all buses
increases from 0 to 100 per cent in 20-s increments. Between
distributed controllers, the typical communication delay is 100
ms. In the second case, Scenario B, time-varying loads are
imposed on buses, with an average communication latency of
200 ms between controllers. Due to the discovery of malicious
threats, the communication graph alters every 20 s from the
graph according to Figure 3. Communication delay between
agents is a random Gaussian process. As shown in Figure 3,
the proposed transactional control system was able to detect
malicious activities and remove the associated controller and
ESS of the attacked node from the control system. This cir-
cumstance necessitates modifying the communication topology,
as seen in Figure 3. Bus voltages are stabilised with less than
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FIGURE 3 The IEEE 5 bus configuration and the corresponding experiment flow.

FIGURE 4 Laboratory experimental setup using dSPACE SCALEXIO real-time simulator.

a two per cent variation in the voltages as shown in Figure 6,
and consensus controllers further converge in each phase, along
with the average consensus value shown in Figure 5. The
voltage has been stabilised around the microgrid’s nominal
380 V and the destabilising effect of adding or withdrawing
DGs has been lessened. In each phase, a balanced per-unit
energy level is also attained, as seen in Figure 7, and Figure 8
power.

When a DG is turned off, the microgrid’s nominal voltage
resets the consensus voltage. The associated controller works
with other controllers to get a consensus on the average voltage
value once DG is connected to the microgrid. Figure 9 displays
the injected power of ESSs on each bus, measured in Watts,
and used to supply power to the DC microgrid. The results

show that when distributed controllers with event-based delayed
communication are used, the consensus is established.

6 CONCLUSION

This study proposed a novel distributed transactional privacy-
preserving control system architecture for smart DC microgrids
that embed cybersecurity regulators inside each distributed
controller to provide embedded security in control system
operation. Furthermore, the suggested security regulators are
distributive, eliminating the single point of failure scenarios.
To analyze and confirm the performance of the proposed con-
trol architecture, a data-centre DC microgrid is tested against
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8 ALAVI ET AL.

FIGURE 5 The DG controllers’ consensus voltage profile during the experiment.

FIGURE 6 The voltage profiles of the buses during the experiment.
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ALAVI ET AL. 9

FIGURE 7 The stored energy level profile during the experiment. All DGs feature battery storage to compensate for DG supply deficits in the microgrid.
When a DG is disconnected, its related storage ceases charging/discharging; nevertheless, once a DG is connected to the microgrid, the DG controller
collaboratively uses storage for demand response.

FIGURE 8 During the experiment, the energy level per unit consensus profile was analysed. For easier comparison, the figures are given per unit, which is
proportionate to the capacity of energy storage devices.
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10 ALAVI ET AL.

FIGURE 9 When a DG is unplugged, it delivers zero energy supply; however, after the DG is connected to the microgrid, the DG controller collaboratively
regulates power based on the average consensus voltage level and per-unit energy level of its associated storage.

several malicious activities in a real-time experimental microgrid
setup. The results confirmed that the microgrid control system
demonstrated resiliency in the event of malicious actions by fast
detection of anomalies and adaptation of the communication
topology, correspondingly. The numerical results confirm that
after a few seconds of anomaly detection, the microgrid was
fully stabilized around its operating point with less than 5%
deviation during the transition time.

For future work, different distributed ledgers than IOTA can
be used as nearly every year, a new cryptocurrency based on
blockchain or other distributed ledger technologies are intro-
duced into the market. Their applicability to the smart grid
and cyber security of networked control systems should be
assessed to leverage their potential benefits in malicious activ-
ity detection. Furthermore, as DC microgrids are getting more
attention in academia and industry, the scalability of these sys-
tems has always been a challenge, which can be resolved by using
distributed ledgers.
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