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int cipherlength = aesLib.encrypt((byte*)mensaje, longitud, 
(byte*)textocifrado, clave, clave_len, iv_vector); 
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𝑛 → 𝑁ú𝑚𝑒𝑟𝑜 𝑑𝑒 𝑑𝑖𝑟𝑒𝑐𝑐𝑖𝑜𝑛𝑒𝑠 𝑟𝑎𝑠𝑡𝑟𝑒𝑎𝑏𝑙𝑒𝑠. 
𝑡 → 𝑇𝑖𝑒𝑚𝑝𝑜 𝑞𝑢𝑒 𝑠𝑒 𝑟𝑎𝑠𝑡𝑟𝑒𝑎 𝑎𝑐𝑡𝑖𝑣𝑎𝑚𝑒𝑛𝑡𝑒 (𝑠). 
𝑓 → 𝐹𝑢𝑛𝑐𝑖ó𝑛 𝑞𝑢𝑒 𝑖𝑛𝑑𝑖𝑐𝑎 𝑒𝑙 𝑛ú𝑚𝑒𝑟𝑜 𝑑𝑒 𝑟𝑒𝑔𝑖𝑠𝑡𝑟𝑜𝑠 𝑎𝑙𝑚𝑎𝑐𝑒𝑛𝑎𝑑𝑜𝑠. 

𝒇(𝒕) = 𝒏 ∗
𝒕

𝟑
 
𝑆𝑖 𝑡𝑒𝑛𝑒𝑚𝑜𝑠 10 𝑑𝑖𝑟𝑒𝑐𝑐𝑖𝑜𝑛𝑒𝑠 𝑟𝑎𝑠𝑡𝑟𝑒𝑎𝑏𝑙𝑒𝑠, 𝑒𝑛 𝑢𝑛𝑎 ℎ𝑜𝑟𝑎: 

𝑓(3600) = 10 ∗
3600

3
=  12000 𝑟𝑒𝑔𝑖𝑠𝑡𝑟𝑜𝑠 𝑎𝑙𝑚𝑎𝑐𝑒𝑛𝑎𝑑𝑜𝑠.
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0 2 * * 1,3,6 /usr/local/bin/python3 /home/scripts_p/ dbbackup.py 
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𝐸𝑟𝑟𝑜𝑟 𝑚𝑒𝑛𝑜𝑟 𝑎𝑙 1% 𝑐𝑜𝑛 𝑢𝑛𝑎 𝑐𝑜𝑛𝑓𝑖𝑎𝑛𝑧𝑎 𝑑𝑒𝑙 95% 
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𝐸1 → 𝐸𝑠𝑐𝑒𝑛𝑎𝑟𝑖𝑜 1 (𝑆𝑖𝑛 𝑐𝑖𝑓𝑟𝑎𝑑𝑜) 
𝐸2 → 𝐸𝑠𝑐𝑒𝑛𝑎𝑟𝑖𝑜 2 (𝐶𝑜𝑛 𝑐𝑖𝑓𝑟𝑎𝑑𝑜)

𝑁(𝐸1) = 124 𝑚𝑢𝑒𝑠𝑡𝑟𝑎𝑠 
𝑁(𝐸2) = 312 𝑚𝑢𝑒𝑠𝑡𝑟𝑎𝑠

 

 



   

 34 



   

 35 

 

 



   

 36 

 



   

 37 

5 

 

 

 



   

 38 

 

 

 

 



   

 39 

 

 

 

 

 



   

 40 



   

 41 

6 

https://github.com/suculent/thinx-aes-lib
https://httpd.apache.org/docs/2.4/mpm.html
https://httpd.apache.org/docs/2.4/misc/security_tips.html
https://docs.arduino.cc/hardware/mkr-wifi-1010
https://www.arduino.cc/
https://docs.arduino.cc/resources/datasheets/ATECC508A-datasheet.pdf
https://aws.amazon.com/what-is/lamp-stack/
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https://www.bluetooth.com/wp-content/uploads/2020/01/Bluetooth_5.2_Feature_Overview.pdf
https://www.bluetooth.com/wp-content/uploads/2020/01/Bluetooth_5.2_Feature_Overview.pdf
https://www.cardinalpeak.com/blog/bluetooth-le-security-and-privacy-in-wireless-audio-devices
https://www.cardinalpeak.com/blog/bluetooth-le-security-and-privacy-in-wireless-audio-devices
https://communities.vmware.com/t5/VMware-Workstation-Pro/Bridged-vs-NAT-connection/m-p/2290902#M137141
https://communities.vmware.com/t5/VMware-Workstation-Pro/Bridged-vs-NAT-connection/m-p/2290902#M137141
https://ubuntu.com/tutorials/configure-ssh-2fa#1-overview
https://dev.mysql.com/blog-archive/controlling-table-encryption-in-mysql-8-0/
https://dev.mysql.com/blog-archive/controlling-table-encryption-in-mysql-8-0/
https://www.bluetooth.com/specifications/specs/core-specification-4-0/
https://www.cpacanada.ca/
https://blogs.vmware.com/apps/2014/02/virtualize-business-critical-applications-vsphere-updated.html
https://blogs.vmware.com/apps/2014/02/virtualize-business-critical-applications-vsphere-updated.html
https://ens.ccn.cni.es/es/esquema-nacional-de-seguridad-ens
https://www.ine.es/dyngs/INEbase/es/operacion.htm?c=Estadistica_C&cid=1254736177074&menu=ultiDatos&idp=1254735573175
https://www.ine.es/dyngs/INEbase/es/operacion.htm?c=Estadistica_C&cid=1254736177074&menu=ultiDatos&idp=1254735573175
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https://cnecovid.isciii.es/covid19/#evoluci%C3%B3n-pandemia
https://www.arduino.cc/reference/en/language/functions/time/micros/
https://es.ryte.com/wiki/HTTPS
https://www.seobility.net/en/wiki/HTTPS
https://www.isaca.org/
https://www.iso.org/isoiec-27001-information-security.html
https://jmeter.apache.org/
https://dev.mysql.com/downloads/mysql/
https://www.mysql.com/products/enterprise/tde.html
https://www.u-blox.com/en/product/nina-w10-series-open-cpu
https://www.u-blox.com/en/product/nina-w10-series-open-cpu
https://docs.oracle.com/cd/E19504-01/802-5886/intro-45828/index.html
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https://www.openssh.com/
https://www.php.net/
https://www.phpmyadmin.net/
https://gist.github.com/trafficinc/a0b7cfa58a00e794bf8c7dd0626c2765
https://kissflow.com/application-development/rad/rapid-application-development/
https://kissflow.com/application-development/rad/rapid-application-development/
https://www.ccn.cni.es/index.php/es/docman/documentos-publicos/boletines-pytec/353-pildorapytec-oct2020-autenticacion-multifactor/file
https://www.ccn.cni.es/index.php/es/docman/documentos-publicos/boletines-pytec/353-pildorapytec-oct2020-autenticacion-multifactor/file
https://www.ccn.cni.es/index.php/es/docman/documentos-publicos/boletines-pytec/353-pildorapytec-oct2020-autenticacion-multifactor/file
https://www.arduino.cc/en/software
https://www.sqlshack.com/performance-impact-analysis-of-enabling-transparent-data-encryption-tde-on-sql-server/
https://www.sqlshack.com/performance-impact-analysis-of-enabling-transparent-data-encryption-tde-on-sql-server/
https://www.ssh.com/academy/ssh/protocol
https://projects.apache.org/project.html?httpd-http_server
https://www.rfc-editor.org/rfc/rfc8446
https://tigervnc.org/
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https://enx.com/en-US/TISAX/
https://learn.microsoft.com/en-us/troubleshoot/windows-server/remote/understanding-remote-desktop-protocol
https://learn.microsoft.com/en-us/troubleshoot/windows-server/remote/understanding-remote-desktop-protocol
https://learn.microsoft.com/en-us/troubleshoot/windows-server/remote/understanding-remote-desktop-protocol
https://gitlab.gnome.org/Archive/vinagre
http://web.mit.edu/cdsdev/src/docs.html
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.raspbian.org/
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mkdir bin conf logs   

 

 

chown root:root . bin conf logs 

 

 

chgrp root:root . bin conf logs 
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chmod 755 . bin conf logs 

 

chmod 511 /usr/local/apache/bin/httpd 

 

 

a2dismod cgi 
sudo service apache2 restart 

 

 

sudo apt install php8.2 libapache2-mod-php8.2 

 

sudo a2enmod php
sudo service apache2 restart
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<Directory "/"> 
    # Se deniegan TODAS las opciones

Require all denied
</Directory> 

<Directory "/usr/users/*/safedirs"> 
  # Se habilitan las necesarias 
    Require all granted 
</Directory> 
<Directory "/usr/local/httpd"> 
    # Se habilitan las necesarias 
    Require all granted 
</Directory> 

 

• 

RequestReadTimeout handshake=8 header=14 

• 

TimeOut 15 

• 

KeepAliveTimeout 3 

• 

LimitRequestBody 100000    # Límite de 100KB 
LimitRequestFields 80   # Límite de 80 campos 
LimitRequestFieldSize 6000  # Límite de 6KB 
LimitRequestLine 6000   # Límite de 6KB 
LimitXMLRequestBody  1000000  # Valor por defecto 

• 
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AcceptFilter http data 
AcceptFilter https data 

• 

MaxRequestWorkers 1000 # Número máximo de conexiones 
ListenBacklog 512  # Número máximo en cola 



   

 51 

 

 

 

 

 



   

 52 

 

 

 

 

 



   

 53 

sudo -i 

 

# Interfaz NAT, no la Bridged 
allow-hotplug eth0 
iface eth0 inet static 
address 10.0.0.15 
netmask 255.255.255.0 

 

127.0..0.1  localhost 
10.0.0.15  server_data 

127.0..0.1  localhost 
10.0.0.16  server_db 

127.0..0.1  localhost 
10.0.0.17  server_query 

 

update-rc.d exim4 disable 

 

 

 

 

sudo apt update 

 

sudo apt install apache2 
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sudo ufw allow in "Apache" 

 

sudo apt install php libapache2-mod-php 

 

<IfModule mod_dir.c> 
        # Se listan en el orden de preferencia 
        DirectoryIndex index.php index.html 
</IfModule> 

 

sudo apache2ctl restart 

 

nano /var/www/html/info.php 

<?php 
 
// Show all information 
phpinfo (); 
 
?> 

 

http://10.0.0.17/info.php 
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sudo apt update
sudo apt install mysql-server

 

sudo apt install phpmyadmin 
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sudo service apache2 restart 

 

sudo apt install python3 

 

http://10.0.0.16/phpmyadmin 
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