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ABSTRACT

By looking back at 40years of research in the International Journal
of Advertising (IJA), we provide a state-of-the-art of advertising
research addressing (consumer) privacy. A systematic literature

review of 84 IJA publications that address privacy in their content
shows an increase of attention to privacy in advertising research.
The review also reveals that privacy is connected to many different
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advertising formats and generally discussed in three ways: in the
personalized advertising

discussion of the context of advertising (i.e. ethics and regulations),
in connection to personal traits that distinguish different consum-
ers, and to explain advertising responses and effects. Theoretically,
studies often draw upon the privacy paradox, privacy calculus
model, personalization(-privacy) paradox, and persuasion knowl-
edge model. Based on this review and current developments, we
develop a research agenda for future advertising research address-
ing privacy, focusing on personalization in the public domain,
privacy cynicism, and possible future constraints to
personalization.

Introduction

Digital communication and technological advances have enabled advertisers to collect,
store, extract, infer, use, sell, and share consumer information to personalize and tailor
advertising messages. However, these data-driven possibilities also come with an
important challenge: dealing with consumer privacy. Although consumers understand
that personalized advertising can have benefits — such as more personally relevant
ads and economic benefits — many also voice considerable concerns about their
privacy due to the continuous collection and use of personal data (Boerman,
Kruikemeier, and Borgesius 2017; Morimoto 2021). Finding the balance between profit
and consumer privacy may be one of the most important current challenges for
advertisers.
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The purpose of this article is to provide a state-of-the-art of research into privacy
in the context of advertising, focusing on the International Journal of Advertising (IJA).
We first define the concept of privacy. Subsequently, by means of a systematic liter-
ature review, we identify and discuss in which contexts and how privacy was covered
in advertising research. Finally, based upon the review and current developments, we
develop a research agenda for future advertising research addressing privacy.

Defining privacy

Because the concept of (consumer) privacy in the context of advertising relates to
the collection, use, and dissemination of information, it is often referred to as ‘infor-
mation privacy’ or ‘data privacy. Although many [JA articles mention privacy, it is
rarely defined. Definitions of information privacy vary and range from ‘the right to
be left alone’ (Warren and Brandeis 1980-1891, 193) to ‘being in control of information
that is available about oneself’ (Buchholz and Rosenthal 2002, 35; see Rapp et al.
2009 for an overview of different definitions). However, a common definition of
(information) privacy is ‘the claim of individuals, groups, or institutions to determine
for themselves when, how, and to what extent information about them is communi-
cated to others’ (Westin 1967, 7, e.g. in Bao et al. 2019; Wottrich, Verlegh, and Smit
2017; Zarouali et al. 2019). Central to this definition is individuals’ right and ability
to have control over the flow of information about them (Nissenbaum 2009).

Systematic literature review

To gain insight into how privacy was covered in 40years of IJA, we conducted a
systematic literature review of the IJA database. In January 2022, we searched for all
IJA articles that mentioned the word ‘privacy;, which resulted in 109 articles.

We excluded three irregular articles (i.e. one obituary, one book review, and one
call for papers) and coded the number of times the word ‘privacy’ appeared in dif-
ferent elements (e.g. title, abstract, results) of the remaining 106 articles (see coding
scheme in Table 1 in Online Appendix). Based upon this systematic review, we excluded
22 articles that only mentioned privacy in the references, in the author biography, in
additional information (e.g. footnotes or appendix), or to acknowledge that the privacy
of research participants was respected or that specific privacy settings were a reason
to exclude participants. This resulted in a total of 84 articles that substantively address
privacy in the content of the article (articles with * in reference list or Online Appendix)
published in IJA (in print or online) between 1986 and 2021.

Historical overview of privacy-related articles in IJA

Figure 1 illustrates that the number of articles that address privacy increased over
time, with 52% being published since 2014, showing the growing importance of the
topic. The majority of the 84 articles (60%) mentions privacy only once (n=34, 41%),
twice (n=10, 12%) or three times (n=6, 7%). The word ‘privacy’ appears in five titles
(including two editorials), nine abstracts, and six keyword lists. Interestingly,
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Figure 1. Number of /JA articles addressing ‘privacy’ per year.

editor-in-chief Taylor has put privacy on the agenda by encouraging and discussing
research into privacy in 12 different editorials between 2009 and 2021. 17 articles
cover the construct elaborately, mentioning privacy more than ten times in their
content. Table 2 in the Online Appendix presents an overview of these articles includ-
ing their focus.

Our review of the 84 articles reveals that privacy is connected to many different
advertising formats and generally discussed in three ways: in the discussion of the
context of advertising (i.e. ethics and regulations), in connection to personal traits that
distinguish different consumers, and to explain advertising responses and effects.

Advertising formats

The studied advertising formats all involve the collection, extraction, and use of per-
sonal information. Early articles address privacy in the context of direct marketing
(i.e. one-to-one communication techniques, such as targeted mail, telephone calls, or
in-person solicitation; Hailey 1989; Fullerton and Nevett 1986; Korgaonkar, Karson,
and Lund 2001), SMS advertising (Barnes 2002; Carroll et al. 2007; Muk 2007), elec-
tronic word-of-mouth (Strutton, Taylor, and Thompson 2011; Chu and Kim 2011), and
social media advertising (Jung et al. 2016; Knoll 2016; Van Noort, Antheunis, and
Verlegh 2014).

With technological advancements and increased use of ‘big data; advertising strat-
egies have become more personalized, which is also reflected in the topics addressed
in relation to privacy, such as personalized promotions and recommendations (Kim,
Song, and Lee 2019; Puzakova, Rocereto, and Kwak 2013), online personalized adver-
tising (e.g. Bang et al. 2019; Ham 2017; Wottrich, Verlegh, and Smit 2017; Zarouali
et al. 2019), and location-based advertising (Jung and Heo 2022; Ketelaar et al. 2017).
The most recent formats include mobile advertising (Shin et al. 2020), programmatic
TV advertising (Malthouse, Maslowska, and Franks 2018), digital out-of-home adver-
tising (Lee and Cho 2019), synced advertising (Segijn and Voorveld 2021), augmented
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reality advertising (Uribe, Labra, and Manzur 2022), artificial intelligence in advertising
(Wu et al. 2022), and deepfakes (Kietzmann, Mills, and Plangger 2021). Additionally,
whereas privacy was connected to e-commerce in the context of consumer trust in
the online environment and safe credit card transactions in 2000 (Morrison and
Svennevig 2000; Morrison and Firmstone 2000), in 2022 it is discussed in the context
of artificial intelligence driven recommendation agents (Kim, Kang, and Bae 2022).

Privacy in context

In the broader context of advertising, privacy is addressed in relation to advertising
ethics and regulations. Throughout the years, IJA published several perspectives,
commentaries, and essays that address privacy in relation to advertising laws and
regulations, mostly focusing on data protection and consumers’ right to privacy (e.g.
Hailey 1989; Hoy, Childers, and Morrison 2012; Hondius 1986; Kassaye 1999; Morrison
and Firmstone 2000; Koslow and Stewart 2022). Regulations are sometimes combined
with a discussion of technological developments, such as security and data collection
on the internet (Kassaye 1999; Ranchhod 1998), programmatic TV advertising
(Malthouse, Maslowska, and Franks 2018), and digital media environments (Koslow
and Stewart 2022).

Several studies also emphasize that privacy invasion is a particularly important risk
for children, even if (self-)regulations try to protect them (e.g. Hoy, Childers, and
Morrison 2012; Shin, Huh, and Faber 2012; Shin et al. 2020; Zarouali et al. 2019).

Privacy-related consumer traits

Overall, studies report that consumers are worried about privacy invasions by com-
panies and have concerns about their privacy in the context of (online) advertising
(e.g. Morimoto 2021; Youn and Kim 2019). Privacy issues regarding advertising also
appear to play an important, negative role in consumer wellbeing (Gilbert et al. 2021).

Privacy is also connected to personal traits identifying various types of consumers
that respond to advertising differently. In the context of customer relationship man-
agement (CRM), Fletcher (2003) presented a privacy grid of different segments of
consumers varying in their privacy awareness and trust in companies. In the context
of eWOM, Bao et al. (2019) argued that children have different privacy needs
than adults.

The role of privacy in advertising effects

Research also addressed how consumer privacy concerns and attitudes can explain
advertising responses and effects. Several studies have shown that personalized adver-
tising — such as online behavioural advertising and location-based advertising - raises
privacy concerns and perceived risks (i.e. privacy infringement), which consequently
instigate ad avoidance and feelings of intrusiveness, and negatively influence adver-
tising outcomes (e.g. Ham 2017; Jung and Heo 2022; Morimoto 2021). These negative
responses can be mitigated or resolved by perceived personal relevance (Youn and
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Shin 2020), trust in the company (Jung and Heo 2022), and increasing consumer
control (Kim, Song, and Lee 2019).

Finally, research also combines the notions of traits and effects, by demonstrating
that the effects of advertising are dampened when people experience high(er) levels
of privacy concerns (e.g. Jung et al. 2016; Van Noort, Antheunis, and Verlegh 2014;
Wottrich, Verlegh, and Smit 2017).

Theories related to privacy

Theoretically, studies addressing privacy often rely on the privacy paradox, privacy
calculus model, and personalization(-privacy) paradox, all of which reflect the trade-off
of the benefits and risks of data-driven advertising. The privacy paradox involves the
discrepancy between consumers’ privacy concerns and actual privacy behaviour, for
instance when disclosing their information to advertisers or in response to campaigns
(see e.g. Van Noort, Antheunis, and Verlegh 2014; Wottrich, Verlegh, and Smit 2017;
Youn and Shin 2020). The privacy calculus model is used to understand how people
weigh the benefits and risks of (personalized) advertising (e.g. Jung and Heo 2022;
Segijn and Voorveld 2021; Youn and Shin 2020; Zarouali et al. 2019). Relatedly, the
personalization(-privacy) paradox reflects the common finding that data-driven adver-
tising can have positive and negative outcomes, as privacy risks and concerns coincide
with benefits such as personal relevance (e.g. Kim, Song, and Lee 2019; Morimoto
2021; Puzakova, Rocereto, and Kwak 2013; Youn and Kim 2019). Finally, several studies
used the persuasion knowledge model to investigate the relationship between con-
sumers’ knowledge of advertising tactics and their privacy concerns or privacy risk
perceptions (e.g. Ham 2017; Morimoto 2021; Youn and Kim 2019; Youn and Shin 2020).

Research agenda
Personalization in the public domain

With the continuous technological developments in data-driven personalization and
computational advertising, consumer privacy will remain an important issue in future
advertising research. One important development is the growing use of personalized
advertising in public spaces such as in-store personalization (Hess et al. 2020; Esch
et al. 2021) and digital out-of-home displays (Lee and Cho 2019). Digital out-of-
home displays can even be equipped with sensors and cameras to be able to
capture and record extensive information such as who is looking at the sign, for
how long and at what time of the day (Lee and Cho 2019). These personalization
formats are especially interesting as the personalization does not present itself on
personal screens (e.g. smartphones or laptops), but in public spaces, and thus is
visible to others. Such practices stimulate a debate about privacy on a much broader
level, in which consumers do not only worry about privacy invasions by companies
collecting and using their personal data, but also about others being able to see
personally targeted messages (social presence, see e.g. Hess et al. 2020). More
research is needed to understand how different stakeholders deal with personal-
ization in public spaces.
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Coping with privacy cynicism

Another important issue is privacy fatigue (Choi, Park and Jung 2018) or privacy
cynicism (Van Ooijen, Segijn and Opree 2022). Consumers increasingly feel that they
cannot control their personal information, feel powerless, and mistrust the platforms
and companies handling their data. As trust between companies and consumers is
critical (Malthouse and Li 2017), and trust influences people’s responses to advertising
(Jung and Heo 2022), it is vital to understand how consumer privacy cynicism devel-
ops and how this influences trust and advertising outcomes. Research could also
investigate how companies may handle privacy issues, mitigate privacy cynicism, and
improve trust, for instance by increasing transparency (Helberger et al. 2020).

Dealing with constraints to personalization

Finally, there are important developments that may even ban or limit personalized
advertising to the benefit of consumer privacy. Consumers may not continue to allow
their personal information to be used for the purpose of advertising (Koslow and
Stewart 2022) and the use of personal information may be more constrained by laws
and regulations protecting consumer privacy. Since the General Data Protection
Regulation (GDPR) in the EU, there have been worldwide developments in data pro-
tection regulations (see e.g. Harnowo 2021; Kourinian 2021; Page 2022). In addition,
big tech companies also focus more on consumer privacy: Apple now requires opt-in
consent before tracking users, and Google announced to eliminate third-party cookies
from its Chrome browser and to stop selling ads based on individuals’ browsing
activity across multiple websites (Kourinian 2021). Moreover, a draft of the Digital
Services Act (DSA) by the European Parliament even bans personalized advertising
based on sensitive information, such as information about a person’s health, religion,
or sexual orientation (Goujard 2022).

Dutch publisher NPO tested the effects of removing third party tracking and using
contextual targeting, which involves displaying specific ads based on the content of
the environment (e.g. content of the website or online video) or other contextual
factors such as the current time or weather. Their study showed that contextual tar-
geting was surprisingly effective, as it led to higher click through rates and revenues
than non-contextual targeting (Ryan 2020). This example proves the possible benefits
of contextual targeting to present relevant ads without using personal data. If these
developments continue, future research should examine the effects of other ways of
targeting, such as contextual targeting, to find other effective solutions for advertisers
that do protect consumer privacy.
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