UNIVERSITY OF AMSTERDAM
X

UvA-DARE (Digital Academic Repository)

Equilibrium-based voting
A strategy for electing service providers in P2P E-learning
Eid, S.; Kismihok, G.; Mol, S.T.

DOI
10.1109/ITHET46829.2019.8937337

Publication date
2019

Document Version
Final published version

Published in
ITHET 2019: 2019 18th International Conference on Information Technology Based Higher
Education & Training

License
Article 25fa Dutch Copyright Act

Link to publication

Citation for published version (APA):

Eid, S., Kismihdk, G., & Mol, S. T. (2019). Equilibrium-based voting: A strategy for electing
service providers in P2P E-learning. In ITHET 2019: 2019 18th International Conference on
Information Technology Based Higher Education & Training: September 26-27, 2019,
Magdeburg, Germany (pp. 251-257). IEEE.
https://doi.org/10.1109/ITHET46829.2019.8937337

General rights

It is not permitted to download or to forward/distribute the text or part of it without the consent of the author(s)
and/or copyright holder(s), other than for strictly personal, individual use, unless the work is under an open
content license (like Creative Commons).

Disclaimer/Complaints regulations

If you believe that digital publication of certain material infringes any of your rights or (privacy) interests, please
let the Library know, stating your reasons. In case of a legitimate complaint, the Library will make the material
inaccessible and/or remove it from the website. Please Ask the Library: https://uba.uva.nl/en/contact, or a letter
to: Library of the University of Amsterdam, Secretariat, Singel 425, 1012 WP Amsterdam, The Netherlands. You
will be contacted as soon as possible.

UVA-DARE is a service provided by the library of the University of Amsterdam (https://dare.uva.nl)

Download date:10 Mar 2023


https://doi.org/10.1109/ITHET46829.2019.8937337
https://dare.uva.nl/personal/pure/en/publications/equilibriumbased-voting(e0ffbed0-42e0-4a2c-8e91-05d7f68b9912).html
https://doi.org/10.1109/ITHET46829.2019.8937337

Equilibrium-Based Voting : A Strategy for Electing
Service Providers in P2P E-Learning

Shereif Eid
Learning and Skills Analytic Group
Leibniz Center for Science and
Research (TIB)
Hannover, Germany
shereif.eid@tib.eu

Gabor Kismihok
Learning and Skills Analytic Group
Leibniz Center for Science and
Research (TIB)
Hannover, Germany

Stefan T. Mol
Amsterdam Business School
University of Amsterdam
Amsterdam, The Netherlands
S.T.Mol@uva.nl

gabor.kismihok@tib.eu

Abstract—Filtering  trusted learning resources s
paramount for a successful P2P e-learning future. Unlike
centralized systems which feature a centralized authority that
maintains reputation values of all users in the system, in
decentralized P2P networks, the popular approach is using a
decentralized mechanism to achieve global estimates of peers’
reputations. While decentralized reputation systems solve part
of the problem, there is still the well-known problem of
manipulating reputation systems and voting mechanisms to
achieve selfish objectives or satisfy malicious intent. In the
context of P2P e-learning, interacting with untrustworthy
service providers, i.e. manipulative or cheating nodes, may
suppress the e-learning process. We approach this problem by
presenting an upgrade of reputation-based voting mechanisms,
called equilibrium-based voting (EquiVote).We show by
empirical analysis that our approach achieves verification and
correctness of erroneous reputation values, caused by pre-
election manipulation activities, at the time of electing learning
service providers in P2P e-learning environments.

Keywords— P2P E-Learning,
Consensus, Multi-Agent Systems

Reputation and Trust,

I. 1 INTRODUCTION

‘E-learning’, ‘online learning’, ‘online collaborative
learning” are terms which are interchangeably used
nowadays to refer to learning activities which take place
through web-enabled technology such as social networking
sites, online learning environments, P2P networks, or even
mobile-based applications [1]. The rise in popularity of
these tools among digital age learners, and the pressure they
impose on the educational community is creating an
unprecedented transmission from bureaucratic into loose,
democratic, and hybrid educational paradigms which
integrate formal and informal learning methods [2-4].
Therefore, e-learning tools now form the backbone of new
dynamic learning models which foster collaboration and
student engagement, and enhance knowledge acquisition
through online channels .In fact, many nonconventional
models of learning that are based on enhanced technology
have lately been developed which all revolve around
encouraging students to adopt a proactive behavior, i.e. to be
active participants rather than merely being passive
recipients [4]. Some models in practice have introduced
significant changes to the educational process, such as the
flipped classroom model, wherein tutoring takes place
outside classroom hours through social media [5].Other
models have extended traditional personal learning
environments, used by many formal institutions nowadays
such as blackboards, to integrate informal social learning

spaces for students to collaborate with online peers and
aggregate information across social networks [2]. These
modern, decentralized modes of learning encourage students
to seek collaborative environments to leverage collective
intelligence and to use the experience of peers. Moreover,
modern approaches for e-learning employ autonomy and
artificial intelligence by integrating software agents with
intelligent tutoring systems. Software agents can act as
personalized assistances and social companions, and they
are able to collaborate to solve complex problems such as
filtering learning resources according to learners’
preferences. In P2P e-learning, software agents act on behalf
of human users and they learn about their interests and
preferences [6-10]. More importantly, they act as a mediator
between different users to preserve users’ privacy and
protect their sensitive information from being revealed [11].

The architectural basis of agent-based distributed e-
learning in general is a P2P networking architecture because
P2P networks are collaborative in their nature. In P2P e-
learning, different educational stakeholders collaborate, and
they interact in an asynchronous manner. One of the most
challenging problems in P2P e-learning is filtering trusted
content and choosing among learning service providers. In
P2P  e-learning, communication is  unstructured,
asynchronous, and massive, and moreover, agents deal with
‘total strangers’ [12] on regular basis, i.e. those that they
have never met in the past. Moreover, P2P networks are
usually open; new peers usually enter or leave the network,
and while agents share a common collaborative goal there is
uncertainty about their intent. For example in P2P e-learning
societies, peers may register as either service providers or
service clients depending on their competencies [11].
Therefore, some learning service providers may seek
publicity by gaining more transactions while not holding the
required qualifications to provide the service. This is
generally a problem in agent-based P2P networks, for
example in e-commerce getting more transactions means
engaging in more trade deals and making more profit [12].
Therefore, myriads of works in collaborative multi-agent
systems (MAS) and P2P networks present various models
and implementations of voting mechanisms that are coupled
with decentralized reputation systems to address two main
problems: 1.The heterogeneity of resources which are
difficult to map to users’ interests and preferences, given the
large number of participants 2.The great uncertainty
involved with respect to interactions in such massive and
fully distributed virtual environments where agents cannot
fully confirm the intent of their counterparts or validate the
quality of the services they provide.
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Unfortunately, studies have shown that building trust,
through decentralized modes, is still not sufficient to treat
the aforementioned problems [12-15]. The intelligence
embedded in software agents motivates those with bad
intentions to perform strategic attacks to manipulate the
outcomes of reputation systems and voting mechanisms.
Cheating agents usually seek to boost their reputations or
the reputation of their friends (in case of coalitions).This
problem has been rising lately in many online reputation
systems where reputation values are used as means of voting
for quality service providers. In P2P e-learning, fraudulent
manipulation of reputation values and/or user votes means
dealing with untrustworthy learning resources which may
suppress the e-learning process. Indeed, this paper presents a
novel reputation-based voting mechanism based on two
equilibrium reaching mathematical manipulation strategies
for conducting positive and negative votes. Our mechanism
is supported by consensus reaching protocols in the context
of service selection in P2P e-learning networks. We show by
empirical analysis that our approach achieves the following:
cumulative

1. Verification and correctness of

reputation values gathered based on services
provisioned in the past.

2. Strategy by demonstrating how
equilibrium is achieved when positive and negative
votes are fairly distributed among voters.

validation

In the next section we provide an overview of the technical
background and related work. Section III provides a case
study which explains the basis of our work. Sections IV and
V describe our approach, our main arguments, and
reliability requirements. Sections VI and VII present our
simulation results, analysis, and evaluation. Finally, section
VIII concludes the paper.

II. 2 BACKGROUND AND RELATED WORK

Voting mechanisms are used to facilitate collective decision
making in online environments and to filter resources based
on their qualities. Voting is based on the reputation of
resources or service providers with respect to services
provisioned in the past. In online environments they are
often integrated with reputation systems such that entities
with the highest number of ratings are the most reputable,
thus, they are the most recommended. Filtering resources
based on reputation values assigned in the form of user
ratings is common in online systems and social networking
sites such as Amazon, EBay, Facebook, and YouTube. In
such systems, users provide star ratings, likes, or share
contents based on their personal experiences, and these
ratings are aggregated into cumulative index of its
reputation. This is also the case in some e-learning
environments such as the PLEM architecture [17] where
total votes are simply the total number of positive user
actions associated with a certain learning resource. For
example, in PLEM, such actions may include commenting,
liking, rating, and sharing. [17]. In the end, total votes are

counted and learning resources are ranked based on the
cumulative number of positive actions [17]. What the
aforementioned examples have in common is that reputation
values are stored in a centralized manner, and moreover,
trust is based on a subjective decision making such that
users simply choose resources with the highest number of
votes.

However, in P2P and distributed systems, there is no
centralized authority that could store reputation values of all
users in the network or, for example, manage a centralized
voting mechanism. Moreover, agent nodes are bounded in
the number of direct interactions they can have with other
nodes in the network. When it comes to agent-based e-
learning, some work in the field (see for example [9] and
[18]) relies on the intelligence of autonomous agents to
learn about their human owners’ preferences and interests to
predict future decisions. In the work of [18] for example, in
the initial phases of their presented voting mechanisms,
students manually vote for courses while software agents
learn their selection preferences and use these in later stages
to predict future course selections or course cancellation.
Other researchers have used a topology-based approach to
filter learning resources based on user preferences, for
instance in the proposal of [11], software agents form an
overlay network of users with similar properties, i.e. similar
interest. Note that in the latter example no reputation
mechanism was used, therefore, the authors based their
work on the general assumption that all nodes in the
network exhibit ‘honest behavior’ [11].

The goal of decentralized reputation systems therefore is
gathering objective measures of the trustworthiness of
participants in distributed networks .Reputation systems
exploit the property of ‘conditional transitivity’ of trust [19],
which implies that the more aggregated peer opinions about
the trustworthiness of an agent, the higher the probability
that an agent is trustworthy in future interactions. ‘Trust
aggregation’ is another term that is commonly used to refer
to the dissemination of reputations, witness information, or
recommendations. In P2P and multi-agent societies, trust
can be defined as the evaluation of an agent with respect to a
service provisioned in the past [20]. These evaluations help
predict agents’ future behavior, thus, they help agents decide
who to choose for future interactions [20]. Reputation
systems aggregate evaluations and feedback information
from participants to facilitate the sharing of experiences and
create  reciprocal  relationships  between  agents.
Consequently, reputation is an important source of
information for agents. Indeed, where direct experience has
not yet been acquired, trust is primary based on others’
experiences, in other words, referrals from others [21].In
this fashion, reputation systems overcome the dependability
on direct interactions.

Decentralized reputation systems are particularly intended
for P2P and distributed networks wherein social interactions
among large numbers of agents feature great uncertainty.
Due to the large numbers of agents in P2P networks, it is
more likely that agents will interact with those that they
have never met in the past. While agents collaborate to
reach a common goal, such as a particular learning
objective, they usually have their own selfish intent. In the
best scenarios, agents do perform honestly within P2P
networks yet merely cheat on occasional situations. In the
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worst cases, agents only join P2P networks to execute a
malicious plan. In reputation systems, dishonest agents aim
to increase their reputation values or the reputation of their
friends (for example, in the case of coalitions), or degrade
the reputation of others. In voting mechanisms the same
behavior applies and dishonest agents seek to manipulate the
outcomes of the election process for their own benefit. The
popular approach in decentralized reputation systems is
maintaining a local value which reflects agent j’s
trustworthiness in the eyes of agent i , this could be based
on any trust model. Then agent i attempts to achieve a
global reputation value of agent j which reflects the best
estimate of the average reputation of j among all
participants. This is the case in EigenTrust [15] for example,
and its improved versions [16], and in consensus reaching
reputation systems such as gossip-based trust presented in
[12].EigenTrust relies on a probabilistic model where agent
[ iterates the network with a probability 7;; for the reputation
of agent j, and after a number of n iterations, it will most
likely arrive at a reputable node.

Consensus reaching algorithms, in particular gossip-based
trust has proved to be more robust to faults, with faster
(exponential) conversion rates, thus, more efficient in
aggregating trust values from all nodes in the network. This
means that gossip-based trust is faster and more accurate in
achieving global reputation values. Both of these
approaches, EigenTrust and gossip-based trust normalize
local reputation values to the range [0,1] to limit
manipulating reputation values to very high or very low
figures. However, [12] have shown through their test attack
strategies that there exist mathematical-based manipulation
strategies, which can possibly inflate reputation values yet
keep them in the legal range [0, 1].

III. THE CONCEPT OF FLUCTUATING REPUTATION — A CASE
STUDY

Equilibrium-based voting is based on the idea that , given an
online social community ,at the time of running elections to
select among service providers , or specific resources , the
publicity of these resources change , and therefore there
reputation values fluctuate. For instance, consider any
digital learning culture which provides educational or
tutoring videos such as YouTube Learning or TED, we
assume that users vote by liking the content. Let’s say that at
any time t , the reputation ,r, of any content ¢ is the
difference between the number of likes and the number of
dislikes. Moreover, we assume that we run an election
process, for electing quality service providers in a certain
educational context such as Modern History. If the election
process starts at time t whereas it ends at time t + 1, then
we say that at time t + 1 the new reputation of content c is
r', and it could be the case that v > 1’ or the vice versa for
many reasons. We argue that r' is the corrected value of r,
i.e. r' is the more accurate value for the reputation of
content ¢ , at least for the sole purpose of the elections. The
case described in the previous example is simpler than the
problem we intend to address because there is a central
authority which stores reputation values and user votes. In
our context , this is not the case in P2P e-learning

environments , but in the next section we will describe our
equilibrium-based voting mechanism which achieves two
main properties : 1.Use the consensus phenomenon through
running the Push-Sum gossip protocol to agree on a global
reputation value for content ¢ ( or the service provider
which provides the content).2.The aggregated reputation
value is manipulated by two fair , equilibrium reaching
mathematical strategies for conducting positive and negative
votes.

IV. 3 EQUILIBRIUM-BASED VOTING

The goal of gossip-based algorithms is to aggregate values
such as sums and averages and to compute functions out of
those values in a decentralized way. The approach stemmed
from the work of Frieze and Grimmet [22] where they
demonstrated the telephone call problem. The problem is
inspired by human social interactions when a group of
people spread rumours across the same place. If we assume
a uniform gossip, in each time step, a person who knows the
rumour spreads it to another person chosen at random. The
upper bound on the gossiping process is identified by the
number of time steps required such that everyone knows the
rumour.

The push-sum protocol, due to Kempe et al [23], inherits
all the properties of such a uniform gossip, and is a
favourable alternative to Laplacian-based consensus
algorithms; in addition it has proved to be efficient. Its
central notion is the aggregation of gossips from nodes in a
network. As illustrated in algorithm (1), nodes aggregate
pairs of sums and weights at every step time t, those pairs
are used to compute a close estimate of the average of all the
values stored at all nodes. Therefore, at any time t, a pair of
a sum s;; and a weight w, ; are buffered at each node i. The
sum is initialized to s ; := x;, and the weight is initialized to
wp; = 1. At time 0, it sends the pair (st,i, Wt’i) to itself, and
in each subsequent time t > 0, each node i follows the
protocol given in Algorithm (1).

Algorithm 1 Protocol Push-Sum [23]

1: Let {(8,, W,.)} be all pairs sent to i in round ¢t — 1
Let s:= Xp 8, Wei i= X Wy
Choose a target f; (i) uniformly at random

2:
3:
4: Send the pair (% Stis %Wt_i ) to f:(i) and i (myself)
5:

% is the estimate of the average in step t
ti

Prior to any interaction, agent i can run the push-sum
algorithm for as many rounds as it wishes, and as it takes to
achieve a certain level of accuracy. The level of accuracy is
controlled through identifying a threshold for the
aggregation error. The more accuracy claimed, the smaller
should be the identified threshold, and the more steps
required. The aggregation error is the distance between the
local value and the global value computed at each round of
running the protocol. Therefore, it is defined as the absolute
difference between 1; and 7; as follows [12]:

1
T'l'j——z T'k|S €
| n k
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Bachrach et al. [22] have built on the advantages of the
push-sum to distribute reputation in decentralized reputation
systems. In this case, the state value x; can represent the
local reputation value of any agentj. So for example, we
can assume that r;;= x; is the reputation of agent j stored by
agent i.In other words, it is agent j’s trustworthiness as
inferred by agent i. In our context, regardless of the trust
model used to infer trust, or the data management scheme
that is used for achieving global reputation values, we use
the push-sum gossip protocol as a temporary mechanism at
the time of elections to distribute votes across the network.
However, our mechanism is not decoupled from local
reputation values whether they are acquired by each node
based on direct experiences or recommendations from other
agents in the network. Rather we use it to launch temporary
elections at the time of selecting among learning service
providers.

The main objective of our voting mechanism is to reach an
agreement between all nodes i about the reputation of each
node j at the time of running the elections. This is not
different from traditional one dimensional voting systems
discussed earlier where user ratings determine the ranking of
products and services. Yet we modify the voting mechanism
to suite the fully distributed architecture of P2P e-learning
environments. In traditional systems, users know which
service has gathered the most votes but in P2P networks,
indeed, we need a reliable mechanism to allow any agent
i to get the best estimate of the reputation of any agent j, or
the best estimate of its ranking among other peers at the
time of the election. In the same time, we keep in mind that
this ranking should be linked with a high probability to the
reputation of agent j with respect to services provisioned in
the past. Therefore, any agent i who needs to identify the
best learning service providers in the system launches the
election process through running the push-sum gossip
protocol.

V. RELIABILITY REQUIREMENT :MODELLING CONSENSUS

In every step of the gossip aggregation, the state of the
process, let it be k, is updated to be k + [,where [ is the
number of new agents who know the rumour, and there is an
upper bound on n identified by :

Sp = min{i:Y; = n}

Where Y; is the state of the process after step i such that
Yo =1, and S,, is the upper bound on the number of steps
required until every agent knows the rumour. There are two
important behaviours in this process [22]; an asymptotic
behaviour, and a deviation estimate at the final step Y; =
n . The former qualifies this process to be a consensus
process. The latter can be used to identify the acceptable
accuracy required to end the process. In this sense, gossip-
based algorithms are robust to faults [12, 23] because they
self-stabilize their aggregated values. In other words, the
effect of faulty nodes and erroneous propagations are
masked by the interactions of valid ones. They are scalable
because they need not be managed by a central authority.

They are stable against stress and disruption, and they are
simple to implement [23].

In agent society, consensus is defined as reaching an
agreement about a quantity that interests all agents and
which has a dependency relation to the state of each agent
[24]. A consensus protocol defines the rule of interaction
[24], and is required to fairly reach the state of consensus.
Consensus is highly important in the coordination of
cooperative work in MAS [25]. As the aforementioned
definition indicates, this general agreement is required to be
reached particularly on the coordination data, which means
that the coordination data must eventually asymptotically
converge to an agreed on value [25]. To add more highlight,
according to Ren et al [25], researchers have summarized
consensus protocols in discrete time. What we focus on here
is that the general agreement is said to be achieved between
a group of agents if ||x; — x;j|| > 0 ast — o,Vi # j[31].
Where x; and X; are the states of agent { and agent j.We
refer to this as the consensus requirement. The state of each
agent is represented by the data to be coordinated between
agents.

Assuming that it is efficiently implemented, and under
normal conditions, the push-sum protocol guarantees the
efficient aggregation of values from all nodes in a network.
This has been demonstrated in previous experiments.
Analysis has also shown that the push-sum has an
exponential conversion rate [12, 23]. However, the error
threshold plays a crucial role in identifying the rate of
conversion to the global reputation value. The rate of
conversion in turn depends on the speed of diffusion of
r;; through the network. Therefore, the more accuracy
requested, the more push-sum steps are required, therefore
U(n, g, 8) represents also an upper bound on consensus
time; the number of time steps required for all nodes to
reach a consensus agreement.

A. Voting Strategy

A number of strategies have been introduced in the literature
for manipulating reputation or voting systems. These
strategies were used to test reputation systems robustness to
attacks or to identify vulnerabilities. It is known that
normalizing local values to a narrow range limits the effect
of manipulation attacks because they add a constraint on the
outcome of reputation systems [15], for example, if the
range is [0,1], as in our case , any manipulation attempt that
pushes the final aggregate (global reputation value) beyond
the range is easily detected [12,15]. Out of the strategies in
the literature, Bachrach et al [12] have introduced a
strategy which they call Strategyll .This strategy, Strategyll,
is an elegant mathematical strategy because regardless of the
inflation ratio the final aggregate is always in the range [0,
1]. We were interested to use Strategyll as a strategy for
conducting positive votes for a specific learning service
provider, given that we use a reputation-based voting
mechanism. Many voting mechanisms only count or
aggregate positive votes and discard negative votes from the
final count. Other approaches consider no vote as a negative
vote and for example assign a value of 1 to a positive vote

Authorized licensed use limited to: Universiteit van Amsterdam. Downloaded on April 29,2021 at 09:19:10 UTC from IEEE Xplore. Restrictions apply.



and a value of 0 to a negative vote such that no voting does
not really affect the outcome of elections. While
reproducing the simulation of Strategyll, we noticed that as
the numbers of positive voters increase, the reputation of
agent j is inflated to a large value. While it always holds that
the reputation of agent j is still in the legal range [0, 1], the
great increase in the reputation of agent j at the time of
running the election is unrealistic from a probabilistic point
of view. Therefore, we were interested to develop a strategy,
which we call Strategylll for reversing the inflations made
by Strategyll, and to bring r;; back to its normal value. The
argument this paper makes is; within a decentralized
reputation system, when positive and negative votes are
fairly distributed among voters, if two manipulation
strategies ,when simultaneously executed, feature the
capability of achieving equilibrium, then they qualify to
construct a seamless reputation-based voting mechanism
with verification and correctness property such that ; after
completing the election process, the new global reputation
values are the best corrected estimates of reputations with
respect to services provisioned in the past, and the effect of
pre-election manipulation is reversed. Next, we describe
both strategies, Strategyll and Strategylll as follows

e Strategyll [12]: i™ ensures that 7;;, for any i,
converges to a value that is at most 1. For specific
proportion of time, the manipulator i™ sets the
evaluation of 7;; to be 1. So, for each round t =
1, ... T,i™ sets s¢ ym == Wy ym.

e Strategylll: for a specific proportion of time t < T

i Z;fr , and n>0.In other
words, at time t , i™only aggregates a proportion
of the sums buffered in the previous time ¢t — 1.
Using this strategy, it always holds that r;; € [0,1].

More specifically, it always holds that 7;; > 0 .

updates s;; to be

E

In our context , any node i that is conducting positive votes
for agent j runs Strategyll for 100 % of the time , and on
the contrary, if node i is negative votes for agent j , then it
runs Strategylll for 100% of the time, i.e. during the full
duration of running the election process. Moreover, the
algorithm stops at time ¢ when the consensus requirement is

satisfied and it holds that at any time t" > t,[r;; — %Zk 7| <
€. Note that, in Strategylll, the exponent n controls the
intensity of this strategy. However, we prefer to leave it
unidentified for freely controlling the intensity of StrategylIl

for simulation purposes.

VI. ANALYSIS

The first step towards our analysis of EquiVote is to validate
the reliability of the simulation framework through
measuring the performance of our implementation of the
push-sum protocol. Our implementation of the push-sum
shows very good results with respect to consensus and
gossip requirements. Meaning that we satisfy the basic
consensus requirement ||x; — x;|| > 0 as t > ©,Vi#j .
Figure (1) shows gossip stages required for conversion
under different error thresholds. With respect to reliability,

our results demonstrate faster conversion rates for some
groups than some results presented in the literature [26].
Moreover, our results demonstrate the ideal scalability
expected when executing a uniform gossip. In particular, our
program is characterized by 0% conversion overhead for
any number of participants. Indeed, in a real-life situation
there could be communication overheads and the possibility
of message loss. But for simulation purposes, the general
performance and scalability results of the framework is ideal
for experimentation, and is satisfactory to build on and
proceed to simulate and analyze our voting strategies.

Gosslp Cycles

20
b ._.
o U
0.01 0.001 0.0001

Threshold

M =100 M n=1000 n=10000

Fig. 1. Gossip cycles required for different error thresholds.

A. Manipulation Test

Both strategies, Strategyll and Strategylll, have vigorous
behaviours when used as manipulation strategies, i.e. when
either one of them is disabled. However, this also depends
on the number of voters (manipulators in this case). We
tested both strategies in different settings; with different
sizes of agent networks, variable error thresholds, and many
different values for the number of positive votes. For
example, for a network of size 100 agents , when 10% of the
nodes adopted either Strategyll or Strategylll, the
aggregation error was approximately in the range [0.23 —
0.29].A sample of the result of this experiment, in addition
to the program interface, are illustrated in Figures (2) and
(3). In the previous example, Strategyll caused an inflation
with an aggregation error +0.29, while Strategylll caused a
deflation with an aggregation error —0.23.Note that in our
simulation we chose n=2 , but higher values could increase
the deflation effect such that the absolute difference between
aggregation errors caused by both strategies diminishes.

However, the joint effect of both strategies nearly
illustrates a mirror reflection if analysed with the signed
value of the aggregation error as shown in Figure (4).

B.  Strategy Validation — Simulation of EquiVote

For the purpose of our analysis, we launched many active
sessions of the program. All sessions used a fixed number of
agent nodes (100 agents for each). We grouped our program
sessions into three groups, in the first group, voters only
conducted positive votes using Strategyll , while in the
second group, voters only conducted negative votes using
Strategylll. In the third group, positive and negative votes
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Fig. 2. Strategyll when adopted by 10% of the nodes, network of size
100 agents, threshold=1E-5.
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Fig. 3. StrategylIll when adopted by 10% of the nodes, network of size
100 agents, threshold=1E-5.

were fairly distributed among voters. In all three groups we
used various numbers of voters and different error
thresholds. However, at fixed interval of time steps we
halted the voting protocol and recorded the aggregation
error against the number of time steps during which voting
was active. Finally, we measured the average aggregation
error versus the number of time steps for all groups. A
sample of the results is illustrated in Figure (5).Our
experiment showed that, regardless of the error threshold or
the number of rounds, when the number of positive votes is
approximately equal to the number of negative votes there is
a state of equilibrium, such that the effect on the reputation
value 7;; is very slight.

VII. EVALUATION

The argument this paper makes is that if two manipulation
strategies are able to achieve equilibrium under a fair setting
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-
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—a— Strategyll —a— Strategylll

Fig. 4. Strategyll and Strategylll when adopted by 10% of the nodes,
network of size 100 agents, threshold=1E-5.

wherein positive and negative votes are equally distributed
among voters , then both strategies can constitute a
reputation-based voting mechanism with verification and
correctness properties such that ; after completing the
election process, the new global reputation values are the
best corrected estimate of reputations with respect to
services provisioned in the past, and the effect of pre-
election manipulation is reversed .We have seen in our
demonstration how manipulations can exhibit vigorous
behaviours and cause great inflation or deflation of global
reputation values. Yet we have also demonstrated the
capability of EquiVote to reverse manipulation effects and
bring global reputation values back to approximately a best
estimate of their original values, given pre-election
manipulation activities in the system.

0.6

0s /

0.2

Aggregation Error

0.0

Percentage (%] of Voters

—a— Strategyll —a— Strategylll

Equivote (Equilibrium State)

Fig. 5. Equilibrium-Based Voting in a network of 100 agents.

VIII. CONCLUSION

Achieving ‘trust’ among participants is not a matter of
choice in a P2P e-learning environment. Yet it is a crucial
requirement in a digital learning society which intends to
empower learners and influence their future perspectives.
This task in P2P networks is not a simple task due to the
heterogeneity of resources and the large numbers of
participants in such a huge virtual community. Despite the
efficiency of some decentralized reputation systems in
achieving global objective measures of peers’ trust, the
intelligence embedded in software agents enhance
manipulation attacks performed by selfish or malicious
nodes. Therefore, this paper has presented an upgrade of
reputation-based voting mechanisms called equilibrium-
based voting (EquiVote) which is based on two equilibrium
reaching mathematical strategies. We have proved by
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empirical analysis that our approach exhibits strong
verification and correctness properties at the time of electing
learning service providers. In particular, we have
demonstrated how EquiVote exploits the consensus
phenomenon to correct erroneous reputation values caused
by pre-election manipulation activities. In future research,
we plan to search for more strategies to explore the trusted
boundaries of EquiVote within more vigorous manipulation
activities.
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