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A fundamental task in modern cryptography is the joint computation of a function which has two
inputs, one from Alice and one from Bob, such that neither of the two can learn more about the other’s
input than what is implied by the value of the function. In this Letter, we show that any quantum protocol
for the computation of a classical deterministic function that outputs the result to both parties (two-sided
computation) and that is secure against a cheating Bob can be completely broken by a cheating Alice.
Whereas it is known that quantum protocols for this task cannot be completely secure, our result implies
that security for one party implies complete insecurity for the other. Our findings stand in stark contrast to
recent protocols for weak coin tossing and highlight the limits of cryptography within quantum
mechanics. We remark that our conclusions remain valid, even if security is only required to be
approximate and if the function that is computed for Bob is different from that of Alice.
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Traditionally, cryptography has been understood as the
art of “‘secret writing,” i.e., of sending messages securely
from one party to another. Today, the research field of
cryptography comprises much more than encryption and
studies all aspects of secure communication and computa-
tion among players that do not trust each other, including
tasks such as electronic voting and auctioning. Following
the excitement that the exchange of quantum particles may
allow for the distribution of a key that is unconditionally
secure [1,2], a level of security unattainable by classical
means, the question arose whether other fundamental cryp-
tographic tasks could be implemented with the same level
of security using quantum mechanical effects. For oblivi-
ous transfer and bit commitment, it was shown that the
answer is negative [3,4]. Interestingly, however, a weak
version of a coin toss can be implemented by quantum
mechanical means [5].

In this Letter, we study the task of secure two-party
computation. Here, two mistrustful players, Alice and
Bob, wish to compute the value of a classical deterministic
function f, which takes an input u from Alice and v from
Bob, in such a way that both learn the result of the
computation and that none of the parties can learn more
about the other’s input, even by deviating from the proto-
col. As our main result, we show that any quantum protocol
which is secure against a cheating Bob can be completely
broken by a cheating Alice. Formally, we design an attack
by Alice which allows her to compute the value of the
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function f for all of her inputs (rather than only a single
one, which would be required from a secure protocol).

Our result strengthens the impossibility result for two-
sided secure two-party computation by Colbeck, where he
showed that Alice can always obtain more information
about Bob’s input than what is implied by the value of
the function [6]. In a similar way, we complement a result
by Salvail et al. [7] showing that any quantum protocol for
a nontrivial primitive necessarily leaks information to a
dishonest player. Our result is motivated by Lo’s impossi-
bility result for the case where only Alice obtains the result
of the function (one-sided computation) [8]. Lo’s approach
is based on the idea that Bob does not have any output;
hence, his quantum state cannot depend on Alice’s input.
Then, Bob has learned nothing about Alice’s input, and a
cheating Alice can therefore still change her input value
(by purifying the protocol) and thus cheat.

In the two-sided case, this approach to proving the
insecurity of two-party computation fails as Bob knows
the value of the function and has thus some information
about Alice’s input. In order to overcome this problem, we
develop a new approach. We start with a formal definition
of security based on the standard real-ideal-world para-
digm from modern cryptography. In our case of a classical
functionality, this definition guarantees the existence of a
classical input for Bob in the ideal world, even if he is, in
the real world, dishonestly purifying his steps of the pro-
tocol. Since real and ideal are indistinguishable for a secure
protocol and since a purification of the classical input
cannot be part of Bob’s systems, Alice can now obtain a
copy of this input by applying a unitary—constructed with
help of Uhlmann’s theorem—to her output registers and,
henceforth, break the protocol.

We wish to emphasize that the above conclusion remains
valid if the protocol is not required to be perfectly secure

Published by the American Physical Society
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(nor perfectly correct). More precisely, if the protocol is
secure up to a small error against cheating Bob, then Alice
is able to compute the value of the function for all of her
inputs with only a small error. Since the error is indepen-
dent of the number of inputs that both Alice and Bob have,
our analysis improves over Lo’s result in the one-sided
case. In fact, our results apply to this case since, more
generally, they remain true should Bob receive the output
of a function g, different from Alice’s f, as a careful look at
our argument reveals.

Security definition.— Alice and Bob, at distant locations
and only connected with a quantum channel, wish to
execute a protocol that takes an input u# from Alice and
an input v from Bob and that outputs the value f(u, v) of a
classical deterministic function f to both of them. Since
Alice does not trust Bob, she wants to be sure that the
protocol does not allow him to extract more information
about her input than what is implied by the output value of
the function. The same should be true if Alice is cheating
and Bob is honest. Whereas for simple functions this
intuitive notion of security can be made precise by stating
a list of security requirements for certain quantum states
of Alice and Bob, such an approach seems very compli-
cated and prone to pitfalls for general functions f, in
particular, if we want to consider protocols that are only
approximately secure. We therefore follow the modern lit-
erature on cryptography where such situations have been in
the center of attention for many years (cf., zero knowledge,
composability) and where a suitable notion of security,
known as the real-ideal-world paradigm, has been firmly
established.

In this paradigm, we first define an ideal situation in
which everything is computed perfectly and securely and
call this the ideal functionality. Informally, a two-party
protocol is secure if it looks to the outside world just like
the ideal functionality it is supposed to implement. More
concretely, a protocol is deemed secure if for every adver-
sarial strategy, or real adversary, there exists an ideal
adversary interacting only with the ideal functionality
such that the execution of the protocol in the real world
is indistinguishable from this ideal world. If such a security
guarantee holds, it is clear that a secure protocol can be
treated as a call to the ideal functionality, and hence, it is
possible to construct and prove secure more complicated
protocols in a modular fashion. See Refs. [9-15] for further
information about this concept of security in the context of
classical and quantum protocols, respectively.

There exist different meaningful ways to make the above
informal notion of the real-ideal-world paradigm precise.
All these notions have in common that the execution of the
protocol by the honest and dishonest players is modeled by
a completely positive trace-preserving (CPTP) map.
Likewise, every ideal adversary interacting with the ideal
functionality is composed out of CPTP maps modeling the
pre- and postprocessing of the in- and outputs to the ideal

functionality (which is a CPTP map itself). A desirable
notion of security is the following: for every real adversary
there exists an ideal adversary such that the corresponding
CPTP maps are (approximately) indistinguishable. The
natural measure of distinguishability of CPTP maps in
this context is the diamond norm, since it can be viewed
as the maximal bias of distinguishing real and ideal world
by supplying inputs to the CPTP maps and attempting to
distinguish the outputs by measurements (i.e., by interact-
ing with an environment). This rather strong notion of
security naturally embeds into a composable framework
for security in which also quantum key distribution can be
proven secure (see, e.g., Ref. [16]).

Since our goal is the establishment of a no-go theorem,
we consider a notion of security which is weaker than the
above in two respects. First, we do not allow the environ-
ment to supply an arbitrary input state but only the purifi-
cation of a classical input (see definition of p vz below),
and second, we consider a different order of quantifiers:
instead of ““V real adversary 3 ideal adversary V input, the
output states are indistinguishable” as a security require-
ment we only require “V real adversary V input 3 ideal
adversary, the outputs states are indistinguishable.” This
notion of security is closely related to notions of security
considered in Ref. [13,15] and is further discussed in the
Supplemental Material [17].

We will now give a formal definition of security.
Following the notation of Ref. [15], we denote by A and
B the real honest Alice and Bob and add a prime to denote

dishonest players A’, B’ and a hat for the ideal versions A,

B. The CPTP map corresponding to the protocol for honest
Alice and dishonest Bob is denoted by 77 g/. Both honest
and dishonest players obtain an input, in Alice’s case u
(in register U) and in Bob’s case v (in register V) drawn
from the joint distribution p(u, v). The output state of
the protocol, augmented by the reference R, takes the
form idg ® ma g/ (pyyr), Where pyyg is a purification of
2P, V) u)ulyluXoly.

Since we are faced with the task of the secure evalu-
ation of a classical deterministic function, we con-
sider an ideal functionality F which measures the
inputs in registers U and V and outputs orthogo-
nal states in registers X and Y that correspond to the
function values. Formally, F(lu)u!|zlv)v'ly) =
8w Oy, V)f(u, V)5l f(u, v)Xf(u, v)|y, where &
denotes the Kronecker delta function. When an ideal
honest A and an ideal adversary B’ interact with the ideal
functionality, we denote the joint map by f]:AB/:UV—>

XY (see Fig. 1). Ajust forwards the in- and outputs to and

from the functionality, whereas B’ pre- and postprocesses

. l 2 . .
them with CPTP maps A|_ . and Ay, resulting in a

joint map j:A,B' = [id)?_,x ® A%(Y_.y'] o [‘lev_,)gy ®idg]o
[idUﬁgéZ’A%/__‘7 «J» Where o denotes sequential application
of CPTP maps.
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FIG. 1 (color online). Illustration of the security definition. A
protocol is secure against Bob if the real protocol (left) can be
simulated as an interaction with the ideal functionality F (right).
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In the following, we let € =0 and write p =, o
if C(p, o) = . C(p, o) is the purified distance, defined

as V1 — F(p, 0)? for F(p, o) := try/ Jpo./p the fidelity.
We say that a (two-party quantum) protocol 7 for f is
e-correct if for any distribution p(u, v) of the inputs
[idg ® maBl(pyvr) = [idg ® fAB](pUVR) and e-secure
against dishonest Bob if for any p(u, v) and for any real
adversary B’ there exists an ideal adversary B’ such that
[idg ® mapl(puve) =, [idr ® Fagl(puve).  e-security
against dishonest Alice is defined analogously.

Since F is classical, we can augment it so
that it outputs @ in addition. More precisely, we
define  Fog:UV—XYV by Fo(luXu!lglo)'ly):=
8u,u’6v,u’|f(u’ v)}{f(u, ‘U)lglf(ll, U)><f(lx£, U)|Y|v><U|\7 which
has the property that F = try o F,,,. For a concrete input
distribution we define o pypy = [idg ® j:A,é’,aug](PUVR)
which  satisfies Trxy' =& PRXY' for  ppxy 1=
[idg ® map](pyyr) if the protocol is secure against
cheating Bob. We call oy, a secure state for p(u, v).

Main results.—The proofs of our main results build
upon the following lemma which constructs a cheating
strategy for Alice that works on average over the input
distribution p(u, v).

Lemma.—If a protocol 7 for the evaluation of f is
g-correct and e-secure against Bob, then for all input
distributions p(u, v) there is a cheating strategy for Alice
such that she obtains ¢ with some probability distribution
Q(ﬁlu, U) satisfying Zu,v,ﬁp(u’ U)Q(ﬁ|u, U)Sf(u,v),f(u,f/) =
1 — 6&. Furthermore, q(¥|u, v) is almost independent
of u; i.e., there exists a distribution §(#|v) such that
Y v 5P, V)@, v) — G(B|v)| = 6e.

Proof.—We first construct a ‘“‘cheating unitary” 7T for
Alice and then show how Alice can use it to cheat
successfully.

Let Alice and Bob play honestly, but let them purify
their protocol with purifying registers X| and Y/, respec-
tively. We assume without loss of generality that honest
parties measure their classical input, and hence, X{ and Y]
contain copies of u and v, respectively. We denote by
|q)>Rxx; Y|y the state of all registers at the end of the pro-

tocol. Notice that tracing out X| from |(I)>Rxx; yry results
in a state trxi |q)><q)|RXX; Y{Y = prin which is exaCtly the
final state when Alice played honestly and Bob played

dishonestly with the following strategy: he plays the honest
but purified strategy and outputs the purification of the
protocol (register Y{) and the output values f(u, v) (register
Y). His combined dishonest register is Y’ = Y{Y. Since the
protocol is &-secure against Bob by assumption, there
exists a secure state o gyyy satisfying ogryy =, prxy'-
Let |W)gyppy be a purification of o gypy with purifying
register P. Note that |W)zypyy is also a purification of
Orxy', this time with purifying registers PV. Recall that
|<I>>RXX«1y/ purifies pgxy with purifying register X|. Since
Orxy =¢ Prxy’ We can use Uhlmann’s theorem [18] to
conclude that there exists an isometry T = T XI—PV (with

induced CPTP map T = Ty,_py) such that

[TX’1—>P\7 ® idgyy J(IPK Pl rxxry) =o WKW lgyppy- (1)

We will now show how Alice can use 7 to cheat. Notice
thattracing out Y| from [®)gxx:yy: results exactly in the final
state when Bob played honestly and Alice played dishonestly
with the following strategy: she plays the honest but purified
strategy and outputs the purification of the protocol
(register X|) and the output values f(u, v) (register X). She

then applies Ty:_.py, measures register V in the computa-

tional basis, and obtains a value ©. It remains to argue that
Alice can compute f(u, v) with good probability based on
the value ¥ that she has obtained from measuring register V.
Let M zpx be the CPTP map that measures registers R,
X, and V in the computational basis. Tracing over PY’ and
applying M py on both sides of Eq. (1), we find

[Mpxy ® trPY’]([TX1~PV ® idgxy J(PH Pl rxx/y1))
e [MRXV ® trpy/](|‘P><‘I’|Rxp‘7y/) 2)

by the monotonicity of the purified distance under
CPTP maps. The right-hand side of Eq. (2) equals
v P, VGO ) uvXuvl gl OXTl|f(u, D)NKf(u, 9)lx
for some probability distribution §(#|v) that is conditioned
only on Bob’s input v, since |W)gypyy is a purification of
the secure state o gyyy . The left-hand side of Eq. (2) equals
3 0,12 (16, 0)q (B 16, 0) v Yuw | [5)B ] rxlu, v, 5) 60l
for some conditional probability distributions q(#|u, v)
and r(x|u, v, D). Because of the correctness of the protocol,
this state is e-close to

D plu, v)g(@lu, v)luwv)uvlgloXB1p1f (w, v))f(, v)ly,

3)

for some conditional probability distribution G(¥|u, v).
Noting that therefore also p(-, -)g(:|*, -) and p(:, )g(-|-, )
(when interpreted as quantum states) are e-close in purified
distance, we can replace p(-,-)g(-|-,*) in Eq. (3) by
p(-, )g(+]-, -) increasing the purified distance to the left-
hand side of Eq. (2) only to 2. Putting things together,
Eq. (2) implies
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D pw,v)g(@lu, v)|uv)uv|g DXy f (1w, v))(f (1, v)ly

u,v, v

=30 2. p(u,0)G@10)uv)uvlgloXB1 | (u, 0))f (u, D).

u,v,v

Sandwiching both sides with tr{Z-], where Z =
S v aluvXuv|gloXo|y| f(u, D))f(u, D)|x, we find the first
claim since the purified distance of two distributions upper
bounds their total variation distance and since the latter
does not increase under tr[ Z-]. The second claim follows
similarly by tracing out register X from the last displayed
equation. |

Applying the lemma to the uniform distribution we
immediately obtain our impossibility result for perfectly
secure protocols.

Theorem 1.—If a protocol 7 for the evaluation of f is
perfectly correct and perfectly secure (e = 0) against
Bob, then, if Bob holds input v, Alice can compute
f(u, v) for all u.

We note that this notion of insecurity implies that Alice
can completely break the security for nontrivial functions f.

Proof. Letting p(u, v) = iy and & = 0 in the lemma
results in the statement that if Alice has input u, then she
will obtain # from the distribution g(¥|uy, v) which equals
G(olv). But since also g(¢|u, v) = §(v|v) for all u, we
have i 20,59 (0110, V)8 f(u,0), 5 = 1. In other words,
all ¥ that occur (i.e., that have §(¢|v) > 0) satisfy for all u,
f(u, v) = f(u, v). Alice can therefore compute the func-
tion for all u. u

The impossibility result for the case of imperfect proto-
cols is also based on the lemma but requires a subtle swap
in the order of quantifiers (from “V input 3 ideal adver-
sary” to “3J ideal adversary V input”) which we achieve
by use of von Neumann’s minimax theorem.

Theorem 2.—If a protocol 7 for the evaluation of f is
e-correct and e-secure against Bob, then there is a cheating
strategy for Alice (where she uses input u, while Bob
has input v) which gives her ¥ distributed according
to some distribution Q(¥|ugy, v) such that for all u:
Pry_olf(u,v) = f(u, )] = 1 — 28e.

Proof.—The argument is inspired by Ref. [19]. For a
finite set S, we denote by A(S) the simplex of probability
distributions over S. Denote by W the set of pairs (u, v).
Consider a finite e-net D of A('W) in total variation
distance and to each distribution in D the corresponding
cheating unitary 7 constructed in the proof of the lemma.
We collect all these unitaries in the (finite) set £ and
assume that 7' determines p uniquely, as we could include
the value p into T. For each such T, let ¢(&|u, v, T) and
G(0|v, T) be the distributions from the lemma. Define the
payoff function g(u, v, T) := 3 ;q(0|u, v, T)8 (40, fu,5) —
S ilq@lu, v, T) — G(¥lv, T)|. The lemma then yields
1 — 12& = min,epmaxyeg)., ,p(u, v)g(u, v, T)  which
is at most 28+minp/eA(w)maxTegzu,Up’(u,v)g(u,v,T),
since replacing p by p’ incurs only an overall change in

the value by 2¢ [as —1=g(u,v,T)=<1]. By von
Neumann’s minimax theorem, this last term equals
2e + maxeagming, e wrg(u, v, T)p"(T) [20].

Hence, we have shown that there is a strategy for
Alice, where she chooses her cheating unitary T with
probability p”(T), such that (for some &, + &, = 14¢)
for all u, v,

ZQ(ﬁll": U)(Sf(u,v),f(u,ﬁ) =1- €1 (4)

and ¥ ;10(8u, v) — 0@lv)l = 3; 7 p(Dlg(@lu, v, T) -
§(0lv, T)| = &,, where Q(#lu, v) := 3 rp(T)q(lu, v, T)
and Q(¥|v) := 3, p(T)G(d|v, T). This implies that for
all u, v, Y ;10(@|ug, v) — Q(¥lu, v)| = 2&,. Combining
this inequality with Eq. (4), we find for all u, v,
zﬁQ(ﬁluo, v)af(u,v),f(u,ﬁ) =1- &1 — 282 =1—28:. 1
One might wonder whether Theorem 2 can be strength-
ened to obtain, with probability 1 — O(g), a ¥ such
that for all u: f(u, v)= f(u, ©). It turns out that this depends
on the function f: when f is equality EQ(u, v) = 1 iff u =
v] and inner product [IP(u,v)=Yu;-v;mod2], the
stronger conclusion is possible. However, for disjointness
[DISJ(u, v) = 0iff 3i: u; = v; = 1] such a strengthening
is not possible showing that our result is tight in general.

For EQ, we reason as follows. Set u=wv in
Theorem 2. Alice is able to sample a © such
that ZﬁQ(ﬁluo, U)BEQ(U,U),EQ(U,ﬁ) =1 — 28e. Since

SrQuvEQws = 1 iff v =17, Q(vlup v) =1 — 28e.
When f is IP, we pick # uniform at random and
obtain Y ; O(0|ug, v)(27"Y, S1p,v)1pw,5)) =1 —28¢. Using
2_n2u81P(u,v),IP(u,ﬁ)=1 if ﬁ=v, and % if o # v, We find
O(wlug, v) + 1[1 — Q(vlug, v)] = 1 — 28s, which im-
plies O(v|uy, v) = 1 — 56¢. Interestingly, for DISJ such
an argument is not possible. Assume that we have a
protocol that is e-secure against Bob. Bob could now
run the protocol normally on strings v with Hamming
weight |v| < n/2, but on inputs v with |v| > n/2 he could
flip, at random, \/r_z of v’s bits that are 1. It is not hard to
see that this new protocol is still e-secure and & +

O(ﬁ)—correct. The loss in the correctness is due to the

fact that, on high Hamming—weight strings, the protocol
may, with a small probability, not be correct. On the other
hand, on high Hamming—weight inputs, the protocol can
not transmit or leak the complete input v to Alice, simply
because Bob does not use it.
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is supported by a NWO Veni grant. H. B. was supported by
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