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2 Vulnerability of information, on the Internet of Things

Abstract

Introduction: This article is a product of the review of the “Vulnerability of information, on the Internet of

Things", developed from the Juan de Castellanos University Foundation in 2021.

Methods: Review of articles and relevant literature on the exposure of information and some vulnerabilities in
devices that are part of the Internet of Things (loT).

Results: Information, as one of the most valuable assets, is essential, which is why it is important to have

technology, devices that are part of the 10T, despite vulnerabilities.

Conclusions: Keeping information secure has become a challenge, because it is one of the most important
assets of any organization. Its manipulation requires many actors and involves many factors, making it is
difficult to control and protect. The constant emergence of technology and their applications in various fields,
along with their relative ease of use and smaller sizes, have made significant inroads possible; we must accept
that they are a part of the IoT.

Originality: In the bibliographic review of the information, which results from the use of technology, how the loT

is vulnerable and even more so when it is configured with the Internet.

Limitation: Technology is becoming more and more dependent on it, despite the vulnerabilities of loT devices
and the Internet.

Keywords: Internet of Things, vulnerabilities, firmware, cybercriminals, Mirai, ransomware.

Resumen
Introduccion: el presente articulo es producto de la investigacion “Vulnerabilidad de la Informacion, en el inter-

net de las cosas desarrollada en la Fundacion Universitaria Juan de Castellanos, 2021.

Métodos: Revision de articulos y literatura relevante, sobre la exposicion de la informacion y algunas vulnera-

bilidades en los dispositivos que hacen parte del loT.

Resultados: La informacion, como uno de los activos mas valiosos, es fundamental, por lo cual es importante
contar con tecnologia, dispositivos que hacen parte del internet de las cosas, no obstante de las vulnerabili-
dades.

Conclusiones: Keeping information secure has become a challenge, because it is one of the most important
assets of any organization, and in its manipulation take part many actors and factors, therefore it is difficult
to control and protect, among many reasons. The constant emergence of technology and its applications, in
various fields, which due to its ease of use of a large number of electronic instruments, and its smaller size,
have made significant inroads, since by being connected to the global network you can overtake countless

specific tasks, thus they have become part of the loT.

Originalidad: En la revisién bibliografica de la informacién, que resulta por la utilizacién de la tecnologia, como

el internet de las cosas se expone y mas atin cuando se configure con Internet.
Limitaciones: La tecnologia es cada vez mayor llegando a depender de ella, no obstante de las vulnerabilidades

de los dispositivos 10T y del internet.

Palabras clave: Internet de las cosas, Vulnerabilidades, firmware, ciberdelincuentes, Mirai, ransomware.

Resumo
Introdugdo: este artigo é produto da pesquisa “Vulnerabilidade da Informacéo, na Internet das Coisas desen-

volvida na Fundagao Universitaria Juan de Castellanos, 2021.
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Meétodos: Revisao de artigos e literatura relevante sobre a exposigao de informagdes e algumas vulnerabilida-

des nos dispositivos que fazem parte da loT.

Resultados: A informagao, como um dos ativos mais valiosos, é essencial, por isso é importante ter tecnologia,

dispositivos que fazem parte da Internet das Coisas, apesar das vulnerabilidades.

Conclusées: Manter a informacéo segura tornou-se um desafio, pois é um dos ativos mais importantes de
qualquer organizagao, e na sua manipulagdo intervém muitos atores e fatores, por isso é dificil de controlar e
proteger, entre muitas razdes. O constante surgimento da tecnologia e suas aplicagdes, em diversos campos,
que pela facilidade de uso de um grande nimero de instrumentos eletronicos, e seu menor tamanho, tém
feito avangos significativos, pois estando conectado a rede global vocé pode ultrapassar inimeros tarefas

especificas, tornando-se assim parte da loT.

Originalidade: Na revisao bibliografica das informagdes, que resultam do uso da tecnologia, como se expde a

Internet das Coisas e ainda mais quando se configura com a Internet.
Limitagées: A tecnologia esta crescendo, passando a depender dela, apesar das vulnerabilidades dos dispo-

sitivos 10T e da internet.

Palavras-chave: Internet das coisas, Vulnerabilidades, firmware, cibercriminosos, Mirai, ransomware.

1. Introduction

Technology plays a transcendental and important role in the development of a coun-
try. The internet and communications have facilitated the development of a number of
activities and made possible that what was not before. While it is true that the Internet
of Things (IoT) is not a new topic, it has recently begun to play a more important role
in medicine, industry, agriculture and livestock, controlling a large number of devices
that monitor patients, homes, processes, among others.

It is important to emphasize that information security has always been a dif-
ficult problem to understand, evaluate and analyze, even more so with the constant
incursion of technology together with its applications. Through their diversity and ease
of use, the sheer number of electronic instruments, which due to their increasingly
reduced size, as well as their costs and intelligent features of the devices, which when
connected to the network have thus become part of the loT [1].

But, how many of these devices can be trusted when, according to CVE de-
tails [2], vulnerabilities increase by more than 100% each year? In this complicated
situation, even simple devices, such as smart bulbs are being hacked, and every time
they do it in a more ingenious way; for example, from drones, infecting the bulb and
then taking total control of the network [4]. Any wireless device, from light bulbs to
coffee machines and surveillance cameras, will have some degree of vulnerability,
compromising the security of information [5]. It is also important to highlight the risks
to which the 10T is exposed, as a result of the existence of vulnerabilities, which may
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4 Vulnerability of information, on the Internet of Things

even lead to the demolition of a system completely, according to Belisario Contreras,
Program Manager for the Inter-American Committee against the Organized Terrorism
of the American States (OAS) [6].

Devices that are part of the Internet of things (IoT) will always be exposed, as ev-
idenced by the research of the team of analysts of Kaspersky Lab, on some connected
devices, such as USB multimedia content transmission, cameras, coffee makers and
security systems, controlled by smartphones. The results showed that among the
most vulnerable were baby monitoring cameras, being manipulated by the hackers
who could watch videos, launch audios and even obtain user passwords [7] via the
network. Mirai malware is capable of damaging devices such as printers, surveillance
cameras or home routers, as well as performing denial of service attacks, because
millions of loT devices work with the user configuration and password, which have
been configured by default, which facilitates the scanning of thousands of devices
and infecting them within a few minutes [13]. Recently, a variant of Mirai, the OMG, ap-
peared, apparently very sophisticated, with the aim of changing loT devices on proxy
servers and renting them. Along with the already proven Distributed Denial of Service
(DDoS) attacks [8], the situation grows more and more complicated for the 10T, that
grows by more than 20% each year [15].

These DDoS attacks have resulted in the fall of thousands of servers and im-
portant sites in the world [10]; result of the fragility in the security of the devices that
connect to the internet, causing chaos, as the Mirai botnet showed [11] and continues
to cause serious difficulties by compromising loT devices, and using them to trigger
Distributed Denial of Service (DDoS) attacks. This has caused great difficulties for
cloud computing companies such as OVH [18], because the devices that are part of
the loT come with vulnerabilities; so much so that they can compromise the security
of houses, the information of their owners and businesses [13], because at the time of
its manufacture safety was not taken into account [14].

The use of these devices in the control of crops, in medicine, education, cars,
airplanes among others is important, as we will have to live with them as they enter our
lives, even without permission [15]. Approximately 70% of devices are vulnerable, rang-
ing from simple attacks to collecting important confidential information from organi-
zations [16], which becomes very dangerous, as even a simple vulnerability in these
devices can lead to total system failure. According to the OAS, innovation must be
seized [17], thus, the loT has managed to enter considerably into society. This carries
significant merits, however, in the same way, security is exposed, because when en-
countering a hyperconnected society, it also manifests incalculable risks that have to
do with cybersecurity [18], compromising individuals as much as large organizations,
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causing disastrous damage, such as leaving public services without power, as what
happened to an Eastern European state; leaving one part without electricity for a few
hours [20].

The use of the loT is a reality. Every day the number of devices that are in-
corporated grows and are important for the diversity of activities that take place in
society. However, in the same way, it becomes a very significant tool that is exploited
by cybercriminals. As the use of loT devices grows exponentially, so will the number of
attacks. Thus, everyone, from the individual to large organizations, incorporating these
intelligent elements, must think about implementing security policies.

2. Literature Review

2.1. VULNERABILITY OF INFORMATION, ON THE
INTERNET OF THINGS.

The security of information has always been a difficult problem to understand, evalu-
ate and analyze, because there are so many actors involved, which makes it complex.
It is further complicated by the continual appearance of new technologies and their
applications in many fields of the modern world. These new technologies are cheap
and small, diverse and easy to use with intelligent features. This myriad of devic-
es, being connected to the network of networks, to advance an incalculable number
of specific tasks, have become new members of the IoT [1]. But, how much can be
trusted when recently it is known that each day on average vulnerabilities increase by
approximately 135%, and from one year to the next by almost 128%, according to CVE
Details [2].

Moreover, some vulnerabilities that affect the Wi-Fi protocol, although it could
have been solved by their manufacturers [3], but surely not by all, on one side and on
the other.

Now, vulnerabilities in devices that are part of the IoT will not be the excep-
tion. An example of the commonplace occurrence of vulnerabilities can be found
with smart bulbs. Hackers showed new vulnerabilities on these devices, infecting
smart bulbs and taking full control, distributing malicious firmware throughout the
network [4]. Thus, since there are more devices connected to our house wirelessly,
such as light bulbs, coffee machines, even surveillance cameras, and knowing that
these devices have some degree of vulnerability, they are also expected to cause some
degree of damage; for example, the cameras that we use for the care of babies, have
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6 Vulnerability of information, on the Internet of Things

apps that have security problems, in which the security of this information can be
compromised [5].

All these devices, in addition to locks, refrigerators and, of course, smart speak-
ers, connect to the Internet, and as you know, there is no absolute security [6]; there-
fore, they could easily fall into the hands of cybercriminals. It is one of the concerns
that were discussed at the Mobile World Congress (MWC), according to a study carried
by ESET, a European cyber security company. Connected devices will be a problem [7],
because the more devices that are connected increases the risk to people, companies
and state institutions. For existing vulnerabilities in these, if we look at a baby-moni-
toring camera, in addition to using cloud technology, it complies with its objective for
which it was installed and configured, providing an image of the baby and keeping the
child safe while the parents perform tasks elsewhere in the house, but the question is,
Is the child really safe? From the physical point of view, he/she is, but your privacy may
be at risk from the threat of cyber-attacks. It is essential to emphasize the dangers
to which users can be exposed when using the IoT, according to Belisario Contreras,
Program Manager for the Inter-American Committee against Organized Terrorism of
American States (OAS) [8].

Likewise, some IT security companies are aware that the IoT really complies
with the functions for which they were designed, but security cannot be ignored,
which, in one way or another, depends on constant updates by its users. Similarly,
ESET disclosed some risks that are latent in the 10T, such as: exploitation of vulner-
abilities, where it was shown that 10 best-selling loT devices had an average of 25
vulnerabilities each in no more than 2 years, according to HP; Likewise, many devices
have video cameras for monitoring purposes, so it is important to configure and use
secure passwords correctly. In the same way, it is recommended that elements that
are connected to the internet be on separate networks; Likewise, if IoT devices, are
collecting important private data, the user should be made aware during its configura-
tion, in order to avoid inconveniences in its collection; and, finally, as the data collected
by loT devices are stored on a server, it is essential that manufacturers give them the
security they deserve, so that customer data is safe [9].

A team of analysts of Kaspersky Lab, performed research on connected devic-
es, in order to locate them in the loT, focusing on USB devices transmitting multimedia
content, cameras, coffee machines and security systems controlled by smartphones.
The research showed that, for the most part, these devices proved to be vulnera-
ble. For example, the camera that is used to monitor babies, that being on the same
network and being directed by hackers, transmits videos, launches audios and even
obtains the user's passwords [10]. Now, Mirai malware can convert electronic devices,

Ingenieria Solidaria e-ISSN 2357-6014 / Vol. 18, no. 3 / september-december 2022 / Bogoté D.C., Colombia
Universidad Cooperativa de Colombia



José Custodio Najar Pacheco, John Alexander Bohada Jaime, Helena Clara Isabel Aleman Novoa 7

such as webcams and routers connected to the network, into bots that are remotely
controlled. When connecting a WIFI security camera, after only 98 seconds, the Trojan
malware related to Mirai appeared, according to Robert Stephens, a veteran in the field
of technology [11]; therefore, there are eminently dangers in the IoT, which concerns
users of these devices.

Likewise, according to research by Avast at MWC 2017, it was found that a
significant number of devices using the Telnet protocol, which is known to have been
used to create the Mirai botnet, are vulnerable, as well as a considerable number of
webcams, coffee makers, among other devices, which corresponds to 500,000 easy-
to-hack devices in Barcelona during the MWC 2017 [12]; therefore, whenever we think
about it, the loT devices will always be exposed more than others, due to the different
vulnerabilities. Mirai is capable of damaging devices such as printers, surveillance
cameras or home routers, as well as performing denial of service attacks. This hap-
pens because millions of loT devices work with the user settings and password, which
have been configured by default, which results in thousands of easy-to-scan devices
and infects them in minutes [13]. A new variant of Mirai, the OMG, recently appeared,
apparently very sophisticated, with a precise and defined objective; to convert loT de-
vices into proxy servers and rent them for economic purposes. Along with the already
proven Distributed Denial of Service (DDoS) attacks [14], the situation grows more and
more complicated for the 10T, that grows by more than 20% each year [15].

Of course, organizations have always been concerned with the denial of ser-
vices in a high percentage, which comes from botnet-like networks. In 2016, they were
victims of Mirai, which, as we know, is a botnet focused on the |oT, taking advantage
of the lack of protection of these devices, giving the opportunity for criminals to carry
out the greatest denial of distributed services (DDoS) attack in history, resulting in the
failure of thousands of servers and important sites in the world [16]. This was due,
once again, to the existence of fragility in the security of the devices that connect
to the internet every day, as the Mirai botnet showed [17], and the most complicated
thing is that the Mirai malware continues to cause serious difficulties by compro-
mising a significant number of IoT devices and using them to trigger DDoS attacks,
currently causing immense drawbacks to cloud computing organizations like OVH
[18]. Because smart devices come with vulnerabilities, they may be compromising, in
some occasions, the security of the houses, the data of their owners and damaging
businesses [19].

loT devices connected to the network are searched for by Mirai, as they are
known to have little security, such as factory default usernames and passwords [20].
This facilitates the work of criminals, so there is responsibility on the part of the users
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g Vulnerability of information, on the Internet of Things

of these devices, that although it is true, we know they are vulnerable, in one way or
another the work of criminals must be made a little more difficult, by placing secure
passwords. Mirai botnet has become a complex problem, infecting many loT devices,
especially security cameras that use default passwords [21], in order to have access to
the telnet protocol, which as it is constantly known has been shown to be vulnerable
[22]. In this uncertain issue, we could hardly think of security, if each one of the actors
that are part of the functionality of the loT are vulnerable. The growth of the loT is a re-
ality, and it will be difficult to stop it, as it is foreseen that in the future organizations, will
have these devices, despite the knowledge that these devices do not take safety into
consideration when manufactured. In this regard, high investments will be required at
the Latin American level [23].

Undoubtedly, it is important to highlight the great achievements of the IoT, be-
cause it has facilitated and improved, the daily lives of people and some processes,
such as carrying out and monitoring crops, achieving the result of optimal harvests,
which from any perspective is important. However, at the same time they have brought
difficulties to their users, endangering their privacy. There is concern over the growth
of incidents in which the elements that are part of the IoT are exposed, since the
circumstances in which they are compromised are increasing [24], encroaching on
various fields of daily life: in medicine, education, cars, airplanes, among many others
[25]; thus the situation every day becomes more complex for users of loT devices, as
approximately 70% of these are vulnerable, with the risks ranging from simple attacks
to criminals accessing very important confidential information of organizations [26].

However, the use of the IoT is important, since it facilitates users, such as or-
ganizations and even countries, to exercise more control over the technology used, as
well as access to information. But, likewise, it is necessary to be aware of the risks to
which anyone can be compromised; through a simple vulnerability in some devices,
an system can be completely crashed, however, according to the OAS, innovation
must be taken advantage of [27]. Technological advances go hand in hand with the
existence of the human being, so that nowadays one cannot conceive life without the
other. The IoT has managed to penetrate society, which brings significant advantages,
but at the same time security is compromised, because by having a hyper-connected
society, innumerable risks related to cyber security appear in the same way [28].

One of the sectors in which the loT has made a representative approach is in
the health sector, offering more and more possibilities for patient care in a simple
way, with the connection of medical devices to the Internet, such as pacemakers and
insulin pumps, among others, which allow the control of these in a simple way and
can even save lives; but at the same time, there is the risk that these elements can be
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compromised, with examples of hackers interrupting the operation of these devices if
patients do not accept to pay for taking back the correct functionality of the attacked
device [29].

Itis a reality of which we cannot be outsiders, because in one way or another we
are part of it, whether we share it or not, a situation that affects all sectors, according
to research carried out on 50 intelligent systems that are commercial and that are
being implemented in different organizations' headquarters. This study has shown
that these should continue to put in place new measures to protect themselves, since
these devices and services present security problems, according to Symantec [30].
Thus, in the loT era, any small, medium or large device that is connected in order to
perform any specific activity, is exposed to being controlled at any time by Cybercrime,
causing catastrophic damage, such as removing public services from populations,
as what happened to one of the eastern European states, leaving a sector without
electricity for a few hours [31].

Therefore, people must be informed that the devices that are part of and/or are
being added to the loT are vulnerable. Therefore, it is important to constantly update
them with security patches and updates, in order to make them less fragile against
vulnerabilities that have already identified. Unfortunately, this is not always the case,
due to the variety of actors involved. it will be difficult to reach an agreement, but it
does continue to add new devices that, as is known, are vulnerable, which increases
the attack surface, thus promoting DDoS attacks supported by the IoT [32].

If organizations wish to be successful, they must become part of the loT, but
similarly, there are difficulties, as some recognize having fear of external attacks while
having security problems [35]. Problems that increasingly become more complex,
since technological attacks are always directed at devices that are part of the loT, due
to vulnerabilities in their technology, which continue to be widely used, without any
security control [36].

Of course, it is to be expected, because more and more devices appear, which
are manufactured in an irresponsible manner, by not taking into account the safety
nor standards of the industry, thus giving greater opportunity to cybercriminals, as
predicted by Trend Micro [37], the situation made more and more alarming, as studies
like that of HP show that approximately 70% of loT devices contain serious vulnera-
bilities [38].

Experts also warn that loT devices are rarely patched or updated, which is why
different security measures must be implemented [39]. Similarly, the probability of risk
is very high because more than 90% have very sensitive information, as well as 70%
with some vulnerability [40]. This is largely due to the fact that a significant number
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10 Vulnerability of information, on the Internet of Things

of devices that are part of the |oT, are impossible to update, and the most ironic thing
is that the owners of these elements, in general, never find out that they are used to
execute attacks [41].

Ultimately, thisis a never-ending problem; when ransomware is presented, there
will be an obligation to pay to continue working; WannaCry, cancellation of normal
activities in institutions; and even, the confrontation of vulnerabilities in the Internet
of Things, in this case health institutions becoming a target for cyber criminals [42].
Therefore, it is essential to look for ways to increase security, since every day there are
more devices that connect to the network, which, although itis true, increase their use-
fulness, in the same way, they are exposed due to the existence of vulnerabilities [43].

Taking into account the knowledge we have of ransomware, which shows no
signs of reducing in the short-term, another issue to mention is that sensors are being
added with new features, which is important, but are designed from the purely opera-
tional perspective and with security in mind, which is exploited by cybercriminals [44].
The constant appearance of insecure |oT devices has facilitated that vulnerabilities
are exploited on a large scale, because they are becoming simpler to carry out [45].
Additionally, every day vulnerabilities remain within applications, services, and loT de-
vices increases the risk that they serve as an access point for cyber-attacks, providing
valuable information to other users and even exposing the security of fundamental
institutions, such as public services [46). As the concern grows and persists, the role
will continue to grow into what is being called the Ransomware of Things, or RoT [47].

The most difficult thing is that this issue is not at all satisfactory, because
ransomware will continue spreading, fulfilling its objective of obtaining easy and fast
money:. It is so lucrative, that hackers are creating organizations in order to extort [48]
with experts predicting that the threats will undoubtedly increase year after year [49)].

Of course, we cannot forget that the loT has allowed both people and organi-
zations to connect, taking advantage of technology and, at the same time, a myriad
of activities; However, cybercriminals will continue to take data and sell them to third
parties or blackmail individuals or organizations in exchange for economic gain [50]

Finally, for the functionality of the IoT, the intervention of a significant number
of applications and devices is necessary, such as the operating system, protocols,
applications and the mechanisms that are part of the Internet of Things, which are
vulnerable as mentioned in the article “Vulnerabilities in the Internet of Things" [51],
that as they are used in society, because they are increasingly intelligent and of a
reduced size, they allow us to have important information, which is exposed when we
become part of the |oT, for its vulnerabilities [52].
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Technology facilitates interconnectivity as well as a fast access to more infor-
mation traffic in less time; additionally, it adds a significant number of devices that are
part of the loT [53]. Society depends significantly on technology, even though people
know the risks of information exposure [54]; for example, vulnerabilities within IoT
devices have resulted in power failures in the equipment used by the energy industry
[55]. Despite the drawbacks mentioned above, IoT device use is increasing; such use
has become a dependency because through them daily basis activities are carried out,
which leads to an important growth in Internet configuration, no matter the concerns
about the threats and attacks that may occur to loT devices [56].

3. Conclusions

Keeping information secure has become a challenge, because it is one of the most
important assets of any organization, and in its manipulation take part many actors
and factors, therefore it is difficult to control and protect. The constant emergence
of technology and its applications, in various fields, which due to its ease of use of a
large number of electronic instruments, and their smaller size, have made significant
inroads, since by being connected to the global network you can perform countless
specific tasks, thus they have become part of the loT [1]. From the knowledge we have
of the vulnerabilities that increase disproportionately by more than 100%, from one
year to the next [2], the concern that the security of these devices will be compro-
mised is born.

In most cases, vulnerable loT devices compromise security [13]. When con-
nected to the internet that, as is known, is also not safe [6], this facilitates the control
of cybercriminals; concerns that are treated according to the ESET study in the Mobile
World Congress [7].

Therefore, it can be concluded that the more devices are connected, the more
exposure there will be to both public and private persons and institutions, as a result
of the existence of vulnerabilities, which may even lead to the demolition of a system
completely; according to Belisario Contreras, Manager of the Program for the Inter-
American Committee against Organized Terrorism of the American States (OAS) [8].
As it can be evidenced, it is actually difficult to control security in loT devices, since
several factors take part in which, in many opportunities, it is difficult to agree, except
to minimize the risks.

Currently, the Mirai botnet has become a problem that is too complex and not
easy to solve and is certainly alarming when considering the large number of loT
devices infected, especially security cameras when using passwords by default [21].
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12 Vulnerability of information, on the Internet of Things

These devices for access use Telnet, which as you know has always been vulnerable
[22]. Under this uncertain panorama, it would be hard to think of security if each one
of the actors that takes part in the functionality of the loT is vulnerable.

In spite of everything, the IoT is a reality and can hardly be stopped, a situation
that should not be so, since as it is observed, it depends to a large extent on the re-
sponsibility of the manufacturers of these devices, because as you can perceive, they
do not take into account the minimum safety standards at the time of the manufacture
of these elements. This means that every time one is added, it becomes part of the loT,
and in the same way, it becomes part of a system every more vulnerable, and therefore
increasingly uncontrollable.

Thus, it is difficult to achieve security in the loT as these devices are vulnerable,
and rarely configured in an appropriate way when installed; in this way, when they
come into operation, they are highly exposed.

Technological advancement goes hand in hand with the existence of the human
being, so that one cannot be conceived without the other. Thus the loT has managed
to penetrate in a remarkable way in society, which brings significant advantages, but
atthe same time, security is compromised. By having a hyper-connected society, risks
related to cyber security appear [28]. However, its use is important and it is increasing
in important sectors such as health, taking advantage of the ease of connection to the
internet, but in the same way, patients are exposed to the interruption of the function-
ing of these devices, if they do not accept to pay a ransom [29].

In spite of everything, the devices that are part of the loT are vulnerable, but
they can be made less fragile if manufacturers, users, as well as those who install and
configure the devices agree on the correct functionality of the system that makes up
the IoT. The most important thing is to discover and identify vulnerabilities in order to
schedule the patches, install them and constantly make the necessary updates, which
in one way or another could minimize the risks.

Every day the number of devices that are connected increases and are im-
portant for the diversity of activities that take place in society, but in the same way
it becomes an important tool for cybercriminals, for which it is estimated that the
growth of attacks on IoT devices will increase exponentially, in the coming years, due
to vulnerabilities [34].

The use of loT devices in organizations is important, if they want to be suc-
cessful, despite the dangers, and they must be aware of the vulnerabilities. Similarly,
the appearance of a large number of devices brings difficulties to its users, because
manufacturers are not taking responsibility for 0T security leaving opportunities to be
exploited by cybercriminals. This will make it difficult to even minimize the risks, and
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even more so when it is known that these devices contain vulnerabilities, which means
that there is high exposure.

In conclusion, the devices that are part of the |oT are rarely patched or updated,
which makes them vulnerable; therefore, other security measures should be consid-
ered [39], the probability of risk is very high because more than 90% have very sensitive
information, as well as 70% with some vulnerability [40]. This risk is further increased
as it is not possible to update a significant number of devices that are already part of
the IoT. The most complex thing to understand is that the owners, in general, never
find out that these devices are used to execute attacks [41]; in fact, it is a problem with
no end: ransomware, WannaCry and now the confrontation of vulnerabilities in the
loT, to institutions such as health, which become the target of cybercriminals [42]. It
is important to increase security, because every day more devices are connected to
the network, which provides a service, but at the same time they are exposed to the
pre-existence of vulnerabilities [43].

Based on the above, it is concluded that the vulnerabilities in the applications,
services, and devices of the |oT, has become a point of access for cybercrime, up to
compromising the security of important organizations, such as public services [46].
However, the situation is complex, since the ransomware of things or RoT, complicates
it even more, by inviting cybercriminals to appropriate and control the devices and ask
for a reward [47], which is so profitable for organizations dedicated to extortion have
now been created by hackers [48].
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