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Abstract

IEC 62351-4 standard is published to address cybersecurity vulnerabilities of IEC 61850 Manufacturing Message
Specification (MMS) messages. This standard includes a set of cipher suites that are recommended for securing MMS messages.
However, these are only a set of recommendations. There is no work in the literature that implements them on an IEC 61850
MMS message and reports the performances. In order to fill this importance knowledge gap, this short communication reports
results of implementing cipher suites recommended by IEC 62351-4 on IEC 61850 messages. In addition to implementation
details, real message exchanges are demonstrated with lab experiments. Finally, changing certificate and message sizes are
reported. The results show that cipher suite selection is critical as some suites have 29.67 % smaller certificate size than
others. The novelty of this short communication is showing details of IEC 62351 application and relevant changes on message
sizes and structures of IEC 61850 MMS messages. There is no similar work or publication showing such procedures and
results.
© 2021 The Author(s). Published by Elsevier Ltd. This is an open access article under the CC BY license
(http://creativecommons.org/licenses/by/4.0/).

Peer-review under responsibility of the scientific committee of the 8th International Conference on Power and Energy Systems Engineering (CPESE
2021).
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1. Introduction

Smart grid operation requires high volume of information exchanges [1]. IEC 61850 is utilized to achieve
interoperability between different devices present in electrical networks [2—4]. Recent cyberattacks showed that
power systems are vulnerable to data manipulation attacks [5,6] and IEC 61850 standard does not address
cybersecurity issues [7]. IEC 62351 standard is published to mitigate cybersecurity vulnerabilities of IEC 61850
standard [8—10]. Part 6 of IEC 62351 deals with well-known Generic Object-Oriented Substation Event (GOOSE)
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and Sampled Value (SV) messages [11]. Also, recent literature is rich with works that investigate cybersecurity of
GOOSE and SV messages [12-17].

On the other hand, security of IEC 61850 Manufacturing Message Specification (MMS) messages is not
investigated in detail. Part 4 of IEC 62351 recommends use of certain cipher suites during Transport Layer Security
(TLS) session [8]. There are limited number of studies where authentication mechanisms regarding MMS message
security are discussed [18,19]. A recent work has investigated implementation of IEC 62351-4 on IEC 61850 MMS
messages and studied its performance [20]. However, in this paper, only one cipher suite has been implemented.
The other recommended suites have not been implemented and investigated.

This short communication fills in this knowledge gap. Being an applied research paper, it shows how IEC
62351-4 recommended ciphers are implemented on IEC 61850 MMS messages. Lab experiments are run to capture
real message exchanges to show-case IEC 61850 MMS messages and related TLS session details. Furthermore,
certificate and message sizes for all cipher suites are reported. This is the contribution of this work to the body of
knowledge as it has not been done before. The rest of this short communication is organized as follows: Section 2
gives a very brief overview of IEC 61850 MMS messages and recommendations of IEC 62351-4 to secure them.
Section 3 implementation details and test results for different cipher suites. Finally, Section 4 draws the conclusions.

2. Overview of IEC 61850 and IEC 62351-4

IEC 62351-4 stipulates securing MMS messages at two profiles of protocol stack: application and transport. As
shown in Fig. 1, the former consists of the top 3 layers of the stack while the latter is made up of bottom 4 layers.

Application protocols

(eRRRCHUGIERYE (e.g.. MMS, ACSE) Application Protocol
Presentation layer ~ X.226 presentation protocol (e.g., MMS,
G | X225 ISO/EC 8327-1 XMPPIEC 6185-8-2)
Session Layer Session protocol
X.224 ISO/IEC 8073 class 0 TLS - RFC 5246 (Port 3782)
IETF RFC 1006 IETF RFC 793 TCP
HRp<porliLayer TLS - RFC 2246 (Port 3782
Nawoﬁ‘( Layer . (Bortorad) IETF RFC 791 Ipv4
IETFRFC 793 TCP Or

i IETF RFC 2460 IPv6
IETF RFC 791/2460 IPv4/IPv6

 Data Link Layer ISONEC/EEE 8802-3 ISONEC/EEE 8802-3
Physical Layer Ethernet Ethernet

Fig. 1. Protocol stack for compatible and native T-security specifications for MMS messages [9].

For transport security (T-Security), use of TLS 1.2 is stipulated by RFC 5246. MMS messages are exchanged
through port 3782 in two steps. Firstly, a handshake is performed to verify certificates of both parties and exchange
a session key. With this key cipher suite that is going to be used for the actual data exchange is negotiated. Depicted
in Fig. 2, this process is only performed once to establish the TLS session. Here, client and server exchange hello
messages which is followed by exchange of individual certificates. This is performed to authenticate the parties,
i.e. making sure they are who they claim to be. After this initial key is exchange which is, then, utilized to decide
on the cipher suite that will be used for the rest of the session. Cipher suite means a set of cryptographic algorithms
for all of (i) keys, (ii) digital signature, (iii) encryption and (iv) message authentication.

The list of recommended suites and their individual components are given in Table 1. For instance, initial key
exchange process can be done with a selection of algorithms such as RSA, DH, DHE or ECDHE. On the other
hand, digital signatures are only validated with RSA or ECDSA algorithms. Two versions of Secure Hash Algorithm
(SHA 256-384) is utilized to generate a hash value which can be later used to authenticate the message contents.
The message is encrypted with Advanced Encryption Standard’s 128 or 256 (AES 128-256) version. In this fashion,
TLS mechanism provides security for all four aspects mentioned above.
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Fig. 2. Message exchanges for TLS establishment [20].

Table 1. IEC 62351-4 recommended cipher suites for MMS messages.

Key exchange Hash function Encryption algorithm TLS version
Algorithm Signature

TLS RSA - SHA256 WITH AES 128 CBC TLS 1.2
TLS DH RSA SHA256 WITH AES 128 CBC TLS 1.2
TLS DH RSA SHA256 WITH AES 128 GCM TLS 1.2
TLS DHE RSA SHA256 WITH AES 128 GCM TLS 1.2
TLS DH RSA SHA384 WITH AES 256 GCM TLS 1.2
TLS ECDHE RSA SHA256 WITH AES 128 GCM TLS 1.2
TLS ECDHE RSA SHA384 WITH AES 256 GCM TLS 1.2
TLS ECDHE ECDSA SHA256 WITH AES 128 GCM TLS 1.2
TLS ECDHE ECDSA SHA384 WITH AES 256 GCM TLS 1.2

3. Implementation details and test results

In order to run lab tests, the procedure explained in [20] is followed. Two terminals emulating IEC 61850 client
and server nodes are connected over TLS 1.2 protocol. The IEC 61850 client and server are emulated with the help
of IEC 61850 emulation software. The corresponding system configuration description (SCD) file describing the
capabilities of IEC 61850 client and server is generated and loaded to the IEC 61850 emulation software on two
terminals to emulate IEC 61850 client and server.

The first step to exchange secure MMS messages is to establish a TLS connection between IEC 61850
client and server. To implement TLS in emulated IEC 61850 client and server, security module is configured
with the security profile. The first step for configuring security profile is to setup certificates for client and
server. Upon receiving the certificate request in X.509 format from the IEC 61850 client or server, CA signs
the request using any of the public key algorithms such as RSA or ECDSA. In this implementation, three
signed certificates ‘ENT-PC.pem’, ‘dhcert.pem’ and ‘ecdhcert.pem’ for IEC 61850 server and ‘beast-X99-s01.pem’
for IEC 61850 client are generated by trusted certificate authority (CA). ‘ENT-PC.pem’ is utilized when using
the TLS_RSA_WITH_AES_128_CBC_SHA256 cipher suite. For the other cipher suites TLS_DH_XXX_XXX and
TLS_ECDHE XXX XXX the certificates ‘dhcert.pem’ and ‘ecdhcert.pem’ certificates are utilized, respectively.
Fig. 3(a) depicts the encoded signed certificate ‘ENT-PC.pem’ and Fig. 3(b) shows details of ‘ENT-PC.pem’
generated by CA. It can be noticed that the certificate follows X.509 format and the algorithm used for generating
signature is SHA256 with RSA.
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Certificate
Data
Version: 3 (0x2)
Serial Number:
d9:12:7d.13.c4.cd 16:87
Algorithm: sha; cryption
Issuer. C=US, O=Xelas, OU=Xelas_Energy. CN=ENT-PC
Validity
Not Before: Aug 7 01:49:26 2019 GMT
Not After : Aug 6 01:49:26 2022 GMT
Subject C=US, O=Xelas, OU=Xelas_Energy. CN=ENT-PC
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus
00:00:8e:5a:15:39:d5:05:27:1d.15:¢ca:61:19:¢9:
50:eb:46:41.c9:83:04:29:ab:78:34:33:da:c9:9b.
5e:6a3:4c:98:d0:4c:b7:26:16:28.11:12:c3:61:66.
bC:82:85:81.70:29:32:08:2:66:01.12:37:8b.e7.
52:09:10:6¢c:.ca:bd:91:1¢:29:79:30:68:71:.33:2¢:
€3:33:3b:0b:2b:46:86:10:68:0¢:12:12:25:35:73.
1e:10:1c:bC:99:55:72:81:07:55:02:30:b7:e9:15:
ab2e:7aea9:3e:aa:10:98:¢1:01:51:60:9ccc
15:25:33:64:a1.03:69:96:¢8:52:95:57:8b:bd. 7f.

d6:14:00:68:1e:¢5:45:87:38:ce:18:b6:04:42:03.
39:be:45:bd:4b:00:92:da:14:03:46:5:18:79:54
aded:38fee9:27:ca:6a:a3:da:3¢c03:68:85:80
e2:7d:da:4ced:ab:78:a9:44:0b:daf6:25.e7:1a
36:33:30:06:5¢:21.80:ce:35:22:bc:c0:a1:13fe.
€7:05:01.10:2¢:97:ed:6C.af.b7:8b:5.9c:b3:8b:
46:01:61:0¢:73:07:10:60:00:47:09:55:1C.34:dD:
30:5a:4b:d6:d3.17:2e:2b:48:€8:20:41:89:2d:c3.
3tct
Exponent 65537 (0x10001)
X509v3 extensions
Netscape Cert Type
SSL Server
X509v3 Basic Constraints
CATRUE. pathlen:0
X509v3 Key Usage:
Cerntificate Sign
X509v3 Extended Key Usage
TLS Web Server Authentication
Netscape Comment
xelas self-signed certificate
sha; cryption
76:97:ab:14:d8:10:08:70:e4:0a:4b:65:84:28:84:d3:c1:eb:
07:10:09:20:82:95:1d:11.5:11:6£.41:32:91:81:3e:1:c8.
bb:5a:37:7b:01:80:01:58:72:16:71:39:d3:6d:42:c7:16:08:
49:38:86:13:d3:30:67:80:69:d0:35:¢0:3.68:05::6C.48
ae:00:bd:56:c7:6a:1aef26:e8:05:3e:6510:68 ee:dce2
1¢:54:15:0:¢d:93:44:24:97:08:08:€9:34:31:7d:92:28.5¢.
24:09:6b:9e:55:09:65:3e:dc:bb:d5:30:ac:5b:47:5¢.62:4C
74:47:91:46.:65:53:¢0:27.08.:88:87.59.12:a8:30.e8.:80:67
9bff.9d:79:a6:1d:6C:3a:47.8:a3:af 45:41.0f.2a:9e .10
22:15:11.c3:e3:55:02:5¢.da:cb cc:52:¢1.76:95:e5:06:cc
©3:54:83:55:89:64.e5:be:41:a5:af2a1c75:11.ba:c4:cO
13fe.eC.c2:7e:87:83:30:b3:60:32:01.36:05:34.73:15:3d

(b)

Fig. 3. Certificate of IEC 61850 server in X.509 format (a) encoded and (b) decoded.

These generated certificates are configured in emulated IEC 61850 client and server using the security module.
Fig. 4(a) and (b) shows the configuration process of certificates in emulated IEC 61850 client and server respectively.
Once the certificates are configured in emulated IEC 61850 client and server, a TLS connection can be established.
Initially, client hello and server hello messages along with certificates are exchanged. Both the client and server
verify the respective certificates. If the certificates verification process fails, the TLS connection is aborted.

However, this time, instead of a single cipher suite, all IEC 62351-4 recommended suites are implemented and
validated. Same MMS message is relayed from server to the client and the messages are captured as shown in
Figs. 5-14.

As shown, Fig. 5 shows a plain MMS message without any security features. For this reason, the network analyzer
detects protocol as “MMS”, parses the message and shows its contents as “initiate request”. Also, from Fig. 5 it
is noticed that the destination port for MMS message is the default ‘102°. For all the other captures. Figs. 614,
protocol is shown as TLS1.2 proving that client and server are connected via secure transport layer as stipulated
by IEC 62351-4. Furthermore, from Figs. 6—14 it can be noticed that the destination port for all the secure MMS
messages is 3782 as specified by the IEC 62351-4 standards. Also, additional TLS establishment messages discussed
in Fig. 2 are shown: Client Hello, Server Hello-Certificate, Client Key Exchange and Change Cipher Specs. The
message captures are selected to show which cipher suites are utilized during TLS establishment, e.g. in Fig. 9
below cipher suite is used: TLS_DH_RSA_WITH_AES_128_CBC_SHA256.
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_Q Certificates | & Local Server "Q" inations LEGOOSEISV e Deployment | 2 Confi guration | QHeIp

IName: Bigvaio

Source Port: 3783

Client Certificate: [ Iv‘

Destination IP: 192.168.0.4

Destination Port: 3782

Server Certificate: [ENT-PC.pem |+
Id | Name | Local TCP Port |Client Certfficate  Remote IP _|Remote TLS Port Server Certific...| Active I

1 IBigvaio 13783 | 1192168.0.4 _ |3782 [ENTPC.pem true

(2)

[ O certificates | & Local Server | & Destinations | 3 GOOSE/SV | & Deploy |" 3 configuration | |»

Name: TestSeNed

Source Port: 3783

Client Certificate: [~

Destination IP: 192.168.0.7

Destination Port: 3782

Server Certificate: beast-X99-501.pem ] -
Id Name Local TCP Port|Client Certific..| Remote [P |Remote TLS ...[Server Certific... Active

1 TestServerWin |3784 192.168.0.5 3782 LAPTOP-RS7...|true

2 TestServer  |3783 192.168.0.7  |3782 |beast-X99-S0... true

(b)

Fig. 4. Certificate configuration in emulated IEC 61850 client and server [20].

No. Time Source Destination Protocol  Length Info
12 14.276452 192.168.0.14 192.168.0.15 MMs 245 initiate-RequestPDU
14 14.481857 192.168.0.15 192.168.0.14 s 212 initiate-ResponsePDU
15 14.410380 192.168.0.14 192.168.0.15 Mms 90 0@ confirmed-RequestPDU
17 14.586913 192.168.0.15 192.168.0.14 Mms 168 0@ confirmed-ResponsePDU
18 14.592632 192.168.0.14 192.168.0.15 Mms 103 01 confirmed-RequestPDU
90 16.900689 192.168.0.15 192.168.0.14 MmMs 572 @1 confirmed-ResponsePDU
91 16.904984 192.168.0.14 192.168.0.15 Mms 131 82 confirmed-RequestPDU

Frame 12: 245 bytes on wire (1960 bits), 245 bytes captured (1960 bits) on interface \Device\NPF {7774
Ethernet II, Src: VAIO_10:da:8b (cc:3@:80:10:da:8b), Dst: VAIO_11:59:fd (cc:30:80:11:59:fd)
Internet Protocol Version 4, Src: 192.168.0.14, Dst: 192.168.0.15
Transmission Control Protocol, Src Port: 50118, Dst Port: 102, Seq: 23, Ack: 23, Len: 191
TPKT, Version: 3, Length: 191
IS0 8073/X.224 COTP Connection-Oriented Transport Protocol
IS0 8327-1 OSI Session Protocol
IS0 8823 OSI Presentation Protocol
IS0 8650-1 OSI Association Control Service
Mis
Vv initiate-RequestPDU

localDetailCalling: 65280

proposedMaxServOutstandingCalling: 1

proposedMaxServOutstandingCalled: 1

proposedDataStructureNestinglevel: 10

v mmsInitRequestDetail
proposedVersionumber: 1

Cvvvvvvvyy

Padding: 5
> proposedParameterCBB: 100
Padding: 3
> ser alling: e d18
30 80 11 59 fd cc 30 80 10 da 8b @8 00 45 00 @Y @ -~ E

50 94 40 00 80 06 28 Of c@ a3 00 e c@ ad P@ (-

€3 c6 @@ 66 bc 47 d8 c7 b5 9c 14 52 50 18 ceesfG cr e RP
d6 bS @0 00 03 @@ 00 bf 02 fo 80 od b6 05 ceeeeaes
@1 20 16 01 02 14 02 00 02 33 02 00 1 34 Wik bl ]
@1 c1 a@ 31 81 9d a@ @3 8@ el @1 a2 81 95 b |

2 00 80 @1 32 84 ©0 @8 00 @1 as 23 30 of ceeee#0-
@1 06 94 52 01 80 ©1 30 04 06 02 51 o1 30 R -0 - -Q
@1 3 86 @5 28 ca 22 02 01 30 04 06 02 51 N G
62 30 60 02 01 @1 a@ Sb 60 59 al @7 @6 @5 ab@” - - [
22 02 ©3 a2 87 @6 ©5 29 01 87 67 @1 a3 @3 " ‘)8
@c a6 86 @6 @4 29 @1 87 67 a7 @3 02 @1 ec ceeeen) oo .
28 31 06 2 51 @1 02 01 03 ad 28 a8 26 80 3(2--Q" - (&
o0 ff @0 81 @1 01 82 @1 @1 83 01 @a a4 16 80 bt

Fig. 5. Plain MMS message (No Security).

The very first message after this block is the actual MMS message that is sent by the server to the client. Since
it is encrypted by AES128 or AES 256, network analyzer cannot parse the message or show its contents. It is only
shown as applicated data, as a chunk of data.

The important finding of this work is to report changes in sizes of certificate and application data exchanges
(ADE). As shown in Figs. 5-14 and summarized in Table 2, MMS messages that use different cipher suites as well
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No. Time Source Destination Protocol  Length Info
15 1.938073 192.168.0.15 192.168.0.14 TLSV1.2 174 Client Hello
16 1.940746 192.168.0.14 192.168.0.15 TLSv1.2 1076 Server Hello, Certii
17 1.941698 192.168.0.15 192.168.0.14 TLSv1.2 412 Client Key Exchange,
18 1.950191 192.168.0.14 192.168.0.15 L ™ il
19 1.950916 192.168.0.15 192.168.0.14 Ti§1.2 139 Application Data I
20 1.969054 192.168.0.14 192.168.0.15 TLg1.2 139 Application Data

> Frame 15: 174 bytes on wire (1392 bits), 174 bytes captured (1392 bits) on interface \Device\NPF

> Ethernet II, Src: VAIO_11:59:fd (cc:30:80:11:59:fd), Dst: VAIO_10:da:8b (cc:30:80:10:da:8b)

> Internet Protocol Version 4, Src: 192.168.0.15, Dst: 192.168.0.14

> Transmission Control Protocol, Src Port: 52298, Dst Port: 3782, Seq: 1, Ack: 1, Len: 120

v

Transport Layer Security
Vv TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.8 (@x@3e1)
Length: 115
Vv Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 111
Version: TLS 1.2 (@x@3@3)
Random: @5@ef8d@718e0803a84a85a07ee7c776381babc43d4cf6194f7ce9aas93afae
Session ID Length: @
Cipher Suites Length: 4

pher

Cipher Suite: TLS_RSA_WITH_AES_128 CBC_SHA256 (@x@@3c)

Cipher Suite: TLS_EMPTY_RENEGOTIATION_INFO_SCSV (@x@@ff)
i bad

Compression Methods (1 method)

Extensions Length: 66

> Extension: server_name (len=17)

> Extension: session_ticket (len=8)

> Extension: signature_algorithms (len=32)

30 80 10 da 8b cc 3@ 80 11 59 fd @8 @0 45 00
2d 40 00 80 06 @0 00 @ a3 00 of co as
4a @e c6 28 4c @9 ab 5b 15 97 8@ 50 18
80 @0 00 16 @3 @1 @0 73 @1 @0 80 6 @3

8 de 71 8e @8 @3 a8 4a 85 a@ 7e e7 c7 e =

ba bc 43 d4 cf 61 94 f7 ce 9a a5 93 af wolne B

@4 20 3c oo ff @1 00 @0 42 @0 o0 @0 11 s b,
80 @c 31 39 32 2e 31 36 38 2e 30 2e 31 ++192 .168.0.1
©0 00 00 ©d 00 20 00 le @6 @1 @6 @2 @6 4 #

85 02 05 @3 @4 @1 04 02 04 03 @3 el e3

82 @1 @2 @2 @2 @3 @0 of @0 o1 el

Fig. 6. TLS_RSA_WITH_AES_128_CBC_SHA25.

No. Time Source Destination Protocol  Length Info
9 5.874885 3.168.6.14 1192.168.0.15 TLSvi.2 174 Client Hello
10 5.876818 192.165.0.15 192.168.0.14 TLSv1.2 1008 Server Hello, Certif
11 5.884207 192.168.0.14 192.168.0.15 TLSv1.2 284 Client Key Exchange,
12 5.888730 192.168.0.15 192.168.0.14 T i

13 5.889080 192.168.0.14 192.168.0.15 TLjv1.2 139 Application Data
14 5.913131 192.168.0.15 192.168.0.14 TL§v1.2 139 Application Data

> Frame 9: 174 bytes on wire (1392 bits), 174 bytes captured (1392 bits) on interface \Device\NPF_
> Ethernet II, Src: VAIO_10:da:8b (cc:38:88:10:da:8b), Dst: VAIO 11:59:fd (cc:3@:80:11:59:fd)
> Internet Protocol Version 4, Src: 192.168.0.14, Dst: 192.168.0.15
> Transmission Control Protocol, Src Port: 68675, Dst Port: 3782, Seq: 1, Ack: 1, Len: 120
v Transport Layer Security
V TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (@x8301)
Length: 115
V Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 111
Version: TLS 1.2 (8x8303)

Random: cf2059073a801204f33a6af1: b 2ac523dad1f.
Session ID Length: @

p
Cipher Suite: TLS_DH_RSA WITH_AES_128 CBC_SHA256 (@x803f)
Cipher Suite: TLS_EMPTY_RENEGOTIATION_INFO_SCSV (@xeeff)

ioo llatbode Jonoih. )

Compression Methods (1 method)

Extensions Length: 66

Extension: server_name (len=17)

Extension: session_ticket (len=e)

Extension: signature_algorithms (len=32)

30 80 11 59 fd cc 30 80 1@ da 8b 08 @0 45 o0 @ Y@ e E-
a0 76 c9 40 00 80 @6 02 21 cO a8 0@ Oe @ a8 - -v'@ wlees

of ed @3 @e c6 do 2c @1 1b b7 44 98 8d 50 18 smmer: smel=eP
00 cf fd @0 @0 16 83 01 @0 73 01 00 00 6f 03 Sieie08
cf 20 59 @7 3a 80 12 04 f3 3a 6a f1 34 4e 92 b 4 crijean-
7e @8 33 a6 2a ¢5 23 da dl f2 a8 e9 28 6c bo ~e3-%egt coeee (L
20 00 04 oo 3f @0 ff o1 00 @0 42 e0 @0 00 11 ? =it B

of @0 80 oc 31 39 32 2e 31 36 38 2e 30 2e 31 -192 .168.0.1

©0 23 00 00 00 ©d 0@ 20 80 le 06 @1 @6 62 @6 5 #-
85 @1 @5 82 @5 @3 84 01 04 82 04 @3 03 01 @3
03 03 02 01 02 02 02 03 00 of 0o o1 o1

Fig. 7. TLS_DH_RSA_WITH_AES_128_CBC_SHAZ256.

1194

Energy Reports 8 (2022) 1189-1199



T.S. Ustun, S.M.S. Hussain and A.

No.

Kalam
Time Source Destination Protocol  Length Info

5 2.735469 192.168.0.14 192.168.0.15 TLSv1.2 174 Client Hello

6 2.737341 192.168.0.15 192.168.0.14 TLSv1.2 1008 Server Hello, Certifi
7 2.744054 192.168.0.14 192.168.0.15 TLSv1.2 244 Client Key Exchange,
8 2.750225 192.168.0.15 192.168.0.14 e = P E
9 2.750619 192.168.0.14 192.168.0.15 ILSV1.2 113 Application Data ]

10 2.775421 192.168.0.15 192.168.0.14 LSv1.2 106 Aﬁlication Data

Cvvwvy

Frame 5: 174 bytes on wire (1392 bits), 174 bytes captured (1392 bits) on interface \Device\NPF_{
Ethernet II, Src: VAIO_10:da:8b (cc:3@:80:1@:da:8b), Dst: VAIO_11:59:fd (cc:30:80:11:59:fd)
Internet Protocol Version 4, Src: 192.168.0.14, Dst: 192.168.0.15
Transmission Control Protocol, Src Port: 6@6@@, Dst Port: 3782, Seq: 1, Ack: 1, Len: 120
Transport Layer Security
Vv TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (©x8301)
Length: 115
Vv Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 111
Version: TLS 1.2 (@x@303)
3addec43ffd158ea469374b6d72b3711e32727a426183775471ca5d2afeasd34
ID Length: @
h: 4

Random:
Session
Cipher Suites Len,

] suites)

Cipher Suite: TLS_DH_RSA WITH_AES_128_GCM_SHA256 (@x00a@)

Cipher Suite: TLS_EMPTY_RENEGOTIATION_INFO_SCSV (@x@eff)
Methods Leoncth. 1

Compression Methods (1 method)
Extensions Length: 66

> Extension: server_name (len=17)

> Extension: session_ticket (len=8)

> Extension: signature_algorithms (len=32)

80 11 59 fd cc 30 80 10 da 8b @3 00 45 00 @ Y- -0

76 82 40 00 80 06 ©2 68 CO a8 00 Oe @ a8 - -v-@ - -h- -
ec b8 @e c6 5b 74 7c 6a c5 d8 eb 22 50 18 [t |j-"p
26 5c 00 00 16 03 ©1 00 73 @1 @0 00 6T 03 &\ - - s 0"
dd ec 43 ff d1 58 ea 46 93 74 b6 d7 2b 37  -:--C--X ‘Ft- 47
27 27 a4 26 8 37 75 47 1c a5 d2 af ea 69 T&7 UG- i
©0 04 00 a0 00 ff ©1 00 00 42 00 00 00 11 4----- B
00 00 Oc 31 39 32 2e 31 36 38 2e 30 2e 31 192 .168.0.1
23 00 00 00 0d 00 20 00 le 06 O1 06 02 06 5-# .

01 @5 02 05 03 04 O1 04 02 04 03 03 01 03 - - -

03 02 01 02 02 02 03 00 Of 00 o1 o1

Fig. 8. TLS_DH_RSA_ WITH_AES_128 GCM_SHA256.

No. Time Destination Protocol  Length Info
8 9.610809 "192.168.0.14 TLSv1.2 174 Client Hello
10 9.656268 192.168.0.14 192.168.0.15 TLSv1.2 1514 Server Hello, Certid
11 9.656269 192.168.0.14 192.168.0.15 TLSv1.2 484 Server Key Exchange,
13 9.714859 192.168.0.15 192.168.09.14 TLSv1.2 372 Client Key Exchange,
14 9.742016 192.168.0.14 192.168.0.15 5
15 9.742513 192.168.0.15 192.168.0.14 LSvl.2 113 Appl on Data

> Frame 8: 174 bytes on wire (1392 bits), 174 bytes captured (1. F_

> Ethernet II, Src: VAIO_11:59:fd (cc:30:80:11:59:fd), Dst: VAIO 10:da:8b (cc:30:80:10:da:8b)

> Internet Protocol Version 4, Src: 192.168.0.15, Dst: 192.168.0.14

> Transmission Control Protocol, Src Port: 51907, Dst Port: 3782, Seq: 1, Ack: 1, Len: 120

v

Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.8 (8x@301)
Length: 115
v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 111
Version: TLS 1.2 (@x@3e3)
Random: b8bbbbab860870670de8al1066ce197f48f855463ad3963321e78390119336658
Session ID Length: @
Cipher Suites Length: 4

Cipher Suit
Cipher Suite: TLS_EMPTY_RENEGOTIATION_INFO_SCSV (Bx%‘ff)

TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (@x@@9e)

Medbade S ool o

v

Compression Methods (1 method)
Extensions Length: 66

Extension: server_name (len=17)
Extension: session_ticket (len=0)
Extension: signature_algorithms (len=32)

vvy
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Fig. 9. TLS_DHE_RSA_ WITH_AES_128_GCM_SHA?256.
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Kalam
Time Source Destination Protocol  Length Info

18 6.630020 192.168.0.14 192.168.0.15 TLSv1.2 206 Client Hello

19 6.633704 192.168.0.15 192.168.0.14 TLSv1.2 1008 Server Hello, Certii
20 6.640358 192.168.0.14 192.168.0.15 TLSv1.2 244 (Client Key Exchange,
21 6.644990 192.168.0.15 192.168.0.14 T Y e b

22 6.645560 192.168.0.14 192.168.0.15 rLsv1.2 113 Application Data

23 6.677864 192.168.0.15 192.168.0.14 rLsvi.2 106 Application Data

Cvvyvy

Frame 18: 206 bytes on wire (1648 bits), 206 bytes captured (1648 bits) on interface \Device\NPF
Ethernet II, Src: VAIO_1@:da:8b (cc:30:80:10:da:8b), Dst: VAIO_11:59:fd (cc:30:80:11:59:fd)

Internet Protocol Version 4, Src: 192.168.0.14, Dst: 192.168.0.15
Transmission Control Protocol, Src Port: 60510, Dst Port: 3782, Seq: 1, Ack: 1, Len: 152
Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (@xe3el)
Length: 147
Vv Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 143
TLS 1.2 (exe3e3)
2f3dc86ed85b@105426ac53fe2ecSc@aed2dc8579782d9830e94a01a810c4485
Session ID Length: 32
Session ID: c62efe516555ad95102c900@1lecle375caac6@163ddbe77969de4b284c@ead268

- N _

Version:
Random:

<

ipher Suites (2 suites)
Cipher Suite: TLS_DH_RSA WITH_AES_256_GCM _SHA384 (@x@@al)
Cipher Suite: TLS_EMPTY_RENEGOTIATION_INFO_SCSV (@xeeff)
o
Compression Methods (1 method)
Extensions Length: 66
> Extension: server_name (len=17)
> Extension: session_ticket (len=0)

B e e o

fd
20
c6
e
ds
97
51
63
al
31

da
c@
6a
93
6a
94
1e
9d
)
36
le

8b
a8
42
el
<5
ae
2c
e4
42
38
06

cc 30 80
75
ec
74
3d
2d
c6
aa
00

1
a3
se
3b
8
c@
2e
c6
84
20
-]

59
40
oe
20
e
57
fe
81
00
ec
00

30
26
be
83
e1
d9
55
be
ff
32
00

80
83
72
81
o5
83
ad
i
o1
2e
20

1e
27
c3
20
42
@e
95
96
20
31
20

08
20
52
20
3f
la
90
b2
00
2e
o1

cc
80
7c
16
Sb
82
65
dd
o0
39
ed

23
20
e2
81
21
84
o8
30
26

ec

2e
22

23

TLS_DH_RSA_ WITH_AES_256_GCM_SHA384.

No.

Protocol
{Tisvi.]

Time
5 2.812629
6 2.822713
7 2.825623
8 2.828317

Source

192.168.0.15
192.168.0.14
192.168.0.15
192.168.0.14

Destination

192.168.0.14
192.168.0.15
192.168.0.14
192.168.8.15

Length Info
214 Client Hello

TLSv1.2

TLSv1.2 1422 Server Hello, Certif
180 Client Key Exchange,

9 2.828822
106 2.859414

192.168.0.15
192.168.0.14

192.168.0.14
192.168.0.15

JLSv1.2
JLSv1.2

113 Application Data
106 Application Data

Cvwvwvwy

Frame 5: 214 bytes on wire (1712 bits), 214 bytes captured (1712 bits) on interface \Device\NPF_-

Ethernet II, Src: VAIO 11:59:fd (cc:30:80:11:59:fd), Dst: VAIO 10:da:8b (cc:30:80:10:da:8b)

Internet Protocol Version 4, Src: 192.168.8.15, Dst: 192.168.8.14
Transmission Control Protocol, Src Port: 51701, Dst Port: 3782, Seq: 1, Ack: 1, Len: 160
Transport Layer Security
V¥ TLSv1.2 Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)

Version: TLS 1.8 (@x@301)

Length: 155

Vv Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 151
Version: TLS 1.2 (@x8383)

> Random: Se74c7f 2d5528d2eddb: 7cbcf ebfb29bea
Session ID Length: @

Cipher Suites Length: 4

7
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM SHA256 (@xc@2f)
Cipher Suite: TLS_EMPTY_RENEGOTIATION INFO_SCSV (@x@0ff)
ression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 106
server_name (len=17)
ec_point_formats (len=4)
supported_groups (len=28)

8b cc 30 8e 11 59 fd @8 ee 45 eo

@0 80 06 00 00 c0 a8 @0 of co a8

c6 bf f8 3f fb 53 eS 80 43 50 18

@0 16 ©3 01 00 9b 01 @0 e 97 03

a@ e9 aa c2 d5 52 8d 2e dd ba 10

bc f5 e4 5d b6 e8 d6 ce bf b2 9b

2f ee ff @1 @0 @0 6a 00 00 00 11

31 39 32 2e 31 36 38 2e 3@ 2e 31

@3 00 01 ©2 00 0a 00 1c 00 la 00

@0 1b @0 18 00 la 00 16 00 Qe 00 st
00 09 @0 ©Ga 00 23 00 00 @0 @d @@ - ------- colfponee

Fig. 11. TLS_ECDHE_RSA_ WITH_AES_128_GCM_SHA256.
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No. Time Source Destination Protocol  Length Info
10 7.210771 192.168.0.15 192.168.0.14 TLSv1.2 246 Client Hello
11 7.213327 192.168.0.14 192.168.0.15 TLSv1.2 204 Server Hello, Change
12 7.213656 192.168.0.15 192.168.0.14 TLSv1.2 105 Change Cipher Spec,
13 7.217740 192.168.0.15 192.168.0.14 Tl Slitaniicand Las
15 7.234439 192.168.0.14 192.168.0.15 TLSv1.2 106 Application Datal
16 7.236035 192.168.0.15 192.168.0.14 TLSv1.2 301 Application Data)

Frame 10: 246 bytes on wire (1968 bits), 246 bytes captured (1968 bits) on interface \Device\NPF
Ethernet II, Src: VAIO_11:59:fd (cc:30:80:11:59:fd), Dst: VAIO_10:da:8b (cc:30:80:10:da:8b)
Internet Protocol Version 4, Src: 192.168.0.15, Dst: 192.168.0.14
Transmission Control Protocol, Src Port: 51611, Dst Port: 3782, Seq: 1, Ack: 1, Len: 192
Transport Layer Security
Vv TLSv1.2 Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)

Version: TLS 1.8 (@x8301)

Length: 187

Vv Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 183
Version: TLS 1.2 (@x@3e3)
Random: 5289eaS5eafl7bfd2d41fflcScedfedd25972168fcb7b7e681d5f96c6d759079
Session ID Length: 32
Session ID: 771@abcca921643413a24e7382e70094F5a2a6bd6dddb3fc5876290f44a9df6f
i i hi 4
Vv Kipher Suites (2 suites)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@xc@38)
Cipher Suite: TLS_EMPTY_RENEGOTIATION_INFO_SCSV (@x@eff)
Matbods ancil. o

Compression Methods (1 method)
Extensions Length: 106
server_name (len=17)
ec_point_formats (len=4)

Cvvevw

8b cc 30 8@ 11 59 fd @3 00 45 00
@0 80 06 ©0 00 co a8 00 of co a8 .
c6 55 cb b6 b8 7@ ef fa 59 5@ 18 sawwel)
@0 16 @3 @1 @0 bb o1 8@ ee b7 e3 L =
@3 52 89 ea 55 ea f1 7b fd 2d 41 ff 1c Sc ed fo ReeU--{ --A--\

dd 25 97 21 68 fc b7 b7 e6 81 d5 f9 6c 6d 75 9@ %-th--- ----1mu
79 20 77 1@ ab cc a9 21 64 34 13 a2 4e 73 82 e7 yw----! d4-Ns--
@0 94 f5 a2 a6 bd 6d dd b3 fc 50 76 29 of 44 a9 ity | “Pv)-D

df 6f @@ @4 ce 30 ee ff @1 @0 @0 6a @0 @0 @0 11 PO @ we e
@0 of @0 00 @c 31 39 32 2e 31 36 38 2e 30 2e 31 ©192 .168.0.1
34 00 6b 00 04 03 0 01 02 00 0a 08 1c 0@ 1a 8@ 4 i

Fig. 12. TLS_ECDHE_RSA_ WITH_AES_256_GCM_SHA384.

No. Time Source Destination Protocol  Length Info
23 12.066082 192.168.0.14 192.168.0.15 TLSv1.2 214 Client Hello
24 12.069261 192.168.0.15 192.168.0.14 TLSv1.2 968 Server Hello, Certif
25 12.073010 192.168.0.14 192.168.8.15 TLSv1.2 180 Client Key Exchange,
26 12.075570 192.168.0.15 192.168.0.14 Lol 2 SS SRS 5
27 12.079737 192.168.0.14 192.168.8.15 TLSv1.2 113 Application Data
28 12.103280 192.168.0.15 192.168.0.14 TLSv1.2 106 Application Data

> Frame 23: 214 bytes on wire (1712 bits), 214 bytes captured (1712 bits) on interface \Device\NPF.
> Ethernet II, Src: VAIO_10:da:8b (cc:3@0:80:1@:da:8b), Dst: VAIO_11:59:fd (cc:30:80:11:59:fd)
> Internet Protocol Version 4, Src: 192.168.0.14, Dst: 192.168.0.15
> Transmission Control Protocol, Src Port: 60804, Dst Port: 3782, Seq: 1, Ack: 1, Len: 160
v Transport Layer Security
Vv TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.8 (@x@301)
Length: 155
v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 151
Version: TLS 1.2 (@x83@3)

Random: 8eb@c6edfe3f7070fd4181b1661F65563: 60f 206c1
Session ID Length: @

pl
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (@xc@2b)
Cipher Suite: TLS_EMPTY_RENEGOTIATION_INFO_SCSV (@x@@ff)

i Methbode lopoih. 1

Compression Methods (1 method)
Extensions Length: 106

server_name (len=17)
ec_point_formats (len=4)
> Extension: supported_groups (len=28)

80 11 59 fd cc 3@ 80 10 da 8b @3 @@ 45 @0

77 40 00 80 66 ©1 ae c@ a3 00 c@ a8
ed @e c6 26 d6 65 da 21 le 55 56 18
B 80 00 16 03 ©1 @@ 9b 01 88 97 @3
be e9 fe 3f 70 70 fd 41 81 bl 1f 65
40 60 fb 56 8b e8 33 fc a8 be c2 @6

o0 @c 31 39 32 2e 31 36 38 2e 2e 31
ob 00 04 03 00 O1 02 00 0a 00 1c 00 la 00
19 @0 1c @0 1b 00 13 00 la @0 16 00 Oc 00 e e
ob 00 23 00 00 00 0d 00 - s

14 Qe
34 21
21 o0
53 66
2c 58
@0 04 co 2b oo ff @1 @0 @0 6a 00 08 00 11
o0 30
00 20
- 20
@0 6c @0 @9 @0 @a 20

Fig. 13. TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256.
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No. Time Source Destination Protocol  Length Info
5 5.721342 192.168.0.14 192.168.0.15 TLSv1.2 214 Client Hello
6 5.725085 192.168.0.15 192.168.0.14 TLSv1.2 969 Server Hello, Certit
7 5.728856 192.168.0.14 192.168.0.15 TLSv1.2 180 Client Key Exchange
8 5.731274 192.168.0.15 192.168.0.14 4 pis
9 5.734120 192.168.0.14 192.168.0.15 TRSv1.2 113 Application Data
10 5.751438 192.168.0.15 192.168.0.14 TRSv1.2 106 Application Data

Frame 5: 214 bytes on wire (1712 bits), 214 bytes captured (1712 bits) on interface \Device\NPF_
Ethernet II, Src: VAIO_10:da:8b (cc:30:80:10@:da:8b), Dst: VAIO_11:59:fd (cc:30:80:11:59:fd)
Internet Protocol Version 4, Src: 192.168.0.14, Dst: 192.168.0.15
Transmission Control Protocol, Src Port: 60869, Dst Port: 3782, Seq: 1, Ack: 1, Len: 160
v Transport Layer Security
V TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.8 (@x8301)
Length: 155
¥ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 151
Version: TLS 1.2 (@x@303)
Random: 9e8990492963ab84e953ad725806bfb6e59fe19045361181c6c352bfcb37f504
Session ID Length: @
Cipher Suites Length: 4
v c|fpher Suites (2 suites)
Cipher Suite: TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384 (@xc@2c)
Cipher Suite: TLS_EMPTY_RENEGOTIATION_INFO_SCSV (@x@eff)
¢ ioo Metbods Joncih. 1

Compression Methods (1 method)
Extensions LEng’th: 1086

Extension: server_name (len=17)
Extension: ec_point_formats (len=4)
Extension: supported_groups (len=28)

© cc 30 80 11 59 fd cc 3@
o @0 c8 77 5a 40 @0 80 06

0020 @@ of ed c5 @e c6 @9 cc

9 ©1 @0 do 43 @0 90 16 03
2 @3 9e 89 90 49 29 63 ab
> b6 e5 9f el 98 45 36 11
60 04 @0 00 84 ce 2c ee ff
@0 ef ee @8 ec 31 39 32
35 @0 6b 00 04 03 00 01

@ 17 @0 19 @0 1c 00 1b @0

920 @d @8 @b 68 ec 80 @9 80

80 10 da 8b @8 @0 45 @0
@1 68 c@ a8 @@ fe c@ a8
4a dc da 89 le db 50 18
@1 @2 9b 01 00 08 97 @3
84 €9 53 ad 72 58 @6 bf
81 c6 c3 52 bf cb 37 f5
@1 @0 20 6a 20 00 00 11
2e 31 36 38 2e 30 2e 31
02 00 @a 00 1c 00 la 00
18 20 1a 00 16 00 @e 00
@a @0 23 08 00 00 od 60

2
WZ

H

Y--@ E
@ h
] P

I)c: --S-rX
€6 R--7

B 3)
192 .168.0.1

Fig. 14. TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384.

as unsecured MMS messages have different certificate and ADE sizes. An interesting finding is that all cipher suites
had ADE sizes smaller than the unsecured MMS message. Reported certificate sizes vary, last two suites yielding
the smallest size. That being said, certificates are only exchanged during TLS sessions establishment and is not
used during IEC 61850 MMS exchanges. Their impact is not significant.

4. Conclusions

All cipher suites recommended by IEC 62351-4 have been implemented on IEC 61850 MMS messages and
secure information exchanges have been demonstrated. TLS 1.2 has been used for creating a secure communication
channel between the client and the server while X.509 certificates have been used for authentication purposes. Lab
experiments have been conducted and real MMS messages secured with different cipher suites have been captured.

The results are presented in terms of full message bodies as well as different certificate and message sizes. It is
found that use of cipher suites may decrease ADE size to 46.1% of unsecured message size. It is also discovered
that cipher suite selection is critical as some suites have 29.67% smaller certificate size than others.

Table 2. Performance results for recommended cipher suites.

Cipher suites Certificate size (bytes) ADE size (bytes)

None N/A 245
TLS_RSA_WITH_AES_128_CBC_SHA256 903 139
TLS_DH_RSA WITH_AES_128_CBC_SHA256 835 139
TLS_DH_RSA_ WITH_AES_128_GCM_SHA256 838 113
TLS_DHE_RSA_ WITH_AES_128_GCM_SHA256 903 113
TLS_DH_RSA_ WITH_AES_256_GCM_SHA384 838 113
TLS_ECDHE_RSA_ WITH_AES_128_GCM_SHA256 903 113
TLS_ECDHE_RSA_ WITH_AES_256_GCM_SHA384 903 113
TLS_ECDHE_ECDSA_ WITH_AES_128_GCM_SHA256 635 113
TLS_ECDHE_ECDSA_ WITH_AES_256_GCM_SHA384 635 113
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In addition to validating cybersecurity recommendations of IEC 62351-4, this paper also gives application insights
about how these recommendations impact IEC 61850 MMS sizes and performances. These results are useful for pre-
testing security recommendations for MMS messages before the deployment is planned in the field. Both researchers
and engineers active in this field will benefit from these application details and test results.
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