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Abstract 

About 95 percent of worldwide Internet traffic travels from one continent to another 

through submarine communication cables working around the clock, while only the remaining 

5 percent relies on satellite for communication (Coffey 2014, 28; van Ouderaren 2021). Thus, 

what seems to keep military officers and national security strategists in many states awake at 

night is the possibility that some military submarines have the capability of cutting submarine 

communication cables. For example, it is known that a Chinese submarine, Jiaolong, has such 

capability (Kim 2012, 68) as well as a Russian submarine Yantar (Fuller 2021).  

A concern here is that in international waters there are not effective laws to hold the attacker 

responsible when the submarine cables are physically damaged as a result of physical attack 

by a state.    

The purpose of this study is to find out which international legal regime applies to 

submarine communication cables and global marine communications. It also suggests some 

modifications for improving the current international legal system so that sensitive information, 

such as our email exchanges and health records, and the cables that carry this information can 

be better protected. To explore these questions, I have chosen to employ a historical approach, 

case studies, and insights from experts to inform my study.  

In this dissertation, I apply the theory of international cooperative regime-building to the 

submarine communication cable industry and emphasize the South Korean government’s 
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potential role as a catalyst in developing new norms. As one of the leading suppliers of fiber 

optic cables (Kim 2020), South Korea can play a crucial role in developing an international 

regime--and identifying the challenges to the current regulatory regime for submarine 

communication cables.  

During this process, I intend to test a hypothesis that submarine cables are not being 

adequately regulated under the current international legal regime. Where I identify gaps in 

international law currently protecting submarine cables, I also offer policy recommendations 

to improve the regulatory regime, such as the idea of granting the right to punish an attacker 

under the cable owner’s jurisdiction rather than that of the attacker’s jurisdiction when the cable 

is laid in high seas—the position that UNCLOS currently takes according to Article 113.   
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1. Introduction: Recognizing the Geo-Economic and Strategic Importance of 

Submarine Cables 

The Africa Coast to Europe (ACE) submarine cable,1 an internet highway between the 

African coast and Europe, was cut in April 2018, causing a two-day blackout for internet users. 

No one knows for sure why or how the submarine communication cable was cut, although it 

has been reported that a country in West Africa, Sierra Leone, appears to have approached the 

ACE cable. Unlike a missile attack, whose action is easily observable, the cut on submarine 

communication cables laid on the seabed takes place underseas, making the victim state less 

able to hold the attacker responsible. Having the attacker state admit responsibility for its action 

is a challenge.  

The government officials in various nations live with the fear that a hostile foreign 

power may cut submarine communication cables intentionally, causing visible sabotage 

(Edwards 2018). The April 2018 incident affected at least 10 states. For example, direct effects 

were felt in Guinea, Senegal, and Liberia in Africa, where millions of people lost access to the 

internet (Baynes 2018).  

Being in darkness causes not only inconvenience but also financial loss for internet 

 
1 The ACE cable network is twelve thousand km-long and connects eighteen states, including France,  

Portugal, Spain, Senegal, Nigeria, and Mali. It is owned by the ACE Consortium made up of  

France Telecom Orange and its subsidiaries, including Orange Mali and Sonatel (Capacity 2012). 
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users because the present-day global economy runs on the existence of online trading platforms. 

Any stoppage in the trading market due to a cut in submarine communication cables would 

cause tremendous financial loss. The latest figures show that financial transactions worth a total 

of $10 trillion are made daily via submarine cables (Wall 2021). A platform shutdown due to 

an intentional cut in submarine communication cables could cause a disaster in the global 

financial industry.  

As this example illustrates, international society relies on submarine communication 

cables now more than ever. Even when coronavirus hit the world in 2019, our lives went on. 

The digital infrastructure let us continue our business with Zoom, Amazon, and online banking 

(Hillman 2021). Also, we were able to continue school during the pandemic, thanks to the 

technology that let us stay connected through the internet. As data from the Asia-Pacific 

Economic Cooperative Forum suggests, submarine communication cables carry about 95 

percent of our data; the rest is transferred via satellite (Edwards 2018; Coffey 2014, 28; van 

Ouderaren 2021).  

Communication through the internet began with the invention of a stable submarine 

communication cable network, but long before the age of the open-source internet arrived in 

1991, the telegraph cable was invented in 1844. Made of a 5mm copper wire core wrapped in 

a protective casing of tar, hemp, and steel, the telegraph cable was developed by Samuel F.B. 

Morse. It carried Morse code, predating the age of the telephone. Morse inaugurated the first 
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telegraph cable in 1844, connecting Washington, D.C., and Baltimore. The U.S. and Britain 

laid the first telegraph cable underseas in 1858 (Little 2021).  

The first message that went underseas was from Queen Victoria to President Buchanan, 

congratulating the two nations’ success in completing this project in connecting two nations 

underseas (Gillian 2000). Then, Alexander Graham Bell invented the telephone cable, 

composed of copper in 1881. It went through the advancement process by instituting a tensile 

steel wire strand at the center, which allowed it to be laid underseas safely in 1956.  

The large gap between 1881, when the telephone cable was invented and used on one 

continent, and 1956, when the cable was laid underseas, exists because of a variety of technical 

failures. For example, whether copper should be used as a proper component for cable, or where 

the cable should be landed, and many other issues were being debated by multiple parties for 

years, which delayed the whole development process (Fermandez 2022).   

The first telephone cable, called the Transatlantic Telephone Cable System (TAT-1), 

went underseas to connect the continents in 1956. In addition, the fiber-optic submarine cable 

was introduced in 1956 (Matis 32, 2012). German physicist, Manfred Borner created it for 

communication (Little 2021).      
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Figure 1. Development of submarine communication cables (Source: 

Davenport. 2021. “International Interference with Submarine Cable 

Systems in Peacetime: Gaps in International Law,” Center 

for International Law, National University of Singapore) 
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The change in core material from steel to fiber-optic cable hastened the internet 

revolution. Telephone cables were originally designed only for voice transmissions and had a 

limited bandwidth, or cable capacity.2 Fiber-optic cables3 with their larger bandwidths carry 

more data than telephone cables. Furthermore, fiber-optic cables can transmit data more 

quickly than telephone cables. Fiber-optic cables carry signals at speeds up to the speed of light, 

 
2 The cable capacity is the maximum rate of data transfer, measured in gigabits per second (Swinhoe  

  2021). 
 

3 Dr. Narinder Singh Kapany, a UK-based physicist discovered fiber-optic cables in 1952 (Stephen  

 2020).     
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equivalent to 2,000 megabytes per second (Mbps), unlike telephone cables, which carry signals 

at 280 megabytes per second (Mbps).  

This technology allows us to download a movie within a few minutes and join stable 

videoconferences via Zoom or Microsoft Teams with one click from our computers (Cheong 

2013). The internet speed via fiber-optic submarine communication cable networks is far faster 

than the average speed of satellite internet service, which is between 12 and 100 Mbps (Anders 

2021; Balakrishanan 2014). 

According to the Cisco submarine cable market forecast, the bandwidth demand 

worldwide is expected to double every two years, as our global data consumption continues to 

increase (Cisco 2019, 33) dramatically since the outbreak of COVID-19. The term bandwidth 

refers to cable capacity—a range of frequencies within a given band used for transmitting 

signals. As the demand for internet increases, more submarine cables are in demand to provide 

the necessary stability. The demand for submarine communication cables has been rising, as 

people’s use of cloud services, mobile devices, and mobile technology such as 5G upon which 

submarine communication cables rely for operation increases (Kim 2022).  

Another merit of fiber-optic cables is that they can carry signals much farther than the 

average copper cable, which can only carry signals 328 feet. With fiber optic cables, digital 

signals can be carried 132,000 feet, equivalent to 25 miles. Long distance is not a problem in 

communication, thanks to the invention of fiber-optic submarine cables. Now, meetings can 
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take place remotely on Zoom, thanks to advancement in submarine cable technology. 

Participants are connected across long distances, saving the costs of international business trips.   

In addition, submarine communication cables are widely used and dominate the 

communication technology industry due to their superior pricing and speed compared to those 

of satellites (Burnett 2021, 1066). The figures suggest that satellite internet costs about twice 

as much as cable internet. Satellite internet costs more, for example, $250 for 100 Mbps, than 

does submarine communication-based internet service, which costs $80 for 500 Mbps, 

meaning that submarine cables provide faster internet at a lower price (Koeppel 2019). 

Therefore, the general public rarely uses satellite communication because of the associated 

high price of calls. Only some government officials, military members, or people in large 

businesses can make better use of satellites than of submarine communication cables 

(Wakefield 2021).  

The thought of one state attacking a submarine communication cable that connects at 

least two other states has become an international topic, as more states have started discussing 

this matter publicly. Under the leadership of Captain Ashley Roach, representing the U.S., as 

chair, 22 international law scholars from 14 nations are currently participating in a committee 

on submarine cables and pipelines in the International Law Association (Roach 2022). The 

topic of submarine cables and international law has been discussed in the UN as well.  

In December 2021, a draft resolution titled, “Oceans and the Law of the Sea,” with parts 
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addressing submarine cables, was adopted with 131 UN member states in favor; 4 abstentions 

from Columbia, el Salvador, Nigeria, and Venezuela; and 1 “against” vote from Turkey (UN 

2021). Building on this international interest in submarine cables and law, I also began 

wondering about international law in the context of protecting submarine communication 

cables. My research question in this study is “How are submarine communication cables 

regulated from the perspective of international law?”  

 

       1.1. Methodology  

The purpose of the study is to test a hypothesis regarding whether submarine cables are 

adequately regulated under the current international law. My research questions are, “What is 

the current structure of the international law for submarine communication cables and global 

marine communications? Are they adequately regulated or protected in the case of an intended 

attack focused on one state’s cables and from physical damage4?” With that in mind, I have 

delved into the research to determine what international law governs submarine communication 

cables and global marine communications and to suggest some modifications for improving 

the current international legal system.   

I have chosen to employ a historical approach, case studies, and insights from experts 

 
4 The physical damage here means the damage on a cable from one state to another, caused by an  

  attack initiated by a state.  
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to inform my study. I apply the theory of international cooperative regime building by Prof. 

Kenneth Oye at MIT, and I emphasize the Republic of Korea (ROK) government’s potential 

role as a catalyst in developing new international norms. The research scope is limited to 

submarine communication cables that transmit data; power cables that carry electricity 

(Worzyk 2009, v) are beyond the research scope. 

Six documents were my primary sources for research on regulating submarine cables 

that carry international data, video, voice, and internet traffic. These are the 1884 Convention 

for the Protection of Submarine Telegraph Cables; the 1958 Geneva Convention on the High 

Seas; the 1958 Geneva Convention on the Continental Shelf; the 1982 United Nations 

Convention on the Law of the Sea (UNCLOS); the 2021 ICPC Government Best Practices for 

Protecting and Promoting Resilience of Submarine Telecommunications Cables; and the 2021 

76th Session of the UN General Assembly Draft Resolution on Oceans and the Law of the Sea.  

 

2. The Submarine Cable Industry as a Potential G-25 Battleground 

Cyberspace is considered the fifth domain to defend in the 21st century. The U.S. 

Department of Defense officially incorporated it as a new war domain, in addition to land, 

maritime, air, and space, in 2011 (Welch 2011). What people often forget is that unlike other 

 
5 Fred Bergsten introduced the term, “G2” in 2005. It is used to refer to two global partners, usually  

the U.S. and China (Hill 2020). Bergsten coined the term to promote the prior agreements between  

the U.S. and China, whose cooperation is essential for progress in almost all international economic  

issues (Bergsten 2009).   
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war domains, cyberspace is not a natural but a human-invented battleground. Because of the 

“sneaky nature” of the cyber domain, it is difficult to know who is attacking whom. Cases have 

occurred in which either espionage or destruction of data took place, but the breach was not 

discovered until later.  

In fact, such an event occurred in South Korea. A breach in the South Korean military 

intranet, which occurred in December 2016, was discovered two months later. The media 

reported that the ROK Defense Minister Min-koo Han’s computer was hacked, leaking 

confidential and critical information, which would lead South Korea to rewrite its military 

operation plans (Kim 2017). This is one of the incidents in which the victim did not know that 

information was being stolen. 

In addition to being invisible and sneaky, the cyber war domain is unique because cyber 

operations between states can occur constantly, regardless of whether the victim state realizes 

the damage being done. This is not true in other domains where people can clearly observe an 

attack, such as a missile strike in the air or one state’s troops crossing another state’s border 

without warning.   

The cyber war domain cannot operate alone, meaning that it heavily relies, for example, 

on the maritime domain to function. The submarine cables laid on the seabed create a pathway 

for the data transfer between continents; a severe cut in submarines cable can cause the internet 

to shut down, affecting internet users in various countries. Before I delved into this study on 
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submarine cables, I, too, had a misconception that internet access is possible mostly because 

of satellites. However, satellite communication only makes up about 5 percent of global data 

transfer; about 95 percent of internet communication relies on submarine communication 

cables (Coffey 2014, 28; van Ouderaren 2021).  

If a state cuts the submarine communication cables in another state’s territorial sea on 

purpose, it commits a violation under United Nations Convention on the Law of the Sea 

(UNCLOS)6. However, many times when a cable is cut by accident, it is because of a natural 

disaster, such as the Tonga volcano eruption that occurred on January 4, 2022. This incident 

caught the media’s attention since the only submarine communication cable, named the Tonga 

Cable System, which brought internet to Tonga by connecting Fiji and Tonga underseas, was 

cut because of a volcano eruption. In addition, fishing is considered a threat to submarine 

communication cables. It has been reported that about 70 percent of damage to submarine 

cables occurs due to fishing equipment, such as trawl nets and dredges (Scott 2022).    

 The implication from this 2021 Tonga volcano eruption is that not all cable cuts are 

intentional, but when a state cuts a submarine cable as an attack, it becomes a problem. For 

example, if the internet was shut down as a result of an attack, the conflict automatically 

 
6 UNCLOS stands for the United Nations Convention on the Law of the Sea. It is a legal framework  

for all marine activities. Unlike China, the US has not signed and ratified UNCLOS, although the  

US recognizes UNCLOS as a part of international customary law. As of June 2016, 167 countries  

including European Union and South Korea serve as parties to UNCLOS (Murphy 2019, 323~324).  

North Korea is a signatory state. However, it has not ratified UNCLOS (Shin 2009).   
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involves the maritime domain. The fact that the cut took place in the victim state’s territorial 

sea automatically involves the victim state’s navy, which is responsible for defending its 

territorial sea.  

In this study, the location of the submarine cable is critical. This is because UNCLOS’s 

standing on how to protect cables in a given country’s territorial sea is clear. Yet I wonder 

whether international law properly protects them, even when they are laid in other parts of the 

sea, such as the high sea, which is beyond a country’s territorial sea. Because cyber operation 

involves at least two war domains, government leaders of many countries are paying attention 

to submarine cables’ ownership and the power dynamics in this industry, which has been 

identified as a potential battleground among states, especially China and the U.S., as 

competition over state ownership increases (Kim 2020).  

It has often been predicted that whomever has more information underseas will have 

more power. If China ends up having “better intelligence,” having more power by having more 

information, it can threaten the U.S.’s leadership in the world. Other countries have not “dared” 

to develop their own undersea networks, but since China is actively building its own undersea 

network and their espionage skill is increasing rapidly, it is becoming a threat to the U.S. and 

its allies.  

My argument is that not only will G-2 rise as leaders in the submarine cable industry, 

but also the world will soon fall into the bipolar setting, in which the U.S.’s vision of a Clean 
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Network competes with China’s initiative to build a Digital Silk Road.  

The U.S. State Department introduced the Clean Network concept on April 29, 2020. It 

was meant to build a secure internet highway for all 5G traffic entering and exiting U.S. 

diplomatic facilities. The underlying assumptions behind this approach are that China has been 

eavesdropping to steal the data being transferred between the U.S. and its allies or partner 

nations, and that Deng Xiaoping’s concept of “copism,” coming up with ways to legalize its 

technologies copied from foreign technologies, was gaining popularity. In addition, CEO Ren 

Zhengfei of Huawei, a Chinese technology company, carried out this vision and even dedicated 

an R&D team to “copism”, angering many nations with advanced technology, especially the 

U.S. (Hilman 2021, 35). This is why in the Clean Network Initiative, using components made 

by Chinese companies to build the submarine communication cables is forbidden.  

What seems to bother the U.S. is the malicious actors’ growing espionage abilities 

regarding submarine communication cables. The U.S. does not want any involvement from 

untrusted IT vendors in the construction of its undersea network. The U.S. fears using any 

construction materials, even a screw, from “the untrusted vendors” because doing so might help 

malicious actors steal critical data from the owner. As an attempt to “safeguard the U.S.’s 

assets…from aggressive intrusions by malign actors, such as the Chinese Communist Party,” 

then-Secretary of State Mike Pompeo announced a list of the clean 5G telecommunications 

companies and forbade the “untrusted IT vendors” with a tie to the Chinese Communist Party 
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from participating in the U.S.-led Clean Network.  

      Figure 2.  5G Clean Telecommunications Companies (Source: US Department of State.  

               2020.  <https://2017-2021.state.gov/the-clean-network/index.html>). 

 

In my opinion, there is probably a reason why the U.S. only released a list of its “trusted 

vendors.” Five of them--Chunghwa Telecom, Taiwan Mobile, T Star, GT’, and FET--are from 

Taiwan. Four of them--Soft Bank, Rakuten, Jio, and KDDI--are from Japan. The company 

called “One” is from Hungary. Elisa is from Finland. Orange is from France. O2 is from UK. 

T-Mobile is from Germany. KT and SK Telecom belong to South Korea. Telstra and OPTUS 

are from Australia. The list goes further; companies like Telefonica and NTT are from Spain. 

Bell, Rogers, and Telus are from Canada. Telenor and ice are from Norway. Telia is from 
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Sweden, while “plus+” is from Poland. GCI, Sprint, AT&T, and Version are American 

telecommunication companies. 

My observation is that the ones under the trusted vendor category share some 

similarities; for example, most of them come from U.S.-allied or economic partner nations with 

long histories. Thus, they are likely to be the ones verified and trusted by the FBI subgroup to 

make it to the list (Le Monde diplomatique 2021).  

On the other hand, my analysis regarding the Digital Silk Road is that there probably is 

a reason why the names of the untrusted IT vendors are not specified. This is because changing 

the name of a company is easy. For example, Huawei Marine, who had a team dedicated to 

copying other states’ technologies, now operates under another name, HMN Technologies. 

Announcing that the U.S. forbids having companies with a tie to the Chinese Communist Party 

is more effective in deterring their involvement in the Clean Network Initiative than 

continuously making efforts to follow an industry where the companies may change names 

frequently to disguise their identity.  

Unlike satellite communication, with which the military can acquire its own satellite 

bandwidth (Gao 2021) for high-level security, a separate submarine cable communication for 

the public sector does not exist. A so-called secure military line does not exist in submarine 

cable communication (Hillman 2021, 158). This is another reason the Clean Network Initiative 

emphasizes the importance of guarding the data inside submarine communication cables. A key 
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takeaway from Secretary Pompeo’s statement is that the U.S. is not shy in identifying 

information thieves. It is strengthening its guard, especially where China is involved, by 

designating the Chinese Communist Party as a malicious actor that the U.S. claims is hurting 

the international order by stealing others’ information (Pompeo 2020).  

Even under the Biden Administration in 2022, the U.S.’s Clean Network Initiative from 

the Trump Administration is still being practiced. In 2020, Google and Meta planned to use a 

network cable in Hong Kong. However, after considering China’s access to the cable, the U.S. 

government shut down this proposal so that such an act of creating a back door to provide the 

U.S. data to China is prevented in the first place (Hendel and Swan 2020).  

However, from China’s perspective, the U.S. poses a threat because the U.S. has tried 

to spy on China, stealing data from China’s cables, as was revealed by Edward Snowden’s leak 

in 2013. He revealed the U.S. National Security Agency’s espionage through submarine cables 

to exploit Huawei’s technology (BBC 2014b).  

China’s attempt to counter the U.S.’s Clean Network Initiative is to come up with its 

own initiative called the Digital Silk Road (DSR). It involves companies, including Huawei 

and Hengtong, building their own submarine communication cable networks in regions like 

Africa and Asia (Le Monde diplomatique 2021). The Digital Silk Road is one of the core 

components of China’s foreign policy, whose goal is to connect China to major Eurasian and 

African states through infrastructure building, such as submarine communication cable 
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construction (Shen 2018).  

Figure 3. Map of submarine cables from the bipolar perspective translated from Korean to 

English by the Author (Source: Telegeography 2021; Le Monde diplomatique 2021.  
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<http://www.ilemonde.com/news/articleViewAmp.html?idxno=14729>). 

 

The purple dotted line in Figure 3 shows how China is expanding its fiber-optic cable 

network to explore its influence in the Asian Pacific. Furthermore, China has been working 

hard to become the leader in communication technology in Africa and the Middle East. Huawei 

and ZTE are currently constructing fiber-optic cables in Belize, Ecuador, Guinea, and the 

Solomon Islands (Cheney 2019, 5). This move by China is considered an effort to team up with 

the developing countries to build a submarine cable network under its Digital Silk Road vision, 

completing the bipolar scene in which the U.S. and China are competing in the field of 

submarine cables.  

In Figure 3, the solid green line represents the U.S. capital connections, where 

companies such as Google and Meta are helping to build a submarine cable network. The dotted 

line represents cables that fall under China’s umbrella; they are either owned by a Chinese 

company or controlled by China. A state’s intelligence capacity and espionage abilities via 

submarine communication cables have recently become indicators of its influence in 

geopolitics, and China’s growing power in this industry seems to concern U.S. officials 

(Hillman 2021, 16). 

In his speech regarding the U.S. strategy toward China in May of 2022, Secretary of 

State Blinken discussed China’s surveillance technology and how China has been partnering 
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with other nations by exporting such technology to more than 80 countries (Blinken 2022). 

According to a report issued by U.S. Senate Permanent Subcommittee on Investigations 

Homeland Security and Government Affairs, China hijacked the emails that the U.S. Senate, 

the DoD, the Department of Commerce, and NASA sent and received for 18 minutes on April 

8, 2010 (Robertson 2021). The Biden administration believes it is unjust that as China emerges 

as a global leader, it benefits from active undersea espionage. The U.S.’s Clean Network 

Initiative stands in order to prevent espionage like the above incident as much as possible.   

Furthermore, China is pressuring corporations inside China to share their information. 

China has been pressuring public corporations, pushing them to give the government control 

of the physical layer of cyberspace (the physical medium that transports data to other systems) 

known as the submarine cable network. The Chinese government occupies an important 

position in the Asian consortium, which is led by China Mobile, China Telecom, and China 

Unicom.  

With the increase in traffic to Asia, Asian countries such as China, Thailand, and 

Singapore have been relying more on submarine communication cables. “Since 2010, an 

average of 9 percent of China’s investments have been in submarine cables. That figure used 

to be only 1 percent from 1987 to 2010,” said Dr. Felix Blanc, an expert in submarine cable 

governance, raising an alarm about China’s growing influence in this field (Le Monde 

diplomatique 2021). 
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China wields influence beyond Asia and invests heavily in projects in strategic locations 

such as the Nicaragua Canal (Scobell 2018, 307). This project concerns not only the 

construction of internet cables but also the first fiber-optic cable to connect Asia and Europe 

with Marseilles as a foothold, also known as the Pakistan & East Africa Connecting Europe 

(PEACE) cable. From 2016 to 2019, Chinese companies participated in 20 percent of the 

world’s cable construction projects, with more than half of them taking place around 

developing countries right outside the South China Sea (Lee 2017).  

China’s active movement to rise as a G-2 power, and as one of the investor states in the 

industry of submarine communication cables, seems to put the U.S. at unease because 

controlling communication technology is considered a source of power in international society. 

Those with more information have an advantage. China’s rising status in the G-2 for the 

submarine communication cable industry reflects its global status as one of two great powers, 

equipped to influence the information to which some nations, including developing countries, 

are exposed via their cables.    

Regarding the PEACE, the U.S. has shared its heavy concerns with France, pointing 

out the fact that PEACE is owned by a Chinese company, Hengtong Group, whose investor is 

HMN Tech, formerly known as Huawei Marine. In October 2020, Director Peter Berkowitz of 

the U.S. State Department’s Policy Planning Staff met with the French president’s advisors and 

representatives from the foreign and defense ministries. In this meeting, they passed on a report 
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warning of China’s ambition to install submarine communication cables around the world and 

the espionage risks that effort entailed (Allen 2019). On this matter, Paul Triolo, who was in 

charge of the geo-technology division of the Eurasia Group, stated that it was natural for the 

U.S. to share its concerns (U.S. Department of State 2020).   

According to Dr. Camille Morel at Jean Moulin Lyon 3 University, the U.S. is 

intervening more extensively in the cable sector with its ongoing trade war with China (Le 

Monde diplomatique 2021). She stated that the U.S. had already pressured Australia to abort a 

project that would have installed a cable between Sydney and the Solomon Islands with Huawei 

Finance in 2018 (Dreyer 2021). This intervention was a part of the Clean Network program led 

by then-U.S. Secretary of State Michael R. Pompeo. The program, which still continues, 

prohibits the use of Chinese mobile telecom operators (China Telecom) and certain apps (with 

then-President Trump singling out TikTok) in the U.S., reduces the amount of data stored in 

China, and aims to maintain the cable network and keep it “clean” by excluding Chinese 

companies (Williams 2020). 

Dr. Namhoon Cho, a senior research fellow at Korea Institute for Defense Analyses, 

also stated that the U.S. initially owned the internet. Regarding the U.S.’s concern over China’s 

espionage capabilities, he pointed out the fear factor. He warned about the U.S.’s attitude 

toward China, stating that U.S. officials tend to overestimate China’s espionage capabilities 

(Cho 2018), and implying that the U.S. is still the superpower in cyber space. However, in 2022, 
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Secretary of State Blinken directly challenged scholars like Dr. Cho, who claims that the 

technology gap between the U.S. and China is still huge.  

According to Secretary Blinken, although the U.S. invented the internet, the 

authoritarian nature of China’s political system makes it easier for China to collect data upon 

which surveillance technology can thrive, as China can monitor the sensitive information not 

just of its citizens but also of people in other states, which is what prompts the U.S.’s concern. 

Now, the U.S. must compete to maintain its superiority, because in cyber security the U.S.’s 

monolithic power is no longer guaranteed (Blinken 2022).   

 On the other hand, I find it important to point out that the U.S. also monitors other 

states, including China. With New Zealand’s Security Intelligence Service, the U.S. hacked the 

submarine cable passing through the Chinese consulate in Auckland on behalf of the NSA 

(Kuehn 2016). In my opinion, the core of the U.S.’s concerns is that the submarine cable 

industry may become an area in which the theory of asymmetric conflict applies (Arreguin-

Toft 2005, 200). The following shows that the weaker country in this bipolar power dynamic, 

China, which began as a follower and an imitator in the high-tech industry, may end up on top, 

defeating the U.S. not just in information technology but also in other fields in the future.  

As even Secretary of State Blinken pointed out in his recent speech at George 

Washington University in May of 2022, this is a possible scenario as long as China continues 

to invest in the technological infrastructure inside and outside of its territorial sea (Simmons 
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2021). Statia Lee, a researcher in the Department of Political Science at the University of 

Washington, elaborated on this point. She explained that China Unicom invested in a project 

titled, “The Cameroon-Brazil Underwater Optical Fibre Project”—to establish a cable between 

Cameroon and Brazil in exchange for access to fishing areas. The site for this project is 

Beachman Haul, the connecting point between the Brazil-Cameroon underwater cable (Lee 

2017). 

Paul Triolo from Eurasia Group also observed that China’s initial cable strategy was to 

satisfy domestic demand, but its digital economy has gradually expanded to other countries, 

including Africa and Asia. He called this network the Digital Silk Road (Triolo 2020). As much 

as the U.S. strongly expresses its desire not to have the Chinese companies in its cable network, 

according to the Clean Network Initiative, China also disfavors the U.S. companies’ 

involvement in building its own vision, the Digital Silk Road. 

It has been reported that China canceled a project to install three cables connecting 

Hong Kong to Japan, Singapore, and the Philippines when it discovered that Google had made 

a partial investment (Le Monde diplomatique 2021). This cancelation shows that as much as 

we talk about the U.S. being concerned about China’s espionage, China also seems to hold the 

U.S. in check, attempting to avoid U.S. companies investing or becoming involved in building 

its submarine communication network.  

Crozer said that the battle between the U.S. and China in this industry is not merely 
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possible but already happening. From 2016 to 2019, Chinese companies were involved in 20 

percent of global cable construction projects (Le Monde diplomatique 2021; Lee 2017). Due 

to security concerns over hacking from the submarine communication cables, China’s rapid 

growth as a provider of submarine communication cable infrastructure to the world is a 

growing challenge for many states.  

The competition between the U.S. and China to expand their influence to other states’ 

submarine cable networks by becoming involved in their projects has begun; the age of 

monolithic power, during which the U.S. enjoyed a hegemonic role is likely long gone (Moon 

2022), as the bipolar scene in submarine communication networks becomes clearer every day.  

 

2.1 Literature Review  

About 475 submarine cables function as the world’s information highway every day 

around the clock (Sherman 2021, 1). Chinese ownership comprised only 7 percent of the world 

market in 2012; by 2019, it had increased to 11 percent. It is now predicted that the Chinese 

presence in the submarine cable market could reach 20 percent by 2025. This trend is troubling 

to the U.S., which until now has maintained its status as the world’s leading hub in the industry 

(Mayville 2021 26:22).  
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   Figure 4. Global map of submarine cables. (Source: TeleGeography. 2021. “Global Map of  

   Submarine Cables.” 2021, <https://www.submarinecablemap.com>). 

 

Under UNCLOS and customary international law, coastal states are entitled to adopt 

laws and regulations on innocent passage7 through their territorial seas. The challenge is that 

coastal states are not required to enact such laws under UNCLOS, unlike under the 1884 

Convention. UNCLOS does not contain a provision that allows a state to board vessels 

suspected of engaging in criminal acts involving submarine cables beyond its territorial seas. 

It remains unclear whether such a right is recognized in customary international law. Another 

 
7 Innocent passage is a concept in the law of the sea that allows for a vessel to pass through the   

territorial sea under UNCLOS Article 17. Passage is innocent so long as it is not prejudicial to the  

peace, good order or security of the coastal state (Ballester 2014).  
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issue is that because private companies rather than states own submarine cables, UNCLOS’s 

authority to oversee the protection of cables is rather limited (Sunak 2017, 6). 

The legal basis for the freedom to lay and maintain submarine cables comes from 

UNCLOS (Burnett 2017, 1). It is binding on states that are parties to it. Some nonparty states 

such as the U.S. have accepted UNCLOS as customary international law. However, the actors 

involved in the submarine cable industry are not only states but also the cables’ owners and the 

companies that produce and maintain them.  

The 1982 UNCLOS Commentary, compiled by scholars at University of Virginia Law 

School, suggests that the phrase “all states” should not be read strictly in the UNCLOS context; 

instead, it should be understood to refer to states or their nationals that lay cables or pipelines 

(quoted in Davenport 2015, 71). After Facebook proposed creating its own submarine 

communication cables, after its “worst” blackout in fifteen years in October 2021, this issue of 

private companies’ ownership of submarine cables and the challenges in this field have been 

widely discussed (Prinsloo 2021).  

Furthermore, in her 2015 article, “Submarine Cables, Cybersecurity and International 

Law: An International Analysis,” Tara Davenport highlighted some incidents that might be 

considered breaches of international law for the failure to protect data or the cables themselves. 

She questioned whether the act of placing a recording device on undersea cables or tapping 

into them to collect the data that pass through them would be considered legal from the 
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perspective of international law. Neither the Law of War nor the Law of the Sea has provisions 

calling such espionage illegitimate (Paik 2020, 2).   

However, distorting information inside a submarine cable qualifies as an 

“internationally wrongful act” (International Law Commission 2001). Nevertheless, the 

methodology for enforcing punishment against a state for such a wrongful act is a missing piece 

in international law. Davenport called the existing legal framework—which includes UNCLOS 

and the 1884 Cable Convention—fragmented and identified its limitations (Davenport 2015, 

82).  

Furthermore, Elizabeth O’Connor emphasized that the existing international law 

regulating submarine communication cables does not reflect the revolution in technology, as it 

began with the current generation’s widespread use of the internet. She pointed out that 

international law relating to submarine communication cables has not been augmented since 

the mid-twentieth century when telegraphs and telephone calls connected the world rather than 

fiber-optic cables (O’Connor 2019, 42).  

 Blair Shepherd (2020) evaluated whether the existing regulatory regimes were 

prepared to deal with situations in which, for example, an unmanned submarine deliberately 

cuts cables or an unmanned aerial vehicle attacks them to manipulate the data inside them. It 

is worth exploring this line of thought to prepare legally to deal with these situations, should 
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North Korea, which is actively building its asymmetric capacity to counter the big powers in 

international politics, execute such actions in the future.  

Because attacks on submarine cables would have crucial effects on people’s everyday 

lives due to the increased reliance on the internet, the U.S. treats one state’s malicious actions 

against another state’s submarine cables as an armed attack. U.S. Presidents have said they 

treat it as if it were a physical attack. This is against international law because under 

international law, retaliation is only allowed when the attack meets all the conditions to be 

considered a clear physical attack—causing some visual physical damage. But under the U.S. 

Law of War Manual, a cyber attack is regarded as a physical attack, even when it is unclear 

whether the attack has caused some physical damage (Koh 2012, 3).  

Shepherd explained that the U.S. has argued that the international society should also 

view actions, such as physically destroying submarine cables or harming the data inside them 

via cyber operations, as armed attacks and as justifications for self-defense, even when the 

threshold provided in Article 51 of the UN Charter has not been met (Shepherd 2020, 219-220).  

 

3. Geopolitics of Cable Competition  

From the early days in 1858, the U.S. and U.K. have been enjoying a cooperative 

relationship in building submarine communication cables. This meant that they made collective 

efforts to lay down a first transatlantic telegraph cable between the U.S. and the U.K, titled the 
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Atlantic. Upon the completion of the project, Queen Victoria and President Buchanan of the 

U.S. talked, using this newly established submarine communication cable in the Atlantic. 

Before this cable, it was all about just sending Morse code through the cables. This event 

establishing the first transatlantic telegraph cable over the Atlantic, connecting the U.S. and 

U.K., was significant because now people in two nations could live in an age where they could 

talk and listen to each other, relying on the submarine communication cable (PBS 2022).  

The Atlantic Telegraph Company, led by an American businessman, Cyrus W. Field, was 

able to initiate this 1858 project. Ever since then, such cables as TAT-14, TGN-Atlantic, and 

Atlantic Crossing 2, also known as AC-2, were laid in the Atlantic out of the collective efforts 

between the U.S. and the U.K. These have been considered a monopoly, in other words 

representing the British hegemony in the submarine cable industry (Burns 2013). Right now, 

the two big players are America and China, but before, the two big players were America and 

Britain, as the history shows. 

The first cable, TAT-14, lasted from 2001 to 2020. This cable system used four fiber 

cables—having two stay active and reserving the others for emergency backup. Unlike the 

other cables mentioned above, TAT-14 was built in a self-healing ring system. These bundled 

cables together connected the E.U. (U.K., France, Germany, Denmark, and Netherlands) with 

the U.S. This was possible, having the data flow in a ring shape, as depicted in Figure 5 below.  
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      Figure 5. TAT-14 Landing Station Map. (Source: Submarine Cable Networks. 2022. “TAT- 

      14 Landing Station Map.” 2022, <https://www.submarinenetworks.com/system/ 

      trans-atlantic/tat-14>).   

 

As history shows, this ring system soon was retired, giving its place to point to point “mesh 

architecture,” since the act of building two cables in parallel was considered redundant and 

inefficient (Burnett 2021 1662). The second cable in the Atlantic is the TGN Atlantic. It has 

been operating since June 2001, and now it is expected to expire in June 2026. This cable 

connects the U.S. and the U.K. in mesh architecture. Originally, it was established by an 

American company, Tyco International. Currently, TGN Atlantic is owned by an Indian 

company, Tata Communication, based in Virginia (Glover 2022). Thirdly, the Atlantic 

Crossing 2, a.k.a. AC-2, was first introduced in November of 2000. It is 6,400 km-long 
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submarine cable linking the U.S. and the U.K. After going through several acquisitions, AC-2 

is now wholly owned by Century Link, a part of an American telecommunication company, 

Lumen Technologies (Submarine Cable Networks 2022).  

However, this Anglo-American monopoly seemed to begin breaking down in 2001, when 

France started laying cables in the Atlantic. For example, FLAG Atlantic 1, a 14,500-km cable, 

linked the U.K., the U.S. and France, and this was a change since this cable was owned and 

operated by a French company, Global Cloud Xchange—no longer an Anglo-American 

company (Nielson 2021, 58). Even after September 8, 2022, when the 77th UN General 

Assembly took place in New York and Queen Elizabeth II passed away and the world mourned, 

the U.S.-U.K. relationship remains solid as rock. 

In President Biden’s words, it represents an example of the bedrock alliance (Biden 2022). 

To me, this trusting relationship between the U.S. and the U.K. over the years is the forte that 

keeps the cables in the Atlantic up and running, despite the possibility for espionage among the 

nations who have a foot in submarine cables. In a way, allies or partner nations have built an 

underseas network, sharing information only among themselves by linking themselves via 

submarine cables. Comparing this U.S.-U.K. rather cooperative relationship in the submarine 

communication industry to the U.S.-China relationship in the same sector, I realize that not 

many similarities can be found. Far from being cooperative, the U.S. doesn’t seem comfortable 

sharing submarine cables with its competitor nation, China. The revival of geopolitical 
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competition in the field of submarine cable is already here, although President Biden has said 

in the 77th General Assembly that “[The U.S. doesn’t] seek another Cold War with China” in 

all matters (Biden 2022).  

In my opinion, the fact that President Biden mentioned the words Cold War in his speech 

is hinting that an age of a new Cold War between the U.S. and China is possible. Especially in 

the field of technology, China may flourish over the U.S. because of China’s authoritarianism 

(Ryan-Mosley 2022). This system makes it easier for China to gather sufficient data essential 

to develop China’s surveillance technology in the future (Blinken 2022), unlike in the U.S., 

where people’s privacy has a higher protection than China.  

About 475 submarine cables function as the world’s information highway every day 

(Sherman 2021, 1). Chinese ownership comprised only 7 percent of the world market in 2012; 

by 2019, it had increased to 11 percent. It is now predicted that the Chinese presence in the 

submarine cable market could reach 20 percent by 2025. This trend is troubling to the U.S., 

which until now has maintained its status as the world’s leading hub in the industry (Mayville 

2021 26:22). This data shows China’s increasing involvement in the submarine cable industry, 

which also can be considered a bold step towards becoming a world power.  

This is the reason why, when Google and Meta planned on using an existing submarine 

communication cable that passes through the territorial sea of Hong Kong, part of mainland 

China, it put the U.S. government at unease. The U.S. government asked Google and Meta to 
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avoid including Hong Kong in their submarine cable communication route. In other words, it 

blocked an end to the construction project proposed by Google and Meta initiated under the 

Trump administration (Hendel and Swan 2020). 

However, the project gained momentum once the submarine communication route in the 

proposal changed from Hong Kong to Taiwan (once U.S.’s ally, now an economic partner 

nation) and Philippines (current U.S. ally nation). Under the Biden administration, both Google 

and Meta got permission to pursue their projects to use a submarine communication cable to 

handle the increasing data in Asia. Meta’s proposal now includes the Philippines, while Google 

is teaming up with Taiwan (Shepardson 2021).  

 

4. Identifying Deficiencies in Current International Law 

 4.1.1. Review of Existing Institutions: Brief History of the Regulation of Submarine     

     Cables  

     In this chapter, I first review the existing international law for protecting submarine 

communication cables, and later identify the challenges in developing an effective system of 

international law, especially to address instances in which cables are physically damaged in 

another state’s deliberate attack.  

The 1884 Convention for the Protection of Submarine Telegraph Cables states in Article 

4 that “The owner of a cable, who on laying or repairing his own cable breaks or injures another 
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cable must bear the cost of repairing the breakage or injury without prejudice to the application, 

if need by of Article 2 of the present Convention.” Even though the 1884 Convention thus 

provides a punishable offense for those who damage submarine cables, some scholars, such as 

Jason Petty, have argued that the scope of Article 2 is limited to telegraphic wires and that fiber-

optic cables are outside the scope of the 1884 Convention. The fiber-optic cables that we use 

today for internet communication were not available in 1884 and thus are outside of the 

Convention’s scope.   

The 1884 Convention for the Protection of Submarine Telegraph Cables is currently in 

force for 36 countries, including the U.S. (National Oceanic and Atmosphere Administration 

Office of General Counsel, 2019). This treaty is historically important, being the first 

multilateral treaty recognizing the importance of protecting submarine communication cables 

(Petty 2021, 272). It can be said that the 1884 Convention is considered a historical relic, 

limited to protecting telegraph cables.   

The second treaty of relevance is the 1958 Geneva Convention on the High Seas. It 

codifies the rules of international law regarding the high seas, also known as international 

waters. The high seas are the international common space, which all states and their citizens 

are allowed to use lawfully (Lee 1983). Article 26.1 of the 1958 Geneva Convention on the 

High Seas provides that “all states” shall be entitled to lay submarine cables on the bed of the 

high seas. This means that presumably no state may impede their laying or maintenance. The 
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definition of high seas is provided in Article 1.8  It means all parts of the sea that are not 

included in the territorial sea or internal water, as Figure 6 shows.  

 

 

   Figure 6. Legal boundaries of the ocean (Source: Tufts University, 2017. “Law of the Sea:  

           A Policy Primer,” <https://sites.tufts.edu/lawofthesea/chapter-two/>). 

 

In 1984, the third treaty, the United Nations Convention on the Law of the Sea 

(UNCLOS), became effective. As of today, it is widely accepted, having 167 states parties. 

China signed and ratified UNCLOS in 1996; the U.S. has not ratified it because of opposition 

from Republicans in the Senate, where treaties must be approved by a two-thirds vote. 

Although the U.S. has not ratified UNCLOS, it still abides by it, treating it as customary 

 
8 By 2013, the 1958 Convention on the High Seas was ratified by 63 states, including most NATO  

  bloc and Soviet bloc states but excluding states like Syria, Jordan, Egypt, Saudi Arabia, Iran, China, 

  North Kora and South Korea (United Nations Treaty Collection 2022).  
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international law.  

The 1958 Geneva Convention on the High Seas is no longer in force (Davenport 2015, 

67). It is overridden by UNCLOS, which includes a new concept of the Exclusive Economic 

Zone (EEZ). It is an area beyond and adjacent to the territorial sea, subject to a specific legal 

regime, under which the rights and jurisdiction of the coastal state and the rights and freedoms 

of other states are governed by the relevant provisions of UNCLOS (Article 55). As illustrated 

in Figure 6, the EEZ does not extend beyond 200 nautical miles (370 kilometers) from the 

baselines from which the breadth of the territorial sea is measured (UNCLOS Article 57).   

In summary, the rights guaranteed by UNCLOS are as follows: All states may install 

submarine cables on the continental shelf but must have due regard for cables already in 

position. The possibility of repairing existing cables shall not be prejudiced (UNCLOS Art. 

79.5). And the specific positioning of the cables is subject to the consent of the coastal state 

(UNCLOS Art. 79.3). Left unregulated are submarine cables located in the high seas, which 

are outside a coastal state’s internal waters, territorial waters and EEZ (UNCLOS Art. 86) 

(Bressie 2016, 10). Article 87.1.c of UNCLOS provides for the freedom of the high seas and 

refers to all states’ rights to install submarine cables.  

 

On the topic of injury of a submarine cable, Article 113 requires that: 

 

Every State shall adopt the laws and regulations necessary to provide 

that the breaking or injury by a ship flying its flag or by a person subject to its 
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jurisdiction of a submarine cable beneath the high seas done willfully or 

thorough culpable negligence in such a manner as to be liable to interrupt or 

obstruct telegraphic or telephonic communications, and similarly the breaking 

or injury of a submarine pipeline or high-voltage power cable, shall be a 

punishable offense. This provision shall apply also to conduct calculated or 

likely to result in such breaking or injury. However, it shall not apply to any 

break or injury caused by persons who acted merely with the legitimate object 

of saving their lives or their ships, after having taken all necessary precautions 

to avoid such break or injury. 

 

   

4.1.2. UNCLOS Provisions on Submarine Cables in the Territorial Sea  

According to UNCLOS Article 3, a coastal state may establish its territorial sea to a 

limit not extending more than 12 nautical miles (nm) measured from the baseline, and which 

is precisely the same as the 1958 Geneva Convention on the High Seas. The coastal state has 

sovereignty up to this 12-nm line, based on UNCLOS Article 2.1, which states, “The 

sovereignty of a coastal State extends beyond its land territory and internal waters and, in the 

case of an archipelagic State, its archipelagic waters, to an adjacent belt of sea, described as 

the territorial sea.” This means that no entity may lay cables in someone else’s territorial sea 

without permission.  

UNCLOS Article 21 states, “The coastal state may adopt laws and regulations, in 

conformity with the provisions of this Convention and other rules of international law, relating 

to innocent passage through the territorial sea in respect of…(c) the protection of cables and 

pipelines.” The following can be said: A costal state has sovereign rights in the territorial sea 
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although these rights are subject to certain limitations such as the obligation to permit innocent 

passage. Vessels can come and go, but they cannot hurt the cables.  

 

4.1.3. UNCLOS Provisions on Submarine Cables in the Contiguous Zone 

According to UNCLOS Article 33.2 and as shown in Figure 6 above, a contiguous zone 

may not extend beyond 24 nautical miles from the baselines from which the breadth of the 

territorial sea is measured. It is not part of the high seas; the contiguous zone refers to the 

intermediary zone between the territorial sea and the high seas. 

Inside the contiguous zone, a coastal state has the authority to exercise the control 

necessary to prevent infringement of its customs, fiscal, immigration, or sanitary laws and 

regulations to the same degree as within its territory or territorial sea (UNCLOS Art. 33.1.a). 

Among other restrictions, this means that no entity can come and lay a cable in a coastal state’s 

contiguous zone without permission.   

 

4.1.4 UNCLOS Provisions on Protecting Submarine Cables in the EEZ 

From the line where the territorial sea ends, anyone can lay cables even in the  

exclusive economic zone (EEZ) (UNCLOS Article 58). The EEZ extends no more than 200 

nm from the territorial sea baseline and is adjacent to the 12nm territorial sea of a coastal state 

(UNCLOS Articles 82 and 86). 
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Within a costal state’s EEZ, UNCLOS guarantees to all states the freedom to lay 

submarine cables. Article 58 of UNCLOS provides as follows: “In the EEZ, all States, whether 

coastal or land-locked, enjoy, subject to the relevant provisions of this Convention, the 

freedoms referred to in Article 87 of navigation and overflight and of the laying of submarine 

cables and pipelines, and other internationally lawful uses of the sea related to these freedoms, 

such as those associated with the operation of ships, aircraft and submarine cables and pipelines, 

and compatible with the other provisions of this Convention.”   

 

4.1.5 UNCLOS Provisions on Protecting Submarine Cables in the Continental Shelf  

From the line where the territorial sea ends, while anyone can lay cables in the exclusive 

economic zone (EEZ), they cannot do so on the continental shelf of a coastal state without 

permission (UNCLOS Article 87). The continental shelf is the edge of the land mass that 

extends under the ocean from the coastline to a drop-off point called the shelf break (National 

Geographic Resource Library 2022).  

Part IV of UNCLOS reiterates this right in Article 79.1 providing that “All States are 

entitled to lay submarine cables and pipelines on the continental shelf, in accordance with the 

provisions of this article.” This needs to be read along with UNCLOS Article 79.3, which 

provides that “The delineation of the course for the laying of such pipelines on the continental 

shelf is subject to the consent of the coastal State.” Thus, the right is not unrestricted. State A 
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may have a right in principle to lay a cable on State B’s shelf, but it must discuss the details 

with B, and ultimately, needs B’s permission to proceed.   

 

4.1.6. UNCLOS Provisions on Protecting Submarine Cables in the High Seas  

In cases in which submarine cables are willfully or through culpable negligence broken 

or damaged by a ship or by a person, the state under whose flag the ship operates or that of the 

person’s citizenship has jurisdiction to address the injury (UNCLOS Article 113). Currently, 

UNCLOS does not provide for the jurisdiction of the cable owner’s state.   

UNCLOS Article 113.1 provides that “Every State shall adopt the laws and regulations 

necessary to provide that the breaking or injury by a ship flying its flag or by a person subject 

to its jurisdiction of a submarine cable beneath the high seas done willfully or through culpable 

negligence, in such a manner as to be liable to interrupt or obstruct telegraphic or telephonic 

communications, and similarly the breaking or injury of a submarine pipeline or high-voltage 

power cable, shall be a punishable offense.” The problem is that because that is all the treaty 

says, when it comes down to the implementation, enforcement is lacking because the treaty 

places jurisdiction in the attacker’s state, not the cable owner’s state. If the jurisdiction were in 

both the cable owner’s state and the attacker’s state, enforcement could be stronger.  
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4.2. Deficiencies in the Regulation of Submarine Cables   

Here, some challenges are unresolved by UNCLOS. Article 113 is insufficient to 

provide security to submarine communication cables. First, many states that are parties to 

UNCLOS have not implemented their obligation to enact domestic laws to protect submarine 

cables in the high seas (Davenport 2015, 83), meaning that they have not enacted the laws 

required by Article 113, and thus are in breach of UNCLOS. Furthermore, international law by 

nature lacks a strong enforcement mechanism. It relies on states’ voluntary compliance.  

Overall, the gap in UNCLOS is in respect not to laying but to protecting submarine 

cables before they are damaged. Under the current structure, because a number of individual 

countries have not adapted domestic laws to protect submarine cables, the cables in some parts 

of the ocean, like in the EEZ and the high seas, have been left “ungoverned.”  

UNCLOS is binding on the states that are parties to it. Some nonparty states, such as 

the U.S., also abide by UNCLOS, respecting it as customary international law (Burnett 2017,1). 

However, experts have pointed out that a hole exists in UNCLOS in terms of protecting 

submarine cables in the high seas. The problem I address here is that the jurisdiction can be 

exercised under the nationality of the owner of the ship, not under the jurisdiction of the cable 

owner. The nationality of the owner of the ship may not be interested in protecting the cables 

but in harming cables. Unless there is a monitor or a neutral enforcement mechanism outside 

the state of the attacker, the problem in the current legal regime will continue.    
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5. Real World Manifestations: ACE Cable and Beyond  

The purpose of this chapter is to look for the cases in which one state’s core infrastructure, 

a submarine communication cable, was damaged by another state’s intentional attack. Only 

two cases have publicly been identified that fit into this category, and one of them is the ACE 

cable case. Those cases involve Russia and China, both of which have the technology to 

eavesdrop on what happens inside the submarine communication cables. The fact that they 

have this technology is bothersome because they can attack cables as a military tactic (Sutton 

2020).     

According to the statistics released by European Parliament, about 200 cases of damage 

to submarine communication cables occur per year (Bueser 2022, 70). Only a few of them are 

due to a natural disaster, like the recent one in Tonga on January 4, 2022. It was because of a 

volcanic eruption, which cut the fiber optic cable connecting Tonga to Fiji. Until the repair on 

the submarine cable was completed after five weeks, Tongans struggled, missing the fast and 

reliable submarine communication cable-based network (Nikkei Asia 2022). However, cuts in 

submarine cables are rarely because of natural disasters, and people losing internet access for 

almost five weeks because of a volcano eruption damaging the cables is extremely unusual.   

As we have observed, 90 percent of the physical damage to submarine communication 

cables is caused by fishing nets and anchors (Kazaz 2022). However, these incidents are outside 

of my research scope; they do not qualify as intentional physical attacks by one state against 
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another state’s infrastructure, such as a submarine communication cable. Intended attacks, 

which are within the scope of my case study, are rare, but they have happened. One example is 

the Africa Coast to Europe (ACE) cable case.   

The ACE cable case arose on April 8, 2018. On that day, the ACE submarine cable was 

cut, and as a result people in 18 states, including France, Portugal, Spain, Senegal, Nigeria, and 

Mali, lost their access to the internet for 48 hours. The damage was severe because it meant 

that the business transactions in and out of 18 states literally stopped for two days, causing both 

financial loss and inconvenience to many people. Physically, the ACE cable is located in the 

west coast of Africa, spanning 12,000 km, as illustrated in Figure 7.  
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Figure 7. ACE Submarine Cable. (Source: ACE Submarine Cable, 2022. 

<https://acesubmarinecable.com/en/submarine-cable/>). 

 

The ACE Cable is financed by ACE Consortium, made up of France Telecom Orange 
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and its subsidiaries, such as Orange Mali. France Telecom Orange is a company 23 % owned 

by the French government; the rest is in the hands of public investors. Orange Mali is a 

telecommunication company affiliated with France Telecom Orange (Submarine Cable 

Networks, 2018).  

Whether the break in the ACE cable was an intended attack or just an accident is still not 

clear. The challenge here is the issue of attribution. Experts say that the ACE cable was cut off 

and no one knows the reason behind it, although Russia has the ability to cut the cable, 

suggesting that it may have done it as a physical attack (Edwards 2018).  

Another case that also raises the attribution issue as a challenge is the Losharik spy 

submarine accident, which occurred on July 1, 2019 near the naval base of Severomorsk, a 

town in Russia. According to the Russian Defense Ministry, a fire happened on the Losharik  

while the vessel was measuring the depth of the seabed. However, the Russian newspaper 

Novaya Gazeta suspected that a nuclear-powered vessel, Losharik, might have cut Norwegian 

submarine cables located 60 nautical miles east of Norway, resulting in some physical damage 

done to the cables.    

    Contemplating the cause, some security experts, like H. I. Sutton, disagree with the official 

position of the Russian Defense Ministry. He suspects that the Losharik may have cut the 

Norwegian submarine communication cables because Russia has the capability to cut cables in 

hard-to-fix places. The Losharik dives up to 20,000 feet, 10 times deeper than the depth where 
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crewed American submarines operate (Glanz 2020).  

This may have concerned the U.S., because according to the media, the U.S. USS 

Jimmy Carter only has the capability to eavesdrop the data inside the submarine 

communication cables, but not to cut them (Axe 2020). This is the only U.S. submarine publicly 

discussed in this way, but it likely represents general U.S. submarine capabilities. As this 

example shows, in the submarine sector, Russia appears to have more advanced capabilities 

than the U.S. 

 

Figure 8. The pattern of submarine operation on submarine cables. (Source: Forbes., 2020.  
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“How Russian Spy Submarines Can Interfere with Undersea Internet Cables.” 2020,  

  <https://www.forbes.com/sites/Hisutton/2020/08/19/how-russian-spy-submarines-can- 

interfere-with-undersea-internet-cables/?sh=7fc147543b04 >). 

 

A British Member of Parliament, Rishi Sutton, who is not related to H.I. Sutton, explains 

his idea about how the operation probably worked on July 1, 2019 as follows: Three Russian 

submarines worked together. In Figure 8, (A) a nuclear-powered mini-submarine on a mission 

to cut the submarine communication cable approached the cable. (B) A large host submarine 

patrolled above, prepared to bring back the small submarine. (C) The nuclear-powered attack 

submarine performed the overwatch (Sutton 2020), watching to make sure no one interrupted 

the smaller vessel.  

Figure 8 shows the general pattern of the operation that is likely to have been conducted 

by the Russian submarine against the cables. Despite this speculation, because Russia has not 

admitted its act in public and Norway has been passive, neither discussing the incident nor 

providing evidence to point fingers to Russia for causing the damage, Russia has not been 

accused of an illegal act, for example, in the International Tribunal for the Law of the Sea 

(Sutton 2020).  

Interestingly, according to The New York Times, published on April 21, 2020 by Glanz 

James and Thomas Nilsen, “fewer still want to talk about what the (Russian sailors) were doing 



 

47 

 

off Norway’s waters” (Glanz 2020). While unstated, the implication here is that Norway is 

aware that Russia probably cut the cable, but Norway didn’t make a big deal about it because 

it didn’t want to start a war over this incident.  

Cutting the submarine cables as an attack can be considered a use of force. However, the 

Norwegian government probably concluded that provoking an international incident, turning 

Russia to be a foe over some damage to a cable, was not advisable, at least at the time.   

In addition, the Chinese submarine Jiaolong also possesses the capability to cut submarine 

communication cables, which has made it a rising national security concern for the past decade 

(Kim 2012, 68). This was just mentioned briefly in Kim’s article. There is not a lot of publicly 

available information about the Jiaolong, but the fact that China also has the capability to cut 

cables is troubling. 

In summary, at least two countries have the capability to go deep enough to cut submarine 

communication cables. And, considering our heavy reliance on those cables, the threat to the 

security of the cable is not just a concern to the government officers but to almost all global 

citizens who have become more dependent on the internet since the pandemic hit the world in 

2019.  

 

6. Policy Implications: Suggestions Regarding South Korea’s Role as a Catalyst in 

Developing a New International Norm  
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I intend to rely on concepts from the theory of international cooperation regime building 

as I approach this topic from the perspective of international relations and international law. 

The theory of international cooperation stems from the idea that international regulatory 

regimes help develop new norms and reduce uncertainty among participants (Oye 1986, 250).    

International cooperation builds on the notion that governments can move toward a 

“better-coordinated future.” It assumes that governments can see the benefits in orchestrating 

harmony, rather than devolving into anarchy (Oye 1986, 254). Tara Davenport shows how, just 

as in other areas, international cooperation theory can be applied in the submarine cable 

industry. The basic concept of international cooperation theory is that institutions can pursue 

and maintain cooperation when they have strong common interests (Dai 2017). In her opinion, 

building cooperation, not just among states but also in state-to-cable company relations, is 

indeed possible and essential to protecting submarine cables (Davenport 2012, 224). 

As a middle power country, South Korea is positioned to become a leader in creating a 

new regime that regulates the submarine cable industry. As one of the world’s largest fiber-

optic cable suppliers, South Korea may engage other countries more and exert its influence in 

protecting submarine cables in the future. LS Cable & System, South Korea’s largest supplier, 

is a leading global player in long-distance and high-pressure cables (Bae 2020). Even during 

the COVID-19 pandemic, LS Cable & System has successfully signed contracts for submarine 

cables with the Netherlands, the U.S., Singapore, and Bahrain (Kim 2020). LS Cable & System 
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is ranked sixth among the major submarine cable market vendors worldwide (Technavio 2020).   

The prospect of positioning the country as a focal point in the submarine cable industry 

should garner more interest and discussion from the South Korean government—that is, when 

it decides to engage more with other countries and set the agenda for discussion. In my opinion, 

South Korea can act as a catalyst in an organization such as the International Cable Protection 

Committee (ICPC) 9  or the International Maritime Organization (IMO) by promoting 

discussions in venues such as the UN on the topic of developing an international regulatory 

regime.     

One motivation for South Korea to fulfill such a role would be to build a mechanism with which 

to counter North Korea’s efforts to become an asymmetrical power, and to make clear that, for example, 

a North Korean attack on submarine cables would be considered an internationally wrongful act in the 

eyes of international law. I suggest that submarine cables can be treated as a public good. Kaye agrees 

with this idea, stating that the deep seabed is part of the of the common heritage of mankind (Kaye 2007, 

70). This places underwater submarine communication cables in the global commons. Therefore, these 

cables would be placed under customs and practices governing the high seas, limiting jurisdiction by 

states and their vessels except in specific circumstances (UNCLOS Article 113).  

 
9 The International Cable Protection Committee is a non-profit organization formed in 1958 to   

promote the protection of international telecommunications and submarine cables. As of May 2022,  

65 states among 185 members, including cable owners, operators, manufacturers, as well as service  

providers have joined the ICPC (ICPC 2022).  
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As an intergovernmental organization (IGO), the International Telecommunication Union 

(ITU) can also contribute to developing international law, for example, by promoting its commitment 

to protecting submarine communication cables. This builds on the ITU’s idea from its 2010 

publication to utilize submarine communication cables for multiple purposes, not just to deliver 

data but also to monitor climate change. South Korea can champion the broader uses of cables 

as one of the reasons it is appropriate to call a submarine communication cable a public good.  

There are three places where South Korea can share its vision in developing 

international law on protecting submarine communication cables. As discussed, one is the ITU. 

Another is the ICPC. And the issue of providing better protection for submarine communication 

cables can be a topic for discussion even at UN General Assembly. The argument here can be 

that since we can utilize submarine cables for a common purpose to monitor climate change, it 

is essential that we make efforts to protect them better than how UNCLOS currently operates.  

As a middle-power country with a good relationship with all P5 states (China, France, 

Russia, the U.K., and the U.S.), South Korea can propose a UN General Assembly resolution 

to protect submarine communication cables better, thus recognizing their importance as a 

public good. My rationale behind this argument is that besides being one of the core 

infrastructures on which global citizens rely every day for internet communication, submarine 

communication cables can also be utilized for the common good. For example, they are capable 

of monitoring climate change while providing internet, fulfilling a dual purpose.  
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South Korea can raise its voice in overseeing submarine communication cables, even 

when they are located beyond its territorial sea, in working with an IGO (i.e. the International 

Maritime Organization [IMO]). An IGO’s role is to set agendas and encourage states to help 

craft international norms. Currently, the secretary-general of the IMO is South Korean. Kitack 

Lim has been in office since 2005 and will serve until December 2023. The fact that Lim is a 

South Korean government official, and has become secretary-general of the IMO he had to 

compete for the position (Park 2018), indicates that South Korea cares deeply about maritime 

issues.  

Another idea is to revive the discussion of reforms to IMO rules and regulations so as 

to better protect submarine communication cables. Supportive leadership can be an asset to 

South Korea if its agenda encourages a more sophisticated international norm and if it decides 

to use the IMO as a forum to achieve its goal. South Korea is in a good position to serve as a 

catalyst to raise its voice in developing an international norm to regulate submarine cables.  

The “Draft Resolution on Oceans and the Law of the Sea” was published in November 

2021, while the UN General Assembly was in session. The Permanent Mission of the Republic 

of Korea to the UN has shown great interest in giving its opinion in the future, especially 

regarding submarine cables, when the resolution undergoes revision. I learned this fact in my 

direct encounter with the Permanent Mission on February 18, 2022, when I conducted my field 

research interview for this study.  
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Although Figure 9 shows that the 2021 UN General Assembly (UNGA) Draft 

Resolution on Oceans & Law of the Sea does not contain anything new but repeats what has 

been already stated in UNCLOS regarding submarine cables, it was still a discovery for me to 

learn that submarine cables are a topic included in the Draft Resolution. Having a highly-ranked 

South Korean official bring the existence of this open source material, a draft resolution, to my 

attention helped give me more confidence that the South Korean government is indeed 

interested in playing a larger role in this field in the future.    

 

2021 UNGA Draft Resolution on  

Oceans & Law of the Sea 

  Author’s Suggestions to Add for Revision 

 

- States are called to take 

measures to protect fiber optic 

submarine cables and to fully 

address issues relating to these 

cables, in accordance with 

international law, as reflected 

in the Convention (para 184).  

 

- Also encourages the adoption 

by States of laws and 

regulations regarding the 

breaking or injury of 

submarine cables or pipelines 

beneath the high seas done 

willfully or through culpable 

negligence by a ship flying its 

flag or by a person subject to 

its jurisdiction, in accordance 

with international law, as 

- The courts of the country of the cable 

owner’s citizenship should be open to 

civil actions brought by the owner 

against someone who allegedly 

damaged that cable, regardless of any 

other connection that the defendant 

might have to that jurisdiction.   

 

- The country of the owner’s citizenship 

should be permitted to prosecute the 

party alleged to have caused the 

damage in its domestic courts just as 

UNCLOS provides in the perpetrator’s 

state.  

 



 

53 

 

reflected in the Convention 

(para186).  

      Figure 9. Suggestion made by the author to revise the provisions in the 2021 UNGA Draft  

              Resolution on Oceans and Law of the Sea.  

          

The suggestions provided above would establish a regime that not only punishes people 

who damage cables after the fact but would create a deterrence mechanism to reduce the risk 

of such misbehavior. First, the availability of a civil remedy is made explicit, compared to the 

UNGA resolution; the language I suggest for revision is more specific. Second, in UNCLOS 

Art. 113, it is clear that the courts of the flag state, in other words of the perpetrator, have 

exclusive jurisdiction to hear civil and criminal cases. I suggest that permitting prosecution in 

the jurisdiction of the submarine communication cable owner, in addition to that of the 

perpetrator, would also have the deterrent effects, so that submarine communication cables are 

less likely to be destroyed intentionally.  

More thought should be given to how submarine communication cables are mentioned 

in the 2021 UNGA Draft Resolution on Oceans & Law of the Sea. Not noticing any differences 

between the language of UNCLOS and the UNGA Draft Resolution, I thought no progress was 

being made towards developing international law regarding submarine cables. Then, I realized 

that there probably was a vital reason why, despite the existence of UNCLOS, states gathered 

at UNGA and reiterated the importance of “adoption by States of laws….the breaking or injury 

of submarine cables beneath the high seas done willfully or through culpable negligence by a 
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ship flying its flag or by a person subject to its jurisdiction, in accordance with international 

law, as reflected in the Convention,” as stated in UNCLOS.     

This suggests that submarine communication cables are being cut more frequently than 

is being reported to us by the media. And this probably is the reason why a number of states at 

the UN General Assembly felt the need to re-write the clauses of UNCLOS in the UNGA Draft 

Resolution, to give a warning to perpetrator states that in fact they are violating existing 

international law, UNCLOS. Doing this at the UN table and having states pass a resolution 

could add more pressure on potentially responsible states, adding a deterrent effect to 

discourage them from destroying submarine communication cables in the high seas.  

 

7. Conclusion  

In today’s world, the security of submarine communication cables seems important 

beyond our imagination. As much as ninety five percent of internet traffic moves via submarine 

cables (van Ouderaren 2021). Because of their price competitiveness over satellites, cables are 

dominating the industry. In this dissertation, I tested a hypothesis that submarine cables are 

inadequately protected under the current international legal regime. The regime applied, 

UNCLOS, is examined throughout the dissertation.  

The answer to the question on the current structure of the international regulatory 

regime can be summarized as follows: Submarine communication cables are inadequately 
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regulated, and international law on this subject is considered outdated. Beneath the high seas, 

the only state that is legally able to take action against a vessel or individual that breaks a cable 

is the vessel’s flag state or the state of citizenship of the responsible person. The problem here 

is that a state with an interest in the cable--because of ownership or due to the fact that the cable 

connects to the shore--is not usually able to take any legal action against a vessel cutting the 

cable (Scott 2022).  

As more people have begun paying attention to this field of submarine communication 

cables and international law, the submarine communication cable industry has been identified 

as a potential battleground among states. So far, the U.S. has maintained its status as a world-

leading hub. However, China’s ownership of cables, which was seven percent of the world’s 

total in 2012, is now predicted to be twenty percent by 2025 (Mayville 2021, 26:22). This 

reflects China’s keen interest in cable investment.  

Another expert’s finding also supports my argument. Jonathan E. Hillman from the 

Center for Strategic and International Studies (CSIS) argues that China has turned its position 

from a dependent to a controller of submarine cables within a decade (Hillman 2021, 12). Now, 

it is the fourth major provider of submarine cables after the U.S., Europe, and Japan (Hillman 

2021, xii). According to the statistics from 2019, South Korea has nine submarine 

communication cables, and used to be ranked first in Asia and the Pacific (O’Malley 2019, 

387). According to the record from 2021, other Asian countries like China and Japan have been 
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actively building their state-owned communication cables lately, taking over what was South 

Korea’s place in this industry. It now ranks sixth in the major submarine communication cable 

provider countries worldwide (Technavio 2020).  

Western countries often call China’s state-sponsored hacking an internationally 

wrongful act. However, Edward Snowden exposed that the U.S. and the U.K. have also been 

tapping into submarine communication cables, thus eavesdropping on other states. For example, 

it has been reported that the USS Jimmy Carter was built with an hourglass-shaped section that 

makes it possible not only to listen to submarine communication cables but also to plant 

listening devices on the ocean floor (Axe 2020). The possibility of espionage or a state’s kinetic 

attack on a critical cable infrastructure is a common and rising international concern to be 

monitored, as declared by the UN General Assembly in 2010 (UNGA Resolution 65/31 para 

121, December 6, 2010). 

From the perspective of South Korea, if the U.S. and China disagree on how to protect 

submarine communication cables at an international level and continue the New Cold War 

(Brands and Gaddis 2021, 10; Bremmer 2021, 127), South Korea may find itself caught up in 

a dilemma—of being asked to pick a side, while also being sandwiched by powerful nations.  

As a UN agency, the International Telecommunication Union (ITU) can contribute to 

the development of international law, for example, by promoting its commitment to protecting 

submarine communication cables. This approach was developed because of the use of cables 
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not only to deliver data but also to monitor climate change, as indicated in the ITU’s 2010 

publication (ITU 2010, 2). South Korea can champion broader uses of submarine 

communication cables, as it may argue that a submarine communication cable can be 

considered a public good (Kaye 2007). 

Another possibility for South Korea to play a catalyst role in developing a new norm 

regarding submarine cables is through its influence in the International Maritime Organization 

(IMO). The IMO’s role is to set agendas and encourage states to participate in crafting 

international norms in matters relating to the sea. Currently, the secretary-general of the IMO 

is South Korean (IMO 2021). Under this circumstance, the idea I am proposing here is to utilize 

the IMO by reviving the discussion of reforms to IMO rules and resolutions so as to better 

protect submarine communication cables.  

The 2011 version of IMO Rules and Regulations on Protecting Submarine Cables 

speaks of how the Automatic Identification System (AIS) operates to provide conclusive proof 

for some faults. An example of such a clause states that an anchor is released as a result of 

becoming loose in heavy weather. Having such technology available to better differentiate 

accidents from deliberate attacks can contribute to developing an international norm to protect 

submarine communication cables eventually since such technology can help eliminate the non-

attack cases of submarine cables.  

Some suggestions on improving the IMO rules made by the Vice Chairman of the ICPC, 
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Mike Green, are the following: 1. Wider port inspections, to meet the higher maritime security 

measures, set by, for example, the IMO code of practice, are needed to avoid submarine cable 

failures because of anchors. 2. Introducing an interlock on anchors is necessary when secured 

for sea passage with an alarm on the bridge of a ship (Green 2011). This would reduce the 

likelihood of accidental deployment.  

The IMO rules are about detecting accidents, using the advanced technology to sort out 

the accidents that make up about seventy percent of global damage to submarine cables caused 

by fishing or anchoring (ICPC 2021, 2). It is worthwhile to rely on the IMO rules and the 

technology listed in the rules because, if they detect a cut in a submarine cable was an accident 

caused by an anchor, then the challenge on attribution is solved and the damage done on the 

submarine communication cable can be narrowed down to be under the attack category from 

the perspective of international law.  

The rules discussed above are from the International Telecommunication Union (ITU), 

dedicated to distinguishing what kind of accidents took place by their measurements. Another 

way to develop international law to better protect submarine communication cables is through 

the International Maritime Organization (IMO). In other words, receiving leadership support 

from the IMO could be an asset to South Korea if its agenda urges a more sophisticated 

international norm, and if South Korea decides to use the IMO as a forum to achieve this goal.  

Daily, ninety-five percent of worldwide internet traffic is transmitted from one 
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continent to another via submarine communication cables rather than satellites. Because of this, 

more people are paying attention to the security of submarine cables and the sensitive 

information flowing through them. The research question asked in this study is which 

international legal regime applies to submarine communication cables and global marine 

communications? The study disregards damage caused by accidents or by activities such as 

fishing (Roach 543, 2021), and focuses on intentional kinetic cuts to submarine communication 

cables, for example, by a military submarine. When this occurs, the treaties and customary 

international laws available to protect those submarine cables and the information inside them 

are examined.  

After the limits of current international law are acknowledged, the theory of international 

cooperative regime development is applied and some recommendations are offered on the role 

the South Korean government can play as a catalyst in developing new norms in this field. 

Here, the underlying assumption is that as one of the leading suppliers of fiber-optic cables, 

South Korea can voice its opinion on how to improve the protection of submarine 

communication cables and the information they carry, thus uniting with likeminded countries. 

Several ways that South Korea can pursue this vision on the international stage are through the 

ITU, the IMO, and the UNGA.  

Furthermore, as part of the efforts to borrow some ideas to fill the void in international law, 

the newly issued 2021 ICPC Government Practices for Protecting and Promoting Resilience of 
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Submarine Communication Cable has been reviewed. The fact that the Permanent Mission of 

the ROK to the UN is willing to offer its opinion on the submarine cable section of the Draft 

Resolution on Oceans and the Law of the Sea, as it undergoes the finalizing stage in 2022, 

supports my argument that South Korea is capable of playing a significant role in this field, 

serving as a catalyst to build an international regulatory regime—an idea that comes from the 

theory of international cooperative regime building.  

 

8. Recommendations for Future Study 

The topics for future study consist of the following: The latest technology in 

communication is Elon Musk’s Starlink, which helped Ukrainians stay online while internet 

connections failed in November of 2021, during the Russian invasion. Although only one 

percent of our data traveled via communication satellite as of 2021, the latest move in the 

commercial sector is to invest more in this business. The prediction is that in addition to the 

18,000 satellites already existing, tens of thousands of satellites are likely to be launched in the 

next decade (Hillman 2021, 188), following Musk’s lead.   

The scope for my dissertation included discovering which international law applies to 

protect submarine cables, one highway for information. Communication technology is 

advancing quickly; we are living in a world where our data are not just traveling via submarine 

cables but via a method like Starlink, using satellites in a low orbit.  



 

61 

 

 This dissertation looked at whether any effective international law exists to address 

physical damage done to submarine cables laid beneath the high seas willfully or through 

culpable negligence by a ship flying its flag or by a person subject to its jurisdiction, in 

accordance with international law, as reflected in UNCLOS. 

More topics to be explored from the international law perspective as relates to the high 

seas include questions like what if when an attacker of a submarine cable is not a state but a 

non-state actor like a terrorist group? Another question to be explored is what if the attack on 

a submarine communication cable in the high seas is not a kinetic attack, meaning an attack 

that can be visually observed? I am still curious to learn the international legal consequences if 

a cyber-attack like stealing money from another state’s or civilian’s account is conducted 

through submarine communication cables while the funds were being transferred from one 

continent to another.  
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9. Appendix: Section on Submarine Cables, 2021 UN General Assembly Draft 

Resolution on Oceans and the Law of the Sea Section on Submarine Cables 

Recognizing that fiber optic submarine cables transmit most of the world’s data and 

communications and hence are vitally important to the global economy and the national 

security of all States, conscious that these cables are susceptible to intentional and accidental 

damage from shipping and other activities and that the maintenance, including the repair, of 

these cables is important, noting that these matters have been brought to the attention of Stat 

es at various workshops and seminars, and conscious of the need for States to adopt national 

laws and regulations to protect submarine cables and render their willful damage or damage by 

culpable negligence punishable offences ,  

PP40. Noting the importance of the delineation of the outer limits of the continental shelf 

beyond 200 nautical miles an d that it is in the broader interest of the international community 

that coastal States with a continental shelf beyond 200 nautical miles submit information on 

the outer limits of the continental shelf beyond 200 nautical miles to the Commission on the 

Limits of the Continental Shelf (the Commission), and welcoming the submissions to the 

Commission by a considerable number of States Parties to the Convention on the outer limits 

of their continental shelf beyond 200 nautical miles, that the Commission has continued to 

fulfil its role, including of making recommendations to coastal States, and that the summaries 

of recommendations are being made publicly available,  
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PP41. Noting also that some coastal States may continue to face particular challenges in 

relation to preparing and presenting submissions to the Commission,  

PP42. Noting further that financial and technical assistance may be sought by developing 

countries for activities in relation to preparing and presenting submissions to the Commission, 

including additional information with respect to submissions and revised or new submissions, 

including through the voluntary trust fund established by the General Assembly in its resolution 

55/7 of 30 October 2000 for the purpose of facilitating the preparation of submission s to the 

Commission for developing States, in particular the least developed countries and small island 

developing States, and compliance with article 76 of the Convention, as well as other accessible 

international assistance,  

PP43. … Para184. Also calls upon States to take measures to protect fiber optic submarine 

cables and to fully address issues relating to these cables, in accordance with international law, 

as reflected in the Convention; 185. Encourages greater dialogue and cooperation among States 

and the relevant regional and global organizations through workshops and seminars on the 

protection and maintenance of fiber optic submarine cables to promote the security of such 

critical communications infrastructure; 186. Also encourages the adoption by States of laws 

and regulations addressing the breaking or injury of submarine cables or pipelines beneath the 

high seas done willfully or through culpable negligence by a ship flying its flag or by a person 

subject to its jurisdiction, in accordance with international law, as reflected in the Convention; 
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187. Affirms the importance of maintenance, including the repair, of submarine cables, 

undertaken in conformity with international law, as reflected in the Convention. 
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