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Abstract Abstract 
The currently most used method for authentication is the password because it is simple to implement, 
and computer users are very familiarized with it. However, passwords are vulnerable to attacks that can 
be mitigated by increasing the complexity of the chosen password, particularly in terms of length. One 
possible approach to accomplish this is through the usage of passphrases, which can be easier to 
remember than a standard password, thus reducing the loss of work time and productivity related to 
forgotten passwords. To achieve the required balance between complexity and memorability, the concept 
of passphrase categories can be used, i.e. more sensitive accounts or services should have more 
complex passphrases, and vice versa. This work-in-progress study proposes to develop and assess a 
method for educating users into creating complex, yet easy to remember passphrases, according to the 
category of account or service they want to protect. The work-in-progress study will be developed in three 
phases, including validation of the method by a panel of subject matter experts, a pilot test, and a main 
data collection and analysis phase. 
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Abstract— The currently most used method for authentication 

is the password because it is simple to implement, and computer 

users are very familiarized with it. However, passwords are 

vulnerable to attacks that can be mitigated by increasing the 

complexity of the chosen password, particularly in terms of length. 

One possible approach to accomplish this is through the usage of 

passphrases, which can be easier to remember than a standard 

password, thus reducing the loss of work time and productivity 

related to forgotten passwords. To achieve the required balance 

between complexity and memorability, the concept of passphrase 

categories can be used, i.e. more sensitive accounts or services 

should have more complex passphrases, and vice versa. This work-

in-progress study proposes to develop and assess a method for 

educating users into creating complex, yet easy to remember 

passphrases, according to the category of account or service they 

want to protect. The work-in-progress study will be developed in 

three phases, including validation of the method by a panel of 

subject matter experts, a pilot test, and a main data collection and 

analysis phase. 

Keywords— passphrases, passphrase complexity, passphrase 

memorability, cognitive load theory, passphrase levels, account 

categories, user 

I. INTRODUCTION 

Many authentication methods have been devised for 
verifying a user’s identity [2]. Such methods include knowledge 
factors (something the user knows), ownership factors 
(something the user has), and biometrics (something the user is) 
[20]. Despite all this variety, the most currently used 
authentication method is the password, because of its simplicity 
of implementation and the familiarity of the average user with 
the method [26]. According to [24], many multiple factor 
authentication systems use passwords as one of their factors. 
However, passwords are vulnerable to brute-force and 
dictionary attacks [2], thus leading to account compromise. 
Along with malware, account take-over (ATO) and credential 
abuse attacks continue to be of the most concern for 
organizations [6]. 

The research problem this work-in-progress study will 
address is the issue of password memorability and complexity, 
compounded by the high number of password-protected 
accounts and services an average person manages. This can be 
mitigated by increasing the complexity of the chosen password, 
in terms of choice of characters and length [5]. Nevertheless, 
very complex passwords are easy to forget, leading to lost time 
and productivity [18, 25].  

Two important attributes of passwords are complexity and 
memorability. According to [5], complexity or password 
entropy is defined in terms of the password length and choice of 
characters used in it (alphabetic, numbers, symbols), with length 
as the most important factor. Memorability is defined in [16] as 
how easy is for the user to correctly recall the password. Overly 
complex passwords can be easily forgotten; this can be 
explained by the cognitive load theory, which researches human 
limitations for learning new information and suggests improved 
methods to present information for enhanced memorization and 
learning [13, 23]. 

One possible approach to achieve good complexity and 
memorability is the use of passphrases, i.e. a sequence of related 
words and/or a phrase in natural language, which can be easier 
to remember than a standard password [19]. In addition, [9] 
introduced the concept of password categories, which groups 
passwords according to the account or service they protect. This 
idea could be further developed, by suggesting that not all 
password-protected services have the same requirements in 
terms of password complexity, i.e. less sensitive services require 
less complex passwords, and highly sensitive services require 
more complex passwords. A study which applies this concept to 
passphrases could lead to an effective method for educating 
users into creating complex enough, yet easy to remember 
passphrases for the different types of services they are trying to 
protect. 

This work-in-progress study will lead to the development 
and assessment of a method for educating users into creating 
adequate passphrases, according to the type of information they 1
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want to protect. The method will define a series of account 
categories and passphrase levels that will be validated by subject 
matter experts (SMEs). The main research question this work-
in-progress study will address is: What is the effect of the 
proposed method in a person’s choices of memorable, yet 
complex enough passphrases, adequate for the type of 
information s/he is trying to protect? 

In addition, this proposed work-in-progress study will 
address the following specific research questions: 

RQ1: What are the elements identified by the SMEs 
composing the passphrase complexity and memorability 
constructs? 

RQ2: What are the account categories and passphrase levels 
identified by the SMEs a user should consider when choosing a 
passphrase for a certain service, and the complexity thresholds 
associated to the proposed passphrase levels? 

RQ3: What is the method validated by the SMEs for 
educating users into choosing an adequate passphrase for a 
certain service, according to the level of protection the user 
wants to achieve? 

RQ4: What will be the effect of users experiencing the 
proposed method on the complexity of the passphrases they 
choose, when compared to a control group? 

RQ5: What will be the effect of users experiencing the 
proposed method on the memorability of the passphrases they 
choose, when compared to a control group? 

RQ6: What will be the effect of users experiencing the 
proposed method on choosing a passphrase level which is 
adequate to the account category they wish to protect? 

RQ7: Will there be statistically significant mean differences 
for: (a) complexity of the passphrases, (b) memorability of the 
passphrases, and (c) matching of the passphrase levels chosen 
by users to the account categories, after controlling for their age, 
gender, or computer experience level? 

II. BACKGROUND 

Password authentication is currently among the most 
popular authentication methods, because it is one of the easier 
methods to deploy [4] and users perceive it as familiar and easy 
to use [26]. However, password authentication is vulnerable to 
attacks which have more chance of being successful if the 
system user makes a weak password choice, such as only 
numbers, words that are popular as passwords and/or can be 
found in a dictionary, or the user’s login name [2, 22]. To 
minimize such attacks, two approaches have been devised: one 
based upon coercion, and other based upon education. The 
coercion-based approach uses policies to force users into 
creating passwords with a certain level of complexity, by using 
mechanisms such as password meters and complexity validation 
[5]. However, this approach can be counterproductive, because 
it does not explain the added value or the security reasons for 
enforcing such policy to the end users; Furnell et al. [10] stated 
that when users know the reasons for implementing a security 
policy and receive help to comply with it, they exhibit a more 
secure behavior. Thus, the education-based approach has a 

better chance of closing the gap between the demands of security 
policies and the user’s behavior [16]. 

Another factor leading to poor password choices is 
memorability. Users tend to choose passwords that are easy to 
remember [25]. However, when faced with a policy asking for a 
too long or complex password, the user is more prone to forget 
it, losing productive work time while the password is reset [18]. 
According to Miller [17], immediate memory impacts the 
amount of information a person can remember. Cognitive load 
theory [13] delves into this issue, asserting that humans first 
store information in their short-term memory. Learning occurs 
when the brain processes such information and commits it to 
long-term memory through practice and repetition; cognitive 
load measures the brain’s effort to learn something. There are 
three different types of cognitive load: Intrinsic, related to 
processing information in the short-term memory; extraneous, 
caused by useless information that overloads the short-term 
memory; and germane, related to committing the information to 
long-term memory [7, 13, 23]. Learning can be more 
challenging if the complexity of the material increases the 
intrinsic load, and/or the extraneous load is increased by non-
relevant or redundant material [23]. 

Several research studies have documented the influence of 
cognitive load in the information technology field. For instance, 
Ahmed et al. [1] concluded that user interfaces with lower 
cognitive loads led to faster data input with less errors. Jenkins 
et al. [14] concluded that lower extraneous cognitive loads in 
security training led to improved policy compliance by users. 
Mujeye et al. [18] found out that high password complexity 
imposes a high cognitive load upon user, thus increasing the 
possibility of forgetting their own password. 

One way of improving memorability is to use passphrases 
instead of passwords. Nielsen et al. [19] stated that passphrases 
may contain several words that make sense to the user, or they 
may be a phrase in natural language. Several approaches for 
adopting passphrases have been researched, such as loose 
matching mechanisms that account for typing errors when 
logging into the system [19], or guiding users to choose words 
from a random set to create a highly memorable passphrase [3]. 

III. METHODOLOGY 

Since this work-in-progress study is seeking to build a 
method to address the research problem, the most adequate 
research design for this case is a developmental methodology 
[8]. The research will include a combination of qualitative and 
quantitative methods [21], and will be executed in three phases, 
as shown in Fig 1. 

The first phase will be qualitative, aiming to validate the 
passphrase complexity and memorability constructs and their 
elements (e.g. passphrase length and choice of characters for 
passphrase complexity), the account categories and passphrase 
levels, as well as the method for educating users, i.e. to answer 
research questions RQ1, RQ2 and RQ3. The participants for this 
first phase of the work-in-progress study will be a group of 15-
20 SMEs in the field of cybersecurity. The Delphi technique [11, 
21] will be used to elicit the experts’ opinions, by means of a 
series of questionnaires that will be refined through several 
iterations, until an agreement is reached. 2
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Fig. 1. Research design process 

The second phase of the work-in-progress study will be a 
quantitative, experimental pilot study. It will serve to test the 
passphrase creation and usage experiment on a smaller group of 
participants, and will allow to perform adjustments before 
running the experiment with a larger group of participants. 

 

 

 

The third phase of the work-in-progress study will be 
experimental and quantitative, aiming to answer research 
questions RQ4, RQ5, RQ6 and RQ7. This phase will feature a 
quasi-experimental design [15], which will allow to assess the 
effect of the proposed method on the complexity, memorability 3
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and level/category matching of passphrases participants choose, 
when compared to a control group. A sample of 100 users will 
be taken from the students, faculty and staff from a university in 
Cali (Colombia). 

IV. ANTICIPATED RESULTS 

The first phase of the work-in-progress study, which will be 
done with the help of SMEs, will yield three main results: (a) the 
validated passphrase complexity and memorability constructs, 
which will allow to design a first proposal of the account 
categories and the passphrase levels; (b) the validated account 
categories and passphrase levels which will be used in the 
method for educating users; and (c) the validated method for 
educating users, which will be tested in the third phase of the 
study. 

Once the experiment to measure password complexity and 
memorability is designed, the second phase of the work-in-
progress study will allow to adjust such experiment, according 
to the results of the pilot study. 

The third phase of the work-in-progress study will allow to 
know the goodness of the method for educating users into 
choosing adequate passphrases for the account or service they 
want to protect; once this phase is finished, the method will be 
tested, validated and ready to implement. 

V. DISCUSSION AND CONCLUSIONS 

The issue of password memorability and complexity is still 
an open research problem. By considering the advantages of 
passphrases over passwords [19] and the concept of password 
categories [9], this work-in-progress study proposes to increase 
both complexity and memorability of passphrases chosen by 
users, by developing a method to educate users on how to choose 
a passphrase which is adequate to the category of the account or 
service they are aiming to protect. SMEs opinions will be 
gathered to validate the definition of the passphrase complexity 
and memorability constructs, as well as the account categories 
and passphrase levels to be used, and the method to educate 
users into choosing suitable passphrases for the categories of 
services being protected. The method will be further validated 
through a pilot study with a reduced number of participants, and 
a main study featuring at least 100 participants from a university. 
Data collected through these studies will be used to determine if 
the participants using the method are able to produce more 
complex and memorable passphrases matched to the category of 
the account or service being protected, when compared to a 
control group. 

 Future work includes producing the method’s materials in a 
format that could be easily distributed to organizations 
interested in improving their employees’ cybersecurity 
practices, and implementing the method in an organization, so 
that the effects of educating the employees could be measured 
in a longer time window. 
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