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Abstract

Data security is very important in the digital era, this makes it an important issue for companies, organizations
and educational institutions. Such as the Open Journal System (OJS) security which is useful for managing
online journals. Abdurrab University has utilized the Open Journal System (OJS) to manage published journals.
However, the management of the Open Journal System (OJS) security has not been managed properly, such as
Abdurrab's Open Journal System (OJS) which has been hacked, there is still a lack of documentation and system
security procedures and has never been assessed the level of capability of the information system so that it is not
known exactly the level of security management of the Open Journal System (OJS) at Abdurrab University. This
study aims to assess the capability level of Abdurrab University's Open Journal System (OJS) using the COBIT 5
domain DSS05 framework and Process Assessment Model (PAM) to assess system capabilities and guide IT
management and provide effective and efficient recommendations. The results of the study obtained a
questionnaire calculation value of 2.40 with Process Attribute Level domain DSS05 PA 2.1 Performance
Management and PA 2.2 Work Product Management until an achievement score of 63.33% was obtained which
was included in the Largely Achieved category with achievements at level 2 (Managed Process). The conclusion
of this study is that the level of security capabilities of the Open Journal System (OJS) of Abdurrab University
needs to be increased to level 3 (Established Process) because it has not been fully met, so that this research can
be used as a reference for improvement by Abdurrab University.

Keywords: capability level, COBIT 5, DSS05, open journal system (OJS), security

PENILAIAN TINGKAT KAPABILITAS KEAMANAN OPEN JOURNAL SYSTEM
MENGGUNAKAN FRAMEWORK COBIT 5 PADA UNIVERSITAS ABDURRAB

Abstrak

Keamanan data sangat penting di era digital, hal ini menjadikannya isu penting bagi perusahaan, organisasi
maupun ‘lembaga pendidikan. Seperti keamanan Open Journal System (OJS) yang berguna untuk mengelola
jurnal online. Universitas Abdurrab sudah memanfaatkan Open Journal System (OJS) untuk mengelola jurnal-
jurnal yang telah di terbitkan. Akan tetapi, pengelolaan keamanan Open Journal System (OJS) belum di kelola
dengan baik, seperti Open Journal System (OJS) Abdurrab yang pernah terkena hack, masih minimnya
dokumentasi dan prosedur keamanan sistem serta belum pernah dilakukan penilaian tingkat kapabilitas sistem
informasi sehingga tidak diketahui secara pasti tingkat pengelolaan keamanan Open Journal System (OJS) pada
Universitas Abdurrab. Penelitian ini bertujuan untuk menilai tingkat kapabilitas Open Journal System (OJS)
Universitas Abdurrab memakai kerangka kerja COBIT 5 domain DSS05 dan Process Assessment Model (PAM)
untuk menilai kapabilitas sistem dan memandu pengelolaan T1 serta memberikan rekomendasi yang efektif dan
efisien. Hasil penelitian diperoleh nilai perhitungan kuesioner 2,40 dengan Process Attribute Level domain
DSS05 PA 2.1 Performance Management dan PA 2.2 Work Product Management hingga diperoleh skor
pencapaian sebesar 63,33% yang termasuk kedalam kategori Largely Achieved dengan pencapaian pada level 2
(Managed. Process). Kesimpulan dari penelitian ini tingkat kapabilitas keamanan Open Journal System (OJS)
Universitas Abdurrab perlu di tingkatkan ke level 3 (Established Process) karena belum sepenuhnya terpenuhi,
sehingga penelitian ini bisa dijadikan acuan perbaikan oleh pihak Universitas Abdurrab.

Kata kunci: COBIT 5, DSS05, open journal system (OJS), security, tingkat kapabilitas
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1. INTRODUCTION

Higher Education Institutions, especially
universities in various countries, have recognized the
growing @importance of aspects of Information
technelogy (IT) governance. The effective and
efficient cuse of information technology (IT) in
higher-education to support research, teaching and
administration ‘requires proper IT governance[1].
The management of information technology in the
process of information management is management,
which:is~an important resource for a university or
organization[2].— IT governance is also about
managing decision-making rights and a responsible
framework to drive the achievement of expectations
incthe-use of SI/IT[3]. Security governance is an
important topic in IT management [4]. IT
management in the process of poor information
management causes several problems such as
information security vulnerabilities that cause threats
such =as information loss, destruction, theft and
interception of important information of agencies or
organizations[5]. Continuous improvement steps in
IT=. governance, especially in the process of
managing data, must be able to reduce the risk of
such threats [6].

Abdurrab University is one of the private
universities in Pekanbaru. Abdurrab University is
abbreviated as UNIVRAB which is located on JI.
Rigu Ujung No. 73 Pekanbaru. Abdurrab University
in“carrying out its business processes uses several
information technologies to provide convenience in
carrying out its activities, one of which is the Open
Journal System_(OJS) which is useful for managing
onlingjournals-at Abdurrab University. Since 2016
Abdurrab University has developed the management
of-an‘electronic journal with OJS. The Open Journal
System (OJS) of Abdurrab University has 12 types
ofjournals stored in it from various faculties and
study—programs.. At Abdurrab University, the part
that manages the Open Journal System (OJS) is part
of the Institute for Research and Community Service
(LPPM).

OJS or Open Journal System, is an open source
product from PKP (Public Knowledge Project)
which is used specifically to manage online journals.
Because this software is open source under the
General Public-License (GPL), anyone can use this
software to learn, explore, and modify. The app is
highly compatible with Google and Google Scholar
search engines,~so Google will index more articles
published in online journals using OJS[7]. OJS is
also designed to reduce time and effort for writing
and management tasks[8].

Based on-the results of observations and
interviews with..the Head of the Computer and
Information Systems Center and the Staff of the
Network Section, Abdurrab University is currently
using IT to improve the effectiveness and efficiency
of=-implementing goals, but the results of the

interview are the Head of the Computer and
Information Systems Center and the Network
Section Staff explained some problems related to the
Open Journal System (OJS) of Abdurrab University,
is because in 2021 the Open Journal System (OJS)
has been hit by a hack with the potential to
experience fraud which will harm the university.
The next problem is the undocumented system
security monitoring report, incomplete formal
procedures in system security, absence of written
documents showing all functional activities of
access rights granted to each user and the Website
Open Journal System (OJS) of Abdurrab University
has never been assessed the capability of the
information system so that it is not known in a
definitely the level of security management of the
Open Journal System at Abdurrab University.

The selection of the COBIT 5 framework was
used in this study, as it provides a comprehensive
framework to help organizations achieve asset
management and 1T-based governance goals[9][10].
Simply put, COBIT helps organizations get the most
value out of IT by balancing between realizing
benefits and maximizing risk and resource
utilization[11]

Then one of the domains used in the COBIT 5
framework in relation to the above is DSS (Deliver,
Service, Support)[12]. DSS domains are concerned
with the efficient provision and support of necessary
services, including service provision, security and
continuity management, user service support,
facilities management, substance and activity
data[13]. By centrating on the DSS05 (Manage
Security Service) subdomain which refers to
minimizing the business impact of information
security vulnerabilities[14]. In assessing the maturity
level of a system, COBIT 5 offers a Process
Assessment Model (PAM) to assess the maturity
level of the system. PAM is a model that serves as a
reference document to assess the effectiveness of an
organization's IT process capabilities[15].

Similar research has been conducted by
D.V.Gusman, F.H.Prasetyo, K.Adi[16], the results
of this research resulted in capability values of 3.4
(as is) and 4.1 (to be) then the implemented process
is achieved, in the DSS05 domain gets an
achievement of 92% on the 3.1 process definition
attribute has been reached in full, so that the
assessment can proceed to the next stage, namely
(PA) 3.2 Process Deployment. Furthermore,
research from Ummul Fitriah and lhsan Verdian
[17], the results showed that the DSS05 (Manage
Security Services) process skill level reached level 1
"Largely Achieved" (57.8%), knowing the level of
e-learning ability, improvement recommendations
were made based on the acquisition of each given
value.

Therefore, researchers are interested in
conducting research to assess the level of capability



of the Abdurrab University Open Journal System
(@JS) using the COBIT 5 Manage Security Servive
Framework (DSS05) to be able to determine the
mahagement of the Open Journal System (QJS)
security of Abdurrab University.

22 RESEARCH METHODS

The stage of the research method carried out by
the researcher can be seen in the following figure.
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Figure 1. Research Methods

In this study, researchers had two types of data.
Primary -and secondary data, Primary data is data
derived directly from the original source, such as
data ‘from interviews,  observations, and
questionnaires[18]. While secondary data is
available - data or data obtained from literature
research;-so it is only necessary to search according
to the needs and methods taken in the research so
that it does not go out of context, while the data is
produced from literature studies, books or previous
research[19].

The framework used in this study is COBIT 5
with the DSS05 (Manage Security Service) domain.
Then to @assess the maturity level of a system using
the Process Assessment Model (PAM) for the
assessment. In this study, a data collection method
was used-in the form of a questionnaire containing
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written questions distributed to Abdurrab University
respondents based on the RACI Chart. RACI Chart
(Responsible, Accountable, Consulted, Informed) is
a component of the Responsibility Assignment
Matrix (RAM) which means mapping between
resources and activities of each method.[20]

The method used in data analysis is
Assessment Process Activities, which are the steps
of the capability level assessment process for
organizations [21].

1. Initiation

The first step is Initiation on the assessment
process activities in the COBIT 5 process
assessment model. Where the identification results
are interpreted from the collected data.

2.  Planning the Assessment

The second step is Planning the Assessment by
conducting an assessment plan to obtain the results
of the capability level assessment. By mapping the
RACI COBIT 5 table according to the needs of the
activities to be assessed with some staff from
Abdurrab University.

3. Briefing

The third step is a Briefing to understand the
inputs, processes and outputs of the organizational
units being evaluated, that is, establishing the
schedule of Abdurrab University, obstacles when
carrying out assessments, roles and responsibilities,
resource needs, and others.

4. Data Collection

The fourth step is Data Collection, to collect
information about the results found at Abdurrab
University with the aim of obtaining evidence of the
evaluation process of the activities carried out.

5. Data Validation

The fifth step is Data Validation, the purpose
of Data Validation is to find out the results of
questionnaire calculations to get a Capability Level
assessment.

The assessment of the results of the
questionnaire that has been distributed and filled in
by respondents according to actual conditions and
facts will be calculated using a formula, here is a
formula to calculate the average percentage that has
been filled in from each answer.

H

C =JR x 100% )
Information:
C: Capability level quesioner response recapitulation
in percentage format for each response 0, 1, 2, 3, 4,
or 5 for each activity.
H: Number of Capability Levels questionnaire
answers on each level 0, 1, 2, 3, 4, or 5 answer
choice in each activity.
JR: Number of Respondents or Speakers.

The following mapping of questionnaire
answer values can be seen in table 1.

Table 1. Questionnaire Answer Value Mapping
Value Answer Capability Capability Level
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Range Value
0-0,50: 0 0,00 0 (Incomplate
Process)
0}51-1,50 1 1,00 1 (Performed Process)
1,5122,50 2 2,00 2 (Managed Process)
2,51-3,50 3 3.00 3 (Established
Process)
3,5124,50 4 4,00 4 (Predictable
Process)
4,51-5,00 5 500 5 (Optimising
Process)

Table 1 shows guidelines for mapping the
value‘of questionnaire answers in this study.

6.2 Process Attribute Level

The sixth step is the Attribute Level process,
which= is to define the attribute level of each
indicator, the purpose of which is to represent the
Capability Level results from the results of the
previgus questionnaire calculations.
The formula for, calculating the value and level of
ability-is as follows.

NK=(LPxNK)0+(LPxNK)1+(LPxNk)2+ (2)
(LPxNK)3+(LPxNk)4+(LPxNk)5/100

Information:

NK: The Value of Maturity in IT processes.

LP: Level percentage (percentage rate for each
response distribution in the capability level
quéstionnaire).

Nk: Maturity values are listed in the response
mapping, values, and maturity levels table.

The following Rating Scale can be seen in the
following Table.

Table 2. Rating Scale

predefined processes that can achieve
results.

The process works within the limits
set to achieve the results of the
process.

Processes are constantly being
improved to achieve the planned and
relevant business goals of the
moment.

4 (Predictable Process)

5 (Optimising Process)

Scale Description Achieved
N Not Achieved 0-15%
P Partially Achieved >15%-50%
L Largely Achieved >50%-85%
F Fully Achieved >85%-100%

Table 2 shows the rating scale to describe the
level of ability achieved at each level.

Capability  levels are divided into levels, the
following capability level divisions can be seen in
table 3.

Table 3. Capability Level

Level Information

0 (Incomplate Process) The process does not run or does not
run its target process. At this level
there is little or no evidence of
systematic achievement of the goals
of the process.

The process is carried out to achieve
the goals of the process.

The process proceeds in a planned
and monitored manner, with the
results  of work  determined,
controlled and maintained
accordingly.

Processes are implemented as

1 (Performed Process)

2 (Managed Process)

3 (Established Process)

Table 3 shows each level at the capability level
in the COBIT 5 Framework.

7.  Reporting the Result

The seventh step is Reporting the Result,
reporting the results of the assessment and making
recommendations to Abdurrab University. In IT
governance practice, COBIT 5 has a number of
requirements that must be met.

3. RESULTS AND DISCUSSION

3.1. Initiation

Abdurrab University is one of the private
universities in Pekanbaru. As a quality institution,
Abdurrab University has implemented a web-based
Open Journal System (OJS). Open Journal System
(OJS) has been used since 2016 until now. The
Journal Information System (OJS) is managed by the
Institute for Research and Community Service
(LPPM) Abdurrab University. So far the Open
Journal System (OJS) of Abdurrab University has 12
types of journals stored in the system. Based on the
results of an interview with the Head of the
Computer and Information Systems Center Section
and the Network Section Staff explained several
problems related to the Open Journal System (OJS)
of Abdurrab University, because the Open Journal
System (OJS) has been hit by a hack with the
potential to experience fraud which will harm the
university. The next problem is that there has been
no documented system security monitoring report so
that related parties do not know the development of
Open Journal System (OJS) security management,
incomplete formal procedures in system security,
absence of written documents showing all functional
activities of access rights granted to each user and
the Open Journal System (OJS) Website of
Abdurrab University has never been assessed the
capabilities of the information system so it is not
known exactly the level of security management of
the Open Journal System at Abdurrab University.
Thus, it is necessary to evaluate and assess IT
governance to find out the weaknesses that exist and
the actions that must be taken to minimize these
weaknesses.

3.2. Planning the Assesment

The sampling technique produced on the
respondents’ findings is based on a sample
determination method that considers appropriate



problems and is based on certain details, where the
management key in the application of each COBIT 5
technique, namely the RACI Chart (Responsible,
Accountable, Consulted, Informed) is the
responsible benchmark in this study. The following
iszan overview of DSS05 respondents based on the

RACI Chart:
Table 4. DSS05 Respondent Determination

Key M t
= Vice Head of LPPM Network System

Pracees Rector 3 Computer Staff Admin
and
Informatio
n Systems
Section
DSS05.01 Protect C A R R |
against malware
DSS05.02 C A | R |
Manage . network
and connectivity
security
DSS05.03 C A | R |
Manage -endpoint
security
DSS05.04 C A R R |
Manage user
identity and
logical access
DSS05.05 Cc A | R |
Manage physical
access to IT
assets
DSS05.06 A R
Manage sensitive
documents  and
output devices
DSS05.07 C A C R |
Monitor the
infrastructure
for security-

related events
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3.4. Data Collection

Data collection is the collection of data,
decorating, identifying, collecting information about
output requirements in the DSS05 process related to
the Manage Security Service. Until the observation
produces results on the findings at Abdurrab
University, obtaining the fact of the value of
evaluating an activity that has been carried out. Next
is to identify the needs of each DSS05 (Manage
Security Sevice) flow so that it must be met by
Abdurrab University.

3.5. Data Validation

The validation data obtained from the research
of the questionnaire count results that have been
shared with the resource persons using an answer
range of 0 to 5 where each point has criteria based
on the method. Previously, respondents had been
determined consisting of: Vice Rector 3, Head of
Computer and Information Systems Section, LPPM,
Network Staff, and System Admin, then the
assessment is known from the results of the answers
to each questionnaire from the details of the
questions that have been made, the following are the
achievements that exist at this time at Abdurrab
University.

Table 6. DSS05 Questionnaire Calculation Results

Sub

Table 4 describes the determination of
respondents by adjusting the division of the RACI
Chart.

Table 5. RACI Chart DSS05 Mapping

Value Level
Process

1 DSS05.01 2.24 2
2 DSS05.02 2.52 3
3 DSS05.03 2.25 2
4 DSS05.04 2.52 3
5 DSS05.05 2.4 2
6 DSS05.06 2.33 2
7 DSS05.07 2.55 3

Average 2.40 2

RACI Chart Organizational ~ Structure  of

Abdurrab University

Chief Information Officer Vice Rector 3

Chief Information Security Head of Computer and
Officer Information Systems Section
Business Process Owners LPPM

Head IT Operations Network Staff

Service Manager System Admin

Table 5 describes the mapping of the
organizational structure of Abdurrab University into
the RACI Chart DSS05.

3.3. Briefing

The-briefing phase is the third phase of the
evaluation process activity in the COBIT 5 Process
Evaluation Model. This phase aims to describe the
research process conducted at Abdurrab University.

In table 6 there are achievements of DSS05.01
results at level 2, DSS05.02 at level 3, DSS05.03 at
level 2, DSS05.04 at level 3, DSS05.05 at level 2,
DSS05.06 at level 2, and DSS05.07 at level 3.

The results of the DSS05 (Manage Security
Service) questionnaire calculation are known that
the sub-process with the least value is in the
DSS05.01 sub-process about protecting against
malware with a capability value of 2,24 and
capability level 2. While the sub-process with the
highest value is in the DSS05.07 sub-process about
the infrastructure for security related events with a
capability value of 2,55 and capability level 3. So
that it can help Abdurrab University know in which
sub-process is the weakest in the management of the
Open Journal System (OJS) security and must be
improved.

It can be concluded from the calculation of
table 6 explaining that the average value of the
DSS05 questionnaire calculation results of 2.40 is at
level 2 (Managed Process). This can be seen at
Abdurrab University with the implementation of
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governance as a series of processes, habits, policies,
rules -and;organizations greatly affect the direction,
management, and control of information technology
security of Abdurrab University. So that the
management of Information Technology security,

3.6. Process Attribute Level

especially the Open Journal System, has not been
fully realized with the goals and expectations of
Abdurrab University.

Table 7. DSS05 Level Achievement Results

Process Level Level Level Level Level Level
Name 0 1 2 3 4 5
DSS05 PA PA PA PA PA  PA PA PA

1.1 21 3.1 3.2 41 42 51 52
Rating by 100% 6%)67 21/8 33.33%
Criteria F L P P
Capability 1 2 3 3
Level .
Achieved Achievement Target

Legend: N (Not Achieved,0-15%), P (Partially Achieved, > 15-50%),
L (Largely Achieved,>50-80%, F (Fully Achieved,>80-100%)

The following are the achievements in the
description in cthe process attribute level above,
namely PA 2.1 Performance Management and PA
2.2\ \Work Product Management until an achievement
score.of 63.33% is obtained which is included in the
Largely Achieved category or in line with the
achievements of Abdurrab University meets the
requirements to reach Level 2 Managed Process. PA
3.L Process Definition and PA 3.2 Process
Déployment, the achievement result of which is
36.66% is included in the category of Partially
Achieved or partially achieved, but cannot go to the
value= to level 3, because the mandatory
requirements that must be done and fulfilled at level
2 are-to achieve Fully Achieved or fully achieved,
due to the non-fulfillment of the mandatory
requirements that must be completed, then
Abdurrab University generally reaches level 2
(Managed Process).

3.7. Reporting the Result

Based on~the assessment carried out, the
achievement value was 63.33%, which means that
the; DSS05 process is currently at level 2. The
following table describes the findings and
recommendations of DSS05.

Table 8. DSS05 Findings and Recommendations
Findings Recommendations

computer device.

There needs to be Make
documentation by the
management staff appointed by
the leadership, both identity
and access rights as well as
changes to access rights.

reports on all
accounts and rights related
to information.

Conduct

No maximum supervision of
visitors (not using id card) has
not been carried out while in
the server room.

The process of inventorying
documents and receiving and
using IT equipment has not

regular
monitoring of visitors and
create forms for each
visitor who comes.

Regularly  monitor and
adjust inventory of IT
documents and equipment.

been maximized.

Create  documents on
incident characteristic
records and risk
management plans related
to Information Technology
security

Lack of documentation on
incident characteristics
determination records and risk
management arrangements
related to Information
Technology security.

The formal implementation of
the procedure has not been
fully implemented as well as
the responsibilityto prevent
malicious software.

Penetration to identify
information system-security has
not been noticed.

The computer device hasn't
fully set a password

The Field of Computers
and Information Systems is
recommended to
implement procedures and
create training material
documents on malware or
system security.

Perform penetration testing
on every connectivity path
and software used to
prevent data loss.

Create  policies  about
device locks and perform
regular checks on each

4. DISCUSSION

The results of the questionnaire calculation for
each respondent on the DSS05 domain received a
value of 2.40, with an attribute level obtained an
achievement score of 63.33% which is included in
the Largely Achieved category with the achievement
of level 2 Managed Process meaning that the
management of the Open Journal System (OJS)
security takes place in a planned and monitored
manner, with work results determined, controlled
and maintained in accordance with policies. To get
the next level of achievement, it is necessary to
upgrade level 2 to Fully Achieved so that you can
advance to the next level.

5. CONCLUSIONS

According to the process of analyzing and
assessing the level of information technology
governance capabilities, at Abdurrab University



based on DSS05 (Manage Security Service) it can be
cancluded that in the DSS05 domain, the results of
questionnaire calculations for each respondent
reached ' level 2 (Managed Process) whose
assessment results were 2.40.

In the process attribute level, the achievement
score of PA 2.1 Performance Management and PA
22 Work Product Management of 63.33% is
included-in the Largely Achieved category, while
PA 3.1 Process Definition and PA 3.2 Process
Deployment are included in the Partially Achieved
category with the achievement result of 36.66%.
Thus, to_move to the next level, stakeholders and
those involved in the organization must understand
and realize the guidelines for capability levels of
Work Products or Generic Work Products (WPs)
and (GWPs) level 2 which are currently not fully
achieved,
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ucapkan terimakasih.
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Gambar B.1. Surat Keterangan Izin Penelitian Dari Fakultas Sains dan Teknologi



Gambar B.2. Surat Keterangan Izin Penelitian Dari Universitas Abdurrab

m._\ of Sultan Syarif Kasim Riau

I Hak Cipta Dilindungi Undang-Undang
..u. :ﬂw 1. Dilarang mengutip sebagian atau seluruh karya tulis ini tanpa mencantumkan dan menyebutkan sumber:
iﬂf ..n: a. Pengutipan hanya untuk kepentingan pendidikan, penelitian, penulisan karya ilmiah, penyusunan laporan, penulisan kritik atau tinjauan suatu masalah.
b. Pengutipan tidak merugikan kepentingan yang wajar UIN Suska Riau.
2. Dilarang mengumumkan dan memperbanyak sebagian atau seluruh karya tulis ini dalam bentuk apapun tanpa izin UIN Suska Riau.

UIN SUSKA RIAU
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C.1 Tahap Pendaftaran

112123, 10:47 P Emal Universtas lstam Negan Sulan Syanf Kasem Reau - Jutl] Submission Acknowsedgamen

M. ALFARABY SISTEM INFORMASI <11850311183@students uin-suska.ac.id>

[jutif] Submission Acknowledgement
1 pesan

JUTIF UNSOQED <jutif funsoed.ac.id=
Kaepada: "M. Alfaraby™ <11850311183 @ sludents uin-suska.ac.id>
M. Alfaraby:

Thank you for submitting the manusgripl, "OPEN JOURNAL 8YSTEM SECURITY CAPABILITY LEVEL ASSESSMENT
USING COBIT 5§ FRAMEWCRK” to Jurnal Teknik Infarmatika {Julif). With the anline journal management system that we
are using, you will be able 1o track its progress through the editarial process by logging in to the journal web site:

Submission URL: hitp:/fjulif i unsoed ac.idindex php/jurnalautharDashboard/submission/T42
Usemame: muhammadalfaraby

Far available publication slot and update issue/editan, you can visil this page : https:/bit.ly/UpdateJutif
Ifyau want take fastirack, please contact @ 085540661444 for detail.
Thank you far considering this journal as a venue for your wark,

JUTIF UNSOED

Jumal Teknik Informatika {Jutif)
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142123, 10:49 M Emall Universtas |siam Negen Sulan Syasi Kasim iy - [jutl] Eddor Decision

M. ALFARABY SISTEM INFORMASI <11850311183@students uin-suska.ac.id>

[jutif] Editor Decision
1 pesan

Yogiek Indra Kurniawan <julif. fiiifunsoed.ac.id>
Kepada: "M, Alfaraby™ <11850311183@students uin-suska.ac.id=, Megawall <megawati@uin-suska.ac.id=, |dria Maila
<idria@uin-suska.ac.id=, Fitdani Multakin <fitrlanimutlakin@uin-suska.ac jd=

M. Alfaraby, Megawall, ldria Maita, Fitriani Muttakin:

We have reached adecision regarding your submission to Jumal Teknik Informatka {Julif), "OPEN JCGURNAL SYSTEM
SECURITY CAPABILITY LEVEL ASSESSMENT USING COBIT 5 FRAMEWORK™.

Cur decision is: Revisions Required

Inaddition, several things to consider from the editor’s side are as follows

1. Please FOLLOW JUTIF's template. You candownload it at

hitp:/fjutif.if. unsoed.ac.id/findex phpifjurnaliabout/submissions

after that, you can copy your paper inta template.

2. Please use lable and figure farmal accarding ta JUTIF's Template. The resolution of figures must be clear, can be seen
and more than 300 dpi. You can make it bigger inta 1 column if necessary.

3. Every figure and labde MUST BE cited and mustbe explained in paragraph, ex : "Research method can be seen in
Figure 17, "Table 1 showed XY2"

4. Section "Discussion” is MANDATORY. If vour article did nat contain Discussion, please add it

5. MINIMUM references in JUTIF is 15 primary references {Joumal/Conference) from 5 years latest. Please add
reference if necessary. In JUTIF, Reference using |EEE formal. Please adjust in your reference.

8. Please Correct the manuscript according to the review fram the reviewer ar editor. Commants from reviewers that
need to be corected for the manuscript has been moved at the bottom. Reviewers also give a file that need to be
comrected. Please login inta Online Journal Systems {CJS) Jumal Teknik Informatika and download that fike.

7. Please give mark the revised resulls an the revised manuserpl senlwith YELLOW HIGHLIGHTS 1o the corrected
sentence or sentences added of revision fulfillment fram the Reviewer.

8. Rewvislons can be sent via the "File upload® in the "revision” section of the JUTIF's ©J S with maximum 3 weeks afler
this email is sent. Please when upload the Revised Flle, donol overwrite the previous revised file.

Thank Yau.

Yagiek Indra Kurnlawan

Infarmatics, Universitas Jenderal Soediman
Phane 085640661444
yogiek@unsoed.acid

Raviewar A:
Recaommendation: Revisions Required

Titke

judl secara indikatif mengandung infarmasi tentang sbjek penelitian, metade dan tujuan penelitian.
Abstract

Abstrak sudah mengandung permasalahan, metode, hasil dan kesimpulan.
Intraductian
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102123, 10:43 PM Emall Universias Istam Negeri Sultan Syasf Kasim Riau - [jutf] Ediior Decision

Pendahuluan sudah lengkap
Methad, Result, and Discussion

Metode, Hasll dan pembahasan menyajikan data hasil penelitian dan pembahasan mendalam termasuk
membandingkan hasil penelitian yang dijalankan dengan penelitian lain yang serupa

Conclusion
Kesimpulan sudah sesuai dengan tuan penelitian
References

Daftar pustaka up to date
Mahan untuk dirapikan dan disesuaikan dengan template JUTIF

Crerall Commant

Rewiewer B:
Recommendation: Revisions Required

Tithe

Jika artikel dalam bahasa inggris, judul bahasaindanesia dihapus saja. Pada judul sebaiknya dituliskan
Juga "At Universitas Abdurrab®,

Abstract
Jika artikel dalam bahasa inggris, abstrak bahasa indonesia dihapus saja.
Introduction
Mathad, Result, and Discussion
- Setiap gambar dan tabel harus dirujuk dalam bentuk kalimatiparagraf.
- Untuk tabel yang lebar sepert tabel 7, sebalknya dibuat dalam bentuk 1 kalam.
- Belum ada bab diskusi. mohon ditambahkan.
Canclusion
maohan dipersingkat.
References

sudah baik.
Crverall Commant
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[jutif] Editor Decision
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Yoglek Indra Kurniawan <jutif. li@unsoed.acid> 30 Desember 2022 pukul 16.28
Kepada: "M, Alfaraby” =11850311183@students uin-suska.ac.id>, Megawali smaegawati@uin-suska.acid>, |dria Maila
<idria@uin-suska.ac.id>, Fitdani Muttakin <fitrianimutlakin@uin-suskaac.id>

M. Affaraby, Megawalti, ldria Maita, Fitriani Muttakin:

The editing of your submission, "OPEN JOURNAL SYSTEM SECURITY CAPABILITY LEVEL ASSESSMENT USING
COBIT 5 FRAMEWORK, " is complete. We ame now sending it to production.

Submission URL: hitp:Ajutif.if.unsoed . acidindex. phpfunmalauthorDashboard/submis slon/742

Yagiek Indra Kurniawan

Infarmatics, Universitas Jenderal Soediman
Phore 085640661444
yogieki@unsoed.acid

Jumal Teknik Informatika (Jutif)
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M. ALFARABY SISTEM INFORMAS! <11850311183@students uin-suska.ac.id>

[jutif] New notification from Jurnal Teknik Informatika (Jutif)
1 pesan

Gendis Ariesta Pragitaputri <jutif.fi@unsoed. acid>
Balas Ke: JUTIF UNSOED <jutf i@ unsoed.ac.id=
Kepada: "M. Alfaraby® =118580311183 @ students uin-suska.ac.id=

30 Desember 2022 pukul 21.08

You have a new notification from Jumal Teknik Infarmatika (Jutif):

You have been added 1o a discussion titled "Letler of Acceplance” regarding the submission "OPEN JOURNAL SYSTEM
SECURITY CAPABILITY LEVEL ASSESSMENT USING COBIT 5 FRAMEWORK™.

Link: hitp:/futf.if.unsoed acidindex phpfumal/author Dashboard/submission/T42

JUTIF UNSCED

Jumal Teknik Informatika (Jutif)

ntfpe:d mal googe. comim alful0f i weod o 47 2017 Sviews ot h search=a Biparminid =t heead-P4 341 753648146021 7 928 Shamploma g 34 341 7536481480... 11

Gambar C.4. Tahap Produksi



LAMPIRAN D
DOKUMENTASI WEBSITE

Al *kg\-

e il o

H ; ;
1 I'r'ij F‘I\“, '“F"!“"J"f

-,..|n||a|1,.-.|J|.;-’ YRR TE AR

Gambar D.1. Tampilan Halaman Open Journal System yang terkena Hack



pun-Buepun 16unpulpig e3di9) YeH

Bue

20 "Uel

‘nery eysns Nin Jt
-

uesijnu

1

DYy

B ynjuaq we|

ueunsnA

ded

‘uelode]

nuad

NI

BYSNS NN Wzl edue) ur
| Uesli

a

nery

uenelun neje

‘yejesew njens

LAMPIRAN E
KUESIONER PENELITIAN

UIN SUSKA RIA

g j&

Assalamualaikum Wr. Wb

Bapak/Tbu/Sdr/T yang terhormat.

Sava M. Alfaraby, mahasiswa Program Studi
Sistem Informasi Falultas Sains dan Teknologi
Universitas Sultan Svarif Kasim Riau, sedang
melakukan penelitian mengenai Open Jowrnal
System Security Capability Level Assessment
Using COBIT 5 Framework At Abdurrab
University. Pada kesempatan kali ini saya mohon
kesediaan  BapakTbw'SdrT  untuk  dapat
berpartisipasi dalam menjawab Kuesioner ini.
Tidak ada jawaban vang salah dalam kuesioner
imi. Seluruh informasi vang diterima dalam
kuesioner im bersifat rahasia dan dipergunakan
hanya untuk kepentingan penelitian Atas
kerjasama dan partisipasi Bapak/Tow/Sdr/T saya

mengucapkan terimakasih.

Pada kuesioner imi telah dikembangkan unfuk mengetahui penilaian
sebuah tingkat kapabilitas dari proses pengelolaan keamanan Open Journal
System (OJS) wvaitu menggunakan proses sub domain DSS05 (Managed
Security Service). Hasil dari kuesioner selanjutnya akan dijadikan sebagai dasar
vang culup wntuk indentifikasi peungkatan (Improvement) proses pengelolaan
masalah.

Untuk mempernmdah responden menjawab, kuesioner ini didesain
dalam format pilihan ganda, vang terdiri dari beberapa pertanyaan. Pertanvaan-
pertanyaan dikelompokkan menurut atribut kematengan Masing-masing
pertanyaan 6 (enam) pilihan jawaban vang memunjukkan fingkat kematangan
tethadap atribut tertenfu pada proses pengelolaan.

Pilihan tersebut dari 0 sampai 5 secara beriurt-furut mempresentasikan
tingkat kematangan yang semakin meningkat terhadap suatu, yaimu 0, 1, 2, 3, 4,
5. Pada kolom “jawaban”, Responden dapat memilih salah satu jawaban vang
dianggap paling sesuai dan bisa mewakili kondisi penilaian tingkat pengelolaan
keamanan Open Journal System (OJS) dengan cara memberikan ().




Berikut i1 merupakan penjelasan kategori jawaban dani skalapencapaian ) sampai 5

Skala Pencapaian =0

Universitas pada tahap i, tidak melaksanakan proses IT yang
ceharusnya ada atau belum berhasil mencapai fwjuan dan proses IT]

tersebut.

Skala Pencapaian = 1

Universitas Abdurrab pada fahap mi, telah berhasil melaksanakan)

proses IT dan tujuan proses IT tersebut benar-benar tercapal.

Skala Pencapaian =2

Universitas Abdurrab pada tahap ini, dalam melaksanakan proses IT]
dan mencapa: fujuannya dilaksanakan secara terkelola dengan baik
cehingga ada penilaian lebih karena pelaksanaan dan pencapaiannyy
dilakukan dengan pengelolaan vang baik. Pengelolaan berupa

perencanaan, evaluasi dan penyesuaan untuk ke arah yang baik lagi.

Skala Pencapaian = 3

Universitas Abdurrab pada tahap ini, memiliki proses-proses IT vang
cudah distandarkan dalam lingkup organisasi secara keseluruhan
Artinya sudah menuliki standar proses yang berlaku

diselurub lingkup organisasi tersebut.

Skala Pencapaian = 4

Universitas Abdurrab pada tahap imi, telah menjalankan proses IT]
idalam batasan-batasan yang sudah pasti dan proses vang dijalankan
telah memuliki hasil Batasan-batasan yang ada dihasilkan darg
pengukuran yang telah dilakukan pada saat pelaksanaan proses IT|

cebelumnya.

Skala Pencapaian =5

Universitas Abdurrab pada tahap i, organisasi felah melakukan)
inovasi-inovasi dan melakukan perbaikan vang berkelanjutan untuk

meningkatkan kemampuannya.




BAGIAN A. DEMOGRAFI

Nama Responden

Jabatan Responden

Unit/Bidang

TanggalHani

BAGIAN B. LEMBAR KUESIONER

NO
Skala
Pencapaian
Daftar Pertanyaan
0|12 (3|45
DSS05.01 Protect against mahware. (Lindung: terhadap malware)

L

Universitas Abdurrab selalu
mengomunikastkan  kesadaran  perangkat
lunak berbahava.

L]

Apakah Universitas Abdurrab menerapkan
prosedur dan tanggung jawab unfuk mencegah
perangkat lunak berbahaya?

Universitas Abdurrab telah menginstal dan
mengaktifkan alat perlindungan perangkat
lunak berbahaya di semua fasilitas
pemrosesan.

Universitas Abdurrab secara teratur meninjau
dan mengevaluasi informasi fentang potensi
ancaman barv vang muacul (musalnya,
meninjau saran keamanan unfuk produk dan
layanan vendor).

Apakah Universitas Abdurrab menerapkan
filter pada lalu lintas masuk seperti email dan
unduhan uotuk melindungl dari informasi
vang tidak dinginkan (misalnya spyware,
email phishing)?




NO

Daftar Pertanyaan

Skala

Pencapaian

]

DSS05.02 Manage network and connectivity securi

Jaringan dan konektivitas)

1y (Kelola keamanan

L.

Apakah Universitas Abdurrab menerapkan
persyaratan bisnis dan penilaian risiko serta
menetapkan dan mempertahankan kebijakan
keamanan konektivitas?

]

Universitas Abdurrab hanya
mengimplementasikan informasi Universitas
Abdurrab dan perangkat resmi yang memiliki
akses ke jaringan Universitas Abdurrab.

Sejauh  mana  Universifas  Abdurrab
menerapkan mekanisme penyaringan jaringan
seperti  firewall dan perangkat Ilunak
pendetekst penyusupan, bersama dengan
kebijakan vang sesuai unfuk mengontrol lalu
lintas masuk dan keluar?

Universitas Abdurrab felah mengenkripsi
informast  dalam  perjalanan  menumt
klasifikasinya dan menerapkan protokol
keamanan vang disetuju ke koneksi
jaringan.

L=

Apakah Universitas Abdurrab melakukan tes
penetrasi secara teratur unfuk menentukan
kecukupan perlindungan jaringan?




NO

Daftar Pertanvaan

Pencapaian

Skala

0

1

2

3

D5505.03 Manage endpoint security (Kelola keamanan endpoint).

L.

Apakah konfigurasi sistem operast felah
diimplementasikan  dengan aman di
Universitas Abdurrab?

Apakah  Universifas  Abdumab  felah
menerapkan mekanisme kuncian perangkat.

. Sejauh  mana

Universitas ~ Abdurrab
mengenkripsi informasi dalam penyimpanan
sesual dengan klasifikasinya.

Sejauh mana Universitas Abdurrab telah
melindungi integritas sistem.




NO

Skala
Pencapaian
Daftar Pertanyaan
012|345
DSS05.04 Manage user identity and logical access ( Kelola identitas

penggunadan akses logis)

L.

Apakah  Umiversitas  Abdurrab  telah
menerapkan  hak akses penggunasesual
dengan fungst bisnis dan persyaratan proses

(=]

Universifas  Abdurrab felah mengadaptasi
pengelolaan 1dentitas dan hak akses dengan
peran dan tanggung jawab vang ditetapkan,
berdasarkan prinsip-prinsip  vang  tidak
memiliki hak istimewa, perfu memiliki serta
perlu diketahui.

Apakah  Universitas  Abdurrab  sudah
Mengkoordinastkan dengan unit bisnis untuk
memastikan bahwa semua peran didefinisikan
secara  konsisten, termasuk peran vang
ditentukan oleh bisms ifu sendin saat
menerapkan proses bisnis.

Universitas Abdurrab telah mengautentikasi
semua akses ke sumber aset mformasi
berdasarkan klasifikasi keamanannya.

L

Apakah unit bisnis yang mengelola otentikast
dalam aplikasi yang digunakan oleh proses
bisnis telah memastikan bahwa kontrol
otentikasi dikelola dengan benar.




NO

Daftar Pertanyaan

Pencapaian

Skala

0

1

2

3145

i

DS505.05 Manage physical access to IT assets ( Kelola akses fisik ke aset

)

1. Apakah TI  mengelola perminfaan dan
memberikan akses ke fasilitas komputasi dan
apakah disetujui oleh manajemen TT7

2. Apakah departemen TI menvediakan
formulir khusus unfuk mengidentifikasi area
vang dapat diakses oleh individu?

3. Universitas Abdurrab telah  memastikan
bahwacatatan akses dipelihara. Akses dasarke
situs T1 (muang server, gedung, area atau zona)
tentang tugas dan tanggung jawab pekerjaan.

4. Apakah semua log dan pemantanan dicatat
unfuk semua fiftk masuk ke stfus TI?

5. Universitas Abdurrab membatasi akses ke
lokasi TI yang sensitif dengan menetapkan
batasan perimeter pada pinfu mfemnal dan
eksternal  seperti pagar, dinding, dan
perangkat keamanan Pastikan perangkat
mencatat input dan memicu alarm jika
terjadi akses vang tidak sah Contoh
perangkat fersebut adalah ID atan karfu
kunci, keyboard, perangkat pengawasan
video, dan pemindai biometrik.




NO

Skala
Pencapaian
Daftar Pertanyaan
012|345
DSS05.06 Manage sensitive documents and output devices ( Kelola

dokumensensitif dan perangkat output)

1. Apakah Universiftas  Abdurrab  telah
menefapkan prosedur unfuk  mengatur
penerimaan dan penggunaan peralatan TI7

2. Seberapa  batk  perusahaan  menjaga
kerahasiaan dokumen TI? Apakah ada
filterisast dokumen?

3. Universitas  Abdurrab  felah  membuat

inventaris dokumen sensitif dan perangkat
keluaran, dan menyusunnya secara terafur.




NO

Daftar Pertanyaan

Skala

Pencapaian

0

1

2

3145

DS505.07 Monitor the infrastructure for security-related events (Pantau

infrastruktur untuk acara terkait keamanan)

L.

Universitas Abdurrab selaly mencatat insiden
terkait keamanan vang dilaporkan oleh alat
pemantauan  keamanan mfrastruktur  dan
mengidentifikasi tingkat informasi unfuk
dicatat berdasarkan pertimbangan risiko.

. Apakah Umniversitas Abdurrab memuliki

kerangka atau jangka waktu yang tepat unfuk
membantu penyelidikan di masa mendatang
terkait masalah atau insiden yang terjadi?

Apakah Universitas Abdurrab menetapkan
dan mengomunikasikan karakteristik potensi
insiden keamanan TI?

Universitas  Abdurrab  selalu  memantan
insiden terkait keamanan sistem 7
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