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Fifth generation (5G) wireless networks will help to 

support a revolution in healthcare, supporting more 

effective and lower cost medical services [1,2]. Ubiq-

uitous wireless communications can help to enable 

smart medical data collection and processing, more 

efficient and timely medical interventions and enable 

robotic systems to support clinicians effectively in 

their daily work. 

Robotic systems are becoming increasingly more 

widely deployed, powered by rapid advances in 

technologies ranging from improved sensors and 

actuators, significantly more powerful computing 

devices than in the past and machine learning 

algorithms to enable adaptation and context-aware 

intelligence. At the core of it, a robot is really a 

closed-loop control system, making decisions about 

its movements in a physical space based on sensory 

inputs. Even in the most modern applications, this 

core control loop is implemented using controller 

architectures that have been matured through 

decades of development in the process industries. 

What is new in many applications, especially those 

envisioned in the healthcare domain, is the nature of 

rich sensing that has become available – including 

The first experimental usage of robots in the health-

care domain dates back to the 1980’s, when neuro-

surgical interventions were performed based on 

pre-operative computerized tomo-graphic (CT) imag-

ing using an industrial robot arm [3]. These first 

applications were using the high spatial resolution of 

an intraoperative CT system to determine precisely 

the location of a lesion, in combination with the 

precise positioning of a tool using the robotic arm. 

The Robodoc System also used CT image data for the 

milling of an implant bed for orthopaedic surgery [4]. 

In both applications, the movement of the robot was 

completely pre-determined by planning based on 

image data. 

During the 1990’s, applications began to use tele-ma-

nipulation in surgery where the movement is 

captured from the surgeon using a console and the 

robot is performing this motion [5]. In the most 

widely used setup, the surgeon’s console is located in 

the same room as the patient and the robot, but 

there were also experiments to use this setup for long 
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high data-rate RADAR, LIDAR and multi-camera 

visual sensors – and the scope of computational 

processing that may need to be carried out in the 

inner loop, e.g., object detection and tracking in order 

to perform intelligent navigation. 

Some of the key reasons why wireless networks are 

needed to facilitate robotic systems in medical appli-

cations are as follows:

The wireless signal can be used to control the 

motion and operation of the robot in real time, to 

ensure that it can interact with other people and 

robots in the environment safely and effectively;

The robot may be controlled remotely by an opera-

tor to support remote surgery applications safely;

The robot can upload data it has collected from a 

patient to a cloud system and download informa-

tion that will be of use to the clinician in treatment. 

Such data could range from telemetry data in time 

series format to potentially video and imaging data;

The wireless network connection can provide access 

to cloud computing to enable the robot to commu-

nicate naturally with patients and medical staff 

using speech and visual displays where appropriate;

In future applications, robots could be tasked with 

limited levels of autonomous operation, ranging 

from assistive tasks such as tool handling, to special-

ised image-guided closed-loop procedures such as 

radiotherapy (and, one day, interventional surgery) 

under the supervision of an expert.

distance tele-manipulation [6]. This experiment 

showed that the technical obstacles could be 

overcome, but long distance tele-manipulation could 

not be established in the clinical routine. The 2000’s 

saw the rise of interactive robotic applications where 

the surgeon manipulates the robotic arm directly 

while the robot ensures that the tool tip will not leave 

a predefined space, imposing virtual constraints on 

the user [7]. This haptic interaction enables a work-

flow where the surgeon is more in the loop compared 

to the completely pre-planned approach. Another 

development at this time was the use of larger robotic 

devices for radiation therapy and imaging.  During the 

current decade, the robotic medical devices market 

has become more and more mature. Robotic devices 

have become a standard in daily clinical routine for 

minimally invasive and orthopaedic surgery applica-

tions. At the same time, new robotic medical devices 

cover clinical areas that were not accessible before, 

such as laser osteotomy, intraoperative radiation 

therapy and rehabilitation. For those systems, a fast 

and reliable communication infrastructure is key to 

provide a safe and clinical effective application. 

Robotics in the Healthcare domain

Figure 1 : Structure of closed-loop control in modern robotic system, including high-data rate sensing, complex actuation, and 
reasoning about next best action within the loop
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In this section, we discuss how 5G networks can help 

to support robots to operate effectively and safely in 

medical clinics and hospitals. Wireless networks have 

been deployed progressively in the last 20-30 years, 

with digital Global System for Mobile (GSM) voice 

networks in the 1990s. More recently, third genera-

tion (3G) and fourth generation (4G) networks have 

been widely deployed across the world to provide 

high data rate mobile broadband services. 4G or Long 

Term Evolution (LTE) networks can offer average real 

world data rates in the order of 10-20 Mbits/sec and 

connection reliability percentages around 98-99%. 

Such network performance is very satisfactory for 

broadband mobile services, but it is not yet sufficient 

to meet the requirements of wide deployment of 

robotic systems, particularly for safety critical appli-

cations such as medical robotic systems.
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The fifth generation (5G) of wireless networks is 

currently being standardised by the third generation 

partnership project (3GPP) body, which is responsible 

for agreeing technical specifications for international 

use. 5G networks will be designed to offer higher 

network capacities to support demanding mobile 

broadband applications. Crucially for robotic systems, 

they will also be designed to offer very low delay 

communications and to improve the end-to-end 

availability and reliability of a given communication 

links. These features will make it much easier in 

future to meet the demands of running safe and 

reliable robotic systems.

In order to gain a better insight into typical require-

ments for a medical robotic system, we consider 

some of the key performance indicators for different 

types of applications. We provide example values in 

Table 1 for the required data rate, the tolerable delay 

or latency over the wireless link and the packet error 

rate that could be tolerated. These show that different 

applications have very distinct requirements. Some 

applications, such as communicating audio/video 

data have relatively high data rates, but can tolerate 

high latencies, greater than 100 msec, and have the 

most tolerance to packet errors. Similarly, routine 

communication of patient or robot data are associat-

ed with modest data rates and large latencies are 

possible. However, applications such as 3D imaging of 

a scene are associated with very high data rates that 

go well beyond the capabilities of today’s 4G wireless 

networks. Further, safety critical control communica-

tions have low data rates, but require very short 

latencies and very low error rates to meet safety 

requirements. Remote “haptic” control of a robot by 

an operator in another location to perform medical 

procedures will also require relatively low latencies 

and low packet error rates to ensure successful opera-

tion. It is also desired to achieve very high communi-

cation coverage in the area of operation of the robot 

systems. Collectively, these applications put demands 

on communications that simply cannot be met by 

current wireless technologies, but will be possible 

through 5G standards compliant technology.

There are a number of technologies being introduced 
in the so-called “Release 15” of the 3GPP wireless 
standards, have been completed in 2019. These repre-
sent the first set of fifth generation wireless standards 
for deployment by mobile operators. Additional 
technologies and improvements for 5G networks are 
expected to be completed in 2020 (Release 16) and 
2021 (Release 17). These new technologies will help 
to address key challenges of increasing throughput, 
reducing latency and improving reliability, in order to 
provide much improved support for robotics applica-
tions, including in the medical domain. Table 2 
provides a summary description of some of the most 
important technologies and how they will improve 
network performance, when compared to currently 
deployed 4G wireless networks. The use of some of 
these different technologies is also illustrated in the 
scenario diagram of Figure 2. The physical communi-
cation of data is being improved significantly through 
a more flexible design of the orthogonal frequency 
division multiplexing scheme that was used in fourth 
generation wireless networks. As shown in Figure 2, 
the use of subcarrier widths of 30-120 kHz enables 
wider-bandwidth and lower latency operation. Further 
improvements in data capacity are possible through 
the use of Massive Multiple Input Multiple Output 
(MIMO) antenna technology.  

Figure 2: Subcarrier numerology used in 4G and 5G wireless standards

Advances in Networks: 5G Wireless

Table 1: Typical Communication Scenarios in Medical Robotic Systems. In all scenarios, wireless coverage should be as close 
to 100% communication reliability as practically possible. The values given here have been cross-compared with data provided in 
refs [8-12].

Type of Communication
Characteristics of
Communication

Required
Communication
Latency

Tolerable Packet
Error Rate (%)

Typical
Data Rates

Video and Audio Data Recording for 
Archiving

Patient Vital Signs Monitoring – heart 
rate, blood pressure, temperature.

Robot Vital Signs Monitoring – sensor 
data, location, health, activity

3D Immersive Vision from Robot

Medical Imaging for Diagnosis, e.g. image 
or ultrasound

Haptic Remote Control of Robot 

Robot Control and Emergency Signals

Continual
Data Stream

Continual
Data Stream

Mixed Continuous
and Event Driven

Mixed Continuous
and Event Driven

Event Driven
Image Capture

Continual
Data Stream

Event Driven

1-10
Mbytes/sec

10-100
Kbytes/sec

10-100
Kbytes/sec

100 Mbytes –
1Gbytes/sec 

1-10
Mbytes/sec

100-500
Kbytes/sec

10-100
Kbytes/sec

100 msec

200 msec

100 msec

150 msec

100 msec

10 msec

1 msec

0.1%

0.1%

0.1%

0.1%

0.1%

0.01%

0.001%

Data Transmission Subcarrier Numerology in 4G LTE and 5G Networks

Frequency

Time Time

Frequency

15 Khz Subcarriers in 4G/LTE 30/60/120 Khz Subcarriers Possible in 5G



This enables very directional and energy efficient 

communications between the base station and 

robots, as illustrated in Figure 3(a). The 5G standards 

enable the new ability to use both the microwave 

bands below 6 GHz and higher frequency millimetre 

wave spectrum at carrier frequencies above 6 GHz, 

initially in channels between 24.5-29.5 GHz and 

37-40 GHz and shown in Figure 3(b). 

Support for Internet of Things (IOT) or massive 

Machine Type Communications (mMTC) can also 

improve the energy efficiency of data communication 

and reduce power consumption. This is important to 

improve battery life of mobile robots and also to 

minimize electromagnetic radiation in medical 

environments. The 5G standards also provide 

improved support for meeting the tight latency 

requirements by supporting very short data packet 

communications. The use of network slicing concepts 

also allows the operator to process different classes 

of traffic in distinct ways to enable the entire network 

to meet latency constraints. This is illustrated by a 

simple example in Figure 3(c), where network 

resources are allocated to support very distinct 

end-to-end communications requirements in a seam-

less manner. Ultra-reliable communication design 

also ensures that data packets can be transmitted 

very reliably over wireless links, to combat adverse 

channel or interference effects. Collectively, these 
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Table 2: Summary of Key Enabling 5G Technologies (Release 15) and their Impact on Medical Robotics [13]

two new classes of communication are often called 

ultra Reliable Low Latency Communications (uRLLC).

Going beyond the initial release 15 wireless standards 

for 5G, there are several major research and develop-

ment issues for wireless communications to support 

fully future medical robotics applications. These 

include the following points:

Determining radio transmission procedures and 

higher layer protocols to ensure that end-to-end 

latency requirements are met with high reliability 

[14];

Studying practical 5G networks to see how to install 

future networks to provide the best balance of data 

carrying capacity and energy efficient operation;

Understanding how to provision future cloud 

computing clusters to support the efficient opera-

tion of medical robotics systems, particularly for 

challenging remote medical operation applications 

[15];

Evaluating how 5G signals and  waveforms can be 

used to assist robots to determine their locations 

very precisely, even in challenging scenarios within 

indoor environments.

Technology Summary Impact on Robotics Systems

The 4G LTE subcarrier spacing of 15 kHz is being 
extended to 30, 60 and 120 kHz in 5G. The maximum 
bandwidth for systems below 6GHz is 100 MHz and 
1024-QAM modulation can be used. A wider 
subcarrier spacing in 5G enables wider bandwidth 
operation and shorter data packet transmissions.

4G LTE supported up to 8 antennas for multiple 
antenna MIMO operation. 5G supports 64 antennas 
or more at the base stations, which enables 
directional beams with higher capacity and more 
energy efficient multi-user communication options.

5G networks support low data rate, high coverage 
energy efficient communications for wireless sensors 
and devices using two technologies which are termed 
NB-IOT and LTE-M. These systems can be operated 
seamlessly with 5G networks.

5G networks will support wireless operation at higher 
frequencies, initially from 24.5-29.5 GHz and 37-40 
GHz. These bands will enable wider bandwidth 
operation but over shorter distances compared to 
sub-6 GHz carrier frequencies.

5G networks will support the allocation of network 
resources to handle a diverse range of applications in 
an automatic and seamless manner. This will allow 
the network to support a wide range of traffic types 
with the desired performance goals.

The 5G radio interface supports higher subcarrier 
widths and shorter packet transmissions. Very short 
data transmissions of only two symbols are permitted 
for fast communication.

Updated versions of 4G LTE and 5G networks are 
being designed to support much higher end-to-end 
reliability than currently deployed 4G networks, which 
might typically achieve around 99% reliable 
communication.

5G networks will support direct communication 
between robots, without needing to communicate 
through a base station. This can support fast and 
reliable short range communication.

Increased bandwidth to support high data 
rate links for video and virtual reality;

Optimised communication for indoor 
scenarios;

Reduced latency for time critical 
communications.

Increased bandwidth for multiple device 
wireless communication;

Lower transmit power levels in sensitive 
applications.

Supports energy efficient sporadic 
communication of data from sensors and 
low energy devices.

Increased bandwidth to support high data 
rate links for video and virtual reality;

Reduced latency for time critical 
communications.

Seamless and high quality support for a 
range of communication applications in 
robotic systems.

Reduced latency for time critical 
communications.

More reliable communication links, 
especially for safety critical applications.

Supporting ad hoc communications 
between robots to exchange information.

Orthogonal Frequency
Division Multiplexing
(OFDM)
sub-carrier design

Massive  Multiple Input
Multiple Output
(MIMO)
antennas

Massive Machine Type
Communications
(mMTC) Support

Millimetre
wave frequencies

Network Slicing 

Low latency
communication

Ultra-reliable
communication

Device-to-Device
communication
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Figure 3: Fifth Generation Wireless Networks Supporting Medical Robotic Applications: (a) Massive MIMO Concept 
(b) Exploitation of Millimetre Wave Frequency Bands (c) Network Slicing Example

Figure 4: Computational graph associated with a typical robotics application, in this case pertaining to a camera-based 
navigation system [17].

In this section, we discuss how a typical robotics 

application is put together. A robot is a complex 

embedded system, involving several software and 

hardware modules that must be care-fully orchestrat-

ed. The typical robot is composed of a diversity of 

such modules supplied by a variety of vendors 

ranging from sensor and actuator device manufactur-

ers to system integrators. In response to this diversity, 

there has been a strong push within the robotics 

research community to standardise by adopting 

middleware that provides a uniform structure to 

robotics applications, separating deliberative modules 

(e.g., navigation algorithms) from the details of lower 

level sensorimotor components, e.g., camera drivers. 

A popular such middleware is the Robot Operating 

System (ROS) [16]. ROS is a collection of tools, librar-

ies, and conventions that aim to simplify the task of 

creating complex and robust robot behavior across a 

wide variety of robotic platforms. A ROS application is 

a collection of software processes called nodes that 

communicate with each other through message 

passing. Each ROS node, performing a specific task 

such as sensor processing of a particular kind, is 

typically para-meterised, with the parameter values 

determining the content and frequency of messages 

passed, which has a direct effect on system perfor-

mance. A typical such robot application is depicted in 

Figure 4.

In complex systems such as this, there is a natural 

trade-off between the high reliability and low laten-

cy nature of the inner control loops, e.g., to reject 

disturbances while path following, and the time 

required to perform more complex calculations. So, 

Structure of a Typical Robotics 
Application and Performance 
Characteristics

Low Energy Directional Beam
Transmissions

Massive MIMO
Base Station

a)

b)

300 MHz 6 GHz 24.25-29.25 GHz 37-40 GHz 60 GHz

Microwave Spectrum Millimetre Wave Spectrum

Mm-wave Spectrum Use in 5G Networks

c)

Network Slicing in 5G Networks

Robot
Control Centre

Sensor
Data Centre

5G Base 
Station Control Signals: Low latency

and high reliability needed

Sensor Data: moderate
bandwidth and high latency
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Domain Environment
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domain Tracker + 
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Tracker...
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Experiment
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Environment

2-20Hz 10Hz
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Planner Model
+

Navigation
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+
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...

ROS Node
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Other instances
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Parameterised
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Figure 5: An autonomous surgical robot system [19]
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Rapid advances in autonomous system technologies 

have opened the doors for new ways in which robots 

could be integrated into the operating theatres. There 

are already numerous deployments of remotely 

operated keyhole surgery, such as in Intuitive Surgi-

cal’s Da Vinci robotic system, wherein a surgeon’s 

movements are translated through high quality 

disturbance rejection into micro-scale versions of the 

same for precision surgery. It is also now becoming 

possible to automate some of the capabilities of 

various members of the surgical staff. For instance, 

the tool handling tasks of a scrub nurse could be 

implemented in a robot which responds to the visual 

gestures of the surgeon to hand over the appropriate 

tool, at the appropriate time and in the proper orien-

tation [18]. Remarkably, it is also becoming possible 

to combine state of the art computer vision and 3D 

surface sensing with robotic actuation to achieve 

elements of surgical tasks autonomously, such as 

suturing [19]. 

Figure 6: the visual input used in the autonomous surgical system for surface registration from landmarks.

Figure 7: Performance characterisation of a closed loop visual navigation system from [17]

while a vision-based navigation loop at 50Hz can be 

comfortably dealt with through traditional wireless 

channels, applications that require tighter responses 

to human reaction times, typically in the order of a 

millisecond (e.g., 1 ms for haptic signals and 10 ms 

for visual signals) will translate to much more 

stringent requirements on the delivery of messages 

and communication packets. In this sense, such robot-

ic applications call for the service category of ultra-re-

liable and low-latency communication (uRLLC) within 

the 5G specification.

While the performance specification on the commu-

nication system is easy to specify in terms of 

measures such as mean cycle time and jitter, it is 

important to keep in mind that ultimately the perfor-

mance requirements arise from application needs. In 

the language of 5G service categories, the require-

ments on enhanced mobile broadband, such as might 

be needed for high resolution streaming, are broadly 

aligned with many other such consumer applications 

and can be summarised as being in the category of 

‘more the better’. The service category of massive 

machine type communication (mMTC) is at the other 

end of this spectrum in that it calls for superior levels 

of energy efficiency and high connection density. In 

many modern robotic applications driven by autono-

mous system needs, the communication needs are 

driven directly by closed-loop performance character-

istics of robot control systems. This is in the service 

category of ultra-reliable and low-latency communi-

cation (uRLLC).

Communication Needs in 
next-generation Intelligent Robotics 
in the Operating Theatre

A key ingredient of robot autonomy is the need to 

perform complex perceptual processing within the 

inner loop of the control system. For instance, in the 

application of automated suturing described in [19], 

depicted in Figure 5, one is required to perform 

detailed surface registration and identification of 

landmarks as depicted in Figure 6, within the inner 

loop of controlling the motion of the robot. Varia-

tions in the processing time of these computations 

translates directly into the effective cycle time and 

hence jitter in this loop, impacting closed-loop 

behaviour level. 

System level performance requirements in such appli-

cations therefore amounts to a multi-objective 

optimization problem taking into account not only 

the delays at the packet level in the communication 

network but also the computational characteristics of 

many other components involved. 

Figure 7 shows an example of performance charac-

teristics of the vision-based navigation system in [17]. 

The data is taken from monitoring of a running appli-

cation via Linux (e.g., htop) and ROS (e.g., rqt) tools. 

For each node, we see a typical set of parameter 

variations, CPU utilization, frequency, bandwidth and 

also user-specific weights from an expert user. 

While design space exploration of such a complex 

system requires important tradeoffs between compo-

nents, it is immediately clear that the advantages 

implied by enhanced broadband and low latency 

aspects of 5G networks will help improve the robust-

ness of such robotic systems.
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Ultrasound examination has become a widely used 

imaging modality for a large number of clinical prob-

lems. While ultrasound devices have become more 

and more accessible even for rural areas, the correct 

placement of the ultrasound transducer requires 

thorough training and experience for the specific 

clinical application. In order to maximize the reach of 

clinical experts for the correct placement of the ultra-

sound, tele-manipulated robotic devices have been 

discussed [20]. As part of a technology showcase, 

KUKA has developed a tele-manipulation demonstra-

tor shown in Figure 8 that consists of an ultrasound 

device attached to a KUKA LBR Med robotic arm. The 

LBR Med is equipped with integrated torque sensors 

Case Study: Tele-manipulated
Ultrasound with haptic feedback

Figure 8: An ultrasound tele-manipulation demonstrator. The patient side of the system consists of an ultrasound 

transducer attached to a LBR Med robot arm (background), the clinician’s workstation consists of a monitor and a 
haptic input device that renders the forces measured by the robot (foreground). Both systems are connected using a 
5G connector (left of the input device)

in each joint that enable force estimation at the toolt-

ip. These forces are transmitted together with the live 

image data to a clinician’s workstation where the 

forces are rendered by a haptic input device. In this 

way, the clinical expert can see the ultrasound images 

as well as feel the forces that are applied to the trans-

ducer. This level of immersion allows for an intuitive 

handling of the ultrasound probe during the treat-

ment. The network connection can be achieved using 

a local area network, but first experiments with a 

Huawei 5G network connector between the robot 

station and the clinician’s workstation showed very 

good results. The low latency of the connection 

ensures a fluid response especially for the haptic 

feedback. This will enable the application to be 

deployed also to rural areas so that a greater cover-

age with clinical experts can be achieved. 

Mobile network operators (MNOs) could leverage 

their advantage in network to provide mobile health 

(m-health) solutions for specific groups. However, the 

development of m-health is still constrained by 

limitations of business models, technology, laws and 

regulations. 

Business model: For those who suffer from chronic 

diseases and have a rigid demand for m-health, most 

medical expenses are paid by government or public 

funds. Patients are less likely to pay if healthcare is 

provided in a direct business-to-consumer (B2C) 

mode, which means patients must bear the full cost 

of medical service. On the other hand, for govern-

ment or public funds to accept m-health and to meet 

the major service costs, further validation of 

m-health’s medical and economic value is still 

needed. 

Technology: Massive machine-type communications 

(mMTC) will form the backbone of the upcoming 

intelligent society. As noted in Table 2, mMTC has 

been already developed as part of the 3GPP Release 

13/14 low power wide area (LPWA) technologies, 

which includes NB-IoT, and this technology will help 

to drive the development and application of robotics 

in healthcare.

Law and regulations: In most countries and regions, 

current laws and regulations do not support the 

application of remote care. Limited to pure consul-

tancy rather than actual diagnose or treatment, 

online healthcare service can hardly reduce the 

operating load of medical institutions. Both remote 

monitoring and remote care will have to visit large 

amount of patients’ confidential data. How to 

regulate the collection, storage and use of data, as 

well as protect patients’ privacy, is yet another 

challenge for policymakers.

Looking Forward: Prospects
In addition, health care is usually considered as a 

domain with high-level specialization, which is hard 

to enter for many players. However, MNOs still have 

a number of unique advantages that would enable 

them to play a significant role in the m-Health 

ecosystem. Mobile networks with features such as 

broad coverage, high stability and high security can 

enable health care services in underdeveloped 

regions and emergency rescue in ambulances. In 

addition, the capabilities of network slicing described 

in Table 2 and existing powerful call centres enable 

the value-added emergency services for specific 

groups. Beyond technology advantages, the huge 

customer bases and close relationships with govern-

ments are essential resources, which would help to 

attract other stakeholders. Based on analysis of 

customer demand, technology difficulty, business 

model maturity, and challenges from political and 

regulatory perspectives, we suggest that MNOs 

should follow a progressive strategy for m-Health 

business development.

Future Strategy: In the short term, MNOs could 

leverage their advantage in networking and call 

centres to provide end-to-end solutions for remote 

monitoring for specific groups. As solution providers, 

MNOs could use the “open door” strategy of develop-

ing platforms for all device providers. SIM cards for 

safety purposes could be sold to the children, elderly 

people and also outdoor enthusiasts. After purchas-

ing SIM cards from providers, customers should be 

able to activate services such as tracking, emergency 

services, etc. At the same time, MNOs could proac-

tively cooperate with the government, hospitals to 

promote the emergency remote diagnosis and treat-

ment in ambulance with high-performing network. 

In the medium-term, based on data collected from 

different groups and sources, MNOs could develop 

data analysis capabilities, and contribute to health 

risk control and disease prevention. On the other 

hand, MNOs could also cooperate with professional 
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In the long term, based on highly reliable and 

high-performance 5G networks, more applications 

such as remote surgery and better business models 

could emerge, which could even extend to other 

businesses. 


