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The 2020 COVID-19 pandemic radically changed the world and how people interact, move, and behave. Following a lock-
down that was imposed worldwide, although with different timing, Mobile Contact Tracing Apps (MCTAs) were proposed to
digitally trace contacts between individuals while gradually releasing mobility constraints mandated to contain the spread of
disease. General concern for privacy regarding the use of GPS data shifted the efforts toward distributed applications, which
use Bluetooth technology to trace proximity and potential infections. Nonetheless, GPS data would help more health oper-
ators to understand where hotbeds are and to what extent the spread is progressing and at what pace. In addition to these
issues, in this work we take a closer look at the major pillars of MCTA: Penetration, Privacy, Position, and Performance. We
focus on (i) how the penetration rate affects the ability of a tracing application to work; (ii) the proposal of a novel method of
tracing, which builds on the GPS technologys; (iii) how the position of infections is beneficial to rapidly reduce the infection;
and (iv) the discussion of the effects of such paradigms in different scenarios.
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1 INTRODUCTION

In 2020, the world was hit by the COVID-19 pandemic, which caused a large portion of the world population to
quarantine, a massive amount of deaths, many companies and small businesses to shut down, and, thus, immense
damage to the worldwide economy. There is a tremendous amount of work in progress in several countries
seeking key enablers for recovery in order to prevent smaller outbreaks of contagion to proliferate in the recovery
phase. Human contact tracing has been used extensively in history in order to understand the recent storyline
of people with whom an infected person has been in contact and how. Subsequently, authorities would get in
contact with such people and warn them or put them into isolation for a period in accordance with guidelines on
the illness. This method found its application in epidemic outbreaks of illnesses such as human immunodeficiency
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virus, Ebola, smallpox, and Severe Acute Respiratory Syndrome (SARS), the latter of which is closely related to the
COVID-19 pandemic. Due to the unprecedented consequences of the COVID-19 outbreak, human contact tracing
is no longer sufficient, as it does not scale up to the needs of entire countries that experienced a pandemic crisis. In
these critical times, researchers leverage mobile devices as a key enabler for reopening, with particular focus on
digitizing contact tracing practices into Mobile Contact Tracing Applications (MCTAs). MCTAs leverage mobile
personal devices to host applications able to record contacts with other individuals in possession of the same
technology. In the case of COVID-19, being in “contact” means a vicinity in space and time. The technologies in
use are, for the vast majority, Bluetooth and GPS. In the case of Bluetooth, spatial closeness is recorded user-to-
user: a temporary token is assigned to each device and, when a contact occurs, the ID of the neighbor is recorded
in a phone log. It has the advantage of better preserving location privacy [6]. However, it fails to identify spatially
possible hotbeds. Moreover, it can cause potentially detectable infections to be ignored (false negatives) or too
many noninfected people to be notified of infection (false positives) [9]. In the case of GPS, users periodically
share their location and whenever a user tests positive, all other users who have been in the same place at the
same time are notified. This approach can indeed identify possible sources of outbreaks; however, it requires
users to share their location, hence, raising potential privacy issues. That said, the use of GPS would help in
understanding disease spread, as it would make possible the identification of areas of interest in which the
disease is more diffuse. Regardless of the approach used, the penetration of the application is a major concern, as
people need to actively install it and maintain the related interface (Bluetooth, GPS) constantly active, even if it is
not their previous habit. In fact, all available MCTAs to date are individual mobile apps that need an independent
installation. A second, yet not less important, concern is the privacy preservation of the users, as releasing data
at this granularity can unveil sensitive information with possibly critical consequences. A third concern involves
the need of health and social institutions to gain information on where the contagion spreads the most due to
inadequate countermeasures in certain locations. Finally, a fourth concern is that these applications should be
used and tuned in a way that false positives and false negatives are avoided as much as possible. We identify
these concerns as the four major pillars of MCTA; we will consequently refer to them as the four Ps: Penetration,
Privacy, Position, and Performance. In this work, we focus our analysis on understanding how each of these pillars
affect MCTAs and how different proposals compare with each other.

With respect to these challenges, in this article, we evaluate the possibility of deploying GPS-based and privacy-
preserving MCTAs by evaluating both contact tracing and location tracing. We also analyze applications de-
ployed in different countries to see how they compare. We show the possible consequences of selecting different
implementations of MCTAs in a simulated environment, outlining guidelines that can help to determine different
approaches for different scenarios.

Penetration is certainly a major concern of MCTAs and tracing applications in general, as we will show here.
Privacy is of utmost importance given that in case there may be vulnerabilities, the user may not install it, hence,
making it useless. We will also show how Position is fundamental, particularly within low-penetration scenarios.
Finally, we evaluate different tracing options, showing the benefits and issues for each option.

2 CURRENT WORK AND LIMITATIONS

Since early 2020, there has been an enormous body of work that tackled the problem of contact tracing in society.
The main goal is to forecast the individuals who could have been in touch with diseased people, to test those
potentially exposed people in advance and, eventually, slow down disease spread. Historically, contact tracing
has been done manually, with emergency responders keeping track of contacts among people and testing in
advance people who may have contracted the disease [7]. During the COVID-19 pandemic, however, this has
become unpractical as the number of infections per day was too high to be monitored manually [4]. This is
why digital contact tracing gained interest, as it was possible to rapidly deploy custom applications that would
run on mobile devices already carried by most individuals. However, national and international bodies, along
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with citizens, started to question the privacy issues that may arise by using MCTAs [5]. This led to almost
completely abandoning the use of GPS in favor of the more privacy-preserving use of Bluetooth Low Energy
(BLE). Following this path, even Apple and Google proposed an innovative framework [22], which enabled low
power consumption for these applications and left enough freedom to governments and stakeholders to build
custom-tailored applications for their needs.

The current MCTA ecosystem comprises several applications, all of them accounting for different limitations.
First, stakeholders, such as health care operators, would largely benefit from the GPS information. In fact, the
sole usage of BLE may potentially estimate the total number of potential new cases but does not give any clue
as to where and how these cases are distributed. For instance, it would be greatly helpful to understand whether
new cases are spread evenly over a whole region, indicating a slower pace for the infection, or are instead
more densely concentrated, which indicates possible new hotbeds. A second limitation comes from BLE itself,
as there are many studies showing how inaccurate its distance estimation can be [13], leading to a potentially
high number of both false positives and false negatives [9]. According to many reports from all over the world,
MCTAs are struggling to find true-positive cases. For instance, in Australia, MCTAs have found very few true-
positive cases to date despite the application having been installed by millions of users, and the disease is still
causing many people to be hospitalized [12]. This example is representative, as we find the worldwide trend to
be similar or even worse. A third aspect is that, even though low MCTA penetration rates would still be helpful
[15], the installation of such apps and the actions to be taken after being notified of an alleged contagion are
mostly voluntary. This means that, without a tangible reward for the users, the penetration rate would remain
low, and it is not guaranteed that notified users would actually self-quarantine or call the hospital in order to
be tested [14]. There are even proposals for running the contact tracing activities directly into indoor public
environments instead of mobile devices. This, in theory, helps solve the problem of low penetration, sometimes
also affected by many people not having access to a smartphone [17]. However, it requires a massive amount
of money to be deployed. The fourth and final limitation is the fact that current MCTAs are able to notify only
those users who have been in direct contact with a positive case and cannot notify users who had contact with a
user who had previously been in contact with a positive case (i.e., it is not transitive). A more in-depth discussion
on COVID-19 MCTAs can be found in [1].

3 LOCATION CONTACT TRACING

Penetration is certainly a major concern for every application; specifically for MCTAs, it is of paramount im-
portance to correctly and rapidly track the contagion and possible hotbeds. For this reason, incentivization tech-
niques of all sorts have been proposed for similar applications [24]. However, for MCTAs, none of them has
been adopted. The number of installed applications is far from reaching the 60% bar [11], which is worldwide
recognized as the percentage at which pure MCTAs would work best [9]. In fact, MCTAs do not offer any im-
mediate service or reward besides warning about a possible contagion, which, again, depends on the application
penetration and it is most likely to take effect in the long run.

To this end, contact and location tracing applications should focus specifically on how to deal with low pene-
tration, which happens at the beginning of the tracing campaign and may also occur in specific scenarios. Either
through rewarding mechanisms that would push individuals to install the tracing applications or by specifically
studying solutions for low-penetration scenarios, it is without doubt one of the major challenges that MCTAs
have faced. Whenever a massive incentivization policy cannot be adopted, alternative solutions shall be inspected,
often at the price of coarser data and overestimation of the danger. Based on this, we inspect an additional trac-
ing mechanism — not necessarily an alternative to MCTA but, rather, complementary — named Mobile Location
Tracing (MLT).

It is clear that the sole usage of BLE does not allow MLT, since only contacts happening between two BLE-
equipped devices can be tracked, without any information about their current position. By leveraging instead
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the GPS, it is possible to perform both location and contact tracing at the same time. MCT with GPS implies a
slightly coarser monitoring, as the distance at which two persons can be considered in contact cannot — in theory
— be as precise as with the BLE. However, at the same time, it also allows consideration of a larger amount of
users as potential contacts. In other words, it does not keep track of close contacts; rather, it keeps track of
potential contacts in a given area. On the other hand, MLT does not focus on individuals; rather, it keeps track
of locations where infections occur in order to monitor hotbeds and areas that generally need further control.
This alternative has been considered in the literature, although less investigated [3]. Upon understanding that
there is a possible hotbed in a monitored area, emergency responders may have different options to limit the
disease spread: they could, for instance, lock down the area by forcing people to travel alternative routes in order
to get to their destination. This solution has the benefit of distributing people instead of aggregating them in
a specific location. However, this could potentially shift the problem to another area. Another possibility is to
enforce more meticulous monitoring in the identified hotbed area to limit the contagion with additional control
managed by emergency responders. Either way, MLT may be seen as an alternative to MCT if used exclusively
or it can be used together with MCT, either performed through BLE or GPS. Nevertheless, it is worth noting
that in case BLE is used for MCT, the joint usage with MLT would require the tracing application to use both
technologies, reducing convenience and audience.

Clearly, the usage of MCT and MLT applications involves different risks and brings several advantages since
they are different in terms of technologies, architectures, power consumption, location precision, and privacy
implications. In Table 1, we summarize the different possibilities with MCT and MLT applications, taking both
BLE and GPS into account, highlighting potential advantages and issues that may arise due to their use.

4 PRIVACY MODEL

We have mentioned privacy extensively over the earlier sections, outlining how it is more easily integrated in
Bluetooth-based solutions, whereas it comes with additional effort in design-time engineering of GPS-based apps.
In this section, we propose our architectural model that aims to provide possible infection information to users
with GPS-based location awareness with a negligible overhead in data transfer and computation. This comes
at the price of disclosing tiny bits of personal location information, as location-aware monitoring applications
cannot avoid it [2]. However, the question is whether we can unveil as little information as needed to achieve
the goals of the model and keep the correlation of the information revealed imperceptible. In this section, we
address that aspect as well. The model is designed to fit MCTA specifically. However, we will also discuss how
it can be tailored to MLTA at the same time.

We define our model as a crowd of mobile users, also defined as participants, that run our mobile application
on their personal devices. We assume this application to be stand-alone for the purpose of illustrating its func-
tionalities. However, it does not present significant differences in case it is integrated as an add-on with other
applications (which can help increase penetration if the host application is already widespread enough). The app
has three main functions, as shown in Figure 1. Each of the illustrated functions corresponds to different phases
of the participant’s life cycle, also altering the participant’s role.

4.1 Crowdsensing Phase

In the crowdsensing phase, the mobile application collects data about the locations visited by the user. The
application, by construction, does not require a login. Therefore, no personal information about the partici-
pant is stored anywhere but locally. The participant periodically sends a single datapoint to a central server,
communicating position and timestamp of the device. Note that, again, no data about the participant are dis-
closed here, except the IP address, which can be forced to change over time. The server, by receiving that data-
point, associates it with a randomly generated hash and stores the couple in an internal database. Subsequently,
it sends the generated hash back to the participant, who saves it locally in a personal hash pool. After sending a
certain number of datapoints, the participant detains the same number of unique hashes.
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Table 1. Overview of Possible Implementations of MCT and MLT Applications

18:5

Kind and Data Data storage Pros Cons Suitable for
collected
Tech
MCT with | Anonymous | Local or on Low-energy technol-| Identification Indoors
BLE nearby codes | remote server | ogy, no location data | attacks, unreliability
required of BLE range estima-
tion leads to risks of
false positives and
false negatives
MCT with | User location | Local or on More resilient to BLE | Coarse identification | Outdoors and
GPS remote server | range inaccuracies, | of contacts, high risk | low-population
reduced risk of false | of false positives areas
negatives
MLT with | User location | Remote Identification of Possible lockdowns | Outdoors and
GPS server hotbeds of large areas, no public areas
contact tracing
MLT, MCT | User location | Remote Identification of MCT not effective Outdoors and
with GPS server hotbeds, reduced due to coarse identifi- | public areas
risk of False cation of contacts
Negatives (same as MCT),
High risk of False
Positives
MLT, MCT | User location | Local and on | Possibility to identify | Requires two dif- Indoors and
with BLE and anony- remote server | hotbeds (MLT) and | ferent technologies, | outdoors
and GPS mous nearby finer identification of | medium risk of false
codes contacts (MCT) positives
4.2 Infection Phase

Let us imagine that, due to a medical check, one of the participants is found to be infected. Under the approval
of the participant, that individual’s entire hash pool is sent to the central server. Hashes are then converted to a
set of “contagion events” — corresponding to locations and times — and sent into the database for matching. As
a result, all hashes that are reasonably close in time and space to a contagion event are marked as “endangered.”
The conversion from hashes to contagion events is necessary, as multiple hashes that are very close in time
and space can be clustered in a single contagion event depending on the granularity of the event itself. In fact,
contagion events, as opposed to datapoints, are not punctual. Instead, they are expected to cover a spatial area
and time range (with a degree of uncertainty). This also ensures a fastest computation in the matching phase.

4.3 Request and Reward Phase

This phase occurs whenever a participant wants to request information about having been in potential contact
with an infected person. Intuitively, this would mean sending all of the hashes to the server for it to check the
database regarding whether any of them has been marked as endangered. This, of course, discloses the full trace
of the participant, which is undesirable. An immediate solution to this could be sending over one hash at a time.
However, this is impractical as, for a complete privacy safeguard, it would mean changing the IP address after
every message as well as hindering any rewarding strategy built on this model. In a previous work of ours [18],
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Fig. 1. The three-step process of our proposal. On the left is the Crowdsensing phase, in which users send their locations to
the central entity. In the center is the Infection phase, through which the central server performs the matching among users.
On the right is the Request and Reward phase, with which users can have the feedback from the central platform regarding
possible infections and, if implemented, obtain a reward token.

we defined a privacy-preserving mechanism for Mobile Crowdsensing (MCS) scenarios that need to reward users
for fixed-sized sets of observations. In such work, participants owning N hashes, respective to their observations,
could claim a single reward by “spending” a fixed amount k of hashes. The proposed solution groups the N hashes
in k-sized clusters by minimizing the intra-cluster correlation. The correlation between two datapoints can be
defined in various ways depending on the field of application. This ensures that, by sending over to the server one
cluster at a time, the significant information disclosed is minimized and negligible. In fact, the only information
that the server (or a hypothetical man-in-the-middle) can infer is that such k uncorrelated datapoints belong to
the same person. In this article, we propose an analogous mechanism: the participant clusters one’s hash pool
by minimizing the intra-cluster correlation and sends the resulting sets of hashes at distant points in time. The
server, upon receiving the set of hashes, verifies whether they are marked as endangered and sends back the
information. This operation is idempotent, that is, the participant can check the status of these k hashes multiple
times, as the situation can change over time. Optionally, the first time a certain cluster is received, the participant
may also receive a reward in a form that depends on the type of campaign. In case such a practice is foreseen,
after this first time, the hashes are marked as “rewarded” in the database in order to ensure the uniqueness of
this operation.

Note that the mechanism presented in this section can be customized based on the requirements of the sce-
nario or the hosting application. If, for example, the actions taken in the crowdsensing phase, that is, sending
one datapoint at a time, are impractical or incompatible, then datapoints could be clustered in advance with the
same method presented in the request and reward phase, leaving the mechanism unaltered at the price of a slight
delay in monitoring the phenomenon. Similarly, according to the privacy preferences of the infected individuals,
we could apply the same method to the hash pool disclosure occurring in the infection phase. This way, hashes
are not disclosed all at once. Instead, the same clustering strategy is applied. Furthermore, note that the inclusion
of MLT in this scenario needs running through the first two phases only. However, if the second phase is imple-
mented by clustering the hashes of the infected participant, then the estimate of how many different infected
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individuals have been inside a certain location of interest would be less precise as we cannot discriminate regard-
ing whether hashes belonging to two clusters are actually belonging to the same person. This would necessarily
affect the metrics for deciding what actions should be taken against the interested location in MLT (e.g., how
many infections are needed to shut it down).

5 EVALUATION
5.1 Simulated Environment

The framework presented in this article can be used in different scenarios: to monitor large deployments such
as cities or to monitor smaller areas in which hotbeds may show up due to heavy population density. It is then
important to understand how to behave in these different setups. For this purpose, we evaluate different tracing
proposals by combining existing mechanisms as well as those proposed in this article.

e Mobile Location Tracing (MLT): Here, GPS is leveraged to monitor possible hotbeds, which are conse-
quently shut down upon identifying a possible disease spread (i.e., a certain number of infections). In this
case, participants will not receive any notification about their contact with positive individuals but will
have to share their GPS data in case they test positive. Clearly, this solution cannot detect specific contacts
between individuals. Rather, it monitors places for higher density of individuals, which may lead to an
increased infection.

e BLE Mobile Contact Tracing (BLE-MCT): Here, people monitor contacts with other people with the
application installed. In case anyone tests positive, all previous contacts will be notified and eventually
quarantined. This follows the standard and widespread approach of MCTAs, although this behavior fails
to understand whether there are places in the city where infections are more severe than in other places.

e GPS Mobile Contact Tracing (GPS-MCT): In this case, GPS is leveraged to cover a larger area of contact
compared with BLE. The notification system is similar to BLE-MCT, although the actual tracing uses the
privacy-preserving mechanism that we presented in Section 4.

e Mobile Location Tracing and BLE Contact Tracing (MLT-BLE-MCT): This is a combination of two
proposals, as BLE is used to monitor close contacts, while the GPS is instead leveraged to understand
possible hotbeds. Although not technologically convenient for battery powered devices, it is presented as
a term of comparison with the other proposals.

e Mobile Location and GPS Contact Tracing (MLT-GPS-MCT): In this case, BLE is not used at all, as
GPS serves both as contact tracer and to identify possible hotbeds. This proposal certainly catches all of
the relevant hotbeds in a city, although not specifically monitoring local contacts.

In addition to these proposals, we also evaluate the case in which no tracing is performed to provide a baseline
for our experiments to show the improvements that tracing applications may offer.

To perform our analysis, we created a custom simulator programmed with the infection parameters reported
in [10]. We then created a custom dataset, with users moving within a city with a density of 1200 inhabitants/km?,
similar to what can be found in many cities worldwide. This choice was driven by the fact that a real dataset
that fits our requirements for duration and granularity is not available in the literature. However, we believe
that, although a custom dataset is not an accurate representation of reality, it can still yield significant insight
on the difference in performance among the configurations presented rather than giving absolute values. We
introduce 10 infected users at the beginning and run our system considering different application penetration
rates. Participants move around the area according to the Random Waypoint Model (RWM), with a relative
speed of 1 m/s. The area is a 500 X 500 m square and subdivided in 1 m-sided squares. We then instantiated
3 square areas, each with a side of 25 m, which represent the Points-of-Interest (Pols). Whenever users select
a new location according to the RWM, they select a location within a Pol with a significantly high probability.
The simulation spans over 2 months. Some of the infected individuals are asymptomatic, while all others show
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Fig. 2. Infected Rate is shown in (a), the Quarantined Rate is shown in (b), and the overall Application Efficiency is shown

in (c).

their symptoms after a certain period of time and unavoidably quarantine themselves. The GPS detects contacts
within a radius of 50 m, whereas the BLE detection radius is set to 4 m, but with a 25% success ratio, according to
[13, 20]. Furthermore, when the central system detects a too high number of infections within a defined area, the
whole area is locked and, assuming an intensive exploitation of responders, no additional infections are allowed
within the area. Although we performed a basic simulation scenario compared with a real environment, we are
mostly interested in qualitative and comparative results. In fact, when seeking that kind of results, multi-agent
modeling environments such as this one have been widely accepted as representative [8].

In Figure 2, we show the Infected Rate (Figure 2(a)) and the Quarantined Rate (Figure 2(b)) for the different
proposals. First, the GPS has a beneficial effect on the ratio of those infected in MCT, as it allows for a broader
monitoring compared with BLE. All Tracing Applications increase their performance with the growth of the
penetration rate, although those with the MLT expose a steep slope at a penetration rate of around 0.5, whereas
GPS-MCT and BLE-MCT are slower. It is also worth mentioning that for lower penetration rates, in the [0,0.3]
range, the GPS-MCT offers better performance compared with MLT solutions except for MLT-GPS-MCT, which
uses the notification from GPS contacts as well. Given penetrations of different MCTAs, it is even more important
to show good results in that range instead of higher penetrations.

The quarantined ratio, shown in Figure 2(b), shows an interesting behavior. As the penetration rate increases,
the quarantined ratio of both BLE-MCT and GPS-MCT increases as well. This means that the inumber of infected
is increasing, and although BLE-MCT and GPS-MCT help in containing the spread of disease, they are not as
fast as other MLT applications, which can act faster with a higher Penetration Rate. This means that there are
less people to quarantine simply because there are less people infected, as Figure 2(a) has also shown. Overall,
Tracing Applications that leverage GPS are indeed more effective in stopping the infection compared with BLE-
only Tracing Applications.

We also evaluate Tracing Applications in terms of True Positives (TPs), individuals selected to be quarantined
and are indeed positive; False Positives (FPs), quarantined individuals who test negative; True Negatives (TNs),
individuals who are free to move and not infected; and False Negatives (FNs), positive individuals not detected
by the MCTA and, therefore, free to roam. The last are of utmost importance, because they are the main cause
of infection spread. In order to better illustrate this, in Figure 2(c) we show the application efficiency, which we
define as TPS_(;Q . ﬁ, where SQ is the number of Self-Quarantined individuals, that is, those who have not
gone into quarantine because the MCTA told them to do so, but because they have shown symptoms, and PEN
is the Penetration Rate. In other words, it shows how well the Tracing Applications work with respect to the
increase in penetration. We can observe that after 0.6 of penetration, applications relying on MLT do not gain any
efficiency from an increased Penetration Rate, as the app is so popular that several locations may close; instead,
MCT-only applications always benefit from the increasing penetration. We also note that the MLT-GPS-MCT
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Fig. 3. The application efficiency is shown in Figure 2(a), the recall is shown in (b), and the F1-measure is shown in (c).

follows a similar trend as the GPS-MCT at an early stage but drops as penetration increases due to an increased
number of locked down spots.

In Figure 3, we show three different performance metrics which evaluate how precisely Tracing Applications
selected individuals to notify, quarantine, or what places to shut down. All of these metrics assess how well
the Tracing Applications foresee individuals who may have been in contact with a positive individual without
putting into quarantine an excessive amount of individuals or leaving positives untested.

The Precision, defined as %, shows how precise Tracing Applications are in identifying only those indi-
viduals which are indeed positive. In other words, a high precision score means that few negative individuals
would be quarantined, however possibly leaving positive individuals untested. The metric is shown in Figure 3(a),
which shows that for MCT Precision is almost nondependent on the Penetration Rate. Applications relying on
MLT instead show a lower precision as the penetration increases, thus, raising the number of FP (negative in-
dividuals put into quarantine). This happens because, while the Penetration Rate increases, it also increases the
total area monitored and possibly the number of places recognized as hotbeds.

The recall is defined as %, showing how well Tracing Applications are able to detect all positive individ-
uals at the cost of possibly quarantining negatives. The metric is shown in Figure 3(b), showing exactly what
we described for the precision. At low penetration rates, all Tracing Applications work equally well. However,
after 0.5 of Penetration Rate, applications relying on MLT drastically drop in performance. This happens since
as the number of locked down places increases, individuals need to find alternative routes to their destination,
distributing them sparsely over the area of interest. Hence, contacts that occur in sparse regions are unlikely to
be real, while MCT applications tend to overestimate.

Finally, the F1 score combines the recall and the precision into a single metric, defined as zl;felé’é%fé%ﬁﬁfgjff,
showing the balance between the two. Figure 3(c) summarizes well our previous discussions, as Tracing Appli-
cations at medium penetration rates start to expose different F1 scores, confirming our previous comments.

5.2 Real-World Analysis

In this section, we present a comparison of real-world applications categorized into voluntary and mandatory,
showing their effectiveness regarding the number of cases in different countries. We conclude our analysis by
discussing current trends in location and contact tracing.

5.2.1 Location and Contact Tracing Applications Effectiveness. To analyze the effectiveness of MLT and
MCTAs, we have considered the different applications proposed and utilized in several countries around the
world. We have also distinguished between voluntary applications, meaning that there were no strict installa-
tion restrictions on the population, and mandatory applications, meaning countries that imposed installation
restrictions or more strict mobility regulations for those who did not install the application.
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Fig. 4. Experiments on real-world Location Contact Tracing applications. (a) presents countries in which voluntary applica-
tions were proposed; (b) shows the same for countries with mandatory applications. The correlation of the number of cases
for the different MCT and MLT applications is provided in (c).

A first analysis that we performed, shown in Figures 4(a) and 4(b), takes into account the change in daily
cases since the adoption of the application. Different countries had a different application deployment date. We
considered a relative time before and after the application deployment, which allows us to align the deployment
date across all the countries. We then took the maximum number of cases of the considered period and marked
it as 1, and computed the correlation with all the other days, which then present values between 0 (0 cases) and 1
(same number of cases as the maximum). Regarding voluntary applications, it is evident that, globally, the peak in
the number of cases is well after the deployment of the application, possibly meaning that its introduction did not
contribute significantly to the decrease in the number of cases. Looking instead at Figure 4(b), we see a different
trend, in which the highest number of cases was before the deployment of the application or shortly after it.
We note that this behavior may not be totally related to the application itself since in different countries there
were also other limitations that went beyond the sole use of the application. This behavior is also confirmed
by Figure 4(c), which presents the correlation on the number of cases for 4 different application types: MLT
Voluntary and Mandatory, and MCTA Voluntary and Mandatory. In this case, for each country, we correlate the
daily number of cases against the cases on day 0, that is, the application deployment date. What it is possible to
see is that after a few days, 4 trends emerge: countries with the MLT Mandatory application immediately show
a decrease in the number of daily cases, whereas MCT Mandatory applications take more time to experience a
similar trend. For voluntary applications, after almost 5 months, daily cases continued to rise regardless of the
technology used. However, Voluntary MLT applications showed a slightly better result after 5 months.

We want to reiterate that these results may be hindered by all of the other restrictions in place in these coun-
tries. In fact, countries that have imposed mandatory applications also generally adopted more strict measures
to contain the infections. Nevertheless, our results present real evidence of the trends in daily cases in coun-
tries with different policies and using different location and contact tracing technologies. It is also evident from
Figure 4(c) that countries with MLT applications deployed experienced a more rapid decrease of daily cases
compared with countries with MCT applications.

5.2.2  Current Trends and Limitations. Concerning the COVID-19 situation at the time of writing, we are wit-
nessing a parallel trend that somehow resembles the MLT paradigm: check-in-based contact tracing. In such a
descending phase of the pandemic emergency, the need for monitoring restricted communities feels more cru-
cial and more efficient than applying tracing at large [19]. There is an emerging trend for tracing applications in
which users are requested to advertise their presence as they check in to a definite place (usually indoors), for in-
stance, by scanning a QR code. A nationwide example is the COVID Tracer application in New Zealand,' but also

Uhttps://tracing.covid19.govt.nz/.
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the NHS COVID-19 app in the United Kingdom? or the app in South Korea. This is more practical when infected
individuals are rarer and contacts are less likely to take place outside these locations. Clearly, this paradigm
requires voluntary participation by users, which makes it inherently different from MLT and MCTAs, which
are mostly opportunistic [16]. Nevertheless, check-in—-based contact tracing shares the same base concepts with
MLT, as the monitoring of communities is based on location. Therefore, MLT concepts could still have an appli-
cability in such a recovery phase. In addition, many countries with high vaccination rates have now entered the
consolidation, or even the post-vaccination, phase (e.g., Australia)® with the requirements for contact tracing and
check-ins already phased out as of this writing. Mobile contact tracing has become a legacy of the coronavirus
pandemic; the strategies, limitations, and challenges presented in this article are lessons learned that we hope
are useful for planning for future surveillance strategies beyond applications in the public health context.

6 DISCUSSION AND CONCLUSION

This article has discussed GPS-based tracing approaches, both in terms of MCT and MLT, for tackling the chal-
lenge of the worldwide COVID-19 outbreak by addressing fundamental pillars. We have witnessed that many
MCTASs have been proposed and, in many cases, also adopted by governments as an official counterthrust, such
as Italy4 and France’. Nevertheless, these efforts have mostly been in vain, none of the MCTAs had a sufficient
penetration at the time of writing, with perhaps the exception of Iceland [21], and, even then, no relevant result
emerged. In this article, we proposed a comprehensive solution that looks at the current issues in MCTAs from
different sides. It is worth specifying that our proposal is not necessarily concurrent with BLT-based solutions.
Rather, it can complement them by potentially providing additional information about where and when conta-
gion clusters occur. We try to consider all factors that influence a good outcome of the application. Factors are
briefly summarized and discussed in this section. We identified Penetration, Privacy, Position, and Performance,
referred to as the four pillars (the four Ps) of contact tracing.

Penetration. The first point to discuss is, as mentioned in the introduction, the penetration of the tracing ap-
plication. Whether tracing contacts or locations, or both, we have shown how in order to rapidly control disease
spread, it is mandatory to obtain high penetration rates. However, we have also shown that, by monitoring places
and in general leveraging data from the GPS, it is also possible to better assess the contagion, hence, reducing
the infected ratio. In the current situation, there is no way that simply proposing a stand-alone MCTA would
work; we also must not forget that the MCTA needs to be operative quickly, without necessarily waiting for the
conscious response of the crowd. This obviously affects the way in which data privacy is preserved, which leads
us to the second point of discussion.

Privacy. The second point to discuss relates to the privacy concerns that arise when sharing location data that
is fine-grained both in space and time. We presented a framework for sharing such data, preserving its spatial
precision and guaranteeing that only a definite subset of positions can be attributed to the same person. Also,
connections are anonymous and pull based, meaning that the client initiates the “infection check” on that subset
of information, and the server does not have a way to contact them directly. This ensures that each subset is in
no way related to other subsets, maintaining anonymity for users. The extent to which this paradigm works and
does not cause unpleasant side-effects is entirely due to parameter tuning for different scenarios, leading us to
the next points of discussion.

Position. As we have shown, the Position enables better monitoring for any Tracing Application, as it allows
understanding of where hotbeds originate in order to react faster and more precisely. Either as a possibility

Zhttps://covid19.nhs.uk/.
Shttps://www.australia.gov.au/national-plan.
4https://www.immuni.italia.it/.
Shttps://www.economie.gouv.fr/stopcovid.
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to enable MLT or to use as an addition to MCT, it boosts the ability to better monitor and handle the disease
spread. Although GPS possibly carries more privacy concerns compared with BLE, we have shown how it would
be possible to leverage on it with Privacy-Preserving techniques. Overall, both BLE and GPS present strengths
and weaknesses. Their use should be evaluated depending on the scenario, on the penetration rate, and on the
government’s policies.

Performance. The fourth point to discuss is performance. The way in which certain parameters are set can
influence any unwanted behavior. First, concerning GPS tracking, we have shown that the “notification area”
size of the GPS boosts performance, as contacts have to be considered as such in areas larger than 1 m in or-
der to avoid false negatives, which are way more dangerous than false positives. This creates unavoidably false
positives; therefore, the size of this area should be appropriately tuned according to the scenario and the environ-
ment. This also has an interesting side-effect on privacy, since once this size has been established, participants
can report their position using cloaked areas (i.e., with lesser precision) of that same size without significantly
changing the overall performance and considerably improving their privacy as their precise position is slightly
obscured. We also have shown that GPS in general contains the infection way better than BLE does by intro-
ducing, as stated earlier, an acceptable degradation of precision without affecting the recall. Finally, we have
shown the effectiveness of MLT, which can be, when tuned properly, an efficient tool for preventing localized
outbreaks without incurring a massive shutdown. A total lockdown would reduce the FN number but at the cost
of shutting down shops and constraining people who may have not been in contact with positive individuals.
Hence, more selective lockdowns are preferable, as in MLT. However, appropriately tuning the parameters is of
utmost importance, as MLT can easily (and rapidly) lead to a corner case similar to a total lockdown, especially
at high penetration.

Discussion and future challenges. Future research in this area should be devoted mostly to understanding how
to correctly balance the trade-off between the different characteristics we have identified. Maintaining privacy
is crucial and should be discussed at design time when deploying such applications. It is also challenging, as
different regulations exist in different parts of the world, making the privacy aspect difficult to standardize.
Penetration is directly related to how such applications are advertised and how citizens may react to them. Gov-
ernments should clearly state the benefits of such applications to citizens, and the trust that citizens have in their
own government has a strong impact on their adoption [23]. Regarding position, future efforts should go toward
understanding how to achieve accurate localization of devices without exposing private information of citizens.
Finally, performance is a consequence of the discussed choices: if MCTAs are widely adopted (high penetration)
and provide accurate localization of hotbeds (accurate position) while keeping private data of citizens safe (high
privacy) then achieving high performance will be possible eventually.
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