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Abstract. This paper examines data manipulation in terms of data recov-
ery using cloud computing and search engine. Accidental deletion or
problems with the remote service cause information loss. This case has
unpredictable consequences, as data must be re-collected. In some cas-
es, this is not possible due to system features. The primary purpose of
this work is to offer solutions for received data on detected defects of
underground metal structural elements using modern information tech-
nologies.

The main factors that affect underground metal structural elements'
durability are the soil environment's external action and constant
maintenance-free use. Defects can usually occur in several places, so control
must be carried out along the entire length of the underground network. To
avoid the loss of essential data, approaches for recovery using Amazon Web
Service and a developed web service based on the REST architecture are
considered. The general algorithm of the system is proposed in work to
collect and monitor data on defects of underground metal structural
elements. The result of the study for the possibility of data recovery using
automatic snapshots or backup data duplication for the developed system.
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INTRODUCTION

Underground metal elements of constructions
provide transportation and delivery of oil and
gas products to different countries of Eastern and
Central Europe, which is 2-3 times faster than in
any other way. With constant operation in un-
derground metal elements of constructions,
there are various defects due to active mechani-
cal stress and function in specific conditions of
the soil environment. Severe defects usually
cause accidents on such lines and lead to envi-
ronmental and even man-made disasters. Based
on the possible risks, all underground metal ele-
ments of constructions are carefully monitored
and maintained in good working order so that no
cracks can affect the functioning of the struc-
ture [1, 2]. To monitor such systems, a large
amount of data needs to be processed because
the length of underground metal elements of
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defects; underground metal elements of construction.

constructions is kilometres [3]. Big Data is active-
ly developing in Ukraine and is used in various
sectors of the economy due to the rapid scalabil-
ity of such systems. The most popular way to
transfer data is to use network data transfer pro-
tocols. Elasticsearch is a non-relational database
(NoSQL) in which data is transmitted via net-
work requests. It can be used as a portable mi-
crocomputer with the possibility of using addi-
tional modules to collect input information for
the system. One of the most popular cloud envi-
ronments is Amazon Web Service (AWS). This
allows constant access to the database and data
processing using cloud technology. The work
aims to create a secure system that can analyse
input information and show the possibility of da-
ta recovery in case of loss in such scenarios.
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MATERIALS AND METHODS
Materials and Methods

There are various types of databases used for
storing different varieties of data:

- A centralised database differs from others in
that it is accessed through a computer network,
which can give them access to a central pro-
cessing unit (CPU) that supports the database.
Such a means of using databases are commonly
used in local networks.

- A distributed database is a database that con-
sists of two or more files located on different
sites or the same network, or completely differ-
ent networks. Parts of the database are stored in
several physical locations, and processing is dis-
tributed among many database nodes.

- NoSQL database, which provides a mechanism
for storing and retrieving data, is different from
the approach of relationship tables in relational
databases. NoSQL databases are increasingly
used in big data tasks and real-time web applica-
tions.

- A relational database is a collection of data el-
ements organised as a set of formally described
tables, from which data can be accessed or re-
collected in many ways without reorganising the
database tables.

- A cloud database is a type of database that per-
forms queries on a remote machine.

- In computing, a graph database uses various
nodes, edges, and properties to represent and
store information for semantic queries. This type
is used to visualise complex structural connec-
tions better.

Cloud technologies and computing are becoming
increasingly popular. This is because cloud envi-
ronments have many useful features and securi-
ty. Amazon Web Service is chosen for the devel-
oped system due to its user-friendly interface
and easy integration.

This system uses a non-relational database be-
cause NoSQL databases are document, key-value,
graph, or wide-column stores and are well suited
for working with many JavaScript Object Nota-
tion (JSON) documents.

Elasticsearch (ES) is a search engine that uses the
Lucene library. This allows you to create a dis-
tributed full-text search with the ability to use
multiple units using the Hypertext Transfer Pro-
tocol (HTTP) web interface and schema-free
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JSON documents [4]. Elasticsearch provides a full
Query Domain-Specific Language DSL (DSL)
based on JSON to define queries. Elastic search
queries can include many conditions simultane-
ously, and the size of such a query can be signifi-
cant. Queries can be divided into geo, compound,
range, term level, string, multi-match, full text,
and match all [5].

In ES, all data is contained in separate indexes,
and searches can join using a query with multiple
fields at once [6]. Indexes can be divided into
shards, and each guard can have any number of
replicas. Routing and rebalancing operations are
performed automatically when new documents
are added. This database has a separate bulk Ap-
plication Programming Interface (API) function
for data ingestion, which allows multiple opera-
tions to index and deletes in a single API request.
It can significantly increase the indexing speed.
To execute bulk API, we need to have a pre-
formed data file and run it from the command
line using a simple curl command. There are
some restrictions on file size and the number of
entries. It has been tested that the file should not
exceed about 50 MB or the number of records of
100,000 for the presented case [7].

Amazon Elasticsearch Service (Amazon ES) lets
you store up to 3 PB of data in a single cluster,
enabling you to run large log analytics workloads
via a single Kibana interface. Using the AWS
cloud environment allows us to have a global,
highly accessible, secure domain to access ES [8].
Another advantage is the quick-to-search da-
ta [9].

Data recovery is one of the main issues [10].
There is a unique mechanism for recovering data
lost or deleted, called snapshots. Snapshots are
backups of the Amazon ES cluster indexes and
status. The state includes cluster parameters,
node information, index parameters, and shard
distribution. Data unavailability may be due to
index status. Possible positions include green,
yellow, and red. The last two signal some prob-
lems; in this case, data recovery is also essential.

Amazon Elasticsearch is ready to recover
data [11]:

- Automated snapshots are for cluster recovery
only. Amazon ES stores automated shots in a pre-
configured bucket of AWS Simple Cloud Storage
(S3) at no extra charge.

- Manual snapshots are used to restore a cluster
or to move data from one cluster to another. This
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requires manual shooting. These snapshots usu-
ally use your Amazon S3 bucket, and S3 pay-
ments apply accordingly.

Experimental procedures

This section describes the system's main configu-
ration, data preparation, and design. The pro-
cesses of setting up the cloud environment, filling
it with data, and the structure of the web service
are described.

System Configuration. A restful web service is
created that works with ES and displays infor-
mation about the status of underground metal
elements of constructions in real time. This web
service is developed using Java programming
language and Spring framework [12].

Before starting with our approach, you should
follow a few preliminary steps. The following
tools are used in the development:

- Java Development Kit - a set of development
tools and libraries containing documentation,
standard libraries, and code compiler for Java
classes. Today, the approach of building a client-
server architecture using the Java programming
language through cross-platform and object-
oriented language is prevalent.

- Maven is an open-source programming tool for
building our projects. There are a few phases of
the lifecycle: validate, compile, test, package, veri-
fy, install, and deploy. Each of these phases helps
to perform specific actions with the code. This
application construction allows using ready-
made functions to collect code into one assembly.
Moreover, all additional libraries are download-
ed from a remote repository, which replaces jar
files.

To efficiently run multiple instances of Elas-
ticsearch locally, you need to download the tar or
zip archive from the official site and run the bat
file in the bin folder.

To test ES in the cloud, follow these steps using
the Amazon ES, AWS Command Line Interface
(AWS CLI), or AWS Software Development Kit
(AWS SDK):

1. Create an Amazon ES domain. To do this, you
must select the appropriate general settings,
such as deployment and instance types, and pro-
vide a name for the domain, etc. All other settings
can be ignored for now. In my case, one of the
smallest instance types was  selected
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t3.small.elasticsearch. According to on-demand
instance pricing for this type, vCPU, and Memory
(GiB) are 2. Which is enough for initial testing [8].

2. Wait until the settings are activated. It typically
takes 15-20 minutes to initialise.

3. Upload the data to the Amazon ES domain for
indexing.

Data Preparation. For the current testing of this
system, the generated test data using Bash were
used randomly. The Restful service mocking fea-
ture allows us to simulate accurate data using
generated test data. In the future, there is a plan
to integrate actual test data from some external
devices.

Bash is a scripting language where any command
can be grouped and executed in a single file.
Functions can be created in any programming
language, simplifying code reuse. The bash script
is a temporary solution. Instead of fundamental
values, random values of characters are generat-
ed using functions in Bash. The main steps are
following in this script:

- Create variables for index names for devices
and ES domains.

- Create a mapping of records in ES for each in-
dex using a loop [13]. The default mapping is cre-
ated at the first record, but when you want to
make a custom. This is filled in once and is edita-
ble. Mapping indicates in what format and type of
data will be stored. The curl tool sends requests
via the command line, which allows you to work
with URL syntax. The following command can be
executed:

curl -X PUT "$domain/$indexName" -H "Content-
Type: application/json" -H "Accept: applica-
tion/json" -d @$devicelndexMapping

- Generate a temporary file with test data filled
with random values using Bash. Figure 1 displays
a model of test data. The JSON format, which is
presented in a key-value format, was used to de-
scribe the data. This presentation is easy to read
and acceptable for Elasticsearch search engines.

- Push data from file to ES using Bulk API:

curl -H 'Content-Type: application/x-ndjson’ -
XPOST $domain/_bulk --data-binary
@"generated_data.json"
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- Remove the temporary file.

Generated files should be divided and pushed in
a loop due to the limitation of bulk API opera-
tions. For each index to have approximately the
same number of records, the number of complet-
ed cycles must be multiplied by the number of
records per push and divided by the number of
indices. As a result, it allows the approximate
number of iterations of loops to reach a certain
number in each index. There is also a collection
of information on various parameters, such as
time and relativity to the device, allowing you to
display it on web applications.

—

"id": "'$randomId’",

"device_name”: "'$((SRANDOM % 1@00 + 1))'",
"date™: "'date +\"ED\"'",

"time": "'date +\"ET\"'",

"external_factors™: [
{
"spil_moisture”: ""$(($RANDOM % 180 + 1))'",
“temperature”: "'$((SRANDOM % 180 + 1))'"
¥
])
"potential_current”: [
{
“"value": "'$(($RANDOM % 1860 + 1))""
h
1,
"geographic_coordinate_system”: [
{
“latitude™: ""$(($RANDOM % 1000 + 1))'",
"longitude”: " '$(($RANDOM % 18@8 + 1))""

}

Figure 1 - Example of test data filled with random
values using Bash script

System design. The Internet is a universal way to
access data anywhere in the world. The devel-
opment of web services as a backend part of the
browser has become very popular due to the in-
creasing use of web browsers [14].

The structure of the proposed system is shown in
Figure 2. The central part of the system is a web
service. The most used architectural style REST is
used for creation. This web service can easily ob-
tain and display the desired data. The service is
developed based on Spring Framework.

To avoid external data interception and make the
system more closed, it is recommended to use
the secure Hypertext Transfer Protocol Secure.
With Transport Layer Security (TLS) or Secure
Sockets Layer (SSL), data is encrypted with this
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approach. Therefore, you need to configure envi-
ronment variables in the settings or the envi-
ronment of the program or computer with which
the web service works.

Location 1

Measurement results -

-

elasticsearch
External factors
{soil moisture, temperature,
focation) lg1 Search and
| Web service analyze
™ measurement
LocationN

Measurement results

External factors
(SOII moisture, temperatura,
Iocation)

Figure 2 - The system for collecting and analysis for
underground metal elements of constructions
architecture

Although personnel data is not used in this sys-
tem, we must take care of our product's security
by reducing the system's vulnerability to external
attacks. The approach of using Open Authoriza-
tion (OAuth) for greater security is also popular,
which is added to the existing web service too.
With the help of generated tokens with a request,
communication with the system can be sent.

Several endpoints are developed in web service
for restoring data using some from the list of
standard HTTPS methods such as GET, HEAD,
POST, PUT, PATCH, DELETE, CONNECT,
OPTIONS, and TRACE. For instance: GET method
with request template:

{domain}/snapshots/{snapshot_id}, POST {do-
main}/snapshots with the following request body
“{"from”:"from_snapshot_id”,
“to”:"to_snapshot_id”"}” and DELETE {do-
main}/snapshots/{snapshot _id}.

This group of operations is based on the Reindex
APl in ES. This feature is an additional option for
data recovery, although it can cause redundancy
of duplicate data.

In addition, the system allows getting infor-
mation on time, id, device, and all the infor-
mation, in general, using the web service. The
following endpoints have been created for get-
ting information:
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- GET {domain}/measurement/devices.

- GET {do-
main}/measurement/devices/{device_id}.
- GET {do-
main}/measurement/{measurement_id}.
- GET {do-
main}/measurement/datatime?timeFrom
={startTime}&timeTo=

{finishTime}.

This system can be considered a cyber-physical
system. A new method for assessing the degree
of the information security risk of the system for
the control of underground metal constructions
is proposed. In addition, taking into account the
index of the probability of a successful attack on
the system, the index of the impact of the attack,
the adjustment index, which provides feedback,
and the quality criterion [15].

Web service works like an additional layer on the
system. In this case, that helps us to communi-

€ 5> C ®nm

health status index uuid

green open device-19 SycDbYS8VS@CQFkYAIM1BQQ
green open device-18 cmw80b47Tzuzf3dyng5Qiw
green open device-17 1IZFvK-vQ1SZtG-nQQyuUg
green open device-16 vOKTBohSTFusukyxHlrSPg
green open device-15 Wb8em6ikQG6GSAIomChivig
green open device-14 Mt_SHr6qRwyP_Gxu8ZHB4g
green open device-13 RdvvTeDURtCtMukuWnYQRQ
green open device-12 ifuMB1CKRt2du5_DOMQC8Q
green open device-11 Ux-fL4j1QImvQms4zGWMFA
green open device-10 5M1ZVR23TNSTK1EZ8r4j4g
green open device-50 _apu0d41QPKVjuvuvHpsKQ
green open device-7 OIHfV_TSSRGKL3GiKEHqJA
green open device-8 Cll6YtcVTqunH8hXMmaEfQ
green open device-9 KWJTLIN1RrySSDIgEvIEpw
green open device-49 867hJhIrSnCTgyT9AHH6]g
green open device-48 QiZ2aULVRR6LbYd18Mxtww
green open device-47 clLUt2lo_SJuSSqv4-nfnzw
green open device-46 VLb1WNR4T-OIsdNaAFmETg
green open device-45 XkVeaRtCStGuGblR6eYttw
green open device-44 i-s8liuiSCGPrFma98HCTw
green open device-43 D1tumivkROS2WEMSRIEKCA
green open device-42 ypqr5jxtQxsceo-1W4SREA
green open device-41 7tC1ZuTEQAKk-ISpaZiZiA
green open device-40 4hUS2U6FRdSckbqtv6l4¥Q
green open device-39 PLt4fyh@S4mIkE@xXPvaFw
green open device-38 c9kuxUFfQR640XLIJ_6LUA
green open device-37 JeoWsbTgQCa6Z_9EySWcxQ
green open device-36 7uSY4izkQrOkXeXzUgwRyA
green open device-35 tRS@tvubTjK5pEOIUDFEUQ
green open device-34 IjvFHK24S5GQ9iYH1gT8cA
green open device-33 43YNGspOSVuAYo@jm_xk2Q
green open device-32 _fTGnHZ_R4WLSCOz3RykNg
green open device-31 eczP5eUGQTyOUwNUaSpZwA
green open device-3@ Gw_OkqqFQ-m9gDrPspAUTg
green open device-3 lwrPdEvuT2-LSQJzPPPi4Q
green open device-4 2Ux_-SmnR52rMrr1zj3tGQ
green open device-29 94v19xBIRxvV3rLsRinMMw

1

e i el e e S e e e e e e e S e e e e e e e e e

pri rep docs.count docs.deleted store.size

-]

PO ®®

cate with data using a particular query. From on
security perspective, that allows preventing dif-
ferent external attached to the system in further
testing.

RESULTS AND DISCUSSION

Before starting the web service, the environment
variables must be configured for setting OAuth
token and using HTTPS, then:

1) Run Bash script to generate and push test data
in Elasticsearch.

2) Check created indices in Figure 3. The created
indexes are presented in the form of a table with
the size of the existing data, the current state of
the cluster, and other information. To view this
information, the / cat/indices endpoint of Elas-
ticsearch must be reached.

3) Run the project using the command line: mvn
clean install.

vpc-us-env-1-test-v7d2 1maygdaxSsvulrswvobnda.us-west-2 es.amazonaws.com

pri.store.size

3699 -] 789.3kb 789.3kb
994 e 386.3kb 386.3kb
1861 e 390.8kb 390.8kb
1056 e 398.8kb 398.8kb
979 ] 383kb 383kb
1065 U] 400@.3kb 400.3kb
1016 ] 399.5kb 399.5kb
1851 -] 397.8kb 397.8kb
1035 ] 402.3kb 402.3kb
1lee7 ] 388.5kb 388.5kb
3718 e 734.6kb 734.6kb
1020 e 391.5kb 391.5kb
995 e 397.7kb 397.7kb
1lees -] 398.1kb 398.1kb
1034 -] 402.7kb 402.7kb
1835 ] 394.4kb 394.4kb
le4l ] 395.4kb 395.4kb
1e51 -] 397.5kb 397.5kb
1086 -] 416.5kb 416.5kb
1073 ] 413kb 413kb
1e14 e 398.4kb 398.4kb
1e32 e 422.5kb 402.5kb
3795 e 770.4kb 776.4kb
1ee7 e 389kb 389kb
1833 e 394.2kb 394.2kb
1017 e 382.7kb 382.7kb
3724 e 737kb 737kb
1029 ] 400.9kb 400.9kb
1029 -] 393.3kb 393.3kb
1027 -] 392.8kb 392.8kb
1260 ] 399.7kb 399.7kb
1e49 -] 418.4kb 418.4kb
1855 -] 406.4kb 406.4kb
1077 e 402.9kb 4082.9kb
1e13 ] 389.8kb 389.8kb
1865 e 400kb 40ekb
1026 ] 392.7kb 392.7kb

Figure 3 - List of created indices with generated data

Index duplication. The first way to prevent data
loss is to create a duplicate index. This method
should be considered one of the most possible.
This does not provide complete security, but in
case of problems with the current index allows
you to switch to snapshot quickly. In Figure 4, the
execution of the query for duplicating indexes
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with data is demonstrated. For web service test-
ing purposes, the Postman desktop application is
used. This tool allows querying web resources. It
is beneficial when you need to make requests to
create, update, and delete documents. A regular
browser can be used to view GET requests, as
shown in Figure 3.
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) Postman — m} X
File Edit View Help

88 My Workspace - 2 Invite
= No Environment - )] ==
® GeTh.® GITh.® GITh. @ PUTh
History Collections APIs Untitled Request
Mew Collectio
POST ¥ https://envl-test.us.webserviceawsinstance.net/snapshots m Save ~
— ELASTIC
e Params Auth Hi 9) Bodye® Prereq. Tests Settings ( s
aw ¥ v
1 q T
2 "from": "device-1",
3 “to": "device-1-snapshot™
a3 [
Body @& 201 Create ms E nse ¥
Pretty Raw Preview Visualize ext W 5 [_. Q
1 Created duplicated index 'device-l-snapshot'
Q, Find and Replace B Console = Bootcamp & @

Figure 4 - Executing a query using a web service to create duplicate indexes on the Postman tool

After duplication, the existing Elasticsearch in-
dexes can be checked. Figure 5 shows the dupli-

« > C ®

health status index uuid

green open device-19 SycDbY8VSOCQFkYAIM1BQQ
green open device-18 cmw8ob47Tzuzf3dyng5Qiw
green open device-17 1IZFvK-vQlSZtG-nQQyulg
green open device-16 VOKTBohSTFusukyxH1rSPg
green open device-15 Wb8em6ikQGEGSAIomChilig
green open device-14 Mt_SHréqRwyP_Gxu8ZHB4g
green open device-13 RdvvTeDURtCtMukulWnYQRQ
green open device-12 ifuMB1CKRt2duS_DOMQCSQ
green open device-11 Ux=-fL4371QImvQmsdzGWMFA
green open device-10 SM1ZvR23TNE6TK1EZ8r4éjdg
green open device-5@ _apu0da1QPKVjuvuvHpEKQ
green open device-7 OIHfV_TSSRGkL3GiKEHGIA
green open device-8 Cl1l6YtcVTqunHBhXMmaEfQ
green open device-9 KHITLINIRrYSSDIGEVIEPW
green open device-43 867hJhIrSnCTgyTOAHHE]g
green open device-48 QiZ2aULVRRELDYd18Mxtww
green open device-47 cLut21o_SJuSSgv4-nfnzw
green open device-46 VLD1WNR4T-OIsdNaAFmETg
green open device-45 XkVeaRtCStGnGblR6eYttw
green open device-44 i-581iuiSCGPrFmad8HCTw
green open device-43 D1tumivkRO62WOMSRIGKCA
green open device-42 yparSjxtQx6oeo-1W4SREA
green open device-41 7tC1ZuTEQAKk-ISpaZiZiA
green open device-40 4hUS2U6FRdSckbqtveldafQ
green open device-l-snapshot hGG_MAemSyqlLrfD5z8n9vA
green open device-39 PLt4fyh@SAmIkE@XXPvaFw
green open device-38 c9kuxUFfQRE4OXLII_6LUA
green open device-37 JecksbTgQCabZ_SEySWexQ
green open device-36 7uSY41izkQrOokXeXzUgwRyA
green open device-35 tRSOTVUbTIKSPEOJUDFEUQ
green open device-34 IjVvFHK2455GQ9iYH1gT8cA
green open device-33 43YNGspOSVuAYoRjm_xk2Q
green open device-32 _fTGnHZ_R4WLICOz3RykNg
green open device-31 eczP5eUGQTyOUnNUa9pZwA
green open device-30 Gu_O0kqqFQ-m9qDrPspAUTg
green open device-3 lurPdEvuT2-LSQIzPPPidQ
green open device-4 2Ux_=SmnR52rMrrlzj3tGQ

cated device-1-snapshot index.

vpc-us-env-1-test-v7d21maygdaxSsvulrswvobnda us west 2. es.amazonaws.com,

pri rep docs.count docs.deleted store.size pri.store.size

1

L e e e e e e e e e e e e e e e e S

e 3699 e 789.7kb 789.7kb
] 3634 e 721kb 721kb
e 3573 e 712.9kb 712.9kb
e 3616 e 721.3kb 721.3kb
] 3568 ] 710.1kb 710.1kb
e 3623 ] 721.9kb 721.9kb
e 3615 ] 727.6kb 727.6kb
-] 3651 ] 726.3kb 726.3kb
e 3605 ] 725.6kb 725.6kb
e 3630 e 721.6kb 721.6kb
e 3718 ] 734.8kb 734.8kb
] 3555 e 709.2kb 7@9.2kb
e 3607 e 728.7kb 728.7kb
e 359 e 723.6kb 723.6kb
e 3714 e 735.8kb 735.8kb
] 3674 ] 728.9kb 728.9kb
] 3622 ] 720.6kb 720.6kb
e 3591 e 715.8kb 715.8kb
e 3703 e 747.7kb 747.7kb
] 3652 ] 738kb 738kb
e 3671 ] 728.5kb 728.5kb
L] 3600 ] 725.4kb 725.4kb
e 3795 e 770.7kb 770.7kb
] 3566 ] 711.1kb 711.1kb
e 3658 e 657.4kb 657.4kb
e 3619 e 719.9kb 719.9kb
e 3505 e 7e1.1kb 7e1.1kb
] 3724 e 737.2kb 737.2kb
] 3675 e 728.3kb 728.3kb
e 3575 e 713.3kb 713.3kb
e 3637 e 723.3kb 723.3kb
L] 3622 L] 722.1kb 722.1kb
] 3637 ] 744.5kb 744.5kb
] 3736 e 739.3kb 739.3kb
e 3635 L] 725kb 725kb
e 3579 e 712.3kb 712.3kb
e 3633 ]

723.5kb

723.5kb

Figure 5 - Verification list of indices

In general, duplicating data is not the best way to
avoid data loss, as an increase in records and
memory accompanies it.

The number of indices is not a significant factor
in productivity. An important parameter is the
number of shards that must be selected correctly.
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The cluster should be optimised to avoid impact
on performance. The best ratio of the number of
bits and replicas can be chosen using perfor-
mance testing [16]. Amazon CloudWatch can be
used for monitoring the results of cluster metrics

[8]-
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Automated and manual snapshots

The second way to recover data is to use auto-
mated and manual snapshots on Amazon ES if we
do not have a duplicated data set.

Elasticsearch requires repository-s3 plugin to
work with an S3 bucket. Therefore, the following
operations on the command line must be per-
formed:

- Installing repository-s3: sudo bin/elasticsearch-
plugin install repository-s3

- Restarting Elasticsearch: sudo systemctl restart
elasticsearch.service

The next step is to log in to the AWS account and
create an identity-based user policy (IAM) with
the necessary S3 permissions [8].

The next necessary step is to specify a bucket
name to register the S3 repository using the fol-
lowing command:

curl --location --request PUT
'http://{domain}/_snapshot/backup_repository_s3
"--header 'Content-Type: application/json’ --data-

raw {"type": "s3", "settings": {"bucket": "elastic-
sim"}}’

The last setting is defining our Snapshot lifecycle

elastic-sim

Y --80p0TSQISDHyrMBOw

N 1TPTXIHLRIXDXA0SWKBXIQ

Y 27RA9dFS2SynTyvU M3A
3ADYYROITUMZJRMZPZOuA

N 75 NpUWSaywNXSVDIXDXA

Y 8tsZP20hQkyyovibaOQvig

N IZRSICmTPTiziutiplTRmg

T _NXNwsPRGTNWKP7ZP-J5IMA

Mar

28, 2021 10:53:15 AM GMT+0100

management (SLM) policy. This means that we
will always be able to have a copy of the indexes
available, which are generated and deleted at the
specified time. In the JSON body, the following
fields should be defined: schedule (when the
snapshot must be taken into S3 bucket using
Cron syntax), name (how to name the snapshot
with the current date using date math), reposito-
ry (where to store the snapshot), config (which
indices to include in the snapshot), retention (de-
fine the expiration time and the minimum and
maximum snapshot count) [17].

To apply these changes, the command should be
performed:

curl --location --request PUT
'http://{domain}/_slm/policy/backup_policy_daily

_s3"--header 'Content-Type: application/json’--

data-raw { "schedule": "0 01 2 **?", "name":
"backup-device-

{now/d}","repository": "backup_repository_s3","co
nfig":{ "indi-
ces":["*"]},"retention":{"expire_after":"1d",
"min_count": 5, "max_count": 20 }}’

The web interface for lifecycle management
snapshots is shown in Figure 6.

.........

159 M8

Figure 6 — Example of snapshot lifecycle management using the web interface on Amazon ES

The AWS command line interface can be used to
verify the changed size of our bucket after all
previous steps are performed:

aws s3 Is s3://elastic-slm --human-readable --
recursive —-summarize

Section “Engineering, Manufacturing and Construction”

In the same way, indices can be restored using a
web interface on Amazon ES.

The restore command must be executed to re-
store the snapshot after the last step in the AWS
command line:

1017



Path of Science. 2023. Vol. 9, No 1

ISSN 2413-9009

curl -XPOST 'elasticsearch-domain-
end-
point/_snapshot/repository/snapshot/_restore’

According to Amazon documentation, most au-
tomated images are stored in cs-automated stor-
age. If your domain encrypts data at rest, it is
stored in the cs-automated-enc repository [11].

One index can be changed to another duplicate
index with the same working indices. In ES, bulk
index alias API functionality is created to create
and remove multiple index aliases in a single API
request. Alternatively, an alias can be used as a
second name to refer to one or more existing in-
dexes. However, several indexes may contain the
same alias, but it is impossible to have the same
name as the index. This HTTP request is as fol-
lows:

POST {ES domain}/_aliases {"ac-
tions":[{"remove":{"index" : "device-1", "alias" :
"device-1-alias-1"} }, { "add" : { "index" : "device-
1" "alias" : "device-1-alias-2"} } | }
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