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Abstract: This paper presents the implications of blockchain technologies on sustainability reporting
and disclosure, and specifically proposes blockchain use-cases as a possible solution for problems
experienced in the field of supply chain carbon information. This study addresses how the reliability
of supply chains’ carbon-related information can become more transparent and reliable through
a decentralized approach based on blockchain thinking (BT), issues that have been identified as
a gap in the literature and in the practice. Scenario analysis and design science research (DSR)
are used as a methodological driver to conceptualize over the nature of practical solutions using
unified modeling language (UML) diagrams. The resulting use-case focuses on data retrieval in
the supply chain. The paper also presents implications for the audit industry and their role in the
assurance of such technological architecture implementations. The study is visionary as it offers a
conceptualization based on scenario analysis. Developing a scenario enables researchers to depict
a prospective situation, develop ability to solve future problems, and to back cast them in current
policies, technologies, and actions.

Keywords: sustainability reporting; supply chains; blockchain

1. Introduction

This paper aims at answering some of the calls for further investigation on how
innovative technologies are impacting sustainability practices and specifically how their
implementation will benefit the reliability of supply chains related carbon data [1]. The
changing landscape of management and decision making will include a post-human turn,
in which intensive use of technologies will become not only the end or the means but also
the agents of sustainability itself. In this paper, we addressed the case of sustainability
disclosure, with a specific focus on sustainability reporting in the context of supply chains.

For the purpose of this study, it is worth better defining “reporting” from divulging and
disclosing [2], while being aware that the literature [3] usually operationalizes such elements
under the broader scope of sustainability accounting. Namely, we intend disclosure as
the act of disclosing information over the sustainability of a company using different
communication channels. “To disclose” is similar “to divulge”, even if divulging is, to
further emphasize something [4]. Reporting is to be intended as the whole process of
communicating the social and environmental activities of a particular company, over
a period, and it is dedicated to its social interlocutors [5]. Thus, our paper refers to
sustainability accounting as a synonym of non-financial accounting with the awareness
that it may be further operationalized withing its main three components of sustainability
information (SI), sustainability disclosure (SD), and sustainability reporting (SR).

Why a study on blockchain technology might be relevant in the field of sustainability reporting
and disclosure? Unfortunately, the discipline and the practice of sustainability reporting and
disclosure are facing critical issues. The first issue is about manipulation of data, this happens
often in a way they affect the reliability of sustainability reporting. Several scholars have
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demonstrated how unsustainable corporations could adopt an instrumental and captious
use of sustainability reporting making a maquillage of their performances [6–8]. Despite the
role of audit and certification to guarantee that both data and reporting issues are safe from
related errors, the use of sustainability reporting for fraudulent purposes is still a reality [9].
Cherry-picking, impression management, and camouflaging are the most used techniques
to alter the communication of unsustainable behavior [7,10,11].

The second issue is about the materiality of the sustainability information provided [12–15].
Since the content of the report is based on material topics addressed both internally and
externally to an organization, it is easy for a manager to manipulate such results, with the
aim of disclosing, discussing, and reporting just the most positive and less risky topics
about company performance [16,17]. Divulging critical information on sustainability will
have value relevance [13,18]. For instance, examples of these disclosure issues relate to
specific aspects of sustainability regarding the supply chain [19,20].

The third issue regards the global governance of sustainability movements and stan-
dards. Meaning all the forums, associations, roundtables, standards and guidelines that
have the universal power to decide who is sustainable to who is not [21,22]. Since the value
of such movements is to provide support and coordinated efforts towards sustainability, it
can be that this has not been achieved yet. The so-called sustainable development goals
have the power to remember that more needs to be done to support the sustainability of
the planet, societies, and generations [23]. SDGs inspired our study to reflect on the fact
that even the attention on sustainability reporting is more significant than in the past, the
ability of sustainability disclosure to tell the “truth” cannot be guaranteed, nor through
reporting neither by the attitude of signing agreements with NGOs.

All the three issues presented above have a common problem of trust and information
asymmetry. As such, accounting literature has broadly discussed the impact of these broad
business issue with different theoretical frameworks, for instance agency theory, legitimacy
theory, institutional theory, stakeholder theory, signaling theory, and critical theory [24].
Moreover, Hahn and Kuhnen [24] point that more studies are needed regarding a true
and fair view of sustainability reporting. We can affirm that blockchains deal with hyper
democratization and trust issues, and in contrast with other scholars who investigated
similar issues [25] our study aims at critically discussing the potential benefits of blockchain
thinking (BT) for sustainability practices, and specifically on disclosure and reporting
perspectives [26].

Blockchains are distributed ledgers shared by all participants in a network and rooted
by a consensus protocol differently implemented with the aim of creating transactions
that are democratically verified and validated [27]. Once approved, a transaction is of-
ficialized and added to a ledger, which can never be erased or modified without the
majority consent. Thus, BT stems from reliable, transparent, and reliable technology [28].
Indeed, the widespread use of blockchains, as well as big-data, machine learning, and
artificial intelligence, is changing the role of accountants, auditors, and financial statement
preparers [29–34].

We are assisting with conceptualization and use-cases of BT within the areas of smart
contracts, public sector, cybersecurity, healthcare, agriculture, tourism, transportation,
etc. [35]; hence, we elaborate future scenarios on BT applications to sustainability report-
ing and disclosure. The increasing need in the trustworthiness of sustainability data is
grounding the shift to more sustainable organizations [36,37]. Hence, the research question
we want to address is—Could blockchains be helpful in solving SI trustworthiness issues?
Answers will be provided through a qualitative and narrative scenario analysis [38] and
design science research (DSR) checklist as guiding principles [39–41] aiming at offering
practical though-provoking insights and applications of BT.

In summary the objectives of this study are:

• To identify the current issues in the preparation of sustainability reporting and disclo-
sure by focusing on the case of supply chain carbon data and its reliability;
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• To provide a possible solution to such issues by conceptually discussing and designing
how a blockchain based system can support more transparency and assurance in the
management of carbon-related data across suppliers.

The remainder of the paper is organized as follows: the next section will outline the
context of blockchain applications in business and the implications regarding sustainability
accounting. It will be followed by a methodology section addressing the details of how
the study proposes future scenarios using design science research (DSR) and propositions
section which illustrates the topics of research and providing the conceptualization of
blockchains implementations. These will be discussed in the following section with the
support of the extant literature. The final section concludes the study with specific remarks,
implications from an industry and policymaking perspectives, as well as limitations and
further avenues for research.

2. Literature Review

This section presents a literature review focusing on some of the business applications
of blockchain technologies as well as the limitations currently facing in the sustainability
reporting and disclosure practice. Broadening the scope of the recording of the mere financial
transactions, we illustrate the potential benefit blockchain thinking (BT) can bring to sustain-
ability management and accounting. Few mentions of the technical components of BT are
useful to understand the power of its application in solving social accounting issues.

It is predicted that blockchain technology could enhance more than 40 million jobs by
2030 with the potential to add US$ 1.76 trillion to the global economy [42]. The growing
interest in this market confirmed by nearly $1.4 billion of startup investments and pre-
liminary decisions of the big four accounting firms to invest into the blockchain internal
auditor sectors with the role of controller for the reliability of the technological infrastruc-
ture that supports all type of transactions [43,44]. Considering the value of sustainability
management and disclosure for the market [45], $17.1 trillion—or more than one in five
dollars—are just the sustainable and responsible managed assets in the United States [46].
In Europe, we can account for more than €3.4 trillion of socially responsible assets, and the
forecast suggests an exponential growth will occur in the next three years [47].

The disclosure and the reporting of sustainability data influence the decision-making
process of stakeholders, and shareholders [48,49] we are living in an hyperconnected era, and
the overabundance of data we can access to has the potential to distort business decisions [18].
For this reason, already in 2010, a study [50] expected that sustainability accounting research
will continuously evolve and better enhance management decision making. In this direction,
new technologies as artificial intelligence, machine learning, automation, remote control have
been recognized as the next powerful tools able to change the management decision-making
process in a business [51]. Multiple technologies exist to help SD and SR preparers, for
instance ERPs, web-tools, and SaaS. They have all been designed to allow corporations
of various size the ability to retrieve, account, assess, and benchmark their sustainability
performance with other companies [52–54]. In general, the technology underlying these tools
is based on Relational DataBase Management Systems (RDBMS), where data are stocked
using SQL (structured query language) or NonSQL statements. In all these cases, multiple
copies of the data are required to be elaborated through logs and locks to create a benchmark.
These RDBMS are for the most part centralized and unencrypted.

First introduced by Satoshi Nakamoto in 2008, as giving birth to cryptocurrencies,
blockchains have been evolving and adapting to become a technologic panacea to all those
situations requiring a move from centralized storage of transactions to a decentralized
consensus mechanism (DCM), avoiding the use of third-party assurance [55]. In its business
declination, blockchains are comprised of digital infrastructures, deployment modes, and
implementations [56,57]. Digital infrastructures consist of peer-to-peer networks, where
each node does not depend on any central node. Deployment modes regard how informa-
tion runs through DCM, which is responsible for data logging and simultaneously solving
a Byzantine’s general problem using a cryptographic puzzle to safeguard the permanent
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storage of a block [58]. A unique string called hash identifies each block in a blockchain.
Implementations define how a blockchain interacts within existing business processes.

Several configurations of blockchains exist from private to public, and different degrees
of freedom in DCM have been designed to allow a sort of customization of blockchain
technologies as well [59]. That is the case of proof-of-work (PoW) or proof-of-Stake (PoS);
wherein PoW miners solve a computing-intensive task to conclude a block. On the contrary,
in PoS, “forgers” are rewarded for verifying transactions [60].

In summary, blockchain operates through a distributable database, sharing data
between nodes and without any intermediaries. In fact, they are called peer-to-peer, where
each node stores and forwards information to other nodes. Usually, every transaction
is visible by anyone, but users can decide to be anonymous or to provide proof of their
identity. All data are stored everywhere, and they are irreversible thanks to computational
algorithms that require computational power to safeguard any possible attacks. However,
even in blockchains, there could be security breaches that usually drives the significant
portion of computer power to revise a block [61].

The blockchain was initially designed to create tamper-proof databases and to di-
vert information from “agent-based” control. Currently, BT business applications are
less anarchic and more business solution-oriented [27]. Researchers and companies are
testing the application of the underlying technology in different contexts, such as public
sector, law enforcement, supply chain management, cybersecurity, healthcare, agriculture,
tourism, transportation, etc. For instance, BT can improve supply chain management in
cross-borders transactions linked to e-commerce application, because it can guarantee a
more transparent approach and limit the number of intermediaries involved [62]. Further-
more, given the technical nature of the blockchain itself, even accounting operations can
benefit from this approach: “Some scholars have argued that the invention of double-entry
bookkeeping enabled the rise of capitalism and the nation-state. This new digital ledger
of economic transactions can be programmed to record virtually everything of value and
importance to humankind” [63] (p. 7).

For instance, the blockchain use in accounting and business can be fruitful in the field
of audit services because the audit profession is closely linked to investigating deceptions
and frauds that blockchains can possibly help to avoid using immutable and transparent
records of transactions [31,57,64]. While the audit profession is benefitting from new
technological advancement, prospective studies on how accounting and accountability
might change in the future are needed [65–67]. Consistent with Tapscott and Tapscott [63]
(p. 25), everything that can be expressed and transformed into their codes may be a potential
use of blockchains, from storing information of contractual agreements, to record financial
transactions as well as recording the subjects involved in the procurement, production, and
sale of goods and services from an integrated supply chain perspective. As most of the
sustainability reporting standards have started coding their required KPIs and measures,
then, it is possible to affirm that also SR will be subject in the future of somewhat blockchain
intervention. For instance, there is proof of coding SI in all the work related to a technology
advancement such as XBRL [68].

Academics and practitioners envisage a vast space for BT application, especially in the
sustainability space, and most of it is still unexplored [69]. Specifically, Zhang et al. [69]
present a potential use of the blockchain in SD, stating how ERPs nowadays contain a lot
of detailed information on sustainability, which if disclosed, would allow stakeholders
to evaluate, among other issues, the quality of such non-financial performance. Cockroft
and Russell [31] forecast that SR will be particularly significant areas of future research
for technological advancement. Accordingly, Bakarich et al. [25] find that blockchain is
well-positioned to provide reliable tracking and custodial support of sustainability data
and information, including the reporting of greenhouse gas emissions, conflict mineral
disclosure, and products and service procurement.

Furthermore, the disruption caused on global supply chains by the recent COVID-19
pandemic as well as the instability caused by the war in Ukraine show that additional infor-
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mation and transparency regarding the stock and availability of resources at a worldwide
level, is needed to solve the resulting supply/demand shocks.

We believe that there is a timely need of producing more artifacts that can support the
actual implementation of the blockchain. As such, the paper presents possible scenarios
and applications of BT for in the sustainability context, with a specific focus on supply
chains and procurement. As many start-ups are working in the field of blockchain, we
believe that our work can be useful for all the subjects interested in this topic.

3. Methodology

This study was based on scenario development and analysis. We considered a future
scenario as the intent of formulating and drawing coherent and plausible stories, using
a qualitative and quantitative method, about a what-if situation involving human and
environmental systems [38]. Usually, it is aimed to imagine a desirable future followed
by backcasting, or, in other words, identifying those leverage factors (policies and actions)
that may drive the change towards specific goals. In scenario analysis, the first step was a
definition of problem boundaries, a characterization of current conditions and processes
driving change, identification of critical uncertainties and assumptions on how they are
resolved, and images of the future. Scenario analysis is an evolving concept in applying
critique on uncertain events that might shape that scenario.

Additionally, a design science research (DSR) conceptual approach has been used to
develop the findings in applying and proposing the adoption of blockchain to sustainability
reporting and disclosure. Applying DSR requires six significant activities, namely: DSR1,
problem identification and motivation; DSR2, define the objectives of a solution; DSR3, the
design and development of an artifact that meets (some of) the solution objectives; DSR4,
demonstration of the solution; DSR5, evaluation of the solution; DSR6, communication of
the problem and the solution (for instance a research article, a patent, etc.) [39–41]. We limit
our study to the first three DSR steps, as our study proposes scenarios without arguing that
the solution offered is the best available solution, neither we evaluate the effectiveness of
the solution proposed.

We focus our study on three specific issues recognized as timely and relevant for more
accountability and sustainable practices [39,70–72]:

1. The attitude of manipulating sustainability information (despite audit and certifi-
cations) that in turn affect the reliability of reporting (cherry-picking, impression
management, and camouflaging);

2. The attitude of altering the content of sustainability reporting, i.e., influencing the
materiality process;

3. The truth revealed through sustainability disclosure and reporting may differ from the real
underlying actions and practice (governance of the commitment towards sustainability).

The following discusses the first two propositions in the DSR process, whereas the
subsequent use-case diagrams are used for the third one. A use-case diagram was adopted
in software engineering, through UML (universal modeling language), to describe any
fundamental steps of a system, regarding a scenario of a system use [73–76]. A use-case
represents an interaction between a user and the system, the user (actor) interacts with the
system through arches that, in turn, show: interactions between actor and use-case; links
between use-cases; extension or generalization of use-cases [77].

Scholars are advancing concerns on the use of UML for blockchain-oriented systems
as they may require specialized graphics models for representation [78]. Even though UML
is still valid, and software engineering scholars are using it to diagram blockchain use-
case [79]. Hence, we adopt use-case as an exploratory strategy to elaborate scenarios [80].

Our methodology approach is summarized in the diagram included in Figure 1.
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Figure 1. Methodology adopted in the study.

4. Results and Discussion
4.1. DSR Propositions

This sub-section presents a discussion of specific issues affecting sustainability dis-
closure and reporting from a research design perspective. The narrative is systematized,
offering a depiction of the problem and the objective of the solution. The next section
presents and discusses the solutions.

4.1.1. Problem Description: The Attitude of Manipulating Sustainability Data That in Turn
Affect the Reliability of Sustainability Reporting

The trustworthiness of sustainability data represents our first concern. The answer
given up to now is that external assurance and audit should guarantee with truthfulness
and fairness the reliability of the content of a sustainability report itself. Usually, assurance
is external and conducted by third parties [81]. This assurance can be cautious and limited
due to the pressure exerted by management control [82]. As demonstrated by Junior
et al. [83], the transparency of the assurance process influences the way through which the
assurance assumes a relevant role [83]. More than a single subject needs to be involved,
as the presence of networks or committees emphasizes the credibility of the process of
assurance [9,84,85].

4.1.2. Solution Design

Is this in line with blockchain studies? The answer is yes, as DCM is studied to deal
with the same problem. Blockchain technologies guarantee that data will be unmanipulated
because anyone in the network has the power to act alone or make changes without leaving
trace/record. Blockchain will influence the ability of SR to emancipate by collecting
contributory data from the bottom of the organizational hierarchy up to the top as well as
alongside supply chains from all the actors involved.

4.1.3. Application

Coherent with the literature, this study presents the case of sustainability data to be
gathered throughout the supply chain. It is the frequent practice among multinational
corporations to consolidate sustainability data following the same consolidation perimeter
used for financial data. To avoid control and to incur additional costs associated with
down-stream sustainability reporting, corporations demand their first tiers to provide the
data, and it is up to them to verify the reliability of the content provided [19]. SR preparers
request such data through a hierarchical process encompassing an extended group of legal
entities. For instance, in the case of injury rates, CO2 emissions, or fines for non-compliance
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with laws and regulations, the first tiers, as well as, the “parent company” all have a vested
interest to take that indicator as low as they can [86].

A blockchain-based solution can help organizations to identify a problem linked to
their suppliers and sub-suppliers before it shows up. For instance, through the use of smart
contracts, tracking the logistics of each phase of the production process, from the first raw
material producer to the final customer, could be feasible, especially when integrating RFID
and GPS tracking. With such a process, the computation and tracking of CO2 emissions
will be easier and less dependent by estimates as it is now.

4.2. Discussion

Supply chains are becoming a fertile terrain for blockchains implementation, as they
deal with the exchange of goods, ownership rights, and underlying financial transactions.
In SR, corporations usually ask their first tiers to report their sustainability efforts while
they down-stream that request to their sub-suppliers. All the actors involved in the editing
process have an interest in publishing the least possible amount of negative information
and related indicators, and vice versa, so to release as much as possible positive information.
Despite the presence of possible “assurers”, there is the risk of data manipulation and
camouflaging, as it is widely demonstrated in the literature [83,85].

Figure 2 shows the current state-of-the-art process of SR with evidence of the down-
stream flow of information requested.
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Figure 2. Use-case diagram of a hierarchical request of SI in the supply chain.

In Figure 2, a company asks first level suppliers (or tier 1) to provide data on SI that in
turn should ask its supply chain from 0..n actors. Actors reply providing data that could be
manipulated by the receiver according to its convenience (SI disturbance intended as an
event). Inside the company, the SI preparer, hypothetically the CSR manager, relating to
the procurement function, requests some audits along the supply chain. Data coming from
the auditor are merged with the data required, and the documental output is the SR that
is assured as well. Data are stored on an owned ERP database, and access is not allowed
neither to the auditor, that guarantees the process not the data nor to the suppliers and
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sub-suppliers. On the contrary, Figure 2 shows how blockchain impacts the process of
gathering data inside supply chains.

In Figure 3, a company publishes a sustainability report entirely based on BT-obtained
information. The company asks its first level tiers to provide data through the blockchain.
The data cannot be modified or erased without the consent of all the nodes. The company
cannot inhibit the content or the raw data and eventually, it could influence the disclosure
of the entire information contained, avoiding the possibility to select what to report, by the
results obtained. In this new scenario, the auditor acts as a technology supervisor to assure
that the technical architecture is not modified or manipulated by the actors. This use-case
also considers the possibility that all the data stored in the owned DB might be converged
and come from blockchains.
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5. Conclusions

This paper provides a conceptual discussion based on designing future scenarios
that apply blockchain thinking (BT) to sustainability reporting and disclosure. Scholars
across sustainability management and social increasingly call for an emancipatory change
that give stakeholders more transparency and reliability, possibly, sustainability reporting
possibly represents a solution when information asymmetry is overcome by a balanced
involvement of all parties in the disclosure process. The study is material as there is a
substantial lack of research and empirical evidence in the field of blockchain applied to
sustainability reporting.

First, the study presented some limitations and concerns emerging from years of
sustainability reporting and disclosure practice. Then it developed prospective solutions
to be implemented using blockchain thinking (BT). BT was pinpointed in its fundamental
pillars, while scenario analysis and design research help the study to elaborate possible
implementations (artifacts). Scenario analysis was applied to identify the problems and
to provide motivation and objectives for the solutions. The elaboration of these scenarios
allows researchers the ability to define and list objectives to design a solution through
artifacts, which meet some of the solution objectives. The designed research science (DSR)
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approach further benefited by the elaboration of use-cases based on unified modeling
language (UML).

With the aim of creating a genuine contribution, not only regarding theory but also
in practice, the paper presented tow cases of use-case diagrams. The first case is the
implementation of BT to safeguard the reliability of data on sustainability issues on supply
chain. In this scenario, the free and unlimited access to such enormous amount of data
(such Big Data stands for) related to all aspects of supply chain management might help
public policymakers and governments to better control the implementation of policies, as
in case of the safety of workers. For instance, practical implications of our study include
but are not limited to: (a) industry perspectives by supporting organizations to develop
processes that can streamline carbon data gathering across supply chain, facilitating cross-
border policies adoption (i.e., EU carbon adjustment mechanism), making efficiencies and
understanding the risk areas that might suffer in case of external shocks (i.e., COVID-19,
economic uncertainty, resource shortages); (b) policymaking perspective by mandating
reliability checks on up and down-streams supply chains, and/or requiring the use of
technologies to streamline the gathering of carbon data to allow the implementation of
specific carbon pricing policies, and requiring organizations to provide their stakeholders
assurance about their supply chain carbon data management processes.

A limit of our study was its main nature of being predictive and conceptual, enforced
by the proposition use-cases, but this approach stands usually as the first pillar of any
software and technology design approach. Further analysis on a case-by-case organizational
basis might be required to further test and understand the applicability of our concepts.

Our study might be helpful, not only to discuss the theoretical advancement of sus-
tainability reporting due to a technology change but it provides software designers and all
the people involved in sustainability assessment, a practical starting point to reflect on the
usability of this innovative technology.

Future developments can be several as the BT application for businesses are infinite.
Future studies can demonstrate how the enhancing characteristics of BT might improve
these areas, for instance at the technological level, studies on sustainability assessment
tools, software, and services for BT are yet to be developed. Considering the nature
of distributed public ledger such as the blockchain, a radical shift in the technological
paradigm of any corporations, the challenge of discussing implications on data usage,
openness versus closeness, and disclosure versus divulgation are important fields for
future investigations. Concerning its theoretical level, our paper invokes business scholars
to develop suggestions and provide real cases to test the feasibility of BT for sustainability
management and reporting, and it asks, with the same importance, a discussion of the
theory of sustainability in a more fluid and democratic context.
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