
Received January 31, 2022, accepted February 14, 2022, date of publication February 21, 2022, date of current version March 9, 2022.

Digital Object Identifier 10.1109/ACCESS.2022.3153051

Smart Optical Sensors for Internet of Things:
Integration of Temperature Monitoring and
Customized Security Physical
Unclonable Functions
LÍLIA M. S. DIAS 1, JOÃO F. C. B. RAMALHO 1, TIAGO SILVÉRIO1,2, LIANSHE FU 1,3,
RUTE A. S. FERREIRA1, AND PAULO S. ANDRÉ 4, (Senior Member, IEEE)
1Department of Physics and CICECO - Aveiro Institute of Materials, University of Aveiro, 3810-193 Aveiro, Portugal
2Instituto de Telecomunicações, University of Aveiro, 3810-193 Aveiro, Portugal
3Department of Chemistry, University of Aveiro, 3810-193 Aveiro, Portugal
4Department of Electrical and Computer Engineering and Instituto de Telecomunicações, Instituto Superior Técnico, University of Lisbon, 1049-001 Lisbon,
Portugal

Corresponding authors: Rute A. S. Ferreira (rferreira@ua.pt) and Paulo S. André (paulo.andre@lx.it.pt)

This work was supported in part by the CICECO—Aveiro Institute of Materials under Project UIDB/50011/2020, Project
UIDP/50011/2020, and Project LA/P/0006/2020; in part by the Instituto de Telecomunicações under Grant UIDB/50008/2020 and
Grant UIDP/50008/2020; and in part by the Graphsense funded by National Funds through the FCT/MEC (PIDDAC) when appropriate
Co-Financed by FEDER under the PT2020 Partnership through European Regional Development Fund (ERDF) in the Frame of
Operational Competitiveness and Internationalization Program (POCI) under Grant POCI-01-0145-FEDER-032072. The work of
Lília M. S. Dias was supported by the SOLPOWINS under Grant PTDC/CTM-REF/4304/2020.

ABSTRACT Nowadays, the Internet of Things (IoT) has an astonishingly societal impact in which healthcare
services stand out. Amplified by the COVID-19 pandemic scenario, challenges include the development
of authenticatable smart IoT devices with the ability to simultaneously track people and sense in real-
time human body temperature aiming to infer a health condition in a contactless and remote way through
user-friendly equipment such as a smartphone. Univocal smart labels based on quick response (QR) codes
were designed and printed on medical substrates (protective masks and adhesive) using flexible organic-
inorganic luminescent inks. Luminescence thermometry and physical unclonable functions (PUFs) are
simultaneously combined allowing non-contact temperature detection, identification, and connection with
the IoT environment through a smartphone. This is an intriguing example where luminescent inks based
on organic-inorganic hybrids modified by lanthanide ions are used to fabricate a smart label that can sense
temperature with remarkable figures of merit, including maximum thermal sensitivity of Sr = 1.46 %K−1

and temperature uncertainty of δT = 0.2 K, and an authentication methodology accuracy, precision, and
recall of 96.2%, 98.9%, and 85.7%, respectively. The methodology proposed is feasibly applied for the
univocal identification and mobile optical temperature monitoring of individuals, allowing the control of the
access to restricted areas and the information transfer to medical entities for post medical evaluation towards
a new generation of mobile-assisted eHealth (mHealth).

INDEX TERMS eHealth, IoT, luminescence, mHealth, physical unclonable functions, QR codes, smart
labels, sensors, thermometry, authentication.

I. INTRODUCTION
The information and communication technologies, and in
particular, the Internet of Things (IoT), are progressively
being included in nowadays society along with mobile
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systems, impacting our daily life in distinct fields such as
industry, education, transportation, and healthcare [1], [2].
In 2011, 50 billion IoT devices were predicted to be con-
nected by 2020, with the actual number being slightly
higher than 12 billion [3]. The main barriers to entry for
the technology that account for this deviation in the fore-
cast are related to security and communications aspects.
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Incorporating IoT functionalities (temperature sensors and
ID tags) with mobile devices can be a window of opportu-
nity to tackle the security and communication aspects, help-
ing to remove the barriers to the dissemination of the IoT
devices [3]. Enlarged by the COVID-19 pandemic scenario,
healthcare services standout and the concepts of eHealth
and mHealth (mobile-assisted eHealth) arose [4], [5], being
more andmore explored towards the development of effective
low-cost and sustainable systems that promote healthcare
provision [6].

New technologies that rely on the identification of indi-
viduals based on personal information must address safety
measures, and this is particularly important in eHealth sys-
tems, that besides using personal information, also generate
new data (healthcare-related) that must be kept private and
safe [7], [8]. Therefore, the security of the information storage
and the authentication of the systems is required. The onset
of the COVID-19 pandemic brought additional challenges
associated with personal identification for access to restricted
areas, due to the wearing of face-covering artifacts such as
protection masks [9]. Face covering introduced difficulties in
the identification and tracking of people by the face recog-
nition algorithms. The National Institute of Standards and
Technology evaluates the performance of these algorithms
on the identification of people wearing masks, resulting in
error rates between 5% and 50% when matching photos
of the same person with and without a digitally applied
mask [9].

Conventional authentication approaches include the use
of non-volatile or battery-backed memory to store informa-
tion that can be authenticated using hardware cryptographic
operations. These approaches are power expensive and less
suited for real-time applications with limited resources [10].
Physical unclonable functions (PUFs) appear as a solution to
mitigate the disadvantages of such conventional approaches
[9]. This concept arises as a new type of cryptographic
approach, making use of the unique physical disorders that
are introduced on the manufacturing of a device, generating,
through them, a ‘‘fingerprint’’ of the device that can be sub-
ject to authentication processes ([9] and references therein).
This approach is based on a black-box challenge-response
system, where an external stimulus is applied to the device.
The challenge is applied, and specific parameters measured,
constituting an unpredictable and unique responses of the
device to the challenge. It is considered a black-box descrip-
tion since the factors that are involved in the generation of
the response are unidentified but result from the internal
manufacturing variability of the device itself. This underlies
the safety of PUFs, as these internal factors, in addition to
being unknown, are difficult to estimate and therefore to
replicate [8]. The PUFs are easier to fabricate, require less
power consumption, and do not require expensive hardware
[8], [10], [11]. Security aspects related to PUF-based labels
have been addressed in the literature [12], [13] together
with their use in authentication protocols [11], [14], [15].
Additionally, a PUF can still work in combination with the

recognition of biometric parameters to further enhance secu-
rity and avoid unwanted usage from non-authorized person-
nel. The use of these in authentication applications requires
a so-called strong PUF with many challenge-response
pairs [16].

Distinct PUFs can be produced by changing the initial
conditions, that encompass the materials, the components of
the system, the measured physical parameters, the origin of
the variability, among others. So far, the electronic domain
has been leading the development of PUFs [17]. Optical PUFs
arose as a viable alternative, providing a stronger unclonabil-
ity as they generate more complex responses, which further
enhances the security of the system. The main challenge
for optical PUFs is still to create authentication method-
ologies capable of transforming the optical response into a
random digital key that is uncorrelated with the responses
from different PUFs, as this is the basic principle of unclon-
ability [17], [18]. So far, few reports have already man-
aged a complete verification with certified standards of
both unpredictability and uncorrelation of the generated keys
from optical PUFs [15], [18]. Another limitation of PUFs
is the need for hardware capable of measuring its response,
which in this case is an optical signal. The possibility of
using mobile phones is an opportunity to bridge the gap
between PUF and the IoT environment. This is possible due
to the mobile phones high-resolution camera (charge-coupled
device, CCD) capable of reading the optical response, the
enormous computing power capable of processing it, and
the available communication interface that allows to connect
everything to external networks.

Besides the challenges associated with personal identifica-
tion, the current pandemic scenario also imposed restrictions
on the maximum corporal temperature of individuals to
access several areas or events, requiring certification that
this value is under a defined threshold that indicates the
absence of fever. Among the distinct sensing technologies,
optical sensors appear as alternatives to electronic ones
in distinct scenarios (including COVID-19 triages) because
they are contactless allowing that the same thermometer
can be used for several individuals without sanitary con-
cerns, and provide faster response time, and larger-scale
measurements [19], [20]. Thus, more than one person can
be monitored in a short time. The NIR thermal cameras
are one of the main devices used due to the fast response
times and non-interference to electromagnetic fields in the
working environment. Nonetheless, the thermal cameras
are sensitive to surrounding ambient conditions such as
stray light, reflected radiation, flame, or gas steam that
can generate temperature uncertainties up to 1-8% [21].
The recent evolution of luminescence thermometry charac-
terized by high spatial resolution (<10 µm), short acqui-
sition time (<1 ms), and high relative thermal sensitivity
(> 1% · K−1) towards mobile-optical (mOptical) sensing
mediated by smartphones appear as an intriguing strategy
to enable large-scale sensing and tracking mediated by the
user [20], [22].
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In the scenario where concurrent authentication and ther-
mal sensing are required, challenges for eHealth andmHealth
encompass the development of authenticatable smart labels
that can sense physical parameters (e.g., body temperature)
to infer a health condition in a remote way and through user-
friendly equipment such as a smartphone. Among labels,
luminescent quick response (QR) codes appear as the ideal
interface between the user and the IoT as the reading is avail-
able through a smartphone [23]–[26]. As an added benefit, the
judicious choice of the luminescent inks offers the possibility
to print the QR codes on virtually any substrate and the tem-
perature sensing [16] with maximum thermal sensitivity val-
ues among the best values in the literature for luminescence-
based thermometers [20], [23], [26]. Moreover, the produc-
tion of luminescent QR codes has several freedom levels (e.g.,
luminescent material, deposition method, size, and shape)
which contribute to the differences in their luminescence-
based responses, placing them as interesting candidates to
optical PUFs. Regarding authentication, few reports refer to
the combination of PUFs and luminescent QR codes. Tags
of microscopic luminescent particles (Eu3+ and Tb3+ based
phosphors) were produced using different methods and mate-
rials to generate unpredictable PUF responses [12]. Also, ran-
domly distributed nanoparticles were used as pinning points
to attach semiconductor quantum dots with RGB emission
(CdSe/CdS/CdZnS, ZnCdSe/CdZnS, ZnCdS/CdZnS), gener-
ating random patterns [13]. Although luminescent QR codes
were already explored as luminescent temperature sensing
labels or as univocal labels, the exploitation of unclonability
and authentication of luminescent QR codes using the same
sensing layer is a novelty.

In this work, we report the first example in which the
same QR code is an unclonable label able to sense tem-
perature and suitable for an authentication application using
a photo taken with a smartphone with remarkable figures
of merit, combining the concepts of PUFs with mOptical
luminescence thermometry. The selected luminescent mate-
rials are based on organic-inorganic hybrid (di-ureasils) inks
prepared at room temperature with tunable optical and struc-
tural properties [24]. Regarding biocompatibility, di-ureasils
have been addressed as biocompatible materials in recent
literature [27]. The possibility of incorporating lanthanide
(e.g., Ln3+ = Eu3+) complexes comprising suitable ligands
provides pure color emission (full-width-at-half-maximum,
fwhm<4 nm) in the visible spectral regions. Moreover, the
radiation harvesting, and the large Stokes shift provided by
the ligands ensure efficient Ln3+ emission under the lower-
excitation powers typical of commercial light-emitting diodes
(LEDs). The combined use of smartphones and LEDs is a
sustainable approach to the industry, societal acceptance, and
widespread use, providing a unique opportunity to develop
effective low-cost, and sustainable systems for mHealth and
eHealth. In addition, this work provides evidence of the use
of luminescent PUFs for enhanced security and simultaneous
mOptical temperature sensing.

II. TEMPERATURE OPTICAL SENSOR WITH CUSTOMIZED
PUF FOR IoT
A. CONCEPT AND DESIGN
The design of the univocal smart labels started with the
creation of a regular QR code and its customization to be
processed with selected aqueous-based inks (Fig. 1). Con-
jugating the two functionalities of identification and con-
tactless temperature monitoring for access control, a regular
non-luminescent black/white QR code was transformed with
the inclusion of a smart finder pattern processed using a
monochromatic luminescent ink based on organic-inorganic
hybrid (termed as di-ureasil) [28], [29] doped with a well-
characterized Eu3+-based beta-diketonate complex [30], [31]
and Tb3+- salicylic acid complex [24], [32] (Supplemental
Material, Fig. S1). The rationale for the selection of these
inks (hereafter termed as dU6Eu and dU6Tb, respectively)
lies in their remarkable properties from the mechanical and
thermal stabilities [24], [32], [33] to the high emission quan-
tum yield (up to 89% [33]), depending on the processing
methods. The selected inks are photo- and chemical-stable
even upon accelerated aging tests performed under controlled
relative humidity and temperature and prolonged continuous
solar irradiation (AM1.5G, 1000 Wm−2) [24]. The inks are
also resilient to conventional sanitized processes involving
exposure to UV radiation or the use of alcohol-based solu-
tions. The di-ureasils are known to prevent photodegradation
upon UV exposure [34]–[36]. In the case of alcoholic-based
solutions, we note that only the precursors are soluble. After
gelification, the hybrid matrix (di-ureasil) cannot be easily
dissolved in ethanol, due to its polymeric nature. Moreover,
the case study is based on a disposable mask, so the use of
several sanitized processes is in principle excluded.

The strategy to combine the need for two luminescent inks
is to provide a more complex challenge-response behavior
from the physical disorder present in the PUF. The emission
patterns arising from the red and green inks are distinct and
depend on the excitation wavelength. Therefore, the gener-
ated patterns change according to the excitation wavelength,
creating a strong PUF, as detailed next. From the optical
point of view, the dU6Eu (and dU6Tb) is transparent under
daylight and reveals a bright red (green) color visible to the
naked eyes under UV illumination (Fig. 1). The unclonability
and authentication will be explored using a smartphone and
a strong PUF suitable for authentication. The challenges
lie on excitation wavelength in the UV/blue spectral range
(250-420 nm and 465 nm) and the responses are the acti-
vated random emission shape of the location pattern acces-
sible under UV/blue LEDs illumination. Under daylight the
inks are transparent, and the smart location patterns are hid-
den. Moreover, the dependence of the emission color [26]
of the smart location pattern will be explored to design a
luminescent ratiometric thermometer. The dU6Eu lumines-
cent material exhibits color coordinates that depend on the
temperature, changing its intensity as the temperature varies.
The correlation between the temperature of the exhaled air
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during breathing measured at the mask where the label is
placed permits to infer corporal temperature [37] using com-
mercial CCD cameras, such as from a smartphone or closed-
circuit television (CCTV), Fig. 1.

The concept here proposed can be applied also to sub-
strates such as medical adhesives for eHealth/mHealth [26].
Remote medical care through temperature monitoring in sce-
narios such as post-diagnosis or post-surgery, where direct
and authenticated contact with the medical entity is essen-
tial can be assured. In the case of the COVID-19 pandemic
scenario, the individual protection masks will enable track-
ing and temperature sensing of employees of a company,
to enable/restrict access to controlled areas or events based
on the identification and body temperature (Fig. 1.d).

B. MATERIALS AND PROCESSING
The materials used were α, ω-Diaminepoly (oxyethylene-
co-oxypropylene) (ED-600, Huntsman), 3-isocyanateproply-
triethoxysilane (ICPTES, 95%, Aldrich), and EuCl3 · 6H2O
(Aldrich) that are commercially available. Tetrahydrofuran
(THF) and absolute ethanol (EtOH) were used as solvents.
All chemicals were used as received without purifications
and distilled water was used throughout the experiments.
The organic-inorganic hybrid non-hydrolyzed precursor,
d-UPTES(600) [28], and the Eu3+ and Tb3+ complexes were
synthesized according to the literature [24] (Supplemental
Material, Fig. S1.a).

The black ink was used to print QR codes version 1 with
error correction level L (capacity to correct 7% of damage
blocks) and dimensions 3.5 cm × 3.5 cm embedded with
textmessages ‘‘PHANTOM-GQRCODES’’ on transfer paper
(Transfer Paper Inkjet Light A4), being posteriorly stamped
on medical adhesives (Mefix Molnlyce) and protection masks
(Polypropylene Particle Filtering Half Mask ORAS-K1) using
a hot iron transfer technique (Fig. 2.a,b). The finder pattern
of the QR Code was isolated using an acetate mask, and
the dU6Eu ink was airbrushed using an aerograph (Double
Action Airbrush D-102 Dismoer with a Mini-Compressor
D-15 Dismoer). The dU6Tb was also printed using a com-
mercial inkjet printer (Brother DCP - J562DW) on paper
(Ingres from Fabriano Inc. paper) [24] and superimposed
in the medical substrates. The inkjet and airbrush methods
allow the generation of a myriad of patterns controlled by
the substrate, the viscosity of the ink, the airbrush pressure,
the distance of the aerograph to the substrate or the printing
velocity, and the number of deposited layers, among others,
which makes it an unclonable and unique PUF response,
suited for authentication. Under daylight illumination, only
the regular QR code is visible (Fig. 2.a,b), whereas, under UV
illumination, the smart location patterns display a bright red
and green color ascribed to the intra-4f6 transitions (Eu3+)
and intra-4f8 transitions (Tb3+) excited in the UV/blue spec-
tral range (Fig. 2.c) through efficient ligand-to-Ln3+ energy
transfer [24], [32]. Selecting the luminescent ink, the white
light from the smartphone flashlight may be used as the
excitation source. The inks-based emission is typified by a

random pattern (Fig. 2.c,d), being the fundamental piece for
the exploration of the label as a PUF. The emission color
dependence on the excitation wavelength will be used to
design a strong PUF that displays distinct challenge-response
pairs, as detailed below.

C. OPTICAL CHARACTERIZATION
The emission spectra of the univocal labels were measured
using a portable spectrometer (OceanOptics Maya 2000 Pro
with an integration time of 250 ms, coupled with an optical
fiber placed at a central location of the label, under UV
lamp excitation (Spectroline ENF-280C/FE). The excitation
spectrum was recorded using a modular double grating exci-
tation spectrofluorimeter with an emission monochromator
(Fluorolog-3, Horiba Scientific) coupled to a photomultiplier
(R928 Hamamatsu), using the front face acquisition mode
and was weighed for the spectral distribution of the lamp
intensity using a photodiode reference detector.

D. PUF EVALUATION: ACCURACY, PRECISION, AND
RECALL
The decisions of an authentication methodology can be True
Positives (TP), True Negative (TN), False Positive (FP), and
False Negatives (FN). The evaluation metrics was performed
through three parameters [38], namely the accuracy (Equa-
tion 1), that is the percentage of right predictions of the
methodology

accuracy =
TP+ TN

TP+ TN+ FP+ FN
× 100 (1)

the precision (Equation 2), that is the percentage of correctly
predicted Positives on all the predicted positives

precision =
TP

TP+ FP
× 100 (2)

and the recall that is the percentage of the correctly predicted
Positives on all of the real Positives (Equation 3).

recall =
TP

TP+ FN
× 100 (3)

All these metrics must be maximized on an authentication
methodology.

E. FIGURES OF MERIT FOR OPTICAL SENSING
The figures of merit to evaluate the performance of the ther-
mometers are the relative sensitivity, Sr , and the temperature
uncertainty, δT , defined as [39]:

Sr =
100
1

∣∣∣∣∂1∂T
∣∣∣∣ (4)

δT =
1
Sr

δ1

1
(5)

where δ1 is the uncertainty in the determination of the ther-
mometric parameter (1). The δ1/1 is the average error of
the thermometric parameter (Equation S6).
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FIGURE 1. Schematic representation of the PUF methodology and the different possible outputs. a) Under daylight illumination only the black/white QR
code is visible being used for open access operations. b) Under excitation with a UV LED the dU6Eu material is activated and the Physical Unclonable
Function response is revealed. Also, b exploring the dU6Eu color thermal dependence combined with the stable color from the black ink location pattern
a temperature sensor is designed. c) Both scenarios are assisted by a smartphone with a user-friendly application (APP) allowing for temperature
sensing, label validation, and IoT connection. d) Univocal smart labels produced on medical adhesives and individual protection masks for remote
medical care and identification and temperature assessment applications. The concept is also illustrated in the video abstract from the IEEE website.

III. IMPLEMENTATION OF PHYSICAL UNCLONABLE
FUNCTION
A. AUTHENTICATION METHODOLOGY
Under UV illumination (challenge) the customized QR code
displays the randomly distributed emission that will create
a PUF response detectable using a smartphone photographic
record. The acquisition of a photograph is optimized by the
presence of the QR code that automatically assists the ori-
entation and alignment of the PUF to acquire the responses
to the challenge. The generic authentication methodology is
divided into two main stages, the enrollment and the verifi-
cation [40], [41], Fig. 3.b. The enrollment stage starts with
the application of the challenge to the label and acquisition
of smartphone-detectable response. Since the analyzed PUF
responses are image-based responses, perceptual hash func-
tions are used to convert the images into fixed-length digital
outputs. The hash vectors or values are generated to iden-
tify unequivocally the original content [11], [42]. Therefore,
the resultant image is subjected to a preprocessing stage,
and the hash extraction results in a hash identifier that is
saved on a database. On the verification stage, a testing label
under authentication will be subject to the same challenge
to acquire the same type of response, as the original one
on the enrollment stage. Then, the extracted hash identifier
is compared with the original one stored in the database,

through the calculation of the normalized Hamming dis-
tance (nHD). One of the main aspects of utilizing PUFs in
authentication applications is the requirement of a strong
PUF, which must display different challenge-response pairs
to comply with security features [16], [43]. Our proposal is
focused on the hardware token (superimposed on the mask)
used to identify a fielded device that incorporates the strong
PUF and therefore is suitable for authentication applica-
tions. Although extra analysis related to authentication lies
beyond the scope of the present work, we note that one of
the major security drawbacks (e.g., cyber-attacks) related
to PUF is ‘‘modeling attacks’’ based on machine learning
algorithms that are trained with sets of challenge-response
pairs, predicting the possible outcome from the PUF, cre-
ating a digital clone. Notably, electronic PUFs are much
more exposed to this cloning process than optical ones, as it
assumes the basic circuit design with only the manufacturing
parameters remaining unknown but being possible to predict
with machine learning [43]. The accuracy of the process is
very effective as only some electronic PUF designs have
not been cloned yet [44]. The optical PUF lies on more
complex and unpredictable phenomena with the properties
of optical signal offering a higher number of possibilities to
generate random patterns with multiple challenge-response
pairs [8].
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FIGURE 2. Schematic representation of the PUF methodology and the
different possible outputs processed in different substrates. Under
daylight illumination only the black/white QR code is visible being
processed in a) a mask and b) a medical adhesive show under UV LED
excitation. c) Excitation and emission spectra monitored at 611/544 nm
and excited at 365/254 nm, respectively for dU6Eu/dU6Tb.

B. ACQUISITION AND COMPARISON OF THE RESPONSES
For the acquisition of the responses, photographic records of
the smart labels were acquired using a commercially available
smartphone Xiaomi Mi9 Lite with a resolution of 4000 pix-
els× 2250 pixels, an aperture of f/1.79, and sensor dimension
of 1/2’’. To note that the methodology can be applied to every
smartphone. Fifteen smartphone photographic records were
acquired of a single PUF response, varying the distance of
the smartphone to the label in the range of 10.0 to 24.0 cm
(Fig. 3.c-h and Supplemental Material, Fig. S2.a) and four-
teen photographic records of fourteen responses of different
PUFs to the same challenge were acquired for a distance of
14.5 cm between the smartphone and the label (Supplemental
Material, Fig. S2.b).

The emission of dU6Eu and dU6Tb occurs in the red and
green spectral regions, respectively (Fig. 2.c), so the pre-
processing of the responses is initiated by acquiring the red
and green channels from the PUF images, where the relevant
information is encoded. The fact that both inks are charac-
terized by pure colors is beneficial as it increases the signal-
to-noise ratio and reduces the contribution effects induced by
ambient light. To the region of interest (luminescent area),
a mean filter with a kernel size of 7 pixels × 7 pixels is

applied and that layer is posteriorly resized to 32 pixels× 32
pixels [45]. The chosen perceptual hash procedure to apply
on the developed methodologies is the type-II DCT (Discrete
Cosine Transform) Hash defined by Equation (6), where N
is the size of the real signal sequence where it is being
applied [45].

c [n,m] =

√
2
N

cos
(
(2m+ 1) nπ

2N

)
,

m, n = 0, . . . ,N − 1 (6)

To apply it on a resultant preprocessed image I , a two-
dimensional DCT matrix is calculated programmati-
cally through Equation (7), where c’ is the transposed
one-dimensional DCT matrix. Then, the most perceptual
significant coefficients are extracted from the matrix and
converted into a binary form, representing the hash identifiers
(Supplemental Material S3, Equation S1). The identifiers
are extracted considering only 64 low-frequency hash coeffi-
cients, which was observed as a good compromise between
key size and effective authentication. The metric that is used
to compare different hash identifiers is the nHD (Supplemen-
tal Material S3, Equation S2) [45].

IDCT (I ) = c · I · c′ (7)

The acquired hash identifiers of the responses are
compared with each other, and the resultant values are rep-
resented as occurrence histograms fitted to Gaussian proba-
bility density functions (pdfs). On that representation, there
are expected two pdfs centered at different values of the
normalized Hamming distance. The pdf centered at a lower
Hamming distance value is assigned to the responses of the
same PUF acquired at different heights (intra-distances) and
the other pdf centered on a higher value of Hamming distance
is assigned to the comparisons between the responses of dif-
ferent PUFs (inter-distances). The optimal value to separate
both distributions (optimum decision level) is obtained by
minimizing the probability error function. This optimal value
is defined as the threshold used to identify if a PUF is authen-
tic or not, i.e., above the threshold the PUF is not authentic,
and below the PUF is validated as authentic (Supplemental
Material S4, Equations S3, and S4) [8], [11].

To infer from the robustness of the above-mentioned strat-
egy, the Hamming distances between the responses are rep-
resented on a heatmap, from which is possible to verify
the occurrence of false predictions. Considering the possible
predictions that can result from the authentication, the accu-
racy, precision, and recall of the methodology are calculated
(Equations 1 to 3).

IV. RESULTS AND DISCUSSION
Fig. 2 shows the luminescent univocal smart labels. Under
the challenges (different excitation wavelengths), a bright
red and green emission in the finder patterns is revealed,
with visible randomness, forming the PUF smartphone-
detectable response. The emission color arises from the intra-
4f6 (dU6Eu) and intra-4f8 (dU6Tb) transitions excited via
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FIGURE 3. a) Schematic representation of the strong PUF creation and evaluation stages. Distinct excitation wavelength (λn) yield distinct responses
(On) b) A PUF is created onto a smart label afterward evaluated by the manufacturer, which starts the enrollment by capturing a high-quality image of
the PUF extracting a hash identification string generating a new entrance into a database stored on a server. On the user side, it starts the verification
process by capturing an image with a smartphone, extracting the hash identification evaluating it with Hamming distances with the values stored in the
database. The process finishes with the user receiving a notification ensuring the validation of the PUF. c-e) Example photographs were taken at 14.5 cm
of different generated PUFs. f-h) Example photographs of the same PUF taken at distances 14-16 cm. i) Normalized occurrence histograms and the
respective fitting Gaussian pdfs of hamming Distances between all the PUFs responses, showing two Gaussians ascribed to the intra-distances and
inter-distances. The optimal decision value of separation of the Gaussian pdfs is also represented, along with the area’s representative of the error
probabilities. j) Methodology evaluation parameters: accuracy, precision, and recall.
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an efficient ligands-to-Eu3+/Tb3+ energy transfer [24]. The
fact that the ligands absorb mainly in the UV spectral range
(Fig. 2.c) confers transparency under daylight and prevents
self-absorption due to the high ligands-induced Stokes shift.

All the responses were compared with each other through
the Hamming distance of the hash identifiers (Fig. S3).
Focusing on a single challenge-response pair for a selected
ink (dU6Eu) the occurrence histograms show two clusters
(intra- and inter-distances), allowing their fitting to two pdfs
(Fig. 3.i). The pdfswere weighted attending to the probability
of occurrence of each true prediction. The achieved optimal
decision value is 0.21 with a probability of a false-positive
match of 0.62 % and a false-negative match of 0.52 % (Sup-
plemental Material S5). The obtained few matching errors
indicate high reproducibility of the measure of the responses
of this type of PUF to the same challenge and high unique-
ness when comparing distinct ones. When establishing this
methodology of authentication, is important to notice that the
maximum height of the smartphone desirable to acquire the
photographs is between 10.0 and 20.0 cm, since above that
value, the decreasing of the photographic resolution causes
artifacts that influence their comparison. The real values
obtained for the false occurrences yield high accuracy, pre-
cision, and recall values, Fig. 3.j.

Aiming at strong PUFs, we envisage that the location
pattern regions are designed with the dU6Eu and dU6Tb
inks enabling different challenges (excitation wavelengths)
-response pairs. For example, the overlap of two distinct
layers created with two inks modified with lanthanide ion
(Supplemental Information S6) results in the mix of the
emission color (SupplementalMaterial, Fig. S4.b). Once both
inks are processed in distinct layers overlapping each other,
the mix of the red and green emission colors will occur.
The relative intensity of the red (dU6Eu) and green (dU6Tb)
color depends on the selected excitation wavelength as the
excitation spectra (Fig.2c) point out. For instance, in the lower
wavelength range (250 nm) the green is selectively excited,
whereas in blue (>400 nm) only the red emission could
be discerned. Under selected excitation wavelengths, the
responses were processed and the DCT hash identifiers were
extracted. The normalized Hamming distance is 0.28 which
is above the optimal value threshold for the authentication
establishing a strong PUF. This methodology opens the pos-
sibility to design several challenge-response pairs, simply by
the judicious choice of the ink. A multitude of inks can be
used, playing either with the optical centers or with their
concentrations, allowing multiple challenge-response pairs.
Besides the use as a PUF, the luminescence from the

location pattern was further explored as a luminescent optical
sensor, taking advantage of the temperature dependence of
the red emission intensity [26], to define a ratiometric lumi-
nescent thermometer. As the temperature is raised, there is
an increase of the red (R) color coordinate intensity, Fig. 4.a.
The color coordinates of the black ink are independent of the
temperature and can be used as a reference. The thermometric
parameter 1 is defined as the intensity ratio between the red

pixel intensity (R) and the black ink green (G) and blue (B)
coordinates (Fig. 4.a).

1 =
R

G+ B
(8)

The use of the black ink as reference mitigates possible
fluctuations from external factors, increasing the robust-
ness of the temperature readout through a ratiometric
thermometric parameter (Fig. 4.b, Supplemental Material,
Equations S5-S7).

FIGURE 4. a) Color coordinates retrieved from the photographic records
as a function of temperature. Thermometer evaluation parameters
b) thermal relative sensitivity and temperature uncertainty. The shaded
area in b) is the physiological temperature range [48], [49].

The thermometric performance (Equations 4 and 5) [20],
yields a maximum relative sensitivity of Sm = 1.46 %K−1

and minimum temperature uncertainty of δT = 0.2 K
(Fig. 4.b). In the physiological range, the figures of merit
are Sr = 0.41 %K−1 and δT = 0.6 K, among the best
ones in the literature [20], [46], demonstrating the potential of
luminescence thermometry for mobile eHealth and mHealth
sensing [26]. We note that such figures of merit are useful to
monitor injured or wound body locations, where the temper-
ature variation that may indicate the presence of an infection
is usually about 1 ◦C [47]. Although fever is determined in
a shorter temperature range (37.8–40.0 ◦C), the thermometer
here reported is adequate to enable an initial assessment.
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V. CONCLUSION
In this work, we demonstrate a univocal smart label
incorporated in medical adhesives and masks, based on
customized luminescent QR codes with luminescent smart
location patterns processed with organic-inorganic hybrid
materials doped with lanthanide (Eu3+ and Tb3+) complexes.
This methodology enables the design of a smart label in
which a single QR code is used as an unclonable label able to
sense temperature, using a common smartphone. The smart-
phone provides photographic records and the IoT connection.
By exploring the random pattern created by the emission of
the overlapped luminescent inks onto the QR code location
patterns a strong PUF is created, whose emission color is
tunned from green to red (response) under distinct UV/blue
illumination (challenge). High reproducibility of the response
measures of this type of PUF and their high uniqueness were
also demonstrated. For the temperature sensing, a ratiometric
thermometer was designed for eHealth, endowing the label
with more than identification and authentication purposes.
It combines two key aspects such as tracking and temperature
sensing, having maximum relative sensitivity of 1.46 %K−1,
a value within the same order of magnitude as other optical
luminescent temperature sensors, and a temperature uncer-
tainty of 0.2 K, inside the threshold needed for eHealth
applications. Because the processing of the lanthanide-based
organic-inorganic hybrids inks is particularly versatile con-
cerning the choice of the ligands and of the lanthanides that
can be employed it opens the possibility to control the optical
absorption by the judicious choice of the ligands and the
emission response that will be set by the selected lanthanide.
The present work opens new perspectives for developing a
large variety of photoactive inks for smart labels for sensing
and to further explore strong PUFs.
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