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Abstract - With alteration in many activities to digital 
procedures comes vulnerability. Cyber-attack risk 
keeps increasing for individuals and businesses. One 
of the attacks that could occur inside companies 
or organizations is an “Insider Attack”. Due to the 
complexity of human factors, this issue is mainly 
dealt with and discussed in previous studies through 
a technical approach. This research aims to find the 
correlation between the possibility of insider attacks 
with behavioural and organizational factors. To evaluate 
the difference in practice between different business 
sectors in Indonesia. The data were collected through 
semi-structured interviews with people from diverse 
work backgrounds conducted online. The interview was 
recorded and transcribed manually. The data analysis 
was done using tables to help the coding and correlating 
variable process. This research is supposed to determine 
the most impactful factor based on people’s views. 
Possible gaps were found between theories and what 
happened in the practice of the company or organization. 
This research outcome intends to give information to 
future research and serve as a reference to businesses 
and organizations about current development and gaps 
in a business environment.

Keywords - Digitalization Risk, Cyber Security, Cyber 
attack, Insider Attack,  Behavioural and Organizational 
Factors, Gaps, Prediction, Prevention.

I.  INTRODUCTION
This research was done to address and answer four 
questions related to cyber-security. First, the focus will 
be discussing the interaction between organizations or 
businesses towards cyber-attack, specifically the “Insider 
attack”. Second, the exchange will consist of prevention 
and action were taken in facing cyber issues through 
a socio-technical perspective; as mentioned in a few 
past research [6, 13-14], the balance between technical 
and non-technical approaches is needed to achieve the 
desired result in facing this issue. Third, the approach will 
focus on the organizational and behavioural aspects as 
suggested by past research by Geitzer in 2018, where 
future research in this aspect, especially the relationship 
between factors, needs to be addressed [14]. Fourth, the 
improvement of technology is impacting many sectors, 
especially businesses. It is common for companies to 
strive for opportunities without proper precautions and 
adequate security measures [34].

This research aims to put past research theories into 
Indonesia’s work environments. Data safety is crucial in the 
banking and communication sector [36]. This research will 
focus on “Insider Attack” prevention and control through 
a non-technical approach. Several efforts have addressed 
cybercrime problems across government, industry, and 
academia [25, 38]. As a result, companies specializing in 
cyber security are emerging with increasing demand. To 
know how the organization or company approaches the 
problem, the interview will discuss the employee or staff’s 
experience with the past issue and the impact the work 
environment has gone through. With the semi-structural 
discussion, this research aims to understand the responses 
and reactions that the interviewees delivered [9]. The 
semi-structured interview has the advantage of being 
reasonably objective while still allowing a more detailed 
knowledge of the respondent’s thoughts and reasons than 
a mailed questionnaire would allow. In-depth opinions are 
best obtained through a one-on-one interview [7].

Insider threat utilizes privileged access to compromise the 
confidentiality, integrity, or availability of the organization’s 
information, systems, or infrastructure categorized as 
malicious insiders [17, 37-38]. The second threat is an 
unintentional, or non-malicious, insider, who is thought to 
be the most prevalent [6, 10]. Phishing is a cyber-attack 
where the suspect uses impersonation methods to gain 
information or data from the victims. Phishing attacks a 
company’s vulnerabilities in their network, including their 
employee. Phishing can be caused by an insider attack, 
whether malicious or non-malicious [17]. Human error is 
inevitable, and it would take a while to detect an attack, 
but that does not mean the risk could not be reduced ([17, 
25-26, 31].

The technical approach is more commonly used to tackle 
the cyber issue [2, 4-5]. A socio-technical approach is 
needed to balance the solution despite solving some parts 
of the issue. Since 1980 suggested, a socio-technical 
method based on multi-perspective concepts to aid in 
evaluating new and existing technologies in the 1980s. 
Research discussing the socio-technical or behaviour-
related approach [3, 13-14, 25] is emerging, and some have 
come up with frameworks or ontology to set boundaries 
in their research. 

Vulnerability can be caused by the company or 
organization’s negligence; the more data and security 
breaches occur, the more resources organizations 
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spend to prevent them. A digital economy is described 
as economic activities that are based on, rely on, and 
develop from the use of technology. This caused changes 
in how businesses operate, for example, transaction 
process, consumer engagement, and communication with 
stakeholders. The increase in cyber threats that occurred 
in 2020-2021 experienced an increase of 6.15% [29]. 
Despite the increasing number of insider attacks and 
cyber-attack in Indonesia, there is still limited research 
that addresses the issue specifically in this country and 
sectors [18-19].

Because of the risk of invading employee privacy, 
leaking crucial organizational information, or sacrificing a 
competitive advantage unintentionally, organizations and 
teams are hesitant to release this information, making it 
challenging to gain information regarding actual practice 
[10]. Nevertheless, the awareness of the importance 
of this topic seems to have not spread evenly due to 
different knowledge limits in each country and how policy 
or law works in that country [29]. Some organizations have 
reported similar cases, but some might be reluctant to do 
so since this issue could affect the company’s reputation 
and credibility and shows vulnerability inside the company 
[10, 16]. Furthermore, most businesses were bureaucratic, 
with positions defined and organized hierarchically [3]. 
Therefore, there are gaps in opinion between generations 
and different Hierarchies inside the organization [13, 15, 
25].

As the main country subject in this research, Indonesia 
shows those gaps. According to CNBC Indonesia, Cyber 
Attacks caused Indonesian Banks to lose around IDR 
246 billion in 2021 ([36]). Insider threats accounted for 
58% of reported security incidents [17, 20]. Based on 
CNN Indonesia, in 2020, Indonesia experienced Phishing 
attacks on as much as 7.6 % of the population, categorized 
as moderate [18]. News and articles about cyber-attack in 
Indonesia keep increasing, yet the knowledge development 
on this matter did not grow as fast as the issue. Research 
that explicitly discusses this country is limited, and rather 
than giving a solution, most of it only aims to review the 
case [1, 4, 29, 30, 36]. In business matters, employees 
experience the issue and the effect they need to adapt to 
while working rather than have a common understanding 
from the beginning of the work mentioned by [3] relating 
to training implementation inside an organization.

Researchers are overwhelmed by various possibilities 
in assessing human behaviour, which is why theoretical 
frameworks are made to set guidelines and boundaries 
in analyzing [2, 10, 12, 13, 15, 31]. This research adapts 
some of the frameworks, some are simplified due to time 
constraints, and the framework is re-assessed from the 
interview [9]. Assessing employee behaviour did not fall 
too far from discussing employee performance [3]. The 

surest way to determine employee behaviour is through 
their performance indicator [10]. However, the research 
that correlates performance appraisal and cyber-attack is 
limited; most studies discuss this topic separately, While 
the performance appraisal research focuses on improving 
employee performance and assessing employee wellbeing 
[20, 35]. In this research, both topics are related to the 
issue, that is, insider attacks, which include cyber security 
and employee behaviour and performance [17, 19, 12]. 

The framework was constructed for advanced and detailed 
research that would be too complicated to elaborate 
on each factor in a limited time. Therefore, only a few 
factors are going to be discussed. The SOFIT framework 
is used as a foundation while the factor is adapted to 
the sample target. In individual factors, motivation, 
competence, ability, acceptance of roles, resources, and 
work environment are the factors that will be discussed, 
while organizational; security practices, communications, 
management systems, and work planning aspects will be 
addressed [23]. As a result, researchers and companies 
will be able to index incidents and better understand 
prevalent attack vectors based on human behaviour ([31]) 
[35].

Security awareness for employees can reduce cyber 
risks by up to 70%. Performance appraisals positively 
affect employee performance [3, 10]. Integrity affects 
employee loyalty. Many organizational and behavioural 
approaches are made [20, 24]. Due to an overemphasis 
on more immediate reasons, which tend to focus on 
investigating accidents, mishaps, and other failures, 
potential organizational contributing elements may go 
unnoticed. For example, falling for a phishing email could 
be dismissed as a “human error” and attributed entirely 
to the user [5, 24, 32, 33]. However, other more systemic 
concerns, such as insufficient or poor training, overwork, 
poor team management, corporate regulations, company 
enforcement of policies, and management systems and 
practices, could all be at play [23]. In practice, even 
the most prepared policies and standard operating 
procedures have human error as their weakness.

II.  METHODOLOGY

Introduction 

The study for this paper will be focused on previous 
frameworks and conclusions. As a result, this research 
will be based on secondary and primary data. The use 
of secondary data is because of the relative speed and 
low cost. The use of preliminary data will be used in this 
study as well. It is, however, employed as an addendum or 
supplementary material for the research to support the 
leading theory from the material gained from past research. 
This research data will focus on qualitative methods. 
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The case study will be used to build the conceptual and 
theoretical frameworks. Through in-depth interviewing, 
sympathetic understanding, and suspending or bracketing 
preconceptions about the topics under discussion, the 
researcher strives to acquire data on the perceptions of 
local participants from the inside [21, 27]. 

One of the essential characteristics of well-gathered 
qualitative data is that it focuses on naturally occurring, 
ordinary events in natural contexts, giving us a good sense 
of what “real life” is like [28]. The goal of the interview 
is to support available theories and to gain perspective 
from the direct discussion. Data will be gathered through 
in-depth interviews. The qualitative technique differs from 
the quantitative method in that hypotheses are formed 
through questions and narrative descriptions rather than 
hypothesis testing in qualitative research [22]. 

The tools used in the data analysis will be Data Matrix 
/ Conceptually clustered matrix and other programs like 
Microsoft Word and Excel to organize the textual data 
gained from the interview. The method used to analyze is 
the combination between content and narrative analysis. 
The codes are determined manually according to the 
research questions and objectives. Identifying similar 
expressions, correlations between variables, patterns, 
themes, categories, distinct differences between 
subgroups, and common sequences by sorting and 
filtering these coded data [28]. The pattern in a narrative 
method shown in the result will be used to analyze the 
gaps and interconnectedness between participants in 
answering each question. The matrix in the form of a table 
will help to gain a better overview of the interview and 
compare responses; this will help monitor any anomaly and 
consistency inside the response. Conceptually clustered 
matrices are extremely useful when certain prominent 
concepts or themes emerge from the initial investigation 
[27].

Research Settings and Participant 

In this research, the participants will be taken according 
to their expertise and divided into four categories. 
Participants come from an educational background 
or working/were working in that field. The interview is 
semi-structural; therefore, the interviewees can adapt 
the question. The questions are formed according to 
the research objectives. The participant’s name will be 
anonymous to respect the participant’s consent. For this 
research, the participants’ names will be coded based 
on their working field and numbered as in (participant 1, 
participant 2). 

PP   = People Performance  
OHR  = Organizational and Human Resource  
CS  = Cyber Security  
BT  = Banking and Telecommunication

Fig. 1. Interview participant classification

Theoritical  Framework 

Employee motivations for conducting a harmful attack are 
diverse and complex, making them difficult to assess. We 
used work-related stress levels to measure motives in our 
framework. For example, we looked at authorized users’ 
attitudes toward the workplace, employee support from 
their line manager or coworkers, coworker relationships, 
and employee understanding of the organization’s 
security policy [11]. Employee age and gender also have 
an impact on motivation levels. Because individuals are 
anticipated to realize their intents should an opportunity 
exist, opportunities determine the possibility of authorized 
users executing a malicious insider threat [13].

The expertise and ability of an employee to carry out/
enable various types of security breaches are referred 
to as capability ([14]). Insiders have privileged access 
to the organization’s data assets (perhaps for extended 
periods), which might provide these authorized users with 
the capacity to learn about and understand the security 
mechanisms in place. For example, employee access 
rights to intellectual property and job knowledge were 
used to assess capability levels (Elmrabit et al., 2019; 
Walker et al., 2018).

Another factor discussed was Hierarchy, which in 
this research will be used to find gaps in the response 
between the participants. People who live in groups 

ObjectiveBackground Category Number of 
Participant
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and organizations, like most of us, and social scientists 
who study groups and organizations know that your role 
influences your perspective on life. A role is a complicated 
mix of expectations and behaviours that define what you 
should do as a specific type of actor in a given situation. 
A role-ordered matrix group summarises and contrasts 
different people’s role perceptions on certain themes 
or concerns, allowing the researcher to compare and 
contrast them. For example, bosses are generally blind 
to their employees’ frustrations, partly because they are 
removed from them and because subordinates frequently 
suppress unpleasant news when reporting upward [27].

Conceptual Framework

Additional constructs can be added to the currently 
available ontology, which has caught important constructs 
from the literature. In this research, more studies on 
organizational variables that expose a company to 
heightened insider threat risk would help to specify 
further the lower-level leaf nodes and instances [19]. 
When informed by ontology relationships, models that 
use estimates of threat values for individual indicators 
can be used to anticipate threats in scenarios involving 
collections of indicators [10, 13-14, 25, 32].

Fig. 2. Conceptual Framework

Validity and Reliability

The phenomenon can be studied in its natural setting 
and meaningful, relevant theory generated from the 
understanding gained through observing actual practice. 
Although some researcher argues that validity and 
reliability are needed in qualitative research, in this 
research, this section will help explain the attempt by 
the researcher to avoid biases and miss interpretation 
of the data collected. The reliability can be seen from 
the consistency in the answer, which will be presented 
in a graph projected from the researcher’s administered 
questionnaire based on the participant’s responses. 
Furthermore, the question can measure the generability 
of this research addressed to the interviewer. In the semi-
structured interview, the main question asked is the same 
for all the participants despite the difference in their field 
of work background. The participant gave an opinion 
based on their experiences, showing that findings can be 
applied to another context, setting or group.

III.  RESULTS

Overview of Finding 

Below are the findings of this research which will be 
elaborated on. 

1.  There is a correlation between employee well-being 
and the working environment 

2.  It is possible to predict possible attacks from the 
employee performance 

3.  Employees are aware of possible attack 

4.  Only half of the participants have experienced cyber 
security education provided by their workplace 

5.  The gap of knowledge in cyber security is more 
prominent when comparing between working fields 
rather than comparing from working period inside the 
same industry 

6.  Country’s policy and the firm have an essential role in 
giving guidance related to working place practice that 
correlated to the awareness of security 

7.  Most of the participants experienced or witnessed a 
cyber attack 

8.  Some of the cyber attacks the participants experienced 
or witnessed took place in their workplace 

9.  Most of the participant agrees that a performance 
appraisal system help improve employee spirit and 
well-being whilst monitoring the possible attack 

Cyber Security 
and Insider 

Threat

Study 
Case

Past 
Research

Literature Review

Framework 
Development

Behavioral Factors

Individual Analysis Company Analysis

Evaluation of 
Fundings

Suggestion for 
improvement

Organizational Factor
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Code:  Cyber Security Experience and 
Knowledge

Participant: BT 2 

  Important document like collateral document are 
protected by separate department called the 
custody department. There is a vault to store the 
documents. When a department or and employee 
need to use or borrow some documents there 
are some safety measure that needed to be 
oblige to, for example it is mandatory to have a 
permission letter and to register. Which even with 
that much rules there are still some cases where 
the documents is lost. Sometimes it was caused 
by “unmatched” document registration. Human 
error in operational risk will always present.

The participant from the banking sector can give a 
detailed description of the rules implemented and 
provide examples of possible issues and cases. While the 
participant in the other field showed knowledge that was 
informed formally by the company only, not all aspects 
related to their work.

Participant: OHR 2

  Yes, during our internship, we were given a link 
tree, which contained a booklet that contained 
information about the company, facilities, do’s 
and don’ts for interns, floor plans, and company 
rules. There is also a COVID 19 SOPEmployees are 
encouraged to study and know the structure and 
rules of the company. Yes there are restrictions 
for the use of zoom, whatsapp. Right now I haven’t 
taken care of the external part so I only know 
about the internal system.

This is not to compare which field of work is better, rather 
this compparison can show the priority of companies. 
This can also visualised where the cyber security topic 
stay in the company priorities.

10.  Hierarchy affected how the employee express their 
concern and discomfort [16]

Sometimes experiences were not obtained due to 
rejection of learning; one of them can be described as 
a silo mentality where there is reluctance in sharing 
and gaining information within a company [8]. Every 
participant is familiar with the term “Cyber-attack”. They 
gained knowledge regarding cyber security from outside 
and inside their workplace but mainly express learning this 
topic outside of the work environment.

Fig. 3. Cyber security awareness pie chart result

Fig. 4. Cyber security experience pie chart result

Fig. 5. Cyber security experience  pie chart result 2

Despite the awareness the length of knowledge and 
familiarity for cyber security context seems to vary. 
The awareness is affected by the working field and the 
company main operation [32].

Code: Cyber Security Awareness

Participant: OHR 1

  Yes, I am aware that the company is at risk of 
cyberattack, especially since the company 
also revolve around technologies and software. 
The company itself haven’t really executed any 
training and given the employee much knowledge 
about it.

Participant: PP 1

  Yes, the risk is high especially with digitalization 
keeps developing at such a fast tempo and the 
company are also operates with digital software.

According to samples in this research, we can conclude 
that the issue is not the lack of awareness in the country 
[29] but the extent of people’s knowledge about cyber 
security, mainly affected by their field of work.For example, 
participants that work in the banking and cyber security 
field have more experience and knowledge regarding 
the systems implemented for the company to ensure 
cyber security. This is shown by the amount of system 
implementation in the company. 
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Only the minority of the participant that have not 
experience a cyber-attack. And one of that participant 
responds with the possibility of the issue might happened 
but the participant have not heard about it.

Code:  Cyber Security Experience and 
Knowledge

Participant: OHR 2

  I haven’t heard any case related to this but maybe 
it happened before. If it’s a case that not related 
to cyber, I have heard a few cases. It does harm 
the company but rather than directly about 
the cyber attack it’s more to a case that could 
have been detected if the cyber system in the 
company is already implemented correctly. For 
example procurement of goods manipulation, if 
only our cyber system was used accordingly this 
case should have been detected sooner.

With this we can conclude that majority of participant as 
an individual or an employee have experienced a cyber 
attack [3, 13, 18]. From past research it is shown that 
majorit of people have experienced or witnessed cyber 
attack but people are still unfamiliar with the term or have 
limited knowledge about the issue.

Fig. 8. Insider attack experience pie chart  result 2

Fig. 6. Cyber security familiatiry pie chart result

Fig. 7. Insider attack experience pie chart result

Fig. 9. Cyber security in organization pie chart result

While for the term “Insider Attack”. Participant shown more 
unfamiliarity with the term. After a brief explaining some 
participant turns out to be familiar with the topic but not 
with the term [14]. This will be evident in the graph below 
where most of participant have experience the attack and 
all of the paricipant have witnessed the attack inside their 
company.

All participant have experience insider attack. Despite 
the experienced some some also convey their lack of 
knowledge about the topics. Some participant convey 
their concern regarding the lack of thoughts their company 
put in the matter [35].

Code: Cyber Security Risk Awareness

Participant: OHR 2

  Yes, the risk is high especially with digitalization 
keeps developing at such a fast tempo and the 
company are also operates with digital software. 
Unfortunately, the company I’m working at still 
haven’t put a lot of thought into the issue. The 
company’s focus just has not yet reached that to 
that point but slowly the company seems to try 
to dig more into this topic.

Some participant elaborate their experience during the 
attack and how was the issue impacting the working 
environment. 

Participant: CS 1

  Obviously accidental ones do happen. And I and 
I when I worked for a holiday park, I worked with 
a lady who accidentally sent. The medical record, 
medical, financial and personal details of nine 
employees to a custom. There was a lot that was 
going on, like salary information, bank account 
details, any issues they’d had with in met with 
their medical history. And she just she just left. 
It’s really hard position for them because that’s a 
major GDPR violation. And it was a total accident.

In this case the participant witnessed a non-malicious 
attack. We can see that the impact is significant for the 
company and the woman in the story despite the issue 
occur unintentionally.
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Fig. 10. Cyber security in organization pie chart  result 2

Fig. 11. Performance appraisal in organization pie chart result

All the participant respond is positive, the company they 
are working and worked for implemented policies and 
procedures related to the cyber security [18, 35]. Whether 
it is for prevention or countermeasures when the issue 
takes place. The rules vary on the field of work [34]. The 
more important data security the more detailed and rigid 
the policies are [36]. For example, one of the participant 
from the banking field convey the reason they resigned 
was because of the overwhelming amount of rules 
that implemented in the company. But they show their 
understanding and supported the policies. 

  But the official policies and rules inside banking 
industry are already detailed and rigid, which 
actually became one of the reasons people might 
be quitting. That includes me, i understand the 
importance and realy appreciate it but for me 
personally after working in this sector for quite 
sometimes it was tiring and mentaly weighing. 

Most participant have no experience training relating to 
cyber security in their working place. Some participant 
said that the company is using 3rd party like hiring people 
outside of the company to deal with the issue.

Participant: CS 2

  Yes, and don’t do training, but just hire a 
professional (example: build a firewall)

Some participant said that training is not their company’s 
main concern. Thus, the company just implement policies 
and rules. Training might take time and cost some mony 
whis is why some company opine that training is not part 
of their priority but some company put training as one of 
their future planning [14, 20, 35]

Some participant workplaces implemented a performance 
appraisal system, which according to the participant 

the system affects the working performance inside the 
company [3, 10]. The main feature was mentioned by 
several participants in the KPI and the report delivered to 
the employee. The KPI is believed to be an essential tool 
for an objective indicator of employee performance. The 
KPI help the company monitor the operation targets. The 
report, which is usually delivered in a descriptive manner 
accompanied by average scoring, allows the employee to 
understand their strengths and weaknesses, which can 
be a significant introspection for the future. Participant 
conveys feelings of appreciation for the report, which 
increases motivation. 

Participant: PP 1

  Yes, there are some performance appraisal 
strategies in preparation. With this new system, 
hopefully, the contribution of each employee can 
be appreciated. The physical, spirit, and thoughts 
of each employee should be appreciated. With 
this, we also hope that we can monitor what is 
it that the employees are lacking and provide 
support for that. Employees that didn’t perform 
well hopefully can be seen and be given a warning 
in the future. 

Although some participant convey that the company they 
have been working in did not implemented a performance 
appraisal system. Is not that the company do not have the 
system, it just the system is still on planning process and 
have not yet been implemented. The main caused to this 
issue is the company current focus to the project which 
caused a delay in developing the system and the company 
workload. Some participant convey their concern for this 
delay. 

Code: Behavioural Factors

Participant: BT 3

  The first motivation, competence, work 
environment is very influential on motivation, 
ability, acceptance of roles, resources. If 
motivation is needed to work, competence must 
be possessed, when accepted in a company 
it means that we are considered to have the 
competence to work there. The work environment 
must be fun or comfortable to support work 
performance. Ability can be honed during work. 

Participant: PP 2

  Competence is needed to do a task, without 
competence the result of the job might be not 
accordingly and not reach the satisfaction 
standart The environment is important, the 
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environment can improve motivation. If the 
environment is supportive, not giving too much 
pressure i think the motivation for the members 
to work well might be improve. Resource is 
impotant but without motivation resource might 
be useless. Role accepting is the least because 
i think that a person can have multiple skill that 
can help them adapt in many roles.

Motivation and work environment have been the most 
discussed factors. The participant convey the importance 
of motivation accompanied by competence as individual 
factors to the performance. Competence is important to 
maintain the motivation, it is needed for the employee to 
be able to do their work to enjoy their work [3]. Without 
competence the employee could experience pressure 
and lacking in their performance.  The environment is also 
related to the motivation, participants opine that with 
supportive work environment the motivation will increase 
and the performance will also increased [14, 16-17]. 

Code: Organizational Factors

Participant: BT 3

  Good work planning and in accordance with 
the vision and mission of the people in the 
company (not just according to the leader) is 
very important. A management system is needed 
to set goals and to provide a foundation for the 
system. The way to support all of that is through 
communication, because that’s why there is PR 
in a company. Not only by PR communications 
within the company must be carried out by each 
other to distribute information. The first security 
practice, employees must have knowledge of 
their own company to be able to work properly 
and according to the rules.

Participant: PP 2

  Security practice, management system, work 
planning, communication. Communication is not 
the main issue in my case since everyone have 
their own job and platform, each of us doesn’t 
really relate to each other task which means 
that communication was not that necessary 
for the working process.  Security practice, it is 
the most importan because i think we do need 
the knowledge and awareness for the whole 
member because with that lacking it will caused 
vulnerability.

The response for the organizational factors varies but 
participant shows agreement in the importance of all 
factor especially in work planning [2]. BT 1 is still working 

in this field currently and holding a higher up position. 
They shown a higher satisfaction towards the system. 
Whilst talking about the issue they convey the concern 
as minimum as possible. BT 2 was working in the same 
field and similar hierarchy but since this respondent is not 
bound to their work anymore they manage to convey more 
about the concern and the issue inside the company. The 
satisfaction in the working and the system is also lower. 

Code: Current System Satisfaction

Participant: CS 2

  So far, I feel that the regulations are in accordance 
with what is needed. Regulations already maintain 
systems and operations within the bank. In my 
opinion, regulations that regulate internal banks 
or external banks have facilitated the needs 
of banks. The existing rules already provide 
sufficient protection. 

Participant: OHR 1

  I think it would be nice to have a PA system. 
Maybe with this, every employee could prove 
their effort and the judgement will be accordingly 
rather than judgement and rewards based on 
“closeness” or how people present themselves to 
the higher-ups. With PA I think we could minimize 
the risk of freeloaders. With PA each individual will 
also have their own KPI so we can monitor each 
employees’ workload.

IV.  DISCUSSION

Research questions answered 

This research consists of 4 Research Question which 
developed to be the objective foundation of this research. 

1.  How can organizations detect cyber insider attacks? 

2.  How can cyber-attacks be prevented, what action can 
be taken by the organization? 

3.  What challenges do organizations face in detecting 
and preventing cyber-attacks? 

4.  What recommendations could be made to assist 
organizations regarding cyber-attacks going forward? 

This section will use the findings from the analysis to 
answer the research questions. The answers to the first 
and second research questions will be related to one 
another. From the analysis and findings of this research, 
detection can be done by monitoring employee behaviour 
and performance in the company. The team leader or 
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teammates can watch each other through the project 
process. The interview participant opines that it is good 
to have peer evaluation at the end of each project. Other 
than appreciating the finished work, the member lacking 
in their target or performance can be evaluated and 
recommended for future projects. With the evaluation, the 
company will be more aware of what knowledge is needed 
for the future. The past report makes it easier to deal with 
and predict the attack. Experience can help the action 
taken faster [26, 31]. 

 For Malicious attacks, performance appraisal 
or peer review can help the team to be more aware of 
the relationship between teammates and the working 
condition. Employees can have some issues with one 
another or maybe with the higher-ups, and this can leads 
to possible attack; for example, one of the interviewees 
said that one of her colleagues that has an issue with 
the other team conveyed her discomfort with person A 
and in the end, some arguments involved unnecessary 
department because of assumption. This resulted in the 
leak of the organization’s internal issues and working 
process, which led to the department’s image being 
scarred. Technical approaches can be used to protect the 
data and the system; some approaches are mentioned in 
[2, 4-5]. In this research, the direct approach analyzed is the 
behaviour approach. There are some methods in the past 
research that are already studied and can be developed 
to adapt to the company. From this research analysis, 
the approach suggested is leaning toward detecting 
employee behaviour as an individual that interacts with 
the environment.

 The third question regarding the challenges is 
that an organization might face implementing a system 
that is aware of cyber security. The interview shown 
that most companies, especially those unrelated to 
cyber security, put their priorities on their project. This 
can cause negligence in the building of the prevention 
system. Some companies tackle this issue by using 
3rd party firms, which can take less time and focus but 
might cause more caused. Participants also conveys 
their discomfort with too many policies, while the other 
participant counterfeits with that comment. The ability of 
each employee to accept the policies might vary this will 
takes time to adjust. Policies must be formed according 
to the company’s needs [2, 35]. The company should give 
time to the employee to adjust to the system yet still set 
a limit for the adjustment to prevent a prolonged process 
that can cause vulnerabilities [28]. The other challenge 
is the need for the company to follow the improvement 
of technology since it might affect the competitive 
advantage.

Last will be what recommendations could be made 
to assist organizations regarding cyber attacks going 

forward? 

 o  Company can give more awareness for the employee 
about cyber-security through training. 

 o  Develop a performance appraisal system to improve 
the employee performance and support their well-
being 

 o  Do not underestimate the attack scope, avoid 
developing a system after the issue happened 

 o  Provide prevention and countermeasure that are 
suitable for the company instead of following the 
trends

V.  CONCLUSION

Reflection 

Knowledge, skill, and passion are essential to support 
research. However, the research process is also the time 
to learn and develop. At the beginning of composing 
this research, the researcher had some basic knowledge 
related to the topic; most of it was gained from the other 
module taken in the past or courses are taken based on 
interest. This basic knowledge then turns into good, which 
drove the researcher to do this research. Not only gaining 
new skills, but the process also broadens the researcher’s 
network and public speaking confidence. The use of NVIVO 
in this research is not direct, but it helps with coding for 
the interview result. 

 Time management skills are needed with time constraints 
and other projects in progress. From the beginning until 
half of the process, the author experienced difficulties in 
ensuring that the research progress proceeded according 
to schedule. The schedule was organized in the timetable 
with the target set from the beginning, but in practice, 
challenges arose, whether technical, health, or wellbeing. 
With the amount of past research that needed to be 
reviewed, the time it took exceeded the estimated time. 
For this matter, the researcher learned that limiting the 
amount of research is probably required. This issue is 
also solved by using a literature review matrix which helps 
compare and review faster and tidier. 

 Reconnecting with people and being more confident in 
engaging in a conversation is also benefits the researcher 
gained. Moreover, doing in-depth interview help the 
researcher to understand and sympathize more. Since 
this research is related to the behavioural aspect, the 
researcher, who had a limited knowledge and experience 
in the psychological field, managed to gain more in this 
topic and develop an interest in this matter [14, 15]. 
Therefore, the researcher feels grateful for the experience 



745

©2022 The 7th International Conference on Management in Emerging Markets (ICMEM 2022)

gained from this research despite the challenges that the 
researcher has to face in the process.

Limitation and Managerial Implication

 However, there are a few drawbacks that should 
be considered. Because qualitative data was created 
for a different purpose and audience, it’s sometimes 
difficult to address research questions directly. The use 
of semi-structured interview help the researcher to gain 
a more prosperous point of few; however, this method 
of narrowing the interpretation, relating it to the topic 
and comparing the answer to other participant takes 
more time [7]. With limited time, the sample that could be 
interviewed was also limited. Conclusion and findings are 
easier to find since the sample is narrow, but it would be 
nice to have more samples for a richer result The method 
used is suitable for this research since this research aims 
to understand the behavioural aspect in depth rather than 
quantity [20].  The findings in this research are meant 
to give the owners and researchers possible topics and 
issue to discuss based on information gained directly from 
direct interaction with employees that can be addressed 
for future use [6]. The findings meant not to contradict 
or challenged textual theory, rather to find gaps between 
those theories and the practice [17, 21, 28].

 Although, it is possible to gain information from 
a quantitative approach where a questionnaire can be 
used to gain common opinion. During the interview, data 
collected can be limited, and some questions might not 
be answered accordingly; respondents may not feel they 
could openly discuss their experiences [7, 16]. Some 
respondents believed they lacked the competence to 
make valuable solutions to the questions posed. With the 
simplified framework in this research to save time, the 
researcher would recommend for future research analyze 
broader scope [12]. The sample could also be added 
and taken from a more specific field. The sample can be 
arranged based on the hierarchy when the participants 
are enough. If possible, the interview can be accompanied 
by field observation since the pandemic is decreasing. 
The analysis can be improved by using a more detailed 
questionnaire that is interview-based
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