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Abstract - In the current technological era, almost every 
business operation and transaction are conducted 
through cyberspace, including micro, small and medium 
enterprises (MSME).  However, MSMEs pose the greatest 
vulnerability to cyber-attacks due to their limitation in 
both awareness and resources.  Multiple research found 
that people significantly affect cybersecurity more 
than the technical aspect.  Thus, making cybersecurity 
awareness vital for every business, especially MSMEs.  
Currently, most cybersecurity awareness research 
is focused on the perspective of MSMEs and their 
owners.  Limited cybersecurity awareness research 
assesses MSMEs in Indonesia, especially in the 
online clothing sector.  This research will contribute 
to assessing cybersecurity awareness from MSME 
customers’ perspective and aims to recommend 
Indonesian online clothing MSME environment to raise 
cybersecurity awareness.  The researcher used a survey 
and a semi-structured interview to assess the overall 
cybersecurity awareness of Indonesian online clothing 
MSME customers.  The semi-structured interview also 
explored respondents’ opinions on raising cybersecurity 
awareness in the Indonesian online clothing MSME.  
The result shows a variety of levels of cybersecurity 
awareness among respondents.  Correlation tests 
were conducted and found several aspects that were 
affecting respondents’ cybersecurity awareness.  The 
interview results also support the findings in the survey 
whilst also contributing to providing recommendations 
to raise cybersecurity awareness.

Keywords – Customers, Cybersecurity, Cybersecurity 
Awareness, Cyber-attack, MSME

I.  INTRODUCTION
Almost all businesses, including micro, small and medium 
enterprises (MSME) in Indonesia, are conducting business 
operations and transactions through cyberspace.  Making 
up 99.99% [7] of businesses in Indonesia, MSMEs play 
a strategic role and are the most resilient sector in the 
country [16]

According to [20], Indonesia’s internet penetration 
rate in 2017 was 51%, making it the third-largest Asia-
Pacific region.  MSMEs in Indonesia are seen utilising the 
opportunity and shifting their businesses online.  Research 
by [15] projected that Indonesia’s online economy will 
grow to $146 billion by 2025.  However, cybersecurity 

threats will also be expected to grow significantly.  
Referring to research by Kaspersky in 2020, there were 
192,000 recorded cyberattacks on Indonesian MSMEs 
[34].  Thus, making cybersecurity an essential factor for 
every business managerial consideration. 

Contrary to popular belief, people significantly affect 
cybersecurity more than the technical aspects.  Maria 
Vello in [23], a former CEO of Cyber Defence Alliance, 
says people are the weakest aspect of cybersecurity.  
Vello also argued that technology is not enough, and 
behavioural change is needed.  Similarly, [29] found that 
people can be a weakness in cybersecurity, yet can be the 
first line of defence against cyberattacks with adequate 
training.  However, MSMEs are vastly exposed to cyber-
attacks due to their limited awareness and resources.  
[19] argued that the primary resource limitation is the 
organisation’s budget, management, employee support 
and commitment toward cybersecurity.  Additionally, 
MSME owners believe that their business is too small or 
not worth being attacked by criminals [29] This is where 
cybersecurity awareness implementation is needed.

 Referring to (European commission) [2] argue that losing 
company data, especially customer data, is a significant 
concern for many businesses.  According to [5] businesses 
could suffer financial loss, reputation damage, regulatory 
intervention, business disruptions and customer liability 
if cybersecurity is breached.  Moreover, cybercriminals 
often steal millions of credit card and personal data from 
customers by exploiting a security flaw in any computer 
with an internet connection [25]. 

A. Research Contribution 

Previous research shows that effective cybersecurity 
awareness comes from the user’s perspective and 
decision-making process [21].  Based on the Information 
Processing Model study, threat detection happens 
involuntarily and without awareness [26].  Therefore, 
awareness needs to be triggered so people can move to 
the second stage of the Information Processing Model, 
where human’s primary responses to threats are activated.  
Hence, Online Clothing MSME customers can focus on 
reacting to cybersecurity threats [4].  When customers 
understand how to react to cybersecurity threats, MSME 
owners will also react by ensuring that their business is 
cyber-safe to ensure they don’t lose their customer’s 
trust.  Hence, raising cybersecurity awareness is essential 



609

©2022 The 7th International Conference on Management in Emerging Markets (ICMEM 2022)

to improve the online MSME in Indonesia, especially in the 
clothing sector. 

Currently, there is limited research in Indonesia that 
explicitly assesses cybersecurity awareness towards 
MSMEs, especially in the clothing sector.  Understanding 
that cyberattacks on businesses, especially MSMEs, 
could also affect the customers, this research will assess 
the customers’ perspectives.  This research also aims 
to provide recommendations to raise cybersecurity 
awareness in the Indonesian online clothing MSME 
environment.  Furthermore, this research could also be a 
foundation or guidance for further research to develop 
plans for improving the cybersecurity environment in 
Indonesian MSME.

B. Indonesian Online Clothing MSME

The researcher focused on assessing the Indonesian 
online clothing MSME based on observation of the 
researcher’s environment, where many people started an 
online clothing business during the Covid19 pandemic.  
The researcher saw this as a business with a low entry 
barrier as most business processes are conducted online.  
Supporting this observation, a 2020 Indonesian National 
Bureau of Statistics research shows that clothing is the 
third largest MSME sector, accounting for 14.05%, just 
after food & beverages and wooden industries [6].  The 
same research also found that clothing MSME is the 
second largest internet user after the food & beverage 
sector in the whole MSME environment, with 22.66% [6].

C. Definitions

Based on Indonesian law number 28 of 2008, the criteria 
for micro, small and medium enterprises are explained in 
the table below

According to several resources [22][28][18], the definition 
of cybersecurity has emphasised an action to protect or 
defend from the risk of cyberattacks.  At the same time, 
awareness is defined by [9][35][3] as an understanding 
or knowledge of a given situation.  Hence, cybersecurity 
awareness means activities that focus individuals’ 

attention on cybersecurity issues, allowing individuals 
to recognise cybersecurity concerns and respond 
accordingly. 

D. Types of Cyberattack

A cyberattack is an attack via cyberspace, targeting 
enterprises’ use of cyberspace to disrupt, disable, 
destroy, or maliciously control a computing environment/
infrastructure, destroy the integrity of the data, and steal 
controlled information [22].  Combining research from 
[10][12][13], eight types of cyberattacks mainly occur to 
MSMEs: Hacking, Virus, Ransomware, Spyware, Denial of 
Service (DoS), Phishing, Identity theft and DNS Tunnelling.  
The table below will explain the definition of each type of 
cyberattack.

Table 1 - CRITERIA OF MSME IN INDONESIA

* Based on the exchange rate at 4th May 2022

Table 2 - DEFINITIONS OF CYBERATTACKS
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E. Human Factors in Cyberattacks

After understanding the various types of cyberattacks, the 
human factor is a crucial part that attackers often exploit.  
For instance, viruses that need an execution order from 
the victim before causing damage [31] and when Malware 
enters the victim’s system by clicking a malicious link from 
email attachments or installing risky software [32] Vello 
further argued with [23] that no technology could stop 
social engineering or human nature.  [17] further explains 
that attackers increasingly target humans as they are 
often seen as the weakest link in the system. 

F. Measures to Protect from Cyberattacks

This research will use the combination of various 
cybersecurity measures provided by The U.K. National 
Cyber Security Centre (NCSC) and The Indonesian Ministry 
of Communication and Information.  The suggested 
cybersecurity measures can be seen in the list below:

1.  Avoid using public Wi-Fi as much as possible, especially 
when accessing sensitive information [27]

2.  Use antivirus, turn on the firewall and regularly patch & 
updating the software to avoid malware damage [27]

3.  Don’t open a link or attachment from unknown sources 
[27]

4.  Periodically changing passwords, using special 
characters & irregular sentences and using a password 
manager [27]

5.  Shop only from trusted brands with positive reviews 
and security icons [13]

6.  Avoid sharing personal information by using a fake 
name or a fake email address [13]

G. Related Literature

Several related works of literature have been conducted 
to assess cybersecurity awareness [30] listed 24 articles 
in his paper “Systematic Literature Review of Approaches 
to Assessing Cybersecurity Awareness”.  The researcher 
chose five research that is related and applicable to this 
research shown in the table below

II.  METHODOLOGY

A. Research Design

This research used a mixed-method of survey and semi-
structured interview.  The survey enabled the researcher to 
assess the cybersecurity awareness of a large customer 
population.  In contrast, the semi-structured interview 
provided a deeper understanding of the respondent’s view 
on cybersecurity awareness, which eventually generated 
recommendations to raise cybersecurity awareness for 
the online clothing MSME customers in Indonesia. 

B. Data Collection

The survey consisted of 20 questions, first asking 
the respondent’s agreement with the research ethics 
disclaimer.  The other 19 questions are demographic 
questions, online shopping frequency & cybersecurity 
familiarity, familiarity with eight types of cyberattacks, 
and cybersecurity implementation. 

The semi-structured interviews were conducted through 
Google meets and WhatsApp video calls.  The interview 
audio was recorded with prior agreement from the 

Table 3 - RELATED LITERATURE

Based on (Rahim et al.)
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respondent.  The respondents were presented with 21 
questions that were divided into six different sections 
according to the question’s objectives.  In addition, 
probing questions were asked during the interview to 
clarify the respondent’s answers or to explore new ideas 
generated by the respondents.

C. Sampling Technique

The survey sample was any Indonesian aged 17 and over 
who had experience purchasing a clothing item from online 
MSMEs.  According to the survey in 2020 conducted by the 
Indonesian National Bureau of Statistics, the percentage 
of the Indonesian population with access to the internet is 
53.73% [7] Meanwhile, the latest census in 2020 recorded 
that the total population in Indonesia was 270,203,917 
people [8].  Therefore, the population frame to obtain the 
sample is 145,180,565 people.  The survey used a simple 
random sampling technique that gives every individual an 
equal chance of being selected in a population sample [1].  
Using Yamane’s formula, the targeted survey sample was 
156 respondents.

The interview respondent’s requirement was the same 
as the survey.  According to [11] considering the time 
constraint and the limitations, the interview was conducted 
with five respondents. 

D. Analysis

The survey was analysed by SPSS software.  Descriptive 
statistics were used to explain the general findings of the 
research combined with Spearman Rank Correlation to 
test the statistical significance between variables. 

The interview was analysed based on the thematic 
analysis method that focuses on finding themes or 
patterns observed in the interview [33].  The transcribed 
interviews were then coded using NVivo software and 
explained in detail using a matrix. 

E. Validity and Reliability 

The survey validity test was conducted using Pearson 
Product-Moment Correlation.  The total respondent was 
261, and the r-value from the table with 5% significance is 
0.121.  The correlation coefficient was tested using SPSS 
to 10 Likert-scale questions, as seen in the table below:

For all questions, the Pearson correlation coefficient was 
larger than the r-value.  Therefore, all of the questions 
were valid.

The survey Reliability was tested using Cronbach’s Alpha 
in SPSS, as shown in the table below:

The Cronbach’s Alpha result shows it is bigger than the 
most commonly accepted Cronbach’s Alpha of 0.600 
[14].  Therefore, the survey questions were reliable.

The interview method in this research was semi-structured 
to ensure every respondent was faced with the same 
questions.  Respondents were chosen by their experience 
purchasing online clothing items from Indonesian 
MSMEs.  In addition, the researcher tried to diversify 
the respondent by recruiting respondents with different 
education levels and occupations.  The interview tone 
was also conducted professionally to ensure neutrality 
and reduce bias.  As the objective of this research, the 
findings were applicable to generate recommendations 
to raise cybersecurity awareness in the Indonesian online 
clothing MSME environment.

F. Ethical Consideration

This dissertation project was conducted according to 
the University of Hull’s ethical principles.  The researcher 
signed an ethics form that the Supervisor approved.  
During the data collection, research participants were also 
informed about their voluntary rights to withdraw from the 
research at any time, and their personal information will 
not be revealed in any way.

Table 4 - PEARSON CORRELATION VALIDITY

**Correlation is significant at the 0.01 level (2-tailed)

Table 5 - CRONBACH’S RELIABILITY
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G. Limitations

Because this research is assessing a specific sector of 
MSME in Indonesia and there were very limited resources 
available, this research mostly relied on academic 
resources in another country.  Therefore, some of the 
most applicable resources were researched that targeted 
the Asia-Pacific region.

The research was entirely conducted in English, with the 
respondents requiring the research to be completed 
in Indonesian.  As a result, several terms gained from 
English resources must be translated to Indonesian with 
the researcher’s limited ability.  In addition, some terms 
related to cybersecurity awareness have not yet had an 
equivalent translation in Indonesian.

Reaching a large number of survey respondents is also 
another challenge.  The survey result was biased because 
the sample demographic proportion did not represent the 
actual demographic of Indonesia.

There is also an ethical limitation where the researcher 
cannot collect the respondent’s contact.  Collecting 
the respondent’s contact would have been beneficial in 
inviting the respondent for an interview to explore the 
topic further.

III.  RESULTS

A. Survey

Two hundred sixty-one respondents were obtained using 
the Google Form platform.  The survey used multiple 
choices and a 4-point Likert scale that was analysed using 
descriptive statistics and Spearman Rank Correlation 
Coefficient using SPSS.

Fig. 1 Survey Gender and Age Range Pie Chart

Females dominated the survey respondents by 71%, with 
a total of 185 respondents.  On the other hand, male 
respondents were 29%, with a total of 76 respondents.  
Meanwhile, respondents with the age range of 50-60 
and 39-49 shared the biggest proportion, with a total of 
107 (41%) and 100 (38%) respondents, respectively.  This 
was followed by the age range of 17-27 with 34 (13%) 
respondents and 28-38 with 20 (8%) respondents.

The respondents dominated the survey with higher 
education levels, with 130 (49,8%) completing Diploma 
Level IV or a Bachelor’s degree and 50 (19.2%) completing 
a Master’s degree.  In addition, two respondents have a 
doctoral degree.  Meanwhile, 26 (10%) respondents had 
a Diploma level III.  Furthermore, 47 (18%) respondents 
completed Senior High School level.

The survey asked how familiar the respondents were with 
the term “cybersecurity”, and 101 (38.7%) of respondents 
were slightly familiar with the term.  There was a similar 
proportion of respondents who felt very familiar with the 
respondents who felt slightly unfamiliar, with 63 (24.14%) 
and 68 (26.05%), respectively.  On the other hand, 29 
(11.11%) respondents felt very unfamiliar with the term.

The respondents were also asked how familiar are they 
with eight types of cyberattacks using a 4-level Likert 
scale, and the result is shown in the table below:

Fig. 2 Education Level

Fig. 3 Familiarity With “Cybersecurity” Term

Table 6 - TYPES OF CYBERATTACK FAMILIARITY
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As seen in the table above, most respondents were 
slightly familiar with Hacking, Identity theft, and Virus.  At 
the same time, the respondents are slightly unfamiliar 
with the other five types of cyberattacks.  The virus had 
the highest familiarity among the respondent, while DNS 
Tunnelling had the lowest.

Almost all respondents believe keeping their personal 
information safe while conducting an online transaction 
is essential.  However, 23 (8.81%) respondents felt it was 
just rather important.  Furthermore, there was an equal 
number of 11 (4.2%) respondents who believed that it was 
rather unimportant and very unimportant.

According to the respondents, the four largest parties 
responsible for cybersecurity are ourselves (33%), the 
website host (25.3%), the government (21.8%) and the 
merchant (16.1%).  The realisation that cybersecurity is 
our own responsibility had the highest response of 86 
respondents.

A correlation test was conducted using Spearman Rank 
Correlation Coefficient to five variables to analyse the 
survey findings.

The table shows a correlation between respondents’ 
familiarity with the term “cybersecurity” with the types of 
cyberattack, cybersecurity importance and cyberattack 
experience.  However, there is no correlation with 
cybersecurity measures taken by the respondents.

The table shows a correlation between respondents’ 
familiarity with the term “cybersecurity” with the types of 
cyberattack, cybersecurity importance and cyberattack 
experience.  However, there is no correlation with 
cybersecurity measures taken by the respondents.

The table shows that respondents’ purchasing frequency 
only correlated to familiarity with the term “cybersecurity” 
and different types of cyberattacks.  There was no 
correlation with the other four cybersecurity aspects.

Fig. 4 The Importance of Keeping Personal Information Safe

Fig.  5 Cybersecurity Responsibility

Table 7 - CYBERSECURITY TERM FAMILIARITY CORRELATION

** Correlation is significant at the 0.01 level (2-tailed)

Table 8 - EDUCATION LEVEL CORRELATION

** Correlation is significant at the 0.01 level (2-tailed)

Table 9 - PURCHASING FREQUENCY CORRELATION

** Correlation is significant at the 0.01 level (2-tailed)
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The result shows no correlation between the respondent’s 
likeliness of being a cyberattack victim with cyberattack 
experience and cybersecurity measures they have taken.

The table shows no correlation between respondents’ 
understanding of cybersecurity importance with 
cybersecurity responsibility, cyberattack experience, and 
cybersecurity measures.

B. Interview

The semi-structured interview was conducted with five 
respondents with various occupations (see table 12 
below) using the Google Meets platform.  The transcribed 
interview result was then analysed using NVivo 
software.  The analysis will discuss the respondent’s 
cybersecurity awareness, cybersecurity measures taken 
by the respondents and respondent’s opinions on raising 
cybersecurity awareness in the Indonesian online clothing 
MSME environment. 

All respondents were asked how familiar they are with 
the term “cybersecurity” and to elaborate on their 
understanding of it.  The most mentioned word from 
the respondents was data, purchase and risk.  The 
respondent’s response is shown in the table below:

Most respondents defined cybersecurity as protecting 
personal data while conducting an online transaction or 
purchase.  However, as [22] argues, cybersecurity is about 
protecting and defending against cyberattack risks.  Two 
respondents included risk as part of their understanding.  
Along with the themes mentioned above, two respondents 
defined cybersecurity in the context of cyberspace and 
social media. 

Respondents were also asked how familiar they were with 
eight types of cyberattacks.  Their response is shown in 
the table below:

Table 10 - LIKELINESS CORRELATION Table 13 - CYBERSECURITY AWARENESS ELABORATION

Table 14 - CYBERATTACK FAMILIARITY

Table 11 - CYBERSECURITY IMPORTANCE CORRELATION

Table 12 - INTERVIEW RESPONDENT PROFILE
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All interview respondents were familiar with Hacking, 
Identity Theft and Virus.  On the other hand, DNS Tunnelling 
is the most unfamiliar type of cyberattack, according to 
the respondents.

Respondents were asked how they ensure their 
cybersecurity when purchasing an online clothing item 
from MSME in Indonesia.  The most recurring theme was 
respondents using a third party to increase their security.  
There were also other measures taken by the respondents 
shown in the table below:

Three respondents saw the third party as an additional 
layer of security that can be trusted.  For example, 
respondent B refers to the third party as the payment 
gateway, while respondents D and E use e-commerce 
platforms as the transaction intermediary.  Furthermore, 
respondents D and E also being cautious regarding their 
names, phone numbers and home address.  Another theme 
is brand trust, where respondents choose the brand based 
on their reviews and feedback from other customers. 

The interview also explored what kind of features or signs 
that in their opinion, makes MSME brands or websites 

safe for the transaction.  Their responses will be shown in 
the table below:

The interview result shows that visually pleasing MSME’s 
online store is one sign that makes respondents trust 
them.  Respondents then look into the merchant’s 
review or testimony and seek the merchant’s reputation.  
Furthermore, providing multiple forms of communication 
shows the merchant can be reached by the customers 
and are safe. 

The interview asked respondents where their primary 
source of learning about cybersecurity is.  The researcher 
also asked the respondents what they thought was the 
most interesting and the easiest way to learn about 
cybersecurity.  Finally, the respondents were offered to 
recommend how to raise cybersecurity awareness in the 
Indonesian online clothing environment.  The respondent’s 
response can be seen in the three tables below:

Table 15 - ENSURING CYBERSECURITY

Table 16 - CONSIDERATION OF CHOOSING MERCHANTS
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The respondents had a variety of sources of learning.  
Most respondents learned about cybersecurity in a formal 
higher education such as University.  Some others also 
taught themselves and read articles.  There were also 
friends and family involved in learning about cybersecurity

Respondents believed that the best way to learn about 
cybersecurity is through the academic environment and 
social media.  On the other hand, some respondents still 
believed that learning from friends or families is one of the 
best ways to learn about cybersecurity..

Furthermore, respondents were also asked how we can 
make cybersecurity learning interesting.  However, there 
is no general theme that appeared.  In contrast, every 
respondent provided different ways, such as movies 
and videos, Instagram filters, songs and slogans, games, 
community participation, joining a hackathon competition, 
and even waiting until they experienced a cyberattack 
themselves.

Table 17 - SOURCE OF LEARNING

Table 18 - LEARNING ABOUT CYBERSECURITY

Table 19 - RESPONDENT’S RECOMMENDATION
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IV.  DISCUSSION
This research aimed to assess Indonesian online clothing 
MSME customers’ cybersecurity awareness and provide 
recommendations on raising cybersecurity awareness in 
the Indonesian online clothing MSME environment.  The 
survey showed a different level of awareness for each 
aspect of cybersecurity.  The interview further explored 
the respondent’s understanding of cybersecurity and 
provided recommendations to raise cybersecurity 
awareness.

A. Customer’s Cybersecurity Awareness

The survey result shows that 24.14% of the respondents 
were very familiar with the term “cybersecurity”.  Most 
respondents felt slightly familiar with the term sharing, 
38.7% of the total respondents.  The correlation test 
(see table 7) shows that the respondent’s awareness 
is not limited to cybersecurity as a term, but also 
respondents are aware of the given types of cyberattack.  
The correlation also shows the more people familiar 
with the term “cybersecurity”, the more important it is 
for the respondents to keep their personal information 
while conducting an online transaction.  Moreover, the 
correlation also indicates the significance between the 
term familiarity and cyberattack experience.  This might 
imply that experiencing a cyberattack contributes to 
respondents’ cybersecurity awareness.  The interview 
(see table 13) reveals that respondents can associate 
cybersecurity with risk, which is one aspect of 
cybersecurity in line with the literature review.  Other 
than risk, respondents also associate cybersecurity with 
personal data and online transactions. 

The following correlation test (see table 8) was between 
respondents’ education level and other cybersecurity 
aspects.  However, the test only shows the correlation 
significance between education level and types of 
cyberattacks.  This implies that the higher the education 
level of the respondents, the more familiarity they have 
with different types of cyberattacks.  The interview (see 
table 17) confirms this by showing three respondents’ 
sources of learning about cybersecurity through formal 
educational institutions such as universities.  This 
correlation test shows education level is a significant 
factor in customers’ cybersecurity awareness. 

Another correlation test (see table 9) was between 
purchasing frequency and other cybersecurity aspects.  
The higher the respondent’s purchasing frequency, the 
higher their familiarity with different types of cyberattacks.  
The two significant correlations show that customers are 
aware of cybersecurity when purchasing a clothing items 
from online MSMEs in Indonesia.  Customers are not only 
aware of cybersecurity as a term but also of the different 

types of cyberattacks.  The interview (see tables 15 and 
16) shows that respondents took several measures when 
selecting merchants.  Three out of five respondents prefer 
a third party as an intermediary to ensure their transaction 
safety.  Respondents were also careful about revealing 
their private information, limiting their transactions to 
trusted brands and checking the merchant’s review.  
When selecting the merchant, the merchant’s online 
store contributes significantly towards the respondent’s 
trust along with the review or testimony, merchant’s 
reputation and merchants that provide multiple forms of 
communication with the customers. 

The correlation test of likeliness of being a cyberattack 
victim with cyberattack experience and cybersecurity 
measures shows no significant correlation.  Customers’ 
judgement on how likely they are to be cyberattacked has 
nothing to do with their cyberattack experience and the 
cybersecurity measures they have taken.  The correlation 
test of customers’ understanding of cybersecurity 
importance also shows no significance with cybersecurity 
responsibility, cyberattack experience and cybersecurity 
measures.

B. Recommendation to Raise Cybersecurity 
Awareness 

This research shows the variety level of awareness 
among Indonesian online clothing MSME customers.  The 
correlation test shows that education cybersecurity 
awareness correlates significantly to educational level.  
In general, making education accessible will also improve 
overall cybersecurity awareness in the Indonesian MSME 
environment.  The interview respondent also recommends 
including a cybersecurity awareness program in the school 
curriculum.

Many respondents still believe that cybersecurity is 
another party’s responsibility, such as the government, 
the website host and the merchant.  However, people 
still do not realise that the most responsible party in 
cybersecurity is ourselves.  While people expect the 
government, the website host and the merchant to be 
responsible for people’s cybersecurity, it also provides an 
opportunity to address the misunderstandings among the 
people.  As mentioned earlier, the government can include 
a cybersecurity awareness program in schools, starting a 
highly engaging campaign and providing training to those 
already involved in the MSME environment. 

MSME owners can also participate by promoting their 
business through a secured website.  The interview results 
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show that displaying a merchant’s online store contributes 
to customer trust.  Having a secured website might be a 
significant investment at first but will improve the MSME 
environment overall. 

As individuals, we can raise our cybersecurity awareness 
by following educational accounts on social media, 
participating in a community, or reading trusted academic 
articles.

V.  CONCLUSION AND 
RECOMMENDATION

A. Conclusion

This research aimed to assess the cybersecurity 
awareness of Indonesian online clothing MSME customers 
and to provide recommendations on raising cybersecurity 
awareness in the Indonesian online clothing MSME 
environment. 

Based on this research’s quantitative method of survey 
and qualitative method of interviews, we can conclude 
that most online clothing MSME customers in Indonesia 
are aware of cybersecurity and cyberattack risks.  It is 
then supported by the strong correlation between the 
cybersecurity familiarity with types of cyberattack, 
customers’ understanding of cybersecurity importance 
and cyberattack experience, which shows that customers 
understand beyond the term. 

Education was an important factor that contributed to 
customers’ cybersecurity awareness.  A correlation was 
found between survey respondents’ education level with 
the familiarity with several types of cyberattacks.  The 
correlation is further supported by the interview where 
three respondents gain cybersecurity awareness through 
the academic environment.  Interview respondents also 
believe that the academic environment is the best source 
of learning about cybersecurity. 

Customer’s awareness is also shown by the correlation 
between customers’ shopping frequency, familiarity 
with cybersecurity terms and types of cyberattacks.  
The correlation indicates that customers are aware of 
the increasing cybersecurity risk parallel to the online 
shopping frequency.  This correlation is also further 
supported by various cybersecurity implementations by 
interview respondents.  Interview respondents’ methods 
of minimising cybersecurity risks are mostly using 3rd 
party as a transaction intermediary, choosing reputable 
brands and relying on the brand’s review or testimony. 

Referring to the importance of this research, cybersecurity 
awareness from a customer’s perspective was assessed.  
Hopefully, this research can raise cybersecurity awareness 

that is mostly overlooked in Indonesia, especially in 
Micro, Small and Medium enterprises environments.  This 
research could be the foundation of Indonesian MSME 
customers’ cybersecurity awareness and provide insights 
for further research in different MSME sectors.

B. Recommendation 

Based on this research, there are various opportunities 
for all parties to be involved to raise cybersecurity 
awareness.  All parties should take part in educating 
people that cybersecurity is our own responsibility. 

The government could take part by focusing on policies 
in the education sector such as adding cybersecurity 
courses at multiple education levels.  The government 
cyber and crypto agency could also start a cybersecurity 
educational campaign through various social media to 
reach people across different levels.  Another method to 
be considered is adding cybersecurity to training that is 
provided to MSMEs. 

For the MSME owners, building a customer’s trust is 
beneficial for the business, and one of the methods is by 
having a well-displayed and secured website.  It might be 
an expensive investment, in the beginning, to implement 
security features on the website, but will pay off in the 
future.  When customer trust is built, MSME can promote 
and educate cybersecurity its customers. 

Future research could address different sectors of 
Indonesian MSME to address the awareness level of both 
the merchant and the customers.  It will also be beneficial 
for further studies to explore cybersecurity awareness in 
Indonesian online shoppers to provide better insights for 
the policymakers.  Further research is needed to determine 
how effective each method of raising cybersecurity 
awareness in this research for a government policy to be 
implemented.
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