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ABSTRACT 

 

For the thesis  " Management and monitoring system of an unmanned aerial 

vehicle. Monitoring subsystem (complete). » 

Keywords: GROUND CONTROL STATION, DATA EXCHANGE 

PROTOCOL, CONTROL SYSTEM, UNMANNED AIRCRAFT, CONTROL 

LINE, PROTECTION LINE, USER INTERFACE. 

Explanatory note: number of pages -   , number of figures -   , number of used 

sources -   . 

The object of the research is the UAV monitoring system, the data exchange 

protocol and the UAV control line. 

The purpose of the work is to develop the UAV monitoring and control 

subsystem, to modernize the protection of the UAV control line, to develop the user 

interface. 

A study was conducted, based on the results of which the UAV protection 

protocol and criteria were selected. An algorithm has been developed that ensures 

the establishment of the fact that the received radio radiation belongs to the class of 

radio signals of UAV remote control systems with pulse-position and pulse-code 

modulations. 

The results of practical testing of possible solutions are presented and the 

results of the functioning of the developed communication components are given . 

  The user interface was developed, and the hybrid data exchange protocol was 

implemented in software. 

 

 



 

 

РЕФЕРАТ 

 

на роботу «Система управління та моніторингу безпілотного літального 

апарату. Підсистема моніторингу (компл.). » 

Ключові слова: НАЗЕМНА СТАНЦІЯ УПРАВЛІННЯ, ПРОТОКОЛ 

ОБМІНУ ДАНИХ, СИСТЕМА КЕРУВАННЯ, БЕСПІЛОТНИЙ ЛІТАЛЬНИЙ 

АПАРАТ, ЛІНІЯ УПРАВЛІННЯ , ЛІНІЯ ЗАХИСТУ, ІНТЕРФЕЙС 

КОРИСТУВАЧ, . 

Пояснювальна записка: кількість сторінок –   , кількість рисунків – , 

кількість використаних джерел –     . 

Об’єктом дослідження є система моніторингу БПЛА, протокол обміну 

даних та лінія управління БПЛА. 

Мета роботи – розробка підсистеми моніторингу та управління БПЛА , 

модернізувати захист лінії управління БПЛА, розробити інтерфейс 

користувача. 

Проведено дослідження, за результатами якого було вибрано протокол 

та критерії захисту БПЛА. Розроблено алгоритм, який забезпечує 

встановлення факту належності прийнятого радіовипромінювання до класу 

радіосигналів систем дистанційного керування БПЛА з імпульсно-позиційною 

та імпульсно-кодовою модуляціями.  

Наведено результати практичного тестування можливих рішень та 

наведено результати функціонування розроблених компонентів зв'язку.  

  Розроблено інтерфейс користувача, та програмно реалізовано гібридний 

протокол обміну даних. 
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GLOSSARY 

 

UAV – Unmanned Aerial Vehicle. 

CO – Control Object 

ACS – Automated Control System. 

OBDC - On-board digital computer. 

GCS - Ground control station. 

IAW - Instructor's automated workplace. 

GPS - Global Positioning System. 

ADS-B - Automatic dependent surveillance-broadcast. 

TCP - Transmission Control Protocol 
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INTRODUCTION 

 

Recently, unmanned aviation has been rapidly developing. The development 

of unmanned aerial systems (UAS) based on unmanned aerial vehicles (UAVs) is 

currently carried out by almost all industrialized countries of the world. Until 

recently, UAVs had a military purpose, now the use of UAVs is effective both in 

military and civilian tasks, for example, in combating the consequences of 

emergencies, natural disasters, agricultural applications, reconnaissance and aerial 

photography. 

The impetus for the development of unmanned aviation worldwide was the 

need for light, relatively cheap aircraft with high maneuverability characteristics and 

capable of performing a wide range of tasks. Unmanned aerial vehicles are 

successfully used in military operations around the world, and at the same time they 

successfully perform civilian tasks. Today, most of the existing unmanned aerial 

vehicles are piloted manually, using remote controls operating on radio channels. 

When manually piloting UAVs, there are difficulties associated with pilot training, 

insufficient operating range, and weather restrictions. UAV control is the task of a 

well-trained professional. For example, in the U.S. Army, UAV operators become 

active duty Air Force pilots after a year of preparation and training. In many aspects, 

it is more difficult than piloting an aircraft and, as is known, most accidents of 

unmanned aircraft are due to pilot-operator errors and mechanical failures. 

According to the official data provided for 2012, 70 unmanned aircraft crashed in 

the US Air Force. 

Purpose of work: Develop UAV control interface and information systems 

monitoring interface. Implement the data transfer protocol. Improve the protection 

of the UAV control line. 
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CHAPTER 1. UAVs AND THEIR CHARACTERISTICS, 

ANALYSIS OF UAVS AS AN OBJECT OF RESEARCH. 

Drone technology has long been used by defense organizations and tech-

savvy consumers. However, the benefits of this technology go beyond these 

sectors. 

With the increasing availability of drones, many of the most dangerous 

and highest paying jobs in the commercial sector are ripe for the transition to 

drone technology. Use cases for secure, cost-effective solutions range from data 

collection to delivery. And as autonomy and collision avoidance technologies 

improve, so does the ability of drones to perform increasingly complex tasks 

1.1. UAVs and features of their use. 

According to the global market for business services generated by drones, 

it is valued at more than $150 billion. And as more corporations try to exploit 

these commercial opportunities, investment in drones has grown. 

Drone or UAV (unmanned aerial vehicle) usually refers to an unmanned 

aerial vehicle operating with a combination of technologies, including computer 

vision, artificial intelligence, object avoidance technology, and others. But drones 

can be land or sea vehicles that operate autonomously. 

UAVs are devices that are operated without a crew. The main components 

of the UAV are: an air platform with a special landing system, a power plant, a 

power source for it, a power system, on-board radio-electronic equipment (on-

board control equipment and electronic elements of the UAV). target load). The 

on-board equipment consists of an on-board electronic computer or special 

processors, a radio navigation system signal receiver, an altimeter, a vertical 

gyroscope, an on-board communication and data transmission system, and a 

steering gear. 

To ensure the tasks of the UAV must contain in its composition: 
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4 

• Devices for obtaining view information: 

• Satellite navigation system (GLONASS/GPS); 

• Radio link devices for view and telemetric information; 

• Devices for command and navigation radio link; 

• Command information exchange device; 

• Information exchange device; 

• On-board digital computer (OBDC); 

• Image information storage device 

For the practical application and development of UAVs, it is important to 

study the issue of their classification. The main classification features are: by the 

scale of tasks to be solved by mass, by flight duration, by practical flight ceiling, 

by type of aircraft, by basing, by use, by type of control system, by flight rules, 

by type of wing, by direction, by type , by fuel system, by fuel tank type, by 

number of uses and range. The classification of known UAVs is given in Table. 

1.1 

 

Sign Kinds 

According to the scale of the tasks being 

solved 

• Operational and strategic 

• Tactical 

• Operational and tactical 

By mass • Small-sized 

• Medium-sized 

• Large-sized 

• Heavy 

By flight duration • Short-term 

• Medium duration 

• Of great duration 

Behind the practical ceiling of flight • Short 

• Medium height 

• Heights 

• Stratospheric 
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By type of aircraft • According to the aircraft 

aerodynamic diagram 

• According to the helicopter 

aerodynamic scheme 

• Lighter than air 

By basing • On the ground 

• Marine 

• The cosmic 

By use • Military 

• Civil (state, private, commercial) 

By type of control system • Automatic 

• Remotely piloted 

• Remotely controlled 

• Remotely controlled by the 

aviation system 

According to the rules of the flight • Visual 

• Instrumentation 

• Visual and instrumental 

By wing type • Fixed 

• Floating 

By direction • By lifting direction (horizontal, 

vertical, multi-lifting) 

• By landing direction (horizontal, 

vertical, parachute, mast, non-stop, 

multi-launch) 

By type • By lift (aerodrome, launch, deck, 

water, manual, atypical lift, multi-

lift) 

• By landing (airport, point, deck, 

water, non-stop, atypical landing, 

multi-landing) 

By fuel system • Single filling stations 

• Filling stations (ground, platform 

(marine, on-board)) 

By type of fuel tank • Basic 

• Basic and reserve 



 

 
16 

By the number of uses • Disposable 

• Reusable 

By radius of action • Near radius 

• Small radius 

• Medium radius 

• Long radius 

• Long flight range 

 

 

 

1.2 Ground control stations of UAVs  

UAV ground control station (GCS) is a land or sea control center that 

provides means of human control Unmanned aerial vehicles (UAVs or "drones"). 

It can also refer to a missile control system within or above the atmosphere, but it 

is usually described as a Mission Control Center. 

 

 

Fig. 1.1. An example of a portable ground control station of the UAV 

Main purpose: 

1. Plan the mission — after receiving information about the UAVs 

environment and the details of the mission, the GCS performs the appropriate 
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calculations to determine the trajectory of the course and the time frame of the 

maneuvers. 

2. Provide navigation and positioning - the GCS reacts to changes in the 

environment in case of unforeseen situations during the flight of the UAV in 

relation to the planned trajectory. 

3. Establish communication and data collection - during the mission, 

data from the UAV is transmitted to the GCS for their analysis and reporting to 

the operator. 

The GCS supports network operation, and thanks to its architecture and 

compatibility with Ethernet, it can be easily and efficiently integrated into existing 

network systems, distributing the necessary information between users, for 

example, transmitting intelligence information from the GCS to the headquarters 

and receiving a combat mission from the headquarters. 

Appointment: 

● training of UAV and target load operators (TL), support of their skills 

and abilities in UAV piloting, navigation, operation of UAV systems and 

equipment in flight; 

● carrying out objective supervision of floorings. 

The simulator is a hardware and software complex with special software 

integrated into the aviation simulator for full-time automated workplaces of UAC 

operators and an instructor, which functions under the control of the Linux 

operating system, and is designed according to the modular principle, which 

ensures the possibility of its use for training operators of various UACs, taking 

into account the necessary the number of jobs for students. 

Features of the simulator: 

● training with full and abbreviated UAC calculations; 

● automated evaluation of actions of UAC calculation persons; 

● preparation, input, storage, display, adjustment and recording of the 

flight task; 
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● registration, processing, storage, display of parametric and species 

information obtained during the flight simulation of UAVs; 

● UAV management during flight simulation; 

● support and determination of the coordinates of the selected objects 

in the frame of the video stream on the control center operator's computer; 

● introduction and simulation of UAV failures, the influence of 

external factors on UAV flight from the instructor's ARM; 

● display of pilotage and navigation, parametric and species 

information during flight simulation, as well as operator actions on the instructor's 

IAW; 

● processing, storage, display of information obtained as a result of real 

UAV flights; 

● automated and manual processing of materials of objective control 

of real flights based on registered telemetry information of UAC for its further 

analysis and documentation. 

To improve the skills of UAV operators, a course of training tasks has 

been implemented in the simulator. The instructor can simulate the occurrence of 

various emergency situations in the simulator when performing training tasks. 

Composition of the simulator: 

• instructor's automated workplace (IAW); 

• IAW of the operator of the unmanned aerial vehicle; 

• IAW of the operator of the target load; 

• IAW of the head of the HAC calculation; 

• IAW for flight data analysis; 

• power supply systems; 

• a set of operating documentation with general and special software. 
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Fig. 1.2. An example of a full-fledged UAV ground control station 

 

1.3. UAV monitoring subsystem. 

 

The protocol is designed for binary telemetry. It can be used for systems 

with limited resources and limited bandwidth of communication channels. It 

describes the interaction between the small unmanned aerial vehicle (SUAV) 

system and the ground control station (GCS), as well as their components. 

A system has a unique ID, and each component within that system has its 

own unique ID. These IDs will be used for routing/addressing. 
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Fig. 1.3 – Functional diagram of the UAV control subsystem 

 

MavLink is the main communication protocol between GCS and UAV. It 

allows communication over various transport and physical layer protocols such as 

UDP and TCP, WiFi and Ethernet. 

MavLink is also a binary serialization protocol, which means first 

converting the data into a sequence of bytes and then converting it back to data 

for the receiver. 

This quality makes the average message size of this protocol very low [1] 

due to high compression of the output data. Each MavLink v2 message consists 

of a header and a message body, weighing from 25 to 270 bytes. The messages 

themselves are divided into two main types [15]: 1. Status messages - sent from 

the UAV to the GCS and contain information about the position of the UAV, data 
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from sensors and additional information required by the GCS. 2. Management 

messages - sent from the GCS to the UAV and contain requests for certain actions. 
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CHAPTER 2. INFORMATION INTERACTION SUBSYSTEM OF 

THE GROUND CONTROL STATION AND THE UNMANNED 

AIRCRAFT 

2.1 Problems that arise with the management and security of UAVs 

The main characteristics of drones include small size, low cost, and ease of 

maneuverability and maintenance. This, in turn, made them the best choice for 

criminals. In addition, terrorists have begun to look at the use of these drones to 

carry out attacks, mainly due to the nature of drones, which makes them less prone 

to detection. 

In fact, drones can be armed and modified to carry dangerous chemicals or 

be armed with explosives to attack critical infrastructure. Moreover, drones 

carrying explosives can be detonated around people who are gathering in hard-to-

reach places. This makes it easier for the terrorist to complete the task, especially 

since drones provide suicide bomber stealth with aircraft range. Military analysts 

are concerned about the use of drones against the US for espionage purposes. This 

is due to the fact that ISIS was able to rearm commercial drones and make them 

suitable for combat operations over Iraq and Syria. 

Therefore, security does not always mean security and vice versa. Outside 

the military home, civilian drones/UAVs can also malfunction and crash into a 

neighboring home or group of people, causing property/property damage and 

human injury/fatalities ranging from trauma/blunt force trauma, deep cut injuries. 

As a result, the main security concerns are listed below: 

 ∙ Lack of safety design features: This can cause drones to get out of control 

and fly away aimlessly and autonomously without being able to disable or regain 

control. 
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∙ Lack of technology and operational standards: especially with regard to 

accident prevention mechanisms, which will result in the inability of the UAV to 

recognize and identify aircraft and airborne objects and avoid them. 

∙ Prevent signal bending: This makes the UAV prone to hacking, hijacking 

and GPS/Signal Jamming as part of cyber terrorism or cybercriminal activities, 

mainly due to the fact that the UAV's command and control operations center is 

susceptible to exploitation. 

∙ Lack of government regulation and awareness: especially in terms of 

security practices and functions that ensure the secure integration of UAs into the 

national airspace domain [21]. 

UAVs and drones are perceived as viable and vital information security 

threats. Many UAVs have serious design flaws and most of them are designed 

without wireless security protection and channel encryption. 

∙ Tendency to spoofing. Analysis of the configuration and flight controllers 

of UAV models with multiple rotors revealed many weaknesses. They are 

associated with telemetry links that transmit data to/from the drone via a serial 

port connection, especially due to the weak nature of the connection, which in 

most cases is not encrypted. Experiments performed have shown that with the 

help of GPS spoofing, information can be easily hijacked, changed or introduced 

[22]. This vulnerability in the data link allows interception and moonlighting, 

giving hackers full control over the drone. 

∙ Tendency to be infected with malware. Communication protocols are 

included in the UAVs to allow users to control drones with a wireless remote 

control such as tablets, laptops and mobile phones. However, this technique has 

proven to be dangerous, as it allows hackers to create a loopback TCP payload by 

injecting it into the drone's memory, which will covertly install malware on 

systems running at ground stations. 

∙ Tendency to interfere and intercept data. Telemetry channels are used to 

monitor vehicles and facilitate the transmission of information through open, 



 

 

 

unsecured wireless transmission, making them vulnerable to various threats. This 

includes data interception, malicious data entry, and alteration of pre-established 

flight paths. This allows many infected digital files (videos, images) to be installed 

and pasted from the drone to the ground station. Another vulnerability was 

discovered and associated with the UAV communication module, which uses 

wireless communication to exchange data and commands with the ground station 

[23]. 

∙ Tendency to manipulation. Because drones fly pre-programmed and 

predetermined routes, manipulation can occur that can have serious 

consequences. Ranging from hijacking high value cargoes to redirecting the UAV 

to deliver explosives, bioweapons, or other terrorist payloads via RF or GPS 

spoofing, allowing the attacker to gain control of the drone by sending out fake 

signals, or jamming its target to malfunction. ∙ Tendency to technical problems. 

Many drones suffer from various technical problems. This includes application 

errors such as a connection failure between the user's device and the aircraft, 

causing it to either crash or take off. Other issues are related to the lack of a stable 

connection, especially for complex natural reasons; battery life, resulting in a very 

limited flight time before cooking again. 

∙ Prone to Wi-Fi interference. Drones can also be hijacked by sending a 

deauthentication process between the access point and the device controlling the 

drones, which can be done temporarily or permanently, such as interfering with 

the drones' intended frequency and luring it into connecting to a Wi-Fi hacker; 

this can be done by installing and configuring raspberry-pi to do this. 

 

2.2 Overview of existing solutions and comparative analysis 

Wireless networks suffer from several security threats. Recently, Intrusion 

Detection Systems (IDS) have been deployed to detect malicious UAV/UAV 

activities and detect suspicious attacks that may be targeted at them. 



 

 

 

Typically, an IDS monitors incoming and outgoing network traffic and 

analyzes them for anomaly detection. Their goal is to detect and identify cyber-

attacks by examining data checks (footprints) collected in different parts of the 

network. Various IDS approaches to protect drone networks from intruders are 

presented below. 1. Rule based intrusion detection. The UAV domain uses 

intrusion detection systems based on the rules for protecting communication 

between the aircraft and the ground station. The goal is to detect spoofed data 

entry attacks, especially those targeting signal strength. They proved that attackers 

can be detected within 40 seconds. [24] 

Mitchell and Cheng presented a specification-based detection technique to 

protect the UAV system from various types of cyber attacks. The authors relied 

on UAV-IDS based rules of conduct. The rules of conduct were built around 

specific attack patterns, including reckless, random, and opportunistic attacks. 

This minimized detection errors, including false positives and false negatives, 

with a critical trade-off between safety and UAV performance. In [25], Mitchell 

et al. introduced BRUIDS, an adaptive behavioral rule-based behavioral system 

that detects malicious UAVs in airborne systems.      

The authors also examined the effectiveness of BRUIDS on reckless, 

random, and opportunistic attacker behavior to quickly assess UAV survivability 

against malicious attacks. The simulation results showed that BRUIDS achieves 

a higher level of detection compared to the multi-objective anomaly-based IDS 

approach and a lower false positive rate. 

However, rule-based IDSs suffer from managing their complexity, 

requiring human intervention in the configuration of the rules. Also, this type of 

IDS is not capable of detecting unknown attacks. 2. Intrusion detection based on 

signatures. In [26], Kacem et al. introduced the ADS-B intrusion detection system 

to protect the aircraft from cyber-attacks directed at the ADS-B message. This 

structure is based on signature detection methods that analyze the GPS position 

of the aircraft. In [27] Casals et al. developed a detection scheme using biological 



 

 

 

inspiration to detect cyberattacks targeting overhead networks. However, like a 

rule-based IDS, a signature-based IDS cannot detect unknown attacks or attacks 

using dynamic signatures. 3. Anomaly based detection. Anomaly-based IDS in 

the UAV domain is mainly used to prevent jamming attacks. In [28] Rane et al. 

introduced an anomaly-based learning algorithm to protect UAV nodes from DoS 

and DDoS attacks. 

In [29] Lu et al. introduced a learning-enhanced motor temperature 

anomaly detection system for UAVs that prevents drone motors from running at 

abnormal temperatures, using DS18B20 sensors for temperature recording and a 

raspberry-pi processor for processing. This system offers the possibility of 

avoiding engine damage by landing the drone in case of overheating; however, 

this does not completely prevent the problem. Experimental results reveal the 

possibility of safe control of a drone based on sensor information. 

In [30] Condomines et al. introduced a hybrid IDS based on traffic spectrum 

analysis and a reliable controller for anomaly estimation in UAV networks in the 

Flying Ad Hoc Network (FANET). 

This technique was targeted at distributed DoS attacks and its effectiveness 

was tested on real-time traffic. The results showed accurate detection of different 

types of anomalies. However, further testing is still required to ensure its 

effectiveness. In [31] Sedjelmaci et al. introduced the Intrusion Detection and 

Response System (IDRF) to protect the UAV network from data integrity and 

network availability attacks, and to protect the UAV-supported VANET from 

harmful threats. The authors noted that the proposed structure is unique as a 

hybrid detection technique for UAV networks. 

In [32] Lauf et al. introduced a decentralized anomaly-based detection 

technique using peak detection and cross-correlation methods. In fact, Maxima 

detection systems (MDS) provide characterization of one or zero suspicious hosts, 

while cross-correlation detection (CCD) methods detect multiple intrusions. 

However, their approach suffers from inaccuracies about false positives and false 



 

 

 

negatives. In addition, Sedjelmaci et al. introduced a hierarchical intrusion 

detection and response scheme to improve the security of UAV networks from 

destructive cyber attacks such as false information propagation, GPS spoofing, 

black hole and gray hole substitution and attacks. 

 This scheme works at the UAV and ground station level to detect malicious 

network anomalies. The simulation results showed a high detection rate of 93.3% 

and a low false positive rate of less than 3% with low communication costs. In 

[33], Mitchell et al. presented a specification-based IDS for protecting sensors and 

actuators embedded in UAC. To evaluate the effectiveness of the IDS solution, it 

was tested on UAVs to investigate the impact of the attacker's behavior 

Given that drone network gateways can operate with some limitations (fog 

nodes), there is a need for a lightweight host-based anomaly detection technique 

requiring mini-computing resources. This can be achieved with a simple machine 

learning technique or a statistical approach with as few features as possible. The 

structure of a robust IDS should be based on a hybrid approach where rule or 

signature based approaches are used for known attacks and an anomaly based 

approach to detect anomalous behavior. Such a system would depend on experts 

in machine learning and human security 

Due to the increase in the number of drone/UAV frame intercepts, various 

UAV communication solutions have been introduced. In [34] Zhang et al. the 

security issues of the physical layer in UAV communication systems were 

considered and an iterative algorithm based on block descent of coordinates and 

successive convex optimization methods was presented. The simulation results 

showed a significant improvement in the level of secrecy of UAV communication 

systems. Written by Zhang et al. applied these algorithms to solve the broadcast, 

line-of-sight and wireless ground-to-ground problems associated with fifth-

generation (5G) wireless networks. The simulation results showed an 

improvement in the level of privacy of UAV communications to the ground 

(U2G) and terrestrial communications to the UAV (G2U). In [35] Cui et al. also 



 

 

 

considered the transmission nature of air-to-ground direct view wireless channels 

and solved it based on the physical layer using the UAV mobility trajectory 

design. The authors presented an iterative suboptimal algorithm using the block 

coordinate descent method, the S-procedure, and the sequential convex 

optimization method. 

The simulation results showed a significant improvement in the average 

worst case safety. Zhao et al. introduced a cached UAV secure transmission 

scheme in ultra-dense small cell base stations (SBS) based on interference 

equalization to offload traffic through wireless backhaul and improve coverage 

and speed by generating jamming signals to thwart any potential attempt at 

listening. The simulation results showed the effectiveness of their methods. Liu 

et al. investigated UAV-enabled secure communication with cooperative UAV 

jamming and presented an iterative algorithm that provides an efficient solution 

to the minimum privacy maximization problem by jointly optimizing 

transmission power, UAV trajectory, and user planning variables. Numerous 

results have shown that the algorithm outperforms the main methods. 

 Liu et al. studied the problem of security in UAV-supported 

communication systems and presented a scheme for secure transmission of an 

UAV listening channel using a multi-antenna source transmitting to one UAV 

antenna in the presence of a full-duplex active eavesdropper. The multi-antenna 

source transmits artificial noise signals along with data signals to prevent full 

duplex eavesdropping and jamming capabilities. 

 In addition to modulation techniques, it is important to encrypt 

communications between drones and UAVs. In this context, various 

cryptographic solutions have recently been introduced, including message 

encryption and authentication. Since most drone standards are required to provide 

secure communications, the focus has been on how to develop a lightweight 

authentication and message encryption algorithm. It can also be done in a way 

that preserves source authentication in addition to the integrity and confidentiality 



 

 

 

of the transmitted data. Existing cryptographic algorithms to secure drone 

communications can be applied to secure communications for drones used for 

civilian applications. Moreover, secure communication protocol (eCLSC-TKEM) 

between drones and intelligent objects is preferred by 1.3, 1.5 and 2.8 times over 

other protocols, including protocols in CLSC-TKEM from Seo, CL-AKA from 

Sun and CL -AKA by Yang.  

In addition, in [36] Sharma et al. introduced a highly secure Functional 

Encryption (FE) technique to protect the UAV-supported Heterogeneous Network 

(HetNet) in dense urban areas from harmful activities, and protect users' critical 

data through encryption; however, this solution requires further improvements. In 

addition, the creator of Chen et al. introduced an authentication scheme that traces 

and protects privacy (TPPA) for UAV communication control systems. TPPA 

integrates Elliptic Curve Cryptography (ECC), digital signature, hashing and 

other cryptography mechanisms for UAV applications. 

 It provides confidentiality, confidentiality, integrity, availability, 

anonymity and repudiation, especially against DoS and replacement, with low 

computational and communication costs. Working over long distances on battery-

powered devices, the security of drone communications requires lightweight 

cryptographic algorithms and protocols. Recently, new cryptographic algorithms 

with single round functions or few iterations have been introduced. Moreover, 

existing privacy-preserving authentication protocols can use such lightweight 

cryptographic algorithms for minimal latency. Also, physical layer parameters 

can be used for multi-factor authentication. 

 

2.3 Protocol structure and message description   

 

 The basic entity of the protocol is a packet that has the following format 

(Fig. 2.1): 

Range 8-263 bytes 



 

 

 

 

pstx pseq psysId pcompId plen pmsgId ppayload pchecksum 

 

The elements of the package are: 

● pstx - start b package; message start character; 

● pseq - packet counter to detect message loss; 

● psysId - identifier of the sending system; 

● pcompId - ID of the sending component; 

● plen is the length of the payload; 

● pmsgId - message identifier, which determines what data will be in the 

payload of the packet; 

● ppayload - payload of the package; 

● pchecksum - lower and upper b. Contains the checksum of the packet. 

 

 

More details are shown in Table 2.1 

 

Table 2.1: Package components 

Byte ID Marker Type Content Value 

0 pstx uint8 Market launch 

package 

0xFE 

1 pseq uint8 Package number 0 − 255 

2 psysId uint8 System ID 1 − 255 

3 pcompId uint8 System component 

ID 

1 − 255 

4 plen uint8 Payload length 0 − 255 

5 pmsgId uint8 Message ID 0 − 255 

n байт 

корисного 

навантаження 

ppayload [ ]uint8 Payload data Масив 

значень 0 

− 255 



 

 

 

(n + 1) to 

(n + 2) 

pchecksum uint16 Checksum (low 

byte, high byte) 

0 − 65555 

 

 

       

Fig. 2.1: General diagram of the monitoring subsystem 

  

 

The protocol describes the algorithm and structure of the exchange of 

GCSand UAV. 

The protocol describes: 

1. Operations to clear, download and jump missions; 

2. Setting/receiving a message about changing the current element of the mission; 

3. Types of messages and enumerations for the exchange of mission elements; 

4. Mission Elements (ME), which are general commands for network systems. 

Each message has its own ID and data set. The identifier is placed on the 

packet in the message identifier section (msgId), while the data is entered in the 

payload section. 

 

Messages 

Messages mission RequestList  



 

 

 

 Initializing the loading of a list of mission elements with a system or 

component. Requests a complete list of mission elements from the 

system/component. The structure is shown in Table 2.2 

 

Table 2.2: MissionRequestList message structure 

Field Name Type Value Description 

targetSystem uint8  System ID 

targetComponent uint8  Component ID. 

 

MissionCount message 

Sending the number of mission items. Used to initialize mission loading or 

by requesting a missionRequestList when loading a mission The structure is 

shown in Table 2.3 

 

Table 2.3: Structure of the missionCount message 

Field Name Type Value Description 

targetSystem uint8  System ID 

targetComponent uint8  Component ID. 

missionCount uint8  The sequence 

number of the 

mission element 

 

missionRequest message 

Request for mission item data for a specific message sequence number sent 

by the recipient using the missionItem message. Used to download and download 

the mission. The structure is shown in Table 2.4 

 

Table 2.4: MissionRequest message structure 

Field Name Type Value Description 

targetSystem uint8  System ID 



 

 

 

targetComponent uint8  Component ID. 

qqsequence uint8  Serial number of the 

sequence 

 

MissionItem messages 

Messages that encode the mission element (command) (defined in the 

cmdEnum enum) . Used to download and download the mission. The structure is 

shown in table 2.5. 

 

Table 2.5: MissionItem message structure 

Field Name Type Value Description 

targetSystem uint8  System ID 

targetComponent uint8  Component ID. 

qqsequence uint16  Waypoint ID (serial number). It starts from scratch. 

Monotonically increases for each route point, without 

breaks in the sequence (0,1,2,3,4). 

frame uint8 frameEn

um 

Waypoint coordinate system 

current uint8  The flag is used during download. Determines whether 

the mission item is current. 

autocontinue uint8  The flag is used to automatically move to the next 

waypoint when the current command completes. 

cmdId uint16  Team ID. 

param1 float  Parameter №1. 

param2 float  Parameter №2 

param3 float  Parameter №3. 

param4 float  Parameter №4. 



 

 

 

param5 (x) int32  X coordinate in local coordinate system or longitude in 

earth system 

coordinates for cmdNav*. 

param6 (y) int32  Y coordinate in local coordinate system or height in 

earth system 

coordinates for cmdNav* 

param7 (z) float  Z coordinate in local coordinate system or latitude in 

earth system 

coordinates for cmdNav*. 

 

 

missionResponse message 

Response - The response of a system or component. When the system 

completes a mission operation (for example, after loading all mission elements, 

engaging the autopilot, and reaching the first waypoint). Encodes the success or 

failure of the execution of the command described in the missionResult enum. 

The structure is shown in table 2.6 

 

Table 2.6: Structure of the missionResponse message 

Field Name Type Value Description 

targetSystem uint8  System ID 

targetComponent uint8  Component ID. 

type uint8 missionResultE

num 

Mission result 

 

missionCurrent message 

A message containing the sequence number of the current mission element. 

Used when setting or changing a mission element. The structure is shown in Table 

7 

 



 

 

 

Table 2.7: Structure of the missionResponse message 

Field Name Type Value Description 

qqsequence uint8  The sequence number of the 

mission element 

 

MissionSetCurrent messages 

Sets the current mission element by serial number (goes to the given 

mission element along the shortest path). The structure is shown in Table 8. 

 

Table 2.8: Structure of the missionSetCurrent message 

Field Name Type Value Description 

targetSystem uint8  System ID 

targetComponent uint8  Component ID. 

qqsequence uint16  The sequence number of the 

mission element 

 

StatusText messages 

This message is sent to inform systems when a request to set the current 

mission element fails the missionSetCurrent command. The structure is shown in 

Table 9. 

 

Table 2.9: Structure of the statusText message 

Field Name Type Value Description 

severity uint8  Degree of seriousness. 

text char[50]  A textual status message, with no null 

terminating character. 

id uint16  A unique (opaque) identifier. Can be used for 

reassembling a logical message with a long 

status text from a sequence 

fragments. A value of zero indicates that it is 



 

 

 

the only fragment in the sequence, and the 

message can be sent immediately. 

chunkQqseque

nce 

uint8  Sequence number of the message part; indexing 

from scratch. Any null character in the text field 

means that this is the last fragment. 

 

MissionClearAll message 

Message sent to clear/delete all mission items stored in the system. 

The structure is shown in Table 2.10. 

 

Table 2.10: MissionClearAll message structure 

 

Field Name Type Value Description 

targetSystem uint8  System ID 

targetComponent uint8  Component ID. 

 

missionItemReach message 

           The message sent by the system when a new waypoint is reached. Used to 

track progress. The structure is shown in Table 2.11. 

 

Table 2.11: MissionIteamReach message structure 

Field Name Type Value Description 

qqsequence uint8  Sequence number 

 

Enumeration 

The missionResultEnum enum 

The result of executing the mission element in the missionResponse 

message. Used to indicate the reasons for the success or failure of an operation 

(for example, to upload or download a mission). The elements of the enumeration 

are listed in Table 2.12 



 

 

 

 

Table 2.12. MissionResultEnum enum structure 

 

Value Field Name Description 

0 MissionAccepted Mission element 

1 missionError General error (Not accepting mission command 

right now). 

2 missionUnsupportedFrame The coordinate system is not supported. 

3 missionUnsupported The command is not supported. 

4 missionNoSpace The mission item has exceeded the available 

storage space 

5 missionInvalid One of the parameters has an invalid value. 

6 missionInvalidParam1 Parameter 1 has an invalid value. 

7 missionInvalidParam2 Parameter 2 has an incorrect value. 

8 missionInvalidParam3 Parameter 3 has an incorrect value. 

9 missionInvalidParam4 Parameter 4 has an incorrect value. 

10 missionInvalidParam5X Parameter 5 (X) has an incorrect value. 

11 missionInvalidParam6Y Parameter 6 (Y) has an incorrect value. 

12 missionInvalidParam7Z Parameter 7 (Z) has an incorrect value. 

13 missionInvalidQqsequence Mission element received out of turn. 

14 missionDenied Do not accept any mission commands from this 

comms partner. 

15 missionOperationCancelled The current mission operation has been canceled 

(for example, loading a mission item, loading 

mission element). 

 

 

The frameEnum enum 

Coordinate systems for the speed/position/acceleration data in the message. 

The elements of the enumeration are listed in Table 2.13. 

 



 

 

 

Table 2.13: FrameEnum enum structure 

 

Value Field Name Description 

0 gpsFrame Global coordinate system (WGS84) along with 

altitude. x-coordinate: longitude, y-coordinate: 

altitude, z-coordinate: latitude. 

1 earthFrame Terrestrial coordinate system with a fixed 

reference point. x-coordinate: north, y-coordinate: 

down to the center of the earth, z-coordinate: east. 

2 bodyFrame The coordinate system is linked to the aircraft. x-

coordinate: Forward, y-coordinate: up, z-

coordinate: right. The longitudinal axis of the 

coordinate system is aligned with the aircraft body. 

 

Mission elements 

The main interaction between the GCS and the SUAVis carried out through 

the mission element. Each mission element has its own unique identifier and data 

set. The miss-this element is the GCS team in the SUAV, and is divided into the 

following types: 

- Preflight command (cmdPreflight*). Used only before takeoff of the SUAV; 

- Nav commands (cmdNav*) navigation and movement; 

- Do commands (cmdDo*) for immediate actions such as changing the speed or 

activating the steering gear. 

   - Condition commands (cmdCondition*) to change the execution of the mission 

depending on some condition (for example, pause the mission until the command 

is executed). 

 

 ME are encoded/transmitted in the missionItem message shown in Table 

2.5. This message includes the command identifier, 7 command parameters and 5 

message service parameters. The first four parameters are used as the main 



 

 

 

parameters of commands and depend on their structure. The following parameters 

(x, y, z) 3 parameters are positional information and are used mainly for 

navigation commands, but can be used in other messages as needed. 

 

Operations 

Loading mission elements 

   The process is shown in Fig. 2.1 consists of the following sequence: 

     

     

     

     

     

     

     

     

     

    

 

 

Figure 2.2: Timing diagram for loading parts of the mission. 

 

1. The ground station requests the missionCount on the SUAV. The request 

determines the number of loaded mission elements (missionCount parameter). 

After sending the message to the GCS, a timeout is started to wait for a response 

from the SUAV. 

2. The SUAVreceives the message and responds with a missionRequest message, 

requesting the first element of the mission (qqsequence == 0). Drone starts 

timeout to wait for missionItem station ground response message 



 

 

 

3. The ground station receives the missionRequest message and responds with the 

requested mission item with a missionItem message. 

4. SUAVE and ground repeat the missionRequest/missionItem cycle, iterating 

qqsequence until all items have been loaded (qqsequence == count - 1). 

5. The SUAVE , after receiving the last mission element, matches the GCS 

missionResponse messages with the type field equal to missionAccepted, which 

corresponds to the successful loading of all mission elements. (SUAV must set 

the new mission as the current mission, removing the original data; SUAV 

considers the download complete). 

6. The ground station receives a mission according to the mission adopted to 

indicate that the operation is feasible. 

Note: 

   • A timeout is set for each message that requires a response (eg missionRequest). 

If the timeout expires and no response is received, the request must be resent. 

• ME must be obtained in order. If a mission element is received out of turn, the 

expected mission element must be re-requested by the GCS (the out of turn 

mission element is discarded). 

 • An error can be reported in response to any request with a MissionResponse 

message containing the error code. This should cancel the operation. 

• The process above shows that a mission item is packaged in a missionitem 

message. 

 

Downloading mission elements. 

The process shown in Fig. 2.2 is similar to loading the mission element. 

The main difference is that the ground station sends a missionRequest which 

triggers the SUAVE autopilot to respond with the current number of mission 

items. This starts a loop where the ground station requests ME and the drone 

delivers them. 

Note: 



 

 

 

• A timeout is set for each message that requires a response (eg missionRequest). 

If the timeout expires without a response, the request must be sent. howl again. 

 • ME must be obtained in order. If a mission element is received out of order, the 

expected element must be re-requested (the mission element out of order is 

discarded). 

• An error can be reported in response to any request with a MissionResponse 

message containing the error code. This should cancel the operation. 

 

       

       

       

       

       

       

       

 

 

 

Fig. 2.3: Time chart for loading mission elements. 

Setting the current mission element. 

 

     

     

     

  

 

 

 

Fig. 2.4: Timeline of setting the current mission element. 



 

 

 

 

 The process is shown in Fig. 2.3 consists of the following steps: 

1. The GCS sends a missionSetCurrent message with the sequence number of the 

mission element (qqsequence). 

2. SUAVE receives the message and tries to update to the new mission element's 

serial number: 

 • On success, SUAVE should start broadcasting a missionCurrent message 

containing the mission element sequence number (qqsequence). 

 • On failure, SUAVE should start broadcasting a statusText message, for the error 

reason described. 

 Note: 

 • There is no specified timeout for the missionSetCurrent message. 

 • Message acknowledgment is done by broadcasting the mission/system status 

unrelated to the outgoing message. Accordingly, this approach differs from errors 

in other operations. This is because success/failure is important to all clients on a 

mission. 

 

 

Tracking mission progress. 

GCS can track progress by processing response messages from SUAVE: 

• The vehicle must broadcast a missionItemReach message whenever a new 

mission item is reached. The notification contains the serial number of the current 

mission element. 

• The vehicle must also send missionCurrent messages if the current mission 

element has been changed. 

 

Clearing mission elements. 

The sequence of operations looks like: 

1. GCS sends missionClearAll 



 

 

 

• The GCS timeout begins to wait for a missionResponse message from SUAVE. 

2. SUAVE receives the message and purges ME from storage. 

3. SUAVE matches missionResponse messages with a missionaccepted result in 

the type field over the missionresultEnum enum shown in the Table. 2.12. 

4. The GCS receives the missionResponse message and clears its storage of 

mission information. 

 

 

Fig. 2.5: Timeline for clearing mission elements. 

Note: 

• A timeout is set for each message that requires a response (eg missionClearAll). 

If the timeout expires and no response is received, the request must be 

resubmitted. 

• An error can be reported in response to any request (in this case simply 

missionClearAll) with a missionResponse message containing the error code. 

This should cancel the deal. The GCS mission record must be kept. 

 

Cancellation of mission elements. 

Timeouts and attempts. A timeout must be set for all messages requiring a 

response. If the expected response is not received before the timeout expires, the 

message must be resent. If no response is received after several attempts, the client 

should cancel the operation and return to the pending state. 

Recommended values for timeout before retry and number of retries: 



 

 

 

• Timeout (default): 1500ms; 

• Timeout (mission elements): 250 ms; 

• Retries (max.): 5. 

Errors/Completion. All operations end with a missionResponse message 

containing the result of the operation (missionResultEnum) in the type field. 

On success, the message must contain the missionAccepted type; this is 

sent by the system that receives the command/data (e.g. SUAVE to download a 

mission or GCS to download a mission). 

The operation can also fail - missionResponse.type is set to missionError 

or another error code in missionResultEnum. This can happen in response to any 

message / anywhere in the sequence. 

Errors are considered uncorrectable. When an error message is sent, both 

ends of the system must reset themselves to the pending state, and the mission 

state on the vehicle must be unchanged. 

Note: 

• Timeouts are not considered an error. 

• ME upload/download out-of-sequence messages resume and are not 

treated as errors. 

 

 

Commands. 

ppcmdNavWaypoint - Navigate to a marker (waypoint). 

ppcmdNavReturnToLunch - Return to the starting point. 

ppcmdNavLand - Landing. 

ppcmdNavTakeOff - Takeoff. 

ppcmdNavLandLocal - Landing on a local point. 

ppcmdNavTakeOffLocal - Take off from a local position. 

ppcmdNavFollow - Follow a vehicle. 



 

 

 

ppcmdNavContinueAndChangeAltitude - Continue moving and ascend or 

descend to the specified altitude. 

ppcmdNavPathPlanning - Offline planning management. 

ppcmdNavDelay - Postpone the command for a time (seconds). 

ppcmdNavSetYawSpeed - Specifies the angle the vehicle is turning. 

ppcmdDoFollow - Follow the target. 

ppcmdDoJump - Jump to the specified task (mission). 

ppcmdDoChangeSpeed - Change speed or thrust setpoint. 

ppcmdDoSetHome - change the start point to the current one. 

ppcmdDoSetParameter - Set system parameters. 

ppcmdDoSetRelay – set a relay to a condition. 

ppcmdDoRepeatRelay - Turn on or turn off the relay for the desired amount with 

the desired period. 

ppcmdDoSetServo - Set the servo to the desired PWM (Pulse Width Modulated) 

value. 

ppcmdDoSetServo - Switches between nominal and desired PWM for the desired 

number of cycles with the desired period. 

ppcmdDoFlightTermination - Terminate flight immediately. 

ppcmdDoChangeAltitude - Change the given altitude value. 

ppcmdDoSetActuator - Sets the actuator to the desired value. 

ppcmdDoLandStart - Command to land. 

ppcmdDoGoAround - Autonomous Landing Abort Mission Command. 

ppcmdDoReposition - Move UAV to specific WGS84 global position 

ppcmdDoMotorTest - Command to test the motor. 

ppcmdDoAutotuneEnable - Enable or disable system autotuning. 

ppcmdDoGuidedMaster - set master controller ID. 

ppcmdDoGuidedLimits - Set managed limits for the joystick. 

ppcmdDoSetMissionCurrent - Set the mission element with sequence number 

qqsequence as the current element. This means that the IBA will continue to move 



 

 

 

to this mission pointe by the shortest route (without following the intermediate 

points of the mission). 

ppcmdConditionDelay - descent/ascent to the specified height at the specified 

speed. 

ppcmdConditionChangeAltitude - Command to delay the mission status machine. 

ppcmdConditionChangeDistance - Postpone the automatic mission to the next 

waypoint by the desired distance. 

ppcmdConditionYaw - Reach the desired yaw angle. 

ppcmdPreflightCalibration - Start calibration, this command will only be accepted 

in preflight mode. 

ppcmdPreflightSetSensorOffsets - Set sensor offset. 

ppcmdPreflightStorage - give requests for storing parameter values and logging 

logs. 

ppcmdPreflightRebootShutdown - Request to reboot or shut down system 

components. 

ppcmdMissionStart - Start the mission. 

 

Under the manual control protocol (joystick) 

The manual control sub-protocol allows the system to be controlled using 

a "standard joystick" (or a joystick-like input device supporting the same axis 

nomenclature). The subprotocol implemented by a single manualControl message 

is shown in Table 2.14. It provides an API for manual control of a vehicle using 

the standard joystick axis nomenclature, as well as a joystick-like input device. 

Unused axes can be disabled, and button states are transmitted as separate on/off 

bits of the bitmask. 

 

 

 

 



 

 

 

 

Table 2.14: Structure of the manualControl message 

 

Parameter Type Description 

target uint8 Managed system. 

x int16 The X axis is normalized to the range [-1000, 1000]. An 

int16_MAX value indicates an invalid value. Usually 

corresponds to the movement of the joystick forward 

(1000) - backward (-1000) and roll of the vehicle. 

y int16 Here is Y normalized to the range [-1000, 1000]. An 

int16_MAX value indicates an invalid value. Usually 

corresponds to the movement of the joystick to the 

right (1000) - to the left (-1000) and to search the 

vehicle. 

z int16 Here is Z normalized to the range [-1000, 1000]. An 

int16_MAX value indicates an invalid value. Usually 

corresponds to the movement of the joystick up (1000) 

- down (-1000) and the pitch of the vehicle. 

r int16 Here is R normalized to the range [-1000, 1000]. An 

int16_MAX value indicates an invalid value. Usually 

corresponds to the movement of the slider with a 

maximum value (1000) - and a minimum value (-1000). 

Positive values - positive thrust, negative values - 

negative thrust. 

buttons1 uint16 A bit field corresponding to the current state of the 

joystick buttons from 0 to 15, 1 - pressed, 0 - released. 

The least significant bit corresponds to button 1. 

buttons2 uint16 The bit field corresponding to the current state of joystick 
buttons 16-31, 1 - pressed, 0 - released. 
The least significant bit corresponds to button 16. 

 

It defines the controlled target system, movement along the four main 

axes ( x, y, z, r ), as well as two 16-bit fields to represent the states of up to 

32 buttons ( buttons1, buttons2 ). 

 



 

 

 

 

    Parameters subprotocol 

The subprotocol is used to exchange configuration settings between 

network components. Each parameter is represented as key \ value. A key is 

usually a parameter name (16 characters) and a value, which can be of one or 

more types. 

2.3.8 Enumeration 

2.3.8.1 ParamTypeEnum list 

Sets the data type of the parameter (Table 2.15) 

 

Table 2.15: Structure of the paramTypeEnum message 

Value Field Name Description 

1 paramUInt8 An 8-bit unsigned integer 

2 paramInt8 8-bit integer with familiar 

3 paramUInt16 16-bit unsigned integer 

4 paramInt16 16-bit integer with a familiar 

5 paramUInt32 32-bit unsigned integer 

6 paramInt32 32-bit integer with a familiar 

7 paramUInt64 64-bit unsigned integer 

8 paramInt64 64-bit integer with a familiar 

9 paramReal32 A 32-bit floating-point number 

10 paramReal64 64-bit floating point number 

11 paramCustom User type 

 

Messages 

=  paramValue messages 

Printing the value of a built-in parameter. Including paramCount and 

paramIndex in the message allows the receiver to keep track of received 

parameters and re-request missing parameters after a loss or timeout. The 

structure is shown in Table 2.16 



 

 

 

The paramRequestList message 

Sets all parameters of the selected component or system as a whole. Once 

requested, all parameters must be sent by the system or component. The structure 

is shown in Table 2.17. 

 paramRequestRead messages 

A request to read a built-in parameter with the string identifier paramId. 

Built-in parameters are stored as key [const char*] -> value [float]. This allows 

you to send a parameter to any other component (for example, GCS) without the 

need for prior knowledge of possible parameter names. Thus, the same GCScan 

store different parameters for different autopilots. The structure is shown in Table 

2.18. 

 

Table 2.16: Structure of the paramValue message 

 

Parameter Type Value Description 

paramId char[16]  Built-in parameter identifier, 

disabled by NULL if less than 16 

human-readable characters, and 

NO NULL byte if length is exactly 

16 characters - applications must 

provide 16+1 bytes of storage if 

identifier is stored as a string 

paramValue float  The value of the on-board 

parameter 

paramType uint8 paramTypeEnum Onboard parameter type. 

paramCount uint16  Total number of on-board 

parameters 

paramIndex uint16  The index of this on-board 

parameter 

 



 

 

 

 

Table 2.17 : The structure of the paramRequestList message 

Field Name Type Description 

targetSystem uint8 System ID 

targetComponent uint8 Component ID 

 

Table 2.18: The structure of the paramRequestRead message 

Field Name Type Description 

targetSystem uint8 System ID 

targetComponent uint8 Component ID 

paramId char[16] The built-in parameter identifier is NULL if 

less than 16 human-readable characters, and 

NO NULL bytes if the length is exactly 16 

characters - applications must provide 16+1 

bytes of storage if the identifier is stored as a 

string 

paramIndex int16 Parameter index. Send -1 to use the paramId 

field as an identifier (otherwise paramId will 

be ignored) 

 

paramSet messages 

Setting a parameter value (writing a new value to permanent storage). The 

receiving component must confirm the new parameter value by broadcasting 

paramValue messages (wide language broadcast ensures that all multiple GCS 

have an up-to-date list of all parameters). If the sending GCS has not received the 

paramValue within its timeout, it shall forward the paramSet message 

 

Table 2.19: The structure of the paramSet message 

Field Name Type Value Description 

targetSystem uint8  System ID 



 

 

 

targetComponen

t 

uint8  Component ID 

paramId char[16]  The built-in parameter 

identifier is NULL if less 

than 16 human-readable 

characters, and NO NULL 

byte if the length is exactly 

16 characters - applications 

must provide 16 + 1 bytes of 

storage if the identifier is 

stored as a string 

paramValue int16  The value of the on-board 

parameter 

paramType int16 paramTypeEnu

m 

Onboard parameter type. 

 

2.3.10 Message encoding 

Parameter names/identifiers are specified in the paramId field of the 

messages in which they are produced. The paramId string can be up to 16 

characters long. The string is terminated with a NULL character if there are less 

than 16 human-readable characters, and with no null termination byte if it is 

exactly 16 characters long. The values are encoded byte by byte in the paramValue 

field, a 4 byte IEE754 single precision floating point value. 

The paramType parameter ( paramTypeEnum ) is used to specify the actual 

data type so that the receiver can decode it. Supported types are 8, 16, 32, and 64-

bit signed and unsigned targets, and 32- and 64-bit floating point numbers. The 

exchange of large integers requires a byte-by-byte conversion rather than a simple 



 

 

 

cast (for example, 1E7 scalable integers can be useful for encoding some data 

types, but lose precision when converted directly to floating point numbers). 

Message caching 

The GCS or other component may maintain a cache of parameter values for 

connected components/systems to reduce the time it takes to display values and 

reduce network traffic. First, the cache can, perhaps, be filled by reading the full 

list of parameters at least one 

Message operations 

Reading all parameters 

The read operation starts by sending the paramRequestList message. The 

target component must begin broadcasting parameters individually in paramValue 

messages upon receipt of this message. The drone must be able to pause after 

sending each parameter to ensure that the operation does not consume all of the 

available bandwidth on the link (approximately positively 30 to 50 percent of the 

bandwidth). 

The sequence of transactions is shown in Fig. 2.5 the following: 

- GCS (client) sends a paramRequestList specifying the target 

system/component. 

- broadcast addresses can be used. all target components must match the 

parameters (or ignore the request if they don't). 

– The GCS is expected to collect parameters from all responsible systems. 

The timeout/retry behavior depends on the GCS. 

The target component(s) must respond by sending all parameters 

individually in paramValue messages. 



 

 

 

 

                        Fig. 2.6: Time diagram of reading all parameters 

Read one parameter 

One parameter can be read by sending a paramRequestRead message, as 

shown in Figure 1. 7. 

The sequence of operations is as follows: 

1.GCS (Client) sends paramRequestRead , specifying either the identifier (name) 

of the parameter, or the index of the parameter. 

2.GCS triggers a confirmation wait timeout (in the form of a paramValue 

message). 

3.SUAV matches paramValue containing the value of the parameter. This 

is a broadcast message (sent to all systems). 

SUAV may restart the sequence if the paramValue confirmation is not 

received within the timeout. 

The SUAV has no formal way to signal when an invalid parameter is 

requested (that is, for a parameter name or identifier that does not exist). In this 

case, the drone should return a statusText. GCS can monitor a particular message, 

but otherwise fails the request after any timeout/resubmission cycle completes 



 

 

 

 

Fig. 2.7: Time diagram of reading one parameter 

 

Write one parameter 

Parameters can be written individually by sending the parameter name and 

value pair to the GCS as shown below (Figure 2.7): 

 

 

Fig. 2.8: Timing diagram of one parameter recording 

The sequence of operations is as follows: 



 

 

 

1.GCS (Client) sends a paramSet , which specifies the name of the 

parameter to update and its new value (also target system/component and 

parameter type). 

2.GCS triggers a confirmation wait timeout (in the form of a paramValue 

message). 

3.SUAV writes the parameter and responds by passing paramValue 

containing the updated parameter value to all components/systems. 

4.GCS should update the parameter cache (if used) with the new value. 

5.GCS may restart the sequence if the expected paramValue values are not 

received within the timeout or if the write operation fails (the value returned in 

paramValue does not match the set value). 

SUAV must acknowledge the paramSet by broadcasting the paramValue 

even if the write operation fails. In this case, paramValue will be the 

current/unchanged value of the parameter. 

 

2.4 Subsystem structure 

In simple form, the UAV mission consists of a set of at least two waypoints in 

three-dimensional space, where 1 point is the beginning of the mission, and the 

last end of the mission, all other points are intermediate stages to the completion 

of the last mission. Based on this, in a generalized form, to establish a mission, 

you just need to make a chain of missions (waypoints). 

 The whole subsystem consists of 

1. MavLink Protocol (Improved by myself). 

2. Hybrid system of nested structures (software implementation) 

3.  Identifier validation system (software implementation). 

4. Program interface (manually developed). 

5. Interaction interface (handcrafted). 

6. Additional subsystem algorithms (software implementation). 

7. Visualization of UAV characteristics (Graphical implementation). 



 

 

 

8. Topography (Map in different display modes, satellite, road and so 

on) 

9. Channel protection algorithm (Theoretical implementation). 

10.  Data Exchange Algorithm (Borrowed by Razernet, redesigned for 

the task at hand) 

11. Data logging subsystem (tracking and diagnostics of UAV 

characteristics). 

 

 

Fig. 2.9: Architecture of the generalized subsystem. 

 

The subsystem is divided into various modules, each of which is responsible for 

a separate functionality as a whole. It can be divided into three main categories: 

 



 

 

 

1. This is a set of modules responsible for user interaction with the UAV and 

GCS. 

2. A set of modules that implements the functionality of the exchange and 

management of UAV systems (Server and protocol). 

3. Modules responsible for additional checks (conversion algorithms, 

dynamic data creation, logging). 

 

 Fig. 2.10: Program architecture. 

 

Most of the algorithms will be discussed in chapter 3.4. But until that time, 

it is necessary to consider the module (server), the generalized work and structure 

of this system. 

The main algorithm of work is laid down on the Client - server architecture, 

the client-server architecture model is determined by the distribution of 

responsibilities between the client (UAV) and the server. 

For our program to work, you need to run a virtual server that goes in the files to 

the diploma. Which is a wired web server in such a way that when accessed by a 



 

 

 

local address, this request is processed by resources related to the directory with 

the assembled server. 

 

 To decrypt data using the MavLink protocol, a data protocol controller 

“InformProtocol.h” is written on the server, which is responsible for decrypting 

the protocol and the hybrid system of structures. 

 

Fig. 2.11: Architecture of the server part. 

 

    

2.5 Statement of the problem 

 

In this work, we analyzed: 

1. Structural features of the UAV. 

2. Features of the Ground Control Station and its purpose. 

3. The main subsystems for monitoring and controlling the UAV. 

4. Features of UAV control and defense lines. 

5. Existing problems of control and protection of the UAV control line 

6. Existing solutions to ensure the protection of the UAV control line 

7. Available solutions for UAV-Operator (GCS) interaction interface 

 

 



 

 

 

It was found that the existing solutions in the protection of the line of defense 

and the hierarchy itself the structure of the UAV-GCS complex needs 

improvement. The following problems were identified: 

1. Standard data exchange protocols have significant insecurity due to the 

openness of the data package and small structure. 

2. The solutions that provide the protection line of the control channel are 

largely outdated, and knowing the algorithm of the exchange line, you can 

easily sew your data packets into the structure of the UAV. 

3.  The system of internal software monitoring does not allow full data 

analysis, so it will be difficult to diagnose the system on the fly. 

4. Most of the interfaces are difficult to learn and the more functionality the 

system has, the more time it takes for the operator to master the system. 

 

Therefore, the following tasks were set in the further work: 

1. Modernize the level of protection of the data exchange protocol, and write 

a software implementation of the protocol that will make the system more secure 

(partially described in section 2.3, continued in section 4) 

2. To analyze the features of signal formation in remote control systems of 

drones 

3. Write a new algorithm for the line of protection that will allow the control 

line to receive more protection. 

4. Develop a system by which it is possible (in the presence of an operator and 

a specialist) to quickly diagnose the state of the UAV and its systems (Software 

failures). 

5. To develop a light and maximally optimized UAV control interface, which 

will not have a heavy appearance and will be clear to use. 

At the time of writing, the UAV flight control application has not yet been 

finalized, which does not allow testing the application on a real system. A personal 

computer with the Ubuntu 20.04 operating system, 16 GB of RAM and an AMD 



 

 

 

Ryzen 7 5800H with Radeon Vega Mobile Gfx 2.30 GHz processor was used as 

a platform. Another personal computer located in the same WiFi network acted 

as a client.  

Performance measurements are presented in Table 3. Measurements were 

made using the "htop" process monitor. The CPU percentages indicated in the 

table are considered from one core. Since the main task of the processor is flight 

control, slightly more than 5%-10% of the on-board computer's power should be 

allocated to communication. Many target platforms—such as the Jetson Nano or 

the Raspberry Pi 4—have a quad-core processor at 1.5 GHz, so to approximate 

the satisfaction of this criterion, the CPU percentage was multiplied by 2.2 (the 

sample difference in core power23), divided by 4 (the number of cores), and then 

divided by 0.1 to obtain a percentage of the maximum load of 10%. 

Due to the lack of data from the device, the application constantly generates 

various simulations of data, be it readings from meters or images. To consider the 

impact of these generators, they were additionally run without a web server, CPU 

readings were measured, and then the CPU percentage readings of the web 

application being used were adjusted accordingly. 
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CHARTER 3. PROBLEMS OF PROTECTION OF THE UAV 

CONTROL LINE AND METHODS OF NOTIFICATION OF THE 

LEVEL OF PROTECTION 

3.1 Analysis of existing solutions 

Most UAVs use radios to remotely control and share video and other data. 

Early UAVs had only a narrowband communication channel. Downlinks came 

later. These two-way narrowband radios transmit command and control (C&C) 

data and telemetry data about the status of the aircraft's systems to the remote 

operator. For very long-distance flights, military UAVs use satellite receivers as 

part of satellite navigation systems. In cases where the transmission of a video 

signal is required, UAVs implement a separate analog radio communication for 

video communication. 

Most modern UAV applications require video transmission. Thus, instead 

of two separate channels for C&C, telemetry and video traffic, a wideband 

channel is used to transmit all types of data over a single radio channel. These 

broadband channels can use quality of service techniques to optimize C&C traffic 

to reduce latency. Typically, these broadband channels carry TCP/IP traffic that 

can be routed over the Internet. 

The radio signal from the operator can come from: 

 

 



 

 

 1. Ground Control - The person operating the radio transmitter/receiver, 

smartphone, tablet, computer, or military ground control station (GCS). Control 

from wearable devices, recognition of human movements, and human brain waves 

were also recently demonstrated. 

  2. A remote network system, such as satellite duplex data links for some 

military states. Downlink digital video over mobile networks has also reached 

consumer markets, while direct uplink control from UAVs over cellular and LTE 

has been demonstrated and tested. 

3. Another aircraft that acts as a relay or mobile control station is the 

military manned unmanned aerial system (RPA). 

4. The MAVLink protocol is becoming increasingly popular for 

transmitting commands and control data between the ground controller and the 

vehicle. 

To date, it has become possible to control the aircraft using the autopilot 

in the complete absence of communication between the aircraft and the GCS. In 

this case, the flight task is performed offline. However, this does not allow us to 

claim that command and telemetry radio communication can be excluded from 

the composition of the UAV. Due to the increased complexity and cost of the 

complex during its operation, constant monitoring of the state of the aircraft in the 

air is necessary. In addition, sometimes there is a need to adjust the flight 

parameters of the UAV. 

An urgent task is also the transfer of data on the payload of aircraft to the 

GCS. In this case, it is necessary to ensure the transfer of a large amount of data 

with specified requirements for bandwidth, bit error probability, etc. When 

creating small and ultra-small UAVs, requirements are put forward to minimize 

the size of the receiving-transmitting and antenna-feeder equipment. Increased 

requirements for  

fault tolerance are placed on the UAV equipment for navigation and 

navigation, which provides manual landing modes (if necessary), on the servo 



 

 

drive and the automatic rescue system (ARS). The listed equipment belongs to the 

first classification group and ensures the reliability of the UAV complex as a 

whole. The failure of any element of the equipment of the first group leads to the 

immediate termination of the flight task and the return of the aircraft to the base. 

If this is not possible, the ARS is activated and the parachute ejects. 

The rest of the aircraft belongs to the second classification group. When 

the equipment of this group fails, the decision on further actions is taken by the 

management staff of the complex. The interaction of the equipment of the first 

and second groups is carried out through control interfaces. During the operation 

of the communication system, the probability of bit errors of each communication 

channel is evaluated and a decision is made about the distribution of the flow of 

command and telemetry data between the channels. The use of several 

communication channels increases the reliability of the data transmission system 

and, at the same time, is redundant from the point of view of efficient use of the 

radio frequency spectrum. One of the ways to increase the efficiency of the 

communication system is the adaptive operation of the system, which involves 

the transmission of a part of useful data via command-telemetry communication 

channels, the volume of which changes depending on the current conditions of the 

radio signal. method of transmission. 

As a rule, the maximum distance for direct radio communication between 

a civilian UAV and GCS today does not exceed 100 km. For command and 

telemetry communication over long distances, it is possible to use satellite 

communication. In this case, the data flow is limited to the minimum necessary 

information about the state of the UAV, the transmission interval of which can be 

from 30 to 300 seconds. A promising direction for the development of 

communication systems with UAVs is the use of frequency ranges above 5 GHz. 

In this case, it becomes possible to transmit a large amount of payload data in real 

time (for example, it can be images of radiation sensors of different wavelengths). 

The factors that sharply limit the range of the radio communication system when 



 

 

using these bands are the strong dependence of the propagation conditions of 

electromagnetic waves on weather conditions, the need for direct visibility, and 

the influence of multiradiation. 

 
Fig. 3.1 Generalized scheme of UAV navigation 

 

3.2 Improvement of the UAV control line protection method. 

The tasks of identifying the type and class of radio signals necessary for the 

identification of the type of objects have been solved for many years. At the same 

time, the main attention was focused on certain conditions with previously known 

parameters of the signal and its internal structure. 

Most of the known algorithms for sequential or simultaneous verification 

of several conditions do not take into account the structural component of the 

signal. In addition, a general drawback characteristic of most known algorithms 

is the fragmentation of the results, which complicates practical (program) 

implementation and reduces their effectiveness. 

Identification of signals of UAV control systems is called the establishment 



 

 

of the fact that the received radio radiation belongs to the class of signals of UAV 

control systems. 

The range of radio remote control systems available on the world market 

for engineering models (cars, ships, airplanes, etc.) is extremely large, and 

detailed information about the types of signals used, modes and protocols is a 

trade secret of production. enterprises and is not available for free access [42 ]. 

Based on the results of the analysis, it was established that UAV control systems 

are conditionally divided into two groups: 

● systems operating at fixed frequencies in the meter wave range use 

signals with frequency or amplitude manipulation and relatively simple protocols 

for packet transmission of control commands; 

● systems using adaptive operating frequency adjustment modes in 

the 2400...2483.5 MHz range, Gaussian frequency signals, phase or quadrature 

amplitude manipulation, as well as various spectrum expansion algorithms.  

Based on the results of the market analysis of remote control radio 

systems, it was established that the quantitative ratio between the available 

samples belonging to the groups defined above is approximately the same. At the 

same time, the market value of the systems of the second group is about an order 

of magnitude higher than that of the first. Despite the fact that the model range of 

samples of both groups has approximately the same quantitative ratio, the 

popularity of their samples is related approximately as 80% to 20%. Therefore, 

the first group of UAV control systems was selected for further research. 

3.2.1 Analysis of features of signal formation in remote control systems of drones/ 

The most widely used protocols for transmitting control commands from 

the operator to the drone include pulse-position and pulse-code modulation. It is 

important to note that the signal is generated during transmission. Signal 

conditioning on the transmit side using PPM modulation and includes the 

following steps: 

● adding a synchronization interval; 



 

 

● creating a sequence of single pulses (taking into account the number 

of channels). The position of each must clearly correspond to the value of the 

control variable; 

● manipulation of the carrier (subcarrier) frequency of the transmitter 

by the received pulse packet. 

The duration of a single pulse is equal to 𝜏𝑠 = 0.3 − 0.5 ms, and synchronization 

𝜏с − до 22 ms. At the same time, the change in frequency indicators 𝐹𝑀 is from 3 

to 10 kHz. Taking into account that the average duration of the pulse packet is 

approximately 0.08–0.2, asymmetric frequency manipulation occurs, which 

corresponds to the same asymmetric shape of the amplitude-frequency spectrum, 

as shown in Fig. 4.1 for the case of subsonic modulation. In this case, instead of 

the central frequency of the spectrum, there is the so-called dominant frequency 

𝑓𝐷, which for the considered signal in Fig. 4.1 is 1100 Hz. 

        

Fig.4.1. Typical amplitude-frequency spectrum of a signal with pulse-position 

modulation. 

Signals with pulse code modulation (PCM) are formed by two-position 

frequency shift keying of bit sequences, which include eight-bit code words 

(bytes) in the following typical sequence: preamble (6 - 12 bytes), information 

channels (4 - 8 channels of 2 bytes each) , checksum (2 or 4 bytes). Unlike PPM, 

the usual symmetrical frequency shift keying occurs. A typical amplitude-

  

А(f) 

f, Гц 



 

 

frequency spectrum of such a signal is shown in Figure 4.2. 

 

 

Fig. 4.2. A typical amplitude-frequency spectrum of a signal with pulse-code 

modulation 

The conditions for detecting signals from UAV control systems are [43]: 

● energy (electromagnetic) availability of the radio emission source; 

finding the amplitude-frequency spectrum of the signal within the bandwidth 

● radio receiving device (RRD) during the time allocated for analysis; 

being in the off state of automatic frequency control systems and automatic gain 

control RRD; 

● operation of RRD in the mode of signal transfer to a low-frequency 

subcarrier (USB or LSB), or conversion to quadrature components. 

              3.1  Identification of a system of signs and criteria for signal recognition/ 

According to the classical theory of signal detection with partially known 

modulation parameters, the first sign 𝑆1 for our case, there is an energy one, 

according to which the signal energy: 

     (4.1) 

 

  



 

 

Within a certain time interval 𝑡, limited start time 𝑡𝑠 and completion 𝑡𝑓 

аналізу, analysis, must exceed the threshold value 𝐸0: 

 

where 𝑈2(𝑟) −actual analyzed signal. Threshold value 𝐸0 it is established based 

on the results of the analysis of the background electromagnetic situation during 

the operation of non-dangerous radio-electronic devices. 

In general, the detection should be carried out in a certain frequency range, 

therefore 𝐸0 should be a function of frequency, the discrete values of which are 

taken with a step equal to the typical width of the signal spectrum. 

The next feature is the modulation one, indicating that the signal to be 

analyzed belongs to the class of signals with frequency manipulation. The very 

sign 𝑆2 is described by a set of partial signs in the expression: 

 

where the partial sign is calculated: 

 

where 𝐹𝑖, 𝑖 = 0, … 𝑁𝑠 − 1 − discrete Fourier transform with dimension 𝑁𝑠 

from the input signal, is responsible for its belonging to the class of signals with 

a constant amplitude; 

 

Expression in which 𝜃𝑖 = 𝑎𝑟𝑐𝑡𝑔(𝑄𝑖/𝐼𝑖)– readings of the absolute phase of 

the signal; 𝐼𝑖  and 

𝑄𝑖, 𝑖 = 0, … 𝑁𝑠 − 1 − the quadrature components of the signal, obtained 

by means of the Gilbert transformation, indicate that the signal belongs to the class 



 

 

of signals with angular modulation. 

 

The expression indicates that the modulating function (instantaneous signal 

frequency) 𝑓𝑖 = (𝜃𝑖 + 𝜃𝑖−1) ∗ 𝐹𝑠,де 𝐹𝑠 − sampling frequency, has a pulse 

character. Dominant frequency 𝑓𝐷 in the signal spectrum is calculated iteratively 

according to the expression. 

fD = k1 Ns fi + (1-k)f’                                     (4.7) 

where 𝑓𝐷 – the value calculated by the previous iteration; 𝑘 – 

dimensionless weighting factor chosen in the range of 0.05 - 0.1. 

The final feature is the presence of a signal in the modulating function 𝐹(𝑡) 

, subject to analysis, information about management teams (structural feature). 

That is, the modulating function itself must have a structure and appearance 

similar to the one formed on the transmitting side.  Analytical sign 𝑆3 is recorded 

in the following form: 

 

where �̂�с  and �̂�𝑀  −measured values of clock pulse duration and frequency 

deviation, respectively, dimensionless threshold values 𝐷1, 𝐷2та 𝐷3 are set 

experimentally depending on the required values of the probabilities of correct 

detection and false alarm. 

 

3.2.1 Improvement of the signal detection algorithm of UAV control 

systems. 

It is based on successive checks of signs (4.2), (4.3), (4.8), which are preceded by 

the necessary calculations. The input data for the algorithm is an array of counts 

𝑟(𝑘), 𝑘 = 0. . 𝐾 − 1, obtained after discretization in time with frequency 𝐹𝑠, and 



 

 

quantization by signal mixture level  𝑟(𝑡) from the output of the radio receiving 

device: 

𝑟(𝑡, 𝑈) = 𝑠(𝑡, 𝑈) + 𝑛(𝑡),                                   (4.9) 

 

𝑠(𝑡, 𝑈) −useful component; 𝑛(𝑡)– noise; 𝑈 = [𝑎, 𝑓, 𝜃, 𝑇] – vector of signal 

parameters; 𝑎 –signal amplitude; 𝑓 –central frequency of the spectrum; 𝜃 – 

time-invariant carrier frequency phase; 𝑇 – symbolic period. 

 Sample rate value𝐹𝑠   and the number of quantization levels must 

satisfy the requirements for the subsequent correct reproduction of the signal.  The 

result of the algorithm should be the solution 𝑆 about availability (𝑆 = 𝑇𝑟𝑢𝑒) or 

absence (𝑆 = 𝐹𝑎𝑙𝑠𝑒) signal of UAV control systems in the received signal 

mixture. The scheme of the developed algorithm is shown in Fig. 4.3. 

  

Fig. 4.3. Scheme of the signal detection algorithm of UAV control systems 



 

 

The first stage of the algorithm is to check the energy feature S1. Checking 

other signs is carried out only when S1 = True, that is, the presence of any signal 

whose energy is sufficient for further analysis. Otherwise, a decision is made 

about the absence of any signal (including the signal of the UAV control systems) 

and the algorithm ends its work. Additionally, on this basis, the radio receiver can 

be rebuilt to analyze another part of the frequency range. 

The second stage of the algorithm is to check the modulation feature S2, 

which is preceded by intermediate calculations: Fourier and Gilbert transform, 

selection of the modulating function (vector of the instantaneous frequency of the 

signal), filtering and automatic tuning to the dominant frequency of the signal. 

When S2 = True there is a case of a signal that, by the type of modulation, 

corresponds to the signal of the UAV control systems. 

The third stage of the algorithm is to check the structural feature S3. When 

it is executed, the final decision is made on the availability (S = True) or absence 

(S = False) signal of UAV control systems in the received signal mixture. 

The practical implementation of the developed algorithm for detecting 

signals from UAV control systems is carried out in a software tool, the main 

window of which is shown in Fig. 4.4. 

 

Fig. 4.4. Software implementation of the developed algorithm. 



 

 

 

The software is designed for use in Windows 10 and above. It provides 

processing of sound files with a signal recording in WAW format or directly a 

stream of samples from an audio adapter of an electronic computer in real time. 

Signal analysis with automatic tuning to the center (dominant) frequency is 

performed in the bandwidth of the audio adapter, which can be up to 96 kHz. 

During operation, the main stages of processing are displayed: an oscillogram, an 

instantaneous spectrum and a sonogram of a signal, a graph of the modulating 

function. To detect the signal of the UAV control systems, an average of 0.5 - 1.2 

s is required. In case of such detection, sound and visual indication is provided 

[44]. 

 

 3.2.2 Proposals for the development of a UAV prototype with a 

secure communication channel. 

Main microcomputer. A microcomputer (Raspberry Pi 3 Model B) was 

proposed for further development and research. As the results of world 

researchers show, RPi 3 is able to fulfill all the functions and requirements that 

are formed for it. That is, RPi 3 can act as a powerful enough platform to 

implement the capabilities of a UAV prototype with a secure communication 

channel. 

The main criteria for choosing a microcomputer were the presence of a 

large number of ports, sufficient power to perform stream encryption and other 

less expensive processes at the same time, and the built-in WiFi module and the 

presence of a GPU were considered useful features. RPi 3 fully meets the selection 

criteria: the number of ports is enough to connect all the necessary hardware 

components (DVB-T modem, video capture device, telemetry port and control 

port for the pilot controller, RTC, GPIO indicator and other situational ones), the 

processor copes with the load from all processes in full operation mode, there is a 

built-in WiFi module and VideoCore IV 3D. 



 

 

Video systems. FPV Sony Super HAD color CCD with a maximum 

resolution of 752 x 582 (PAL) can be offered for video shooting. It is able to fully 

meet the resolution requirements of video traffic that needs to be captured and 

analyzed. Video traffic will be generated by the GStreamer framework, which 

consists of plugins. 

A sufficiently large number of plugins provides a variety of possible 

options for building traffic and allows you to adjust the final result using various 

additional customization options. In addition, the source code of plugins is open, 

so you can modify plugins for specific solutions if the basic version does not have 

the necessary functionality. 

For example, you can compare the processor load when using a standard 

plug-in for encoding video in H.264 format (Fig. 4.5) and the OMX plug-in (Fig. 

4.6). 

 

Fig. 4.6. CPU load when using the OMX plugin 

 

At the same time, with the second option, a significant part of the main 

processor is freed up due to the use of VideoCore IV 3D. Therefore, the average 

processor load when using x264 is about 300%, and when using the OMX plugin 

- 80%. 

2. Communication line. For data transmission between the ground and 

air modules, the European standard for digital terrestrial broadcasting - DVB-T 

was chosen. DVB-T is designed to transmit a single MPEG-TS transport stream 

with digital services (multiplex), using COFDM modulation, at a rate of up to 31 

Mbps. A compact full-duplex DVB-T transmitter was chosen, the parameters of 

which satisfy the conditions for using the communication line (it is necessary to 



 

 

be able to separate the frequencies of the receivers on the UAV ground and air 

modules, and also to have a significant number of frequencies to which the 

receivers can be tuned in order to implement the EW countermeasure algorithm). 

Table 4.1 

Characteristics of the DVB-T modem 

Parameter Value 

Transmission bandwidth Transmitter 2/3/4/5/6/7/8 MHz 

Receiver 5/6/7/8 MHz 

Frequency range Transmitter 50~950 MHz та 

1200~1350 MHz 

with a step 1KHz 

Receiver 50~950 MHz 

with a step 1KHz 

RF output level 0 dBm (108 dBuV) 

Digital amplification Range: +6/-25 dB, with a step of 1 dB 

The software part of the communication line is the main and most complex 

component of the project: it includes stream multiplexing/demultiplexing, packet 

filtering, interfaces for interaction with the radio transmitter/receiver driver, 

statistics collection and other components. 

Using the MavLink library, messages and control signals are exchanged 

between the flight controller and the ground control station. All data, including 

control signals, telemetry, video stream and other information, are combined into 

a single MPEG-TS stream, and additional data is attached to the packets to control 

the packets, which provides greater information protection. 

Local messages within each of the modules are transmitted using the LCM 

library, which provides very fast data exchange and, as a result, low delays. 

3. Communication Line Protection Since the AES algorithm is 

currently the encryption standard, the project uses the already implemented AES-

128 algorithm from one of the many encryption libraries to implement data 

encryption in the project. The implementation of algorithms for countering EW 



 

 

and protection against packet replacement is one of the main ideas of the project, 

therefore it is strictly confidential and cannot be described in this work. 

However, a significant part of the research was the analysis and 

development of a time synchronization algorithm in a distributed system, namely 

between the ground and air communication module with the UAV. Synchronous 

clocks need to be used in two main areas: synchronous logging and synchronous 

change of radio frequencies in the EW countermeasure algorithm. 

For logging, you need to set the corresponding time to real time with an 

accuracy of one second. For the effective functioning of the frequency change 

algorithm, much greater accuracy is required - up to 20 ms or better. It should also 

be noted that the communication system is based on the use of radio modems and 

has a delay in receiving data up to 50 ms (the delay is uneven and may differ from 

the delay in the opposite direction). 

Based on the analysis of synchronization algorithms, requirements for the 

algorithm and hardware limitations, we will build our own algorithm that best 

satisfies the conditions for its use. 

First, we will synchronize the time on the ground module using the NTP 

protocol. The ground module, unlike the air one, has the ability to connect to the 

network in pre-flight mode. An alternative time synchronization source, in the 

absence of a network, is an RTC connected to the ground unit, but the RTC has a 

lower timing accuracy and must be checked and adjusted from time to time. 

Thus, there is a reference time source on the ground module. Now you 

need to synchronize the air module with the ground one. 

Christian's algorithm was chosen as the basis of the synchronization 

algorithm because it is easy to implement and has high efficiency in small 

networks and networks with low load. The disadvantages of the algorithm are 

leveled as follows: 

1. Requires an external accurate time source as above, the ground 

unit will be used as the reference time source. 



 

 

2. There is no built-in protection against turning the clock in the 

opposite direction - we will synchronize the clocks once before the start of the 

flight. At present, key systems that depend on time synchrony will not be launched 

and the clock reset will not provoke ambiguity in the operation of the algorithms. 

3. It does not allow to correctly set the time if the request and 

response are transmitted along different routes (different times are required for 

the transmission of these messages) - we will set the initial time as half the time 

of the full circle of transmission averaged over several iterations. To clarify the 

time at different times when transmitting in different directions, we correct the 

time by sending the current reference time to the air module and checking the 

calculated delay time with a delay when transmitting the reference time. 

 

Fig. 4.7 Time shift 

Delay in data transmission from ground to air module (𝑇𝑑1) and from air 

to ground (𝑇𝑑2) are unknown and may differ (Fig. 4.7). However, it is possible 

to determine the full circle delay (𝑇𝑑1 + 𝑇𝑑2) and relying on Christian's 

algorithm to approximate 𝑇𝑑1 = 𝑇𝑑2 = (𝑇𝑑1 +  𝑇𝑑2)/2. 

For greater accuracy, several (currently 10) full circle delay calculations 

are performed. Of the 10 calculated delays, we choose the smallest one as the most 

accurate. After calculating the delay, change the time on the air module 

𝑇𝑎 = 𝑇𝑔 +  (𝑇𝑑1  + 𝑇𝑑2)/2. 

The next step is to correct the delay chosen in the first step. Correction 

occurs by transferring timestamps from the ground module to the air module. On 

the air module, as in the first step, we find the slightest delay in the transmission 

of the timestamp. This delay is compared with the current time offset (in the first 



 

 

step (𝑇𝑑1 +  𝑇𝑑2)/2) at the ground station, if the delay has an error of 

synchronization accuracy falling into the rear delta, then the clock is considered 

synchronized, otherwise the time offset is set to be corrected by half the difference 

between the current delays on the air and ground module. 

Thus, there is a clock synchronized with an accuracy of half the delay of 

a full circle, which theoretically is about 30 ms, but in fact, as shown by the 

practical results of use, due to the relative uniformity of the distribution of delay 

values in two directions, we have an error of about 5 ms, which is completely an 

acceptable result for the subsequent use of this algorithm. 

 

Fig. 4.8. Time comparison after synchronization 

3.3 Improving protection against cyber attacks 

 

Working with any data is always associated with the potential for loss. Data 

can be lost as a result of various factors: human error (both users and network 

administrators), physical theft, destructive actions of malware, and data storage 

device failure. If personal data was lost (for example, an archive with 

photographs), then the damage is subjective and will be expressed in the negative 

emotions of the user. And, in case of loss of service information, the damage can 

manifest itself in the economic sphere - in financial damage, loss of competitive 

advantages, failures or failure to fulfill contracts, and even the ruin of the 

organization. 

To protect against information loss, backup and data recovery systems 

(Backup & Recovery) are used. A data backup and recovery system is a software 

or hardware-software complex for creating copies of data at a certain frequency 



 

 

for their subsequent recovery. In addition to protecting against data loss, backup 

systems also allow you to ensure the continuity of work of employees by quickly 

updating the operating system (if you have an image) or restoring data on another 

computer. 

How data backup and recovery systems work/ 

Creating a copy of the data is a fairly simple process, but the real needs of 

users are often very different and complex. For example, many users want to be 

able to backup from an arbitrary location or save very large amounts of data. For 

enterprises, the problem of managing a large amount of data, storing it and quickly 

recovering it is relevant. To solve each class of tasks, there are different systems 

for backing up and restoring data. 

The main dividing lines between different data backup and recovery 

systems are in the areas of their use - for personal needs, in small companies and 

"home offices" (SMB / SOHO / ROBO) or in medium-sized (Enterprise) and large 

companies (Large Enterprise). Depending on this, the price of data backup and 

recovery systems, the types of storage used, the types of platforms, the functions 

provided, etc. differ. Let's look at some of these criteria. 

One of the main differences for data backup and recovery systems is the 

type of storage media. Backups can be stored on tape, optical discs (CD, DVD, 

Blu-Ray, etc.), hard drives (HDD), solid state drives (SSD), network storage. Each 

of them has its own advantages and disadvantages. For example, storing data on 

tapes only at first glance seems to be an anachronism. Modern tape devices are 

quite cheap and guarantee long-term storage of data. But data recovery from such 

media can be very long. Therefore, they are more suitable for archiving data. 

"Hard" drives allow you to backup and restore fairly quickly, but they have a high 

price and not the longest life. An alternative to hard drives is the use of cloud 

storage, in which the type of storage systems is hidden from users. Of course, they 

use any disks as hardware, but the problem of saving disks falls on the service 

provider. Ensuring additional guarantees of preservation requires a lot of money 



 

 

for the maintenance of the "cloud" infrastructure (data duplication, "hot" 

replacement of disks, RAID arrays can be supported). However, the efficiency of 

using disk space can be higher, since the Cloud can be used by several clients and 

the efficiency of its use will be higher than that of a data backup and recovery 

system installed directly in the company. As a result, the effectiveness of a 

particular system is difficult to calculate a priori, so in each specific situation, the 

choice of a storage system should be preceded by an economic calculation. 

Another difference is the type of platforms used. The data backup and 

recovery system can be implemented as software, hardware-software complex or 

as a service (software-as-a-service). The software costs less and requires separate 

storage systems. Therefore, such systems are suitable for personal use and small 

companies. For large companies, such systems can be used in conjunction with 

special data warehouses. For medium and large enterprises, backup and data 

update systems made in the form of software and hardware systems (PBBA, 

Purpose-Built Backup Appliance) are more suitable. These devices fall into two 

categories: 

1. PBBA target systems (target systems). The data of the complex acts only 

as a target device for backup. Such a solution requires the use of additional 

software for automating, managing and consolidating backups, which in turn must 

be placed on additional server hardware with a deployed operating system to 

integrate all of the above components. These devices include EMC Data Domain, 

HP StoreOnce, etc. 

2. PBBA integrated systems (integrated systems). This is a completely 

complete solution that does not require additional components for full-fledged 

work. These include servers, disk arrays, and backup software. Such systems have 

more integration between hardware and software and may include additional 

networking tools (such as load balancing). These solutions require no additional 

investment in infrastructure, lower deployment and integration costs, and are 

easier to maintain and administer. These devices include EMC Avamar, Symantec 



 

 

Appliance BE+NBU, etc. Data backup and recovery systems also differ in the 

functions they provide. Conditionals can be divided into "basic" and "advanced" 

functions. The basic functions include scheduling, compressing and encrypting 

backups. Additional features are varied: 

1. Duplication allows simultaneous copying to several sources, which 

increases the reliability of data storage. 

2. Deduplication allows you to analyze and compress duplicated data. As 

a result, the load on data transmission channels and data storage is reduced. 

3. Creation of system images. Periodic copying of not only data, but also 

system images allows you to quickly restore the employee's workplace even if the 

operating system or personal computer is damaged, which ensures the continuity 

of his work. 

4. Load balancing. Allows you to optimize the load on multiple storages 

to quickly perform operations with backups. 

5. Compatibility with software (operating systems and DBMS). Allows 

you to create snapshots of files and databases that can change during the backup 

process, for their correct holistic transfer and recovery. 

6. Various tools for remote administration. This is a fairly diverse set of 

functions that allow you to automate the work of the administrator. These may 

include remote installation of agents on user computers, verification of created 

archives, manual or automatic merging of backups, etc. 

7. Working with virtual devices. 

8. Work with "cloud" storages. 

9. Algorithms for updating data. 

In case of data loss, various algorithms are used to increase the data update 

speed, allowing you to restore only the necessary data, eliminate duplication 

during recovery, etc. 

Conclusions to the third chapter 



 

 

An algorithm has been developed that ensures the establishment of the fact 

that the received radio emission belongs to the class of radio signals of UAV 

remote control systems with pulse-position and pulse-code modulation. 

It is noted that the algorithm is based on successive checks of the energy, 

modulation and structural features of the signal, which provides for the possibility 

of automatic detection of its frequency tracking signal. Specific hardware and 

software solutions for building a UAV prototype are proposed. 

The results of practical testing of possible solutions to problems on the 

finished prototype are given and the results of the functioning of the developed 

communication components are presented. 
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CHAPTER 4. SOFTWARE STRUCTURE 

4.1 Project architecture 

 The user interface is implemented through the Qt toolkit , which is a cross-

platform software development toolkit in the C++ programming language. Helps 

launch the program – on most modern operating systems, by simply compiling 

the program text for each operating system without changing the written code . 

 

Fig . 4.1 General view of the software interface 

The product is used in complex projects . It is popular for development on 

the Android platform . But its use requires significant resources. 

 



 

 

 

Fig 4.2 Project architecture 

 

The project is divided into 3 main modules, this is the Interface 

implemented on the basis of the interpreted QTqml language , the software part 

where all the operations and action algorithms are described (the writing language 

is C++), and the server in which the UAV parameter transmission is simulated. 

 

4.2 User (operator) interface 

 Let's start with the main tools for displaying and visualizing UAV 

parameters, which is implemented as follows: 



 

 

Fig. 4.3 Graphic implementation of UAV parameters monitoring 

 

In the left part of the graphical interface, we can observe all the necessary 

parameters that are used in modern piloting realities. 

Two main digital instruments (QFlightinstruments) were taken as a basis: 

• Electronic Attitude Direction Indicator (EADI ) 

• Electronic Horizontal Situation Indicator (EHSI ) 

As additional indicators, separate elements were added, which were also added 

manually: 

1. GPS coordinates 

2. Angular velocities 

3. Angles of orientation 

4. Latitude and longitude 

5. delta controls 

6. Linear acceleration 

7. BINS coordinates 

8. Magnetometer parameters 

9. GPS course 



 

10. Velocity vectors by GPS 

 

Fig. 4.4 Additional parameters of the UAV 

The expanded parameters interface is shown in Fig. 4.5 

 

Fig. 4.5 Expanded interface of additional parameters 

In the lower part of the interface there are additional messages , namely 

Message and Warning , which serve as additional information for control 

operators. 



 

 

Fig. 4.5 Additional information messages 

 

 Now you can go to the right part of the interface (map and additional 

options). 

 

Fig. 4.6 Interface of the graphic position of the UAV on the map 

This window contains: 

 1. Map; 

 2. Graph of dependence of speed and distance; 

 3. Route points (Missions); 

 4. Current location (Longitude, Latitude); 

 



 

 During the development of this interface, all the necessary indicators, 

cartographic subjects, a toolbar and dependency graphs were added, which will 

fully allow to have all the necessary and up-to-date information about the state of 

missions and UAV indicators. 

 

4.3 Description of the software package 

4.3.1 Logging system 

Logs (log files) are logs that contain information about system operation 

and certain user actions. 

Their purpose is to record the operations performed on the machine for later 

analysis of these operations for system improvement or system diagnostics. 

  Implementation of the logging system was a difficult task as it was not 

necessary to reboot the system by constantly writing and reading its parameters 

and errors. To optimize the entire process, it was decided to develop this system 

as follows: 

1. Intercept the entire console of our program by redirecting the flow of 

information into a text stream (buffer) 

2. Dynamic creation of directory and log files ( .txt ) . 

3. Each session, the flow of information is written to files 

4. Debugging proceeds with a frequency of 1000 Hertz 

After the session ends, the file is saved and the buffer is cleared 



 

 

Fig. 4.7 Implementation of the logging system (C++) 

 

After checking the work, we came to the conclusion that such 

manipulations will allow us not to reboot the system and correctly keep the event 

log of our program. 

 

4.3.2 Mission establishment subsystem 

 Having drawn up the data exchange protocol and missions, you can proceed 

to the software implementation, the structural diagram is shown in Fig. 4.8 



 

 

Fig. 4.8 Structural diagram of mission initialization 

Any flight begins with the initialization of the initial parameters. Since we 

use our data packaging algorithm, which is a hybrid of the MavLink protocol and 

the created data structures (Fig. 4.9), which are multi-nested systems of 

identifiers, additional protection of our system against unauthorized access 

appears. 

After each parameter initialization according to the developed transmission 

line protection algorithm, we include timers that check the delay and the 

correctness of identifiers, if everything is correct - the data is considered correct. 



 

After the initial initialization, the mission is downloaded according to the same 

algorithm, after the NSU received a message about the mission being 

downloaded, it sends a coded check for the correctness of the data 

recording. When the responses to the messages are correct, the final ready-to-

execute signal is sent. 

During the mission execution process, it is possible to monitor all 

subsystems of the UAV and log logs (which in the future makes it possible to 

check all security protocols). 

After completing the mission, the UAV sends a signal about the completion 

of the mission, the NSU sends a response in which it gives a mission log, 

according to which the UAV checks whether all the points of the mission have 

really been completed, if so, the UAV sends a message about the final status of 

the mission. 

Next, the waiting protocol for further commands is started, if the waiting 

time exceeds the norm, the aircraft returns to the previously set landing point. 

 

Fig. 4.9 Part of the hybrid implementation of the protocol 
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CHAPTER 5. PROTECTION OF THE ENVIRONMENT 

Environmental protection is a system of measures for the rational use of 

natural resources, the preservation of particularly valuable and unique natural 

complexes, and the provision of environmental safety. This is a set of state, 

administrative, legal, economic, political and social measures aimed at the rational 

use, reproduction and preservation of natural resources of the earth, limiting the 

negative impact of human activity on the environment. 

The main principles of environmental protection are (Article 3 of the Law): 

- prioritization of environmental safety requirements, mandatory compliance with 

environmental standards, regulations and limits on the use of natural resources 

when carrying out economic, managerial and other activities; 

- guaranteeing an ecologically safe environment for people's life and health; 

- the preventive nature of the measures for the protection of the natural 

environment; 

- greening of material production based on the complexity of solutions in matters 

of environmental protection, use and reproduction of renewable natural resources, 

wide implementation of the latest technologies; 

- mandatory environmental examination; 

- openness and democracy in decision-making, the implementation of which 

affects the state of the natural environment, the formation of the population's 

ecological outlook; 



 

 

 - scientifically based regulation of the impact of economic and other activities 

on the surrounding natural environment; 

- compensation for damage caused by violation of protection legislation 

natural environment; 

- establishment of environmental tax, fee for special use of water, fee for special 

use of forest resources, fee for subsoil use in accordance with the Tax Code of 

Ukraine. 

The legislation of Ukraine establishes standards for the use of natural 

resources and other environmental standards. 

Environmental standards establish the maximum permissible emissions and 

discharges into the environment of polluting chemical substances, the levels of 

permissible harmful effects of physical and biological factors on it (Article 33 of 

the Law). 

Norms of maximum allowable concentrations of pollutants in the 

surrounding natural environment and levels of harmful physical and biological 

effects on it are uniform for the entire territory of Ukraine. Enterprises, institutions 

and organizations whose activities are associated with a harmful impact on the 

surrounding natural environment, regardless of the time of their implementation, 

must be equipped with structures, equipment and devices for cleaning emissions 

and discharges or their neutralization, reducing the impact of harmful factors, as 

well as control devices for quantity and composition of pollutants and 

characteristics of harmful factors (Article 51 of the Law). 

 

5.1 Application  UAVs for protection nature 

 

Poaching and change climate sharply affect health _ wild nature in 

everything the world According to the data World Wildlife Fund of nature , every 

year are dying out thousands species _ In order to help fight this one trend , 



 

environmentalists apply innovative methods protection and study of our global 

ecosystems . 

Combined with geospatial _ images now drones are used for surveillance 

and tracking animals . Team from Liverpool schools of Natural Sciences of John 

Murabuduye University an autonomous drone system that can monitor and 

transmit endangered species information about their well- being back 

researchersambDJI worked in nature protection spacious , offering services 

unmanned flying devices to _ help teams conduct research without disturbing 

natural environment existence _ The Ocean Alliance is an example of an 

organization that used drones ( for example , marine SnotBot ) to collect samples 

- in particular , mucus from whales _ Apart from relief of research ecosystems , 

drones also they can to allow environmentalists fight poachers . _ 

 

5.2 Waste control _  

.  Application BpLA for waste control Recycling and biodegradation 

improved global management waste _ However innovation in assembly waste still 

_ appear , in particular drones that _ help clean up oceans _ RanMarine manages 

unmanned marine transport with a device similar to Roomba , which used for 

collection waste in ports and harbors , while RedZone Robotics focuses on jobs 

that are used to support management systems wastewater . 

5.3 Use of UAVs for tracking diseases  

Animal tracking too allows researchers track diseases _ London School of 

Hygiene and Tropical of medicine used drones with thermal imaging cameras to 

track the movement of macaques in Palawan province in the Philippines - a region 

where malaria is an active threat . Possibility following these animals provided 

further insight _ possible transfer infectious disease and its jumps from animals 

to humans. Similarly , Microsoft uses technology unmanned flying devices for 

capturing and testing mosquitoes on infectious disease _ 



 

Ideally _ this one information can be used for protection local residents , 

and in the future maybe help to prevent epidemics even before they start. More 

one disease with which fight for help drones , there is schistosomiasis - a tropical 

disease that is called parasitic worms _ A team of researchers that consists of 

scientists from the University of Washington and Stanford , started experimental 

method for tracking distribution and forecasting transmission of schistosomiasis. 

Instead use of animals, approach teams uses unmanned and satellite snapshots for 

tracking presence " unconquered , floating vegetation "where snails , which 

transmit the disease, live in their own places - search these seats with the help of 

unmanned pictures allows those researchers to know which ones districts are 

located above risk infection with schistosomiasis 

 

5.3 Use of UAVs in environmental monitoring 

 In terms of increase in man-made burden and increase risk man-made 

disasters are necessary modernization existing systems  monitoring surrounding 

the environment , especially the atmosphere . To solve this one problems was a 

monitoring system has been developed pollution surrounding environment that 

uses helicopter (MBLA-VT) or airplane apparatus (MBLA-C) of a small UAV 

and equipped with a ground station management . Disadvantages of existing 

monitoring systems is a problem to determine level pollution on different heights 

from sources . Limited data , absence quantity points measurements to determine 

. Exploring dangerous territory and receiving level information _ pollution , the 

ground system reacts slower in emergency situations . 

 Method of using UAV in monitoring surrounding environment 

is divided into several stages : 

• tasks ecological monitoring ; 

• choice technical means for monitoring surrounding environment 

( to determine opportunities means measuring techniques , to determine number 

used drones , define the best route for 



 

research ); 

• choice technical means collection data surrounding environment ; 

• measurement parameters surrounding environment ; 

• processing parameters surrounding environment ; 

• comparison ecological parameters with environmental standards; 

• analysis parameters surrounding environment ; 

• forecasting the state of the environment in the future . 

Surveillance complex maybe perform task ecological site supervision _ 

Location mining enterprises for the purpose of detection violations of protection 

zones health and borders . Withdrawal land plots for industrial enterprises . 

The complex includes a drone from useful load in in the form built -in 

onboard cargo , which includes a methane detector, a gas analyzer , a radiometer 

, a thermal imager , pilemeters , a course camera and an air camera. The complex 

uses a recycling system transfers data to execute everyone tasks in automatic and 

semi-automatic modes. Now this product is the most attractive and different from 

similar products by that , in this case , he collects as much as possible ambulance 

equipment _ evaluations pollution air _ 

Use in solution questions education , research and applied programs are 

used complexes observation with a child by helicopter or flying device unmanned 

flying devices _ The complex provides remote aerial observation , video and aerial 

photography objects in the area and height from 50 to 600 m, monitoring thermal 

images , measurements pollution of atmospheric radiation , detection methane 

leakage , quantitative definition oxygen , carbon monoxide , dioxide carbon , 

nitrogen oxides , nitrogen dioxide , dioxide sulfur , hydrogen sulfide , 

measurement temperature and pressure . UAV and control station can be operated 

when it is 20 km from each other one when the radios are visible to each other. 

One of final MK products are research in real mode . 

Get a large amount points measurement on several high altitude levels from 

0 to 1000 m in steps of 50-100 m. With help these points measurement you can 



 

reproduce quickly three-dimensional model of transportation polluting substances 

and effectively determine the main ones sources pollution on different distances 

from sources 

 Using developed complex will bring unique opportunities for organizations 

that _ participate in monitoring surrounding environment because _ drones they 

can compared to all by existing methods of monitoring the atmospheric 

environment , to carry out control by direct measurement methods . Direct 

measurement method maybe to provide high precision monitoring volume air 

environment . Now no monitoring system can _ solve similar programs . Scientific 

development is a novelty innovative techniques research air that _ applies new 

ones measuring devices installed on drones _ flying devices . These devices 

decide urgent system problem monitoring fast ones natural and technical changes 

environment . This the innovative project is unique because _ _ theoretical 

research and practical experience teams developers allows create small devices 

with the most useful load and automatic transmission of the test information 

What tasks of the State Inspectorate will help drones to solve? 

- Monitoring and protection of environmental objects: lands, forests, water 

resources, nature reserves, plants and animals. Drones are equipped with high-

resolution cameras and GPS navigators. This allows you to carry out aerial 

photography at any time and transmit up-to-date data with an accurate reference 

to the location of objects in real time. 

– Detection of unauthorized use of territories (landfill, deforestation) and 

illegal hunting. Regular inspection will help find intruders and quickly take 

measures to eliminate incidents. 

– Analysis of the level of air pollution and radiation. Control of the handling 

of waste and hazardous chemicals (agrochemicals, pesticides). Gas analyzers and 

dosimeters can be installed on board drones. The implementation of such 

technologies will optimize the work of the State Inspection team and protect it 

from potential threats. 



 

Advantages of using UAVs 

- Unmanned aerial vehicles are able to cover long distances in a short period 

of time, record information and instantly transmit it to the control point. 

- The technical characteristics of drones allow round-the-clock inspection 

of hard-to-reach and dangerous areas from any distance. 

- With the help of aerial survey data, you can create 3D models and terrain 

plans. This will simplify the analysis of the state of natural objects and make it 

possible to draw up an effective action plan. 

– Saving financial costs and optimization of human resources. 

Environmental monitoring with a drone does not require physical effort and costs 

less than the work of a whole team. 

 

Detection of forest fires, coordination of ground crews during their 

elimination 

Patrol of the forest fund is carried out on an aircraft-type UAV equipped 

with a controlled gyro-stabilized video camera with a 28x magnification with an 

overview of the entire lower hemisphere (360 degrees, endless rotation). Patrol 

flight in normal visibility is carried out at an altitude of 600-800 meters. Noticing 

the smoke, the operator directs the UAV to the smoke point. To document forest 

fires, photographing of the places of their occurrence is carried out using a camera 

or video camera. Each forest fire is monitored from the air from the moment it is 

discovered until it is completely eliminated. The flyby of the fire is carried out 2-

3 times a day. At each inspection, the boundaries of the fire and its area are plotted 

on the map to assess the dynamics of the spread. The operator determines the main 

direction of spread and the threats associated with it, the presence of separate 

combustion centers, dangerous areas, places where fire passes through 

mineralized strips, and identifies the location of people and equipment. A detailed 

inspection of an active forest fire (control over the work of forest fire teams) is 



 

carried out from a height of 200-400 m. Combined (optical and IR range) video 

cameras are used to detect hidden combustion sources. 

Accurate aerial census of wild animals 

Aerial census of wild animals is one of the most accurate ways to determine 

their abundance, spatial distribution, and places of concentration. Based on the 

photo, video and thermal imaging received from the UAV, the detected animals 

are counted in the inspection area. The resulting images are tied to geographic 

coordinates to determine the coordinates of the animals. Photographs and thermal 

images of animals are superimposed on each other for automatic accounting. 

Based on the data obtained, the number is recalculated according to approved state 

methods for the entire study area. 

Ukrainian start-up Aerodron has created a multifunctional cargo drone that 

can process fields from the air. The founder of the startup Yuriy Pederii said this 

at the Pitch Day No. 1 competition of the Ukrainian Startup Fund in Kyiv. 

"We developed this plane so that it would cultivate fields three times faster, 

ten times cheaper, and, of course, the plane does not damage plants or loosen the 

soil like a tractor," he said. 

Pederius added that the plane also does not use water for flights and is 

completely ecological, unlike tractors. 

Startup "Aerodron" entered the top three in the ranking based on the results 

of the Pitch Day No. 1 competition of the Ukrainian Startup Fund. A total of 12 

startups made it to the finals of the competition, competing for a $75,000 grant. 

Back in July 2019, the government presented the Ukrainian Startup Fund. 

On December 2, the foundation began accepting grant applications. In total, the 

Ukrainian Startup Fund received more than 300 applications for grants. 
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CHAPTER 6. LABOR PROTECTION 

6.1 System of labor protection measures 

The system of labor protection measures deals with the development of 

means to ensure the safety of life and health of employees in the course of their 

work, that is, this system includes measures that, individually or collectively, are 

aimed at creating working conditions that meet the requirements for preserving 

life and health employees in the process of work. 

Labor protection is based on a complex of state legislative acts. The general 

laws of Ukraine that determine the main provisions on labor protection are the 

Constitution of Ukraine, the Code of Labor Laws, the Law of Ukraine "On Labor 

Protection", the Law of Ukraine "On Mandatory State Social Insurance against 

Industrial Accidents and Occupational Diseases that Caused Loss" working 

capacity" and by-laws on labor protection. 

The technical operation of electrical equipment of airplanes and airports is 

associated with the danger of damage to engineering and technical personnel by 

electric current. 

In the state standard of Ukraine DSTU 2293-99 "System of labor safety 

standards. Occupational Health. Terms and definitions" established terms and 

definitions of the main concepts of labor protection. Here are some of them: 

Labor protection  is a system of legal, socio-economic, organizational and 

technical, hygienic or medical and preventive measures and means aimed at 

preserving the health and working capacity of a person in the process of work; 

Harmful (production) factor production factor, the impact of which can lead to 

deterioration of the health status and reduction of the employee's working 

capacity; 

 



 

 

 A dangerous (production) factor is a production factor, the influence of 

which in certain conditions can lead to injuries or other sudden deterioration of 

the employee's health; 

 

6.2 Analysis of working conditions at the workplace Organization of 

the workplace 

In order to create favorable conditions for visual work, which would 

exclude rapid eye fatigue, the occurrence of occupational diseases and contribute 

to increasing labor productivity, industrial lighting must meet the requirements of 

SNiP II-4-79 "Estestvennoe and artificial lighting. Design standards", DBN 

V.2.5-28-2006 "Natural and artificial lighting", where the main requirement is the 

need to create lighting on the work surface that corresponds to the nature of visual 

work and is within the established norms. The lighting in the room with VDT 

should be combined, in which the insufficient natural lighting according to the 

standards is supplemented with artificial lighting. Natural lighting should be 

lateral, preferably one-sided. It is best when the windows are oriented to the north 

or northeast, this will make it possible to eliminate the unwanted blinding effect 

of the sun's rays. Windows must be equipped with adjustable devices (blinds, 

curtains, external visors, etc.). The surface of the floor of the room with VDT 

should be flat, non-slippery, convenient for cleaning and wet cleaning, have 

antistatic properties. The area on which one workplace with a computer is located 

should be at least 6.0 square meters, and the volume of the room should be at least 

20.0 cubic meters. Premises with VDT must be equipped with first aid kits. Proper 

organization of workplaces helps to eliminate general discomfort, reduce worker 

fatigue, and increase productivity. 

The organization of the workplace involves: 

- correct placement of the workplace in the production premises; - selection of an 

ergonomically sound working position, industrial furniture with 

taking into account anthropometric characteristics of a person; 



 

- rational arrangement of equipment at workplaces; - taking into account the 

nature and peculiarities of labor activity. 

The workplace includes a table, a chair, and a computer with a real-time monitor 

on the table. 

The size of the room for VDT is length a = 7 m, width c = 4.5 m, height h = 3.5 

m. 

According to DNAOP 0.00-1.3 1-99, the location of premises intended for work 

with VDT in basements and basement floors is unacceptable. It is also prohibited 

to locate explosive premises of category A and B ( ONTP 24-86 ) and factories 

with "wet" technological processes next to premises where computers are located, 

as well as above or below such premises. In addition, production premises for 

working with VDT should not adjoin premises in which the level of noise and 

vibration exceeds permissible values. 

Since the area of the  premises S= 7x4.5=5 sq.m.,  and the area on which 

one workstation with VDT is located, must be at least 6.0 sq.m., no more than five 

computerized worm places can be placed in this premises. 

The volume of the room is Shh = 31.5 x 3.5 = 110.25 cubic meters. and the volume 

that falls for one workplace - 110.25: 5 = 22.05 cubic meters. 

We plan the placement of computerized workplaces in the premises taking 

into account the following requirements: 

- workplaces with VDT are located at a distance of at least 1 m from the wall with 

light openings (windows); 

- the distance between the side surfaces of the VDT should be at least 1.2 m; - the 

distance between the back surface of one VDT and the screen of another should 

not 

be less than 2.5 m; 

 

- the passage between rows of workplaces must be at least 1 m; It is also necessary 

to take into account the size of furniture at computerized workplaces, in particular, 



 

the desktop. According to DNAOP 0.00-1.31-99, the recommended dimensions 

of the table for a workplace with VDT are: height - 725 mm, width - 600-1400 

mm, depth 800-1000 mm. We assume that the desktop has the following 

dimensions: width - 1200 

mm, depth - 800 mm. 

 

It is best to place computerized workplaces in rows along a wall with 

windows. This will make it possible to exclude the specular reflection of natural 

light sources (windows) on the VDT screen and the latter falling into the operators' 

field of vision, which impairs their visual performance. 

Here is the plan of the production premises with computerized workplaces 

(Fig. 5.1). 

 

 

Fig. 5.1 Plan of a production facility with computerized workplaces 

 

 

 



 

1 - computerized workplace with VDT; 2 - sun blinds; 

3 - cabinets for storage of diskettes and software; 4 – cabinets for storing 

documentation and professional literature. 

 

6.3 Analysis of harmful and dangerous production factors 

The subject of labor protection within the laboratory and his workplace is 

affected by the following harmful and dangerous production factors: 

1)  non-ionizing electromagnetic fields and radiation; 2) production noise; 

3)  artificial lighting; 

4)  electrical network and increased value of voltage in the electrical circuit, 

the closing of which in certain situations can occur through the human body; 

5)  harmful substances in the air of the working area. 

Non-ionizing electromagnetic fields and radiation 

A research engineer is exposed to industrial frequency electromagnetic 

radiation from machinery and equipment and radio frequency electromagnetic 

radiation at his workplace. 

According to DSNiP 3.3.6.096-2002 "State sanitary norms and rules when 

working with sources of electromagnetic fields", the intensity of the 

electromagnetic field of industrial frequency (50 Hz) acting on the research 

engineer should not exceed 5 kV/m. 

Production noise 

According to DSN 3.3.6.037-99 "Sanitary norms of industrial noise, ultrasound 

and infrasound", noise levels in the research laboratory acting on the research 

engineer should be 50 dB, and the actual value of the noise level is 55-65 dB. This 

is due to the presence in the premises of air conditioning, ventilation and air 

heating, which generate noise. At the workplace there are such types of noise as 

mechanical, ultrasonic, electromagnetic and aerodynamic; there is no infrasound. 

Natural and artificial lighting 



 

According to DBN-V.2.5.-28-2006 "Natural and artificial lighting", the 

standardized indicators of illumination at the workplace of a research engineer 

should be 300-500 lux, and the actual value of illumination is 250-430 lux. This 

is due to the obsolescence of the lighting system. The minimum illumination of 

work surfaces in production premises is determined mainly by the characteristics 

of visual work. Standardized indicators are of an interdisciplinary nature. 

Local lighting is lighting added to the general, which is created by lamps 

that concentrate the light flow directly on workplaces. Alternate lighting – lighting 

in the absence of the main work process. 

Emergency lighting is divided into safety lighting and evacuation lighting. 

Evacuation lighting: 0.5 lux indoors, 0.2 lux in open areas. 

The workplace uses mixed lighting. As natural lighting in this room, one-way 

lighting with the help of three windows is used. 

For artificial lighting in this case, light sources with a sufficiently high 

efficiency in general lighting fixtures, located evenly over the entire area of the 

room, are needed. LED lamps, which have one of the highest light output rates, 

are best suited in this case. 

With correctly calculated and executed lighting of production premises, the 

worker's eyes for a long time retain the ability to distinguish objects well, without 

tiring. Such conditions contribute to the reduction of occupational injuries and 

occupational eye diseases. 

 

 

6.4 Development of labor protection measures 

The main regulatory document that defines the requirements for the safe 

operation of computing equipment is DNAOP 0.00-1.31 -99 "Labor safety rules 

during the operation of electronic computing machines". 

Persons who have mastered the appropriate practical course, read the instructions 

and received instruction on occupational health and safety at the workplace, have 



 

passed a medical examination and have no contraindications to working with 

VDT may be allowed to work with computer equipment. 

It is necessary to comply with the established safety requirements before 

starting work, for example, before turning on the computer to the network, it is 

necessary to make sure that the equipment is grounded, that the power cord and 

other conductors are in good condition. Check the reliability and correct 

installation of the equipment on the work table, turn on the air conditioning system 

of the workplace, adjust the lighting of the workplace, etc. 

If any malfunctions are detected, the work cannot be started and the 

manager or other responsible person should be notified. 

When performing work, it is forbidden to work without proper lighting, 

close the ventilation holes of the equipment, leave the equipment turned on 

unattended, and allow outsiders to work on the equipment. 

And in order to prevent the negative impact on health of harmful production 

factors, it is necessary to observe the regimes of work and rest. After each hour of 

work at the display, you must take a 10-15 minute rest break. During scheduled 

breaks, it is recommended to perform special exercises and self-massage of the 

hands and eyes, as well as conduct a session of psychophysiological relief in a 

specially equipped room. 

After finishing work, you should turn off the printer, display, processor and other 

equipment, pull out the plugs from the sockets, clean the workplace, carefully 

wash your hands with warm water and soap, also turn off the air conditioner, 

lighting and general power supply unit. 

 

6.5 Fire safety of the production premises 

The main regulatory document regulating fire safety requirements is the 

Law of Ukraine "On Fire Safety". This Law defines the general legal, economic 

and social foundations of ensuring fire safety on the territory of Ukraine, regulates 



 

the relations of state bodies, legal entities and individuals in this field regardless 

of their type of activity and forms of ownership. 

According to the Law of Ukraine "On Fire Safety", ensuring the safety of 

the enterprise, institution is entrusted to the manager or an authorized person. 

Managers are obliged to: 

1 Develop a set of measures to ensure fire safety (in this case, in premises with 

computing equipment); 

2 Develop and approve instructions, provisions, rules regarding fire safety and 

control their implementation; 

3 Organize training of employees on fire safety; 

 

4 Keep the means of fire protection and communication, fire equipment, 

equipment and inventory in good condition, do not use them for purposes other 

than their intended purpose. 

5 Conduct official investigation of fire incidents. 

 

Persons who have not been instructed in fire safety cannot be allowed to 

work. Each employee is obliged to comply with fire safety requirements, as well 

as to take measures to eliminate violations of fire safety rules, eliminate fires and 

fires. Every employee must know the location of primary fire extinguishing 

equipment and be able to use them, employees must know the rules of behavior 

during a fire, evacuation routes. In the event of a fire, employees must 

immediately notify the fire department (call) and the management of the 

institution and start extinguishing the fire with all available means. 

In addition to general fire safety requirements, special fire prevention measures 

are implemented 

activities For buildings and premises in which video terminals and computers are 

operated, such measures are defined by the Rules on fire safety in Ukraine NAPB 

A.01.001-2004, the Rules on occupational safety during the operation of 



 

electronic computing machines DNAOP 0.00-1.31-99 and other regulations 

documents 

Buildings and their parts, in which computers are located, must not be lower 

than П degree of fire resistance. Above and below the premises where computers 

are located, as well as in the premises adjacent to them, the location of premises 

of categories A and B is not allowed in order to prevent  explosion and fire 

hazards. Category B premises should be separated from premises with computers 

by fire walls. 

Rules for installation of electrical installations. Appropriate markings must 

be placed on the entrance door of the premises. 

Stores of information media, important documentation, and spare 

equipment should be placed in separate rooms equipped with non-combustible 

racks and cabinets. In the premises where work computers are located, only those 

media that are necessary for current work should be kept. 

Sound-absorbing cladding of walls and ceilings in computer rooms should be 

made of non-flammable or flame-resistant materials. 

rooms with computers with carbon  dioxide fire extinguishers at the rate 

of 2 pcs. for every 20 square meters of the premises, taking into account the 

maximum permissible concentration of the fire-extinguishing substance. The 

distance from the possible source of fire to the location of the fire extinguisher 

should not exceed 20 meters according to the regulations. 

 

6.6 Conclusions from the section 

The need to comply with the labor protection measures described in the 

section is necessary for implementation. 

First of all, because the highest value is always a person, his life and health. 

Neither the amount of wages, nor the level of profitability of the enterprise, nor 

the value of the produced product can serve as a basis for disregarding safety rules 

and justifying existing threats to the life or health of employees. In addition, in 



 

this case it is also about the values of a specific person as an employee with his 

own knowledge, skills and experience. 

Secondly, properly organized work to ensure labor safety increases the 

discipline of employees, which, in turn, leads to increased labor productivity, a 

decrease in the number of accidents, equipment breakdowns and other out-of-

hours situations, that is, ultimately increases the efficiency of production. 

Thirdly, labor protection means not only ensuring the safety of employees during 

the performance of their official duties. In fact, this also includes a wide variety 

of measures: for example, the prevention of occupational  diseases, the 

organization of full rest and food for employees during work breaks, providing 

them with the necessary overalls and hygiene products, and even the 

implementation of social benefits and guarantees. The correct approach to the 

organization of occupational health and safety at the enterprise, the competent use 

of various non-material ways of motivating employees give the latter the 

necessary sense of reliability, stability and management interest in their 

employees. Thus, thanks to established labor protection, staff turnover also 

decreases, which also has a beneficial effect on the stability of the entire 

enterprise. 

 



 

 

CONCLUSIONS 

 

According to the purpose of the diploma, the first chapter analyzed the 

features of the UAV and its types. The control station of the UAV , as an object of 

research, and the data monitoring subsystem were considered. 

In the second section, the following issues were considered: 

1. Problems arising from the management of UAV security there . 

2. Existing solutions and comparison of control line protection algorithms. 

3. GCS\UAV data transfer protocol. 

4. Subsystem structure 

The full task of the project was formulated, and the task: 

1. Modernize the level of protection of the data exchange protocol, and write 

a software implementation of the protocol that will make the system more secure. 

2. To analyze the features of signal formation in remote control systems of 

drones 

3. Write a new algorithm for the line of protection that will allow the control 

line to receive more protection. 

4. Develop a system by which it is possible (in the presence of an operator and 

a specialist) to quickly diagnose the state of the UAV and its systems (software 

failures ). 

5. To develop a light and maximally optimized UAV control interface , which 

will not have a heavy appearance and will be easy to use. 

 

In the third section, specific solutions and means of eliminating the weakness 

of the UAV defense line were proposed in the form of an algorithm. And the 

algorithm is based on successive inspections energy , modulation and structural 

signs of the signal, assumes the possibility of automatic detection of the 

accompanying signal its frequency. Offered specific hardware and software 

solutions for building a UAV prototype. 



 

 

The results of practical testing are presented possible problem solutions on the 

finished prototype and the results are given functioning developed components 

connection _ 

The proposed specific solutions for the protection of the cyber network , 

which are based on the backup and recovery system, consist of the following 

sequence of functions : 

1.  Duplication allows simultaneous copying to several sources, which 

increases the reliability of data storage. 

2.  Deduplication allows analysis and compression of duplicated data. As 

a result, the load on data transmission channels and data storage space is reduced. 

3.  Creation of system images. Periodic copying of not only data, but also 

system images allows you to quickly restore an employee's workplace even in case 

of damage to the operating system or personal computer, which ensures the 

continuity of his work. 

4.  Load balancing. Allows you to optimize the load on several storages for 

the fastest performance of backup operations. 

5.  Compatibility with software (operating systems and DBMS). Allows 

you to create "casts" of files and databases, which can change during the backup 

process, for their correct and complete transfer and restoration. 

6.  Various tools for remote administration. This is a fairly diverse set of 

functions that allow you to automate the administrator's work. These may include 

remote installation of agents on users' computers, verification of created archives, 

manual or automatic merging of backup copies , etc. 

7.  Work with virtual devices. 

8.  Working with "cloud" storage. 

9.  Data recovery algorithms. 

 

 

 

 



 

 

In the fourth chapter there was: 

1. The considered architecture of the project. 

2. Developed user interface. 

3. The developed software and its systems are described 

In the fifth and sixth chapters, the issues of ecology and labor protection were 

considered. 

Thus, all assigned tasks were completed in full. 
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