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Abstract—Blockchain is one of the decentralized processes in a worldview that works with parallel and distributed ledger technology, the 

application process, and service-oriented design. To propose a Secure data Transaction based on Hash coded Starvation Blockchain security 

using Padded Ring signature-ECC for Network of Things. Initially, the crypto policy is authenticated based on the user-owner shared resource 

policy and access rights. This creates a Public blockchain environment with a P2P Blockchain network. The owner encrypts the data using 

optimized ECC through Hash-coded Starvation Blockchain security (HCSBS). This makes the encrypted block's provable partition chain Link 

(P2CL). The encrypted blocks are transmitted into the network of nodes monitored by NoT. During the data transmission, the Network of 

Things monitors the transaction flow to verify the authenticity over the network of nodes. The monitored data be securely stored in transaction 

Block storage with the hash-indexed block with chain ring policy (HICLP). This creates controller node aggregation over the transaction 

environment to securely transfer the data to the peer end. The User gets the access Key to decrypt the data with policy aggregated shared 

resource policy to access the data. The proposed system produces high security as well compared to the previous design.  

Keywords—Blockchain security; ECC cryptography; Padded Ring signature; controller node policy; Network of things. 

 

I. INTRODUCTION 

A blockchain is a tremendous approach for securing 

data transactions in a decentralized network environment [1]. 

Blockchain offers a secured technological revolution to the 

network of things by monitoring the secured data transaction 

under verification validation and authentication with fewer 

infrastructure costs with virtualized resources and storage 

remaining highly secure in network data transmission [2]. 

Although in a decentralized network storage transaction 

environment, security breaches are periodically raised due to 

transmission attacks, cryptographic failures, transmission 

deficiency, etc. To analyze the limitations of traditional 

centralized solutions with blockchain networks based on 

Proof of work [3]. To find Blockchain based solution. To 

resolve this problem, we propose an advanced crypto policy 

using Proof of employment (e-pow) consensus Blockchain-

based secured data transmission in a cloud network of things 

(C-NoT) [4]. 

The proposed approach is entirely based on a high 

transaction flow rate collected as a dataset previously 

extracted from a model for the blockchain network. The test 

results show that the Proof of Authenticity (PoA) and Proof 

of Validity (PoV) consensus approach is suitable for 

detecting intruders and the authenticity of the users involved 

in the blockchain network to distribute the healthcare 

documents on the distributed ledger for sharing and verifying 

the certificates [5]. The outcomes suggest calculating the 

accuracy of the fake detection using a consensus mechanism 

and smart contract. 

The main contribution of the proposed work is to 

improve the secured data transaction flow rate and collect 

block-based transaction data storage with advanced crypto-

secured policy in the Blockchain network. This works on the 

principle of Proof of Authenticity (PoA) and Proof of Validity 

(PoV) in the Proof of Work (E-PoW) consensus approach for 

detecting intruders and authenticity of the users who are 

involved in the Blockchain network during the network data 

packets accessibility. 

The main objective of the proposed system is to 

improve Blockchain security based on secured data 

transmission in a cloud network of things. To suggest a secure 

data Transaction based on Hash coded Starvation Blockchain 

security using Padded Ring signature-ECC for Network of 

Things. Initially, the crypto policy is authenticated based on 
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the user-owner shared resource policy and access rights. This 

creates a Public blockchain environment with a P2P 

Blockchain network. The owner encrypts the data using 

optimized ECC through Hash-coded Starvation Blockchain 

security (HCSBS). This makes the provable partition chain 

Link (P2CL) for an encrypted block. The encrypted blocks are 

transmitted into the network of nodes monitored by NoT. 

During the data transmission, the Network of Things 

monitors the transaction flow to verify the authenticity over 

the network of nodes. The monitored data be securely stored 

in transaction Block storage with the hash-indexed block with 

chain ring policy (HICLP). This creates primary node 

aggregation over the transaction environment to securely 

transfer the data to the peer end. The User gets the access Key 

to decrypt the data with policy aggregated shared resource 

policy to access the data. The proposed system produces high 

security as well compared to the previous design.  

Finally, security analysis shows that a decentralized 

blockchain network will the traditional centralized audit, 

publishing and certifying verification results, and improving 

transparency and security. 

II. RELATED WORK 

The literature previews prior contributions to the 

subject of study and aids in giving the new generation of 

researchers. The different methods proposed in the literature 

to address the duplicate detection issue and prevent the 

issuance of fraudulent certificates are discussed in this 

chapter.  

Blockchain-Aided Searchable Attribute-Based 

Encryption (BC-SABE) is proposed [6] to secure the 

authentication of every user data. To solve these problems, 

Blockchain is used to present a cloud computing-assisted 

security authentication protocol and access control. Hence, 

Attribute-Based Ciphertext Policy Encryption is to be used 

(CP-ABE) [7] to apply Blockchain to establish access control 

to health data stored on cloud servers and ensure data 

integrity. 

 To enable secure and efficient keyword search, it has 

designed a forward and backward privacy (BSPEFB) [8] 

scheme based on the new Blockchain-Based Searchable 

Public-Key Encryption Scheme With forwarding And 

Backward Privacy (BSPEFB) [9] system using smart 

contracts to verify the accuracy and integrity of search results, 

and automatically search for proper payment operations to 

execute. An efficient dynamic audit protocol for cloud 

storage has many excellent features to solve this problem. 

One way to ensure cloud computing is to use machine 

learning (ML) [10]. 

 ML technology has been used to prevent or discover 

attacks and security vulnerabilities in the cloud. The 

transaction contract [11] is vulnerable to data privacy 

behaviour attacks. It will configure compliance challenges 

and third-party damage audits. It can get the owner of all the 

data that outsources it [12]. Our new scheme combines the 

Ethereum blockchain with ciphertext-policy attribute-based 

encryption (CP-ABE). The existing blockchain network 

cannot be compared to a decentralized network as it does not 

access data from a private channel [13]. 

Ternary Hash Tree Based Integrity Verification (THT-

IV) [14, 15] Using blockchain technology, digital degrees and 

mark cards are possible. Online access to digital degree 

certificates reduces costs and saves time [16]. The ability to 

obtain a copy of the original mark card or certificate online in 

the event of loss or damage to the originals offers great 

flexibility [17]. 

Security risk assessment approaches (such as asset-

based) need to consider the specific security needs of 

individual cloud computing clients in security risk assessment 

[18]. Public audit protocols are essential to the success of 

cloud computing because they can prevent the outsourcing 

data of cloud servers from being corrupted [19]. 

 Using distributed ledger technology such as Blockchain 

to authenticate feedback services can create distributed 

systems to enable customers to interact with system operators 

and provide secure, transparent, and detectable flexibility 

[20]. Blockchain technology also supports the motivation 

mechanism for users to participate in the service by 

generating utility tokens and recognizing their contributions. 

III. PROPOSED WORK 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

Figure 1. Architecture diagram for the proposed system 
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The proposed system works on the principle of 

Proof of Authenticity (PoA) and Proof of Validity (PoV) in 

the Enhanced-Proof of Work (E-PoW) consensus approach 

for detecting intruders and authenticity of the users involved 

in the Blockchain network during the network data packets 

accessibility. The development crypto policy is authenticated 

based on user-owner shared resource policy and access rights. 

This creates a Public blockchain environment with a P2P 

Blockchain network. The owner encrypts the data using 

optimized ECC through Hash-coded Starvation Blockchain 

security (HCSBS). This makes the encrypted block's provable 

partition chain Link (P2CL). The encrypted blocks are 

transmitted into the network of nodes monitored by NoT.  

During the data transmission, the Network of Things 

monitors the transaction flow to verify the authenticity over 

the network of nodes. The monitored data be securely stored 

in transaction Block storage with a hash-indexed block with 

a chain ring policy (HICLP). This creates primary node 

aggregation over the transaction environment to securely 

transfer the data to the peer end. Fig 1: Architecture diagram 

for the proposed system. The dynamic elliptic curve is 

cryptographic to authenticate user-profiles and encrypt the 

cloud data using Padded Ring signature-ECC is an essential 

public encryption technology with optimized blockchain 

principle. The group uses specific key agents and analyzes 

alerts to take keys generated from different agents on field-

based cloud servers.  

A. Police Adapted Dynamic Elliptic Curve Cryptography 

(PA-DECC) 

Dynamic elliptic curve cryptography enrolls the 

security policy based on finite set field block encryption Fp 

having the relational sequence of 256 block level. The limited 

set parameters a, b  Fp (a, b) points to the sinusoidal wave 

in elliptic curve 4a3 + 27b2  0 representing two consecutive 

points (x, y)  Fp. The curve-pointed tangent slope at y2 = x3 

+ axe + b in random sequence sets the points 𝐸𝑐 (Fp) with the 

addition midpoint O. The arbitrary point creates a group of 

blocks by plotting different cure points dynamically to create 

block-level encryption. 

The elliptic curve 𝐸𝑐 → 𝑃 + 𝑂 pointing line P at (x, y) in 

finite point Fp   

Single point block level plotted curve, 

 𝐸𝑐 → ∑ (𝑥, 𝑦)𝑁
𝑃  𝑃  𝐸(𝐹𝑝), likewise 𝑂 = 𝑃 + 𝑄,  

The positive and negative acute angle of the projection point 

is represented as  

              p(x, y) is 𝐸𝑐 (Fp) at  𝑃(𝐸𝑐 )  

Similarly, 

              p(x, -y) is 𝐸𝑐 (Fp) at  𝑃(𝐸𝑐 )
T        

Let’s the dynamic point P =

 𝐸𝑐 (Ex, Ey)  𝐸𝑐 (Fp), then (Ex, Ey)  +  (Ex, – Ey)  =  𝑂 is 

the negative opinion inverse to the actual slope point. 

        If the dynamic curve at elliptic projection creates single 

Block 'B' only at in finite set block is 𝐸𝑐 (𝐹𝐵𝑃 ) sequentially, 

              P→(𝐸𝑥1, 𝐸𝑦1 ), (𝐸𝑥2, 𝐸𝑦2 )  𝐸𝑐 (𝐹𝐵𝑃 ) creates 

otherwise (𝐹𝐵𝑃 )
T 

This dynamic elliptic curve hides the block-level encryption 

sequence order relations, virtually making a point of crucial 

projection in the hash indexing policy. 

 So the sequence order be, 

         𝐸𝑐 (𝐹𝐵𝑃 ) P→(𝐸𝑥1, 𝐸𝑦1 )  E(Fp) and 𝐸𝑐 (𝐹𝐵𝑃 ) 

Q→(𝐸𝑥2, 𝐸𝑦2 )  E(Fp)  to hide the intersection of the block. 

    The absolute rate of the following sequence block 

having the information, P  Q at R =  P +  Q =

 (𝑥3, 𝑦3 ) )  𝐸𝑐 (𝐹𝐵𝑃 ) by creating a hiding sequence 

where x3 =  2 –  Ex1 –  Ex2, Ey3 =

  (Ex1 –  Ex3) –  y1, and  =  (Ey2 –  Ey1) / (Ex2 –  Ex1), 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Addition of 2 points P and Q on the curve  

y2 = Ex3 – 3Ex + 3 

To create multiplicative point block level encryption 

using doubling point elliptic curve encryption pointed at 

tangent slope P→ 2(𝐸𝑥𝑛 , 𝐸𝑦𝑛 ) )  𝐸𝑐 (𝐹𝐵𝑃 ) at random ‘n’ 

level blocks 𝐸x1 =  2 –  2Ex, E y1 =

  (Ex –  Ex1) –  y, where  =  (3Ex2 +  a) / 2Ey. In 

addition, 𝐸𝑐 2(𝐹𝐵𝑃 )
T inversion-based double squaring and 

4*2 addition shifting was carried from 256-bit block-level 

encryption.  

The dynamic block-level ECC creates doubling state 

𝐸𝑐 2(𝐹𝐵𝑃 )→ R = P + Q under block level closure, associative 

level block encryption with identity key element for Hash 

pointing with inverse transformation. 

The block level closure in tangent slope is 

formulated as, 

EP, EQ  E(F)P, if ER =  BlockLevel (P) +

asciative level (EQ), then ER  E(Fp), (1) 

The associative level block encryption in Elliptic point      

𝐸P +  (EQ +  ER) =  (EP +  EQ) +

 ER,EP, EQ, ER  E(Fp), the represented key element is  

𝐼𝐷𝐸 →  𝐸𝑂  𝐸(𝐹𝑝), 𝑠𝑢𝑐ℎ 𝑡ℎ𝑎𝑡 𝐸𝑃  𝐸(𝐹𝑝), 𝐸𝑃 +

 𝐸𝑂 =  𝐸𝑂 +  𝐸𝑃 =  𝐸𝑃,   (2) 
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To hide the non-nature of data encryption based on an inverse 

definition.  

EP  E(Fp),  –  EP  E(Fp)−→ 𝐼𝐷𝐸𝑇  

The block is a non-sequentially identity to maintain 

the hash pointer to improve the security in blockchain 

principle. This supports block-level information associatively 

to generate the key based on the relational block one over the 

other sequence to enhance the ECC in dynamic block level to 

protect the data. 

B. Hash coded Starvation Blockchain security (HCSBC) 

The starvation creates cross-matrix endpoint blocks 

in which the encrypted content is routinely hash-coded into 

random blocks. These blocks are pointed only by endpoint 

conjunction end with mutual points. This contains the 

information but the previous block information and following 

coordination block information which is not unique to 

identify the originality of the encrypted content sequence. Bu 

the identity was not intended to collaborate with other blocks 

to maintain the series through hash codes secretly. 

 

 

Figure 3. Hash-coded Starvatio Blockchain security 

Creating Random blocks by attaining 𝐵𝑐 ← {0,1}. 𝐼𝑓 𝐵𝑐 =

0, 𝑖𝑡 𝑡𝑢𝑟𝑛𝑠  (𝐻𝑠, 𝑀0𝑍) ← 𝑀(𝜆) to generate the key.  

 The Finite automated key searching principle maintains the 

uniform sequence to create a cluster node set. 𝐼𝑓 𝑏 =

1, 𝑖𝑡 𝑐ℎ𝑜𝑜𝑠𝑒𝑠  𝑀1. Where 'M ' is the primary node, 

  For each   𝐵𝑐 ← {0,1}, 𝐸𝑐 (𝐹𝐵𝑃 ) from each block 𝑖𝜖 [1, 𝑛], 

hash code 𝑖𝜖 [1, 𝑛] 𝐻𝑐, 

∑ 𝐵𝑖𝑗
𝑛
𝑖=0  𝐸𝑐 (𝐹𝐵𝑃 ) →connected edge block 𝐸𝑐  

Create block keys 𝑘𝑖 ← 𝐵 − 𝑘𝑒𝑦 𝐺𝑒𝑛 (𝑀[𝑖, 𝑗]) the 

encryption block connects nodes define 𝐶[𝑖] ← 𝐵 →

𝐸𝑛𝑐(𝑘𝑖 , ( 𝑀[𝑖])), with master aggregation for chipper text is 

referred as 

     𝑘𝑖: 𝐶[𝑛 + 1]‖… . ‖𝐶[𝑛′] ← 𝐵𝐾 − 𝐸𝑛𝑐(𝑘1, … 𝑘𝑛) And 

 𝐶 = 𝐶[1]‖ … ‖𝐶[𝑛]‖𝐶[𝑛 + 1]‖… . ‖𝐶[𝑛′].  

Create hashtags for all starvation blocks, 

𝑡𝑎𝑔𝑇0  ← 𝑀 − 𝑇𝑎𝑔𝐺𝑒𝑛(𝐶[𝑖])𝑎𝑛𝑑 𝑏𝑙𝑜𝑐𝑘𝑡𝑎𝑔𝑠𝑇𝑖   ← 𝐵 −

𝑇𝑎𝑔𝐺𝑒𝑛(𝐶[𝑖]), to attend random starvation point  

𝐹𝑜𝑟 𝑒𝑎𝑐ℎ 𝑖𝜖 [1, 𝑛]. 𝑠𝑒𝑡 𝑇 = {𝑇0, 𝑇1, … 𝑇𝑛′}  

In this step, we will develop an advanced collaborative 

change policy for encrypted block content to protect the 

ciphertext without persistent knowledge of the block 

information. Blocks are maintained in a hash code table 

maintained by the shift encoder hash key policy during each 

change. 

C. Provable Partition Chain Link (P2CL) 

The Security proofing dependability's starvation 

chain link to verify the data by Assuming that data be 

partitioned into block cyphers randomly and controlled to 

verify the data from peer to peer to prove the 

acknowledgement transaction policy to keep the information 

secure in transaction nodes. Each node is confirmed by a 

provable aggregator through key validation to partition the 

block level to ensure the safety of authentication keys. 

The bloc is generated by authenticity aggregated by Creating 

a polynomial ECC to generate public and private keys. 

Step 1: compute the Hash-coded blocks to validate access to 

Va 

 Attain block cypher with a hash key transaction to 

verify public and private keys 

 Create the chain link for partition block order. Cl 

continues block aggregation during the transaction. 

Cl = ∫ 𝐵𝐿∅(𝑣𝑖𝑎−→
𝑠𝑖𝑧𝑒(𝑁𝑎𝑡)

𝑖=1

𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑒 𝐸𝐶𝐶 𝐾(𝑢𝑑)[1, 𝑛]. 𝑠𝑒𝑡 𝑇) 

Step2: By chose partition block L at split proofing 

  Split the data hash code verification and 

transaction to link the authentication 

                   Verify the starvation endpoint key 

Sk→[1, 𝑛]. 𝑠𝑒𝑡 𝑇 

          SK = ∫ 𝐵𝑟(𝑈𝑑) 

Step 3: Create Hash for all starvation Shk. 

        Sk= ∑(𝑆ℎ𝑘 (𝐾𝑒𝑦 ∈ 𝐾−→

𝑠𝑡𝑎𝑟𝑣𝑎𝑡𝑖𝑜𝑛 𝑝𝑜𝑖𝑛𝑡 𝑠) ∪ 𝐸𝑘𝑒𝑦 

 Step 4: return the partition to create Sk 

            Usr→ return chain link proofing key (Sk) 

End 

Based on identifying the critical scenario, the block 

is slit with a key to a partitioned hash key. The cypher block 

is tightly coupled to safely hold the key without knowing the 

sequence of another block key. This partition block level 

improves the trust to validate the transaction to enhance the 

chain link security policy. 

D. Hash-indexed block with chain ring policy 

In this stage, a shifting chain ring policy was applied 

to form Blockchain to link the blocks. This chooses circular 

shifting form's matrix codded block to ensure the chain links. 

The SHA- encryption shifting depends on connections 

between public key Q and private key d to 

𝑐𝑟𝑒𝑎𝑡𝑒 𝑎 𝑏𝑜𝑐𝑘 𝑙𝑒𝑣𝑒𝑙 is referred to as, 

𝑡𝑎𝑔𝑇0  ← 𝑀 − 𝑇𝑎𝑔𝐺𝑒𝑛(𝐶[𝑖])𝑎𝑛𝑑 𝑏𝑙𝑜𝑐𝑘𝑡𝑎𝑔𝑠𝑇𝑖   ← 𝐵 −

𝑇𝑎𝑔𝐺𝑒𝑛(𝐶[𝑖])   (3)  
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Creating matrix shifting policy for random block k  [1, n – 

1]→ 𝐵𝑐 ← {0,1} 𝐸𝑐 (𝐹𝐵𝑃 ) for generating shuffle key, 

           kG = (x, y) and r = x mod n, if r = n at each round hash 

index created 

Generate session time, 

For each block, t = k–1 mod n 𝐸𝑐 (𝐹𝐵𝑃 ) (4) 

Attain exponential finite sets keys kG = SHA-1(m (Q, d)), 

256 hash key  

                     For each shifting round ‘r’ Calculate s = k– 1 (e 

+ da*r) mod n, if s = 0, the signature of the block pair is, 

𝐵𝑐 → m (r, s)    (5) 

 The primary node aggregation 'm' verifies the key at the peer 

end to prove the pairs to authenticate based on the request 

principle. The chain ring principle has the hash signature to 

generate a block sequence index to improve security. 

3.5 Principle of primary node aggregation  

The security ends at peer-end verification based on 

the primary node policy; this verifies the transaction principle 

through Proof of authenticity, validity, and Proof of work to 

ensure the security, the public keys, and private keys are 

progressed through a blockchain transaction. The nodes 

contain the blocks and hash keys during the transaction to 

acknowledge the ledger data transmission. Each node 

authentication in the primary node is a news aggregator that 

maintains the sequence of blocks and keys to verify the 

verification and validation to deliver the data safely.  

 

Figure 4. Master node Authentication 

i) Proof of Authenticity (PoA)  

The Proof of validation and verification was carried 

out after verifying the secret key. Such validity authentication 

is proven to allow data access at the peer end. Fig 4 shows the 

Master node Authentication. 

 The request Key at the peer end, 

   ‘𝑃𝐵 → Valid user 𝑉𝑢    (6) 

If check validated key on partial coordinated master key 

verification  

      R→ At 𝑃𝐵(𝑉𝑢) Fq         (7) 

At the finite set of blocks, proceed to the 

peer end by elliptic essential formulation. 

𝑃𝐵(𝑉𝑢) Fq(𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑 𝑏𝑙𝑜𝑐𝑘)   

 𝑉𝑒𝑟𝑖𝑓𝑦 𝑡ℎ𝑒 ℎ𝑎𝑠ℎ 𝑖𝑛𝑑𝑒𝑥 𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒 𝑡𝑜 𝑟𝑒𝑜𝑟𝑑𝑒𝑟 𝑐ℎ𝑎𝑖𝑛 𝑙𝑖𝑛𝑘 𝐻𝐵 →

𝑃𝐵(𝑉𝑢)    (8) 

Compute the user key KB =𝐻𝐵 → 𝑃𝐵(𝑉𝑢), check Block hash 

key proofing  

Verify machine address peer block at the session time‘t’ 

t = Mac k (Clair text)   (9) 

                     Allow decrypt Computes D = t→Block content 

𝐵𝐶  

Return the validated progress content to secure transactions 

only at the peer end to deliver the data efficiently. 

 

ii) Proof of Validity (PoV)  

The validity proof is based on the signing 

verification using session standards. This proofing assigns the 

key at the specified time to ensure the transaction with public 

and private keys. The decentralization verifies the validation 

by considering the Proof with validation keys from peer to 

peer. The ECC enhances the hash index policy to encrypt the 

data to verify the digital signature. 

 

𝑠𝑖𝑔𝑛 [(ℋ: (𝓀, 𝑚𝑠𝑔1) → {0,1}�̆�, 𝓈�̆�)] → 𝜎𝓂  (10) 

𝑤ℎ𝑒𝑟𝑒 𝓈 ℎ𝑒 𝑑𝑒𝑛𝑜𝑡𝑒𝑠 𝑡ℎ𝑒 𝑠𝑒𝑐𝑟𝑒𝑡 𝑘𝑒𝑦 𝑎𝑛𝑑  𝜎𝓂 𝑟𝑒𝑝𝑟𝑒𝑠𝑒𝑛𝑡𝑠 𝑡ℎ𝑒 𝑒𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑 𝐻𝑎𝑠ℎ 

𝑎 𝑣𝑎𝑙𝑢𝑒 𝑖𝑠 𝑘𝑛𝑜𝑤𝑛 𝑎𝑠 𝑎 𝑑𝑖𝑔𝑖𝑡𝑎𝑙 𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒. 

𝑣𝑒𝑟𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛 𝑐𝑎𝑛 𝑏𝑒 𝑑𝑒𝑓𝑖𝑛𝑒𝑑 𝑎𝑠 

𝑉𝑒𝑟𝑖𝑓𝑦 𝑠𝑒𝑠𝑠𝑖𝑜𝑛 (𝓃, 𝜎𝓂,  𝓅𝓀  ) → {0,1} 

𝑤ℎ𝑒𝑟𝑒  𝓅𝓀 𝑑𝑒𝑛𝑜𝑡𝑒𝑠 𝑡ℎ𝑒 𝑝𝑢𝑏𝑙𝑖𝑐 𝑘𝑒𝑦 (11) 

𝑉𝑒𝑟𝑓(𝓃, 𝜎𝓂 ,  𝓅𝓀   )

= {
1 𝑖𝑓  𝜎𝓂 𝑖𝑠 𝑣𝑎𝑙𝑖𝑑 𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒 𝑚𝑠𝑔

1
  𝑜𝑓 𝑢𝑛𝑑𝑒𝑟 𝑣𝑒𝑟𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛 𝑘𝑒𝑦 𝑆𝐾 

0                                                 𝑖𝑓 𝑛𝑜𝑡 𝑣𝑎𝑙𝑖𝑑 
 

    (12) 

Informally, the digital information is verified by 

signature scheme = {𝒦, 𝑆𝑖𝑔𝑛, 𝑉𝑒𝑟𝑓} owns the existential 

enforceability in contradiction chooses the session time to 

validate the public and private key to ensure the digital 

signature 
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C) Proof of Work (E-PoW) 

The Proof of work validates the data and transaction 

based on the time stamp verification 𝐷𝑘 𝑎𝑛𝑑 𝐻𝑘 in the 

blockchain mining network. The timestamp be worked under 

the transaction verification at peer reviewer policy,  

t=0 at t0 ≤ t1 ≤ t2 ≤ · · ·tn 

The continuity of the hash code block be verified Tk =  to −

 tk − 1 be represented with the time of block𝐵𝑘. The 

sequence of the league based on the time window verified by,  

𝑇𝑘 =
𝐷𝑘

ℎ𝑘
+ 𝑡𝑘

𝑝
=

𝐷𝑘

𝐻𝑘
    (13) 

Verbalizing the actual Proof depends on a secret key with a 

hash rate to verify the block of the propagation delay by time 

round Proof of validation. The exponential values distributed 

by the delays are eventually rejected. The hash block is 

confirmed by the representation equation as,  

𝐻𝑘 =  
∑ 𝐷𝑘−𝑊+𝑖𝑊

𝑖=1

∑ 𝑇𝑘−𝑊+𝑖𝑊
𝑖=1

    (13) 

The nominal hash rate is verified 𝑏𝑦 𝐻𝐾  having the 

peer conversation authenticated to accept the valid Proof. 

This proves each code block level hash information by 

dividing the session time of representation during the regular 

interval time window. The PoW retrieves the validated key at 

peer-end authentication and only knows the secret key to 

ensure the Proof receives the data. This blockchain principle 

enhances the Proof of work consensus-based validity 

authenticity and proofing to improve security. 

IV. EXPERIMENT RESULT ANALYSIS 

 In this phase, we assess the performance of the 

proposed experimental scheme. We first developed an 

experimental simulation platform to compare the different 

methods further. In particular, we run tests on block epoch 

time on Windows 10 with Intel Core i5-2120 CPU @ 

3.30GHz with 8GB RAM. 

TABLE 1. DEPLOYMENT OF SIMULATION PARAMETERS 

Parameters Values 

Simulator tool Visual Studio 

Simulation language  C# 

Dataset name Medical Personal Healthcare 

Records (MPHR) 

No of users 100 

File size (in MB) 15, 30, 45, 60, 75, 90 and 100 

  

The simulated blockchain environment parameters and 

values are defined in table I to show the data set with testing 

and validation. The performance testing was conducted to 

analyze the security performance, encryption-decryption 

time, and average latency, comparing the proposed technique 

with the previous algorithms. 

 

Figure 5: Result of classification performance 

 Fig. 5 describes the patients' sensitive information 

classification results compared with previous schemes. The 

proposed HSBC- P2CL method attains 93% classification 

performance for a 100MB file size. The proposed HSBC- 

P2CL algorithm achieves high performance than THT-IV, 

BSPEFB, and BC-SABE techniques.  

TABLE 2: IMPACT OF SECURITY PERFORMANCE 

Security performance in % 

File size 

(MB) THT-IV BSPEFB 

BC-

SABE 

 

HSBC- 

P2CL 

20 58 64 68 72 

40 63 67 71 76 

60 69 71 75 81 

80 74 77 82 87 

100 79 81 86 93 

 

 

Figure 6. Security performance  

Fig. 6 and Table 2 define the proposed MPHR 

security performance result with different file sizes like 20, 

40, 60, 80, and 100 MB. The proposed HSBC- P2CL scheme 

attained 93% security performance for a 100MB file size. 

Also, the existing method is the THT-IV technique has 79% 

security performance, the BSPEFB approach has 81% 

security performance, and the BC-SABE technique has 86% 

security performance.  
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TABLE 3: IMPACT OF PRECISION AND RECALL PERFORMANCE 

Comparison 

methods 

Verification (%) Authenticity (%) 

THT-IV 68 67 

BSPEFB 74 73 

BC-SABE 80 78 

HSBC- P2CL 91 89 

 

 

Figure 7. Result of Verification and Authenticity performance 

Fig. 7 and Table 3 describe the Verification and 

Authenticity performance with existing methods. In the fig, 

the X-axis denotes the proposed method with different 

approaches, and the Y-axis represents each method's 

performance gradually increasing. The proposed HSBC- 

P2CL method's precision and recall performance is 91% and 

89%, respectively. Similarly, the existing method result is 

that the THT-IV technique has a precision of 68% and recall 

of 67%; the MEdge-chain approach has an accuracy of 74% 

and recall of 73%. BC-SABE technique has a precision is 

80% and recall is 78%.  

TABLE 4: IMPACT OF F-MEASURE PERFORMANCE  

F-measure performance in % 

File size 

(MB) THT-IV BSPEFB BC-SABE 

HSBC- 

P2CL 

20 65 69 73 76 

40 69 74 77 80 

60 73 78 80 84 

80 77 81 85 89 

100 80 84 87 91 

 

 

Figure 8: Result of F-measure performance 

 Fig. 8 and Table 4 illustrate the result of F-measure 

performance with different file sizes like 20, 40, 60, 80, and 

100 MB. The proposed method produces 91% of F-measure 

performance; the THT-IV process yields 80% of F-measure 

performance, BSPEFB produces 84% of F-measure, and the 

BC-SABE method produces 87% of F-measure performance. 

However, the proposed method has high F-measure result 

than previous methods. 

 

Figure 9. Result of encryption and decryption time 

This value is calculated by averaging each User's 

100 MB file size. Assuming each User has a 1MB MPHR file, 

10 new users will join the proposed plan monthly. As shown 

in Fig 9, the response time delay gradually rises with the 

number of users. Thus the proposed HSBC- P2CL scheme 

encryption time is 2 sec, and the decryption time is 0.5 sec. 

 

Figure 10. Result of average time complexity 

 Fig 10 shows the average time complexity 

performance result compared with previous methods. The X-
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axis presents the number of users like 15, 30, 45, 60, 75, 90, 

and 100. The proposed HSBC- P2CL scheme latency has 6 

sec for response time during healthcare data sharing. The 

proposed HSBC- P2CL technique provides less time 

complexity performance than other methods.  

V. CONCLUSION 

To conclude, this proposed system achieves high 

performance to improve security. The information 

proactively enhances safety as well as privacy to identify 

sensitive records. The proposed secure data Transactions are 

based on Hash-coded Starvation Blockchain security. The 

cryptography adaption using Padded Ring signature-ECC for 

Network of Things proves the authenticity in IoT data 

transmission as a safeguard to make the transmission. This 

makes the encrypted block's provable partition chain Link 

(P2CL). The encrypted blocks are transmitted into the nodes 

monitored by NoT security to create Proof of authentication. 

The proposed system proves high performance in the 

experimental result is security has 93%, verification and 

validation commission is 93%, F-measure has 91%, precision 

is 91%, recall is 89%, and overall time complexity is 6sec 

than other existing systems. 
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