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ABSTRACT

With the advent of cloud computing, all data flows among users of applications follows a
de facto route, through third party services. In fact, data, before reaching their recipient,
are stored in cloud storage, even though not always needed. Additionally, services on the
internet always try to lock-in their users and their friends. In this thesis we present the
design, implementation and evaluation of Generic Connectivity Service (GCS), a middle-
ware service facilitating peer-to-peer connection establishment among applications run-
ning on users’ devices. Simultaneously, GCS aims to give back to users the management
of their contacts list. Thus, decoupling applications from handling each users’ friends-list.

Our system comprises a network of GCS nodes and a daemon running on each user’s
device. Users connect to GCS network, thus rendering their devices available for con-
nection requests. Applications running on a user’s device request a connection towards
one of her friends through the daemon component. In sequence, the daemon forwards a
connection request to GCS and if callee accepts the connection, more control messages
are exchanged, necessary for connection establishment. Once a peer-to-peer channel
is established, the two applications can communicate without their data flowing through
GCS nor a third party cloud service.

We have provided both a centralized and a distributed version of our system. The latter of
course, mitigates a single point of failure, thus improving our system’s availability and fault
tolerance. In the distributed version of our system, GCS nodes form a Distributed Hash
Table which is used as a routing layer for control messages. Finally, an enticing property
of our system is that it allows connection establishment among users even behined NATs
and firewalls.

SUBJECT AREA: Distributed Systems

KEYWORDS: Middleware, Distributed Hash Table, Peer-to-Peer Communication



NEPIAHWH

Me TOV EpXOMO TWV VEQWIV UTTOAOYIOTIKWY CUCTNUATWY, OAEG OI poég OedopEVwY avapeoa
o€ XPNOTES DIAPOPWYV EQAPPOYWV aKOAOUBOUV pia diadpoun SIaPECOU TPITWV UTTNPECIWV.
Ta dedopéva, TpIv @OACOUV OTOV TTAPAAATITN TOUG, ATTOBNKEUKOVTAI OE ATTOBNKEUTIKO
XWPO UTTOAOYIOTIKOU VEQOUG, XWPIC auTd va gival TTAVTA ATTapaiTNTO. 2€ AQUTAV TNV OI-
TTAWMOTIKA €pyacia TTapoucialoupe Tov oxediaopud, TNV UAOTToIiNoN Kal TRV agloAdynon
Tou ZuoTthuatog MevikAg Alaocuvdeong (ZMA), pia kataveunuévn TTAATEOPPA TTOU OUVTE-
Agi oTNV dnuIoupyia KAVOAIWY ETTIKOIVWVIOG OUOTIHWY PETAEU EQAPHOYWYV TTOU TPEXOUV O€
OUOKEUEG TWV XpNoTwv. Tautoxpova, 1o 2I'A oToxeuEl va ETTIOTPEWYEI OTOUG XPNOTEG TOV
€AeyXo Kal TN dlaxeipion TG AioTag Twv €TTAPWY Toug. Me auTdv ToV TPOTTO ATTEUTTAEKEI TIG
EQAPMPOYEG ATTO TN dlaxeipion TG AioTag QiAwv TOu EKACTOTE XPNOTN.

To ouoTnua pag arroteAeital atrd €va dikTuo aTTd KOPPBoUG Tou A KaBwg Kal Yia pap-
MoyR TUTTOU daipova (TTou TPEXEI OTO TTAPACKAVIO), N OTToIa TPEXEI O KABE CUOKEUR TwV
xpnoTwyv. O1 eQapUOYEG TTOU TPEXOUV OTNV OUCKEUN €VOG XPHOTN, AITouvTal Tn dnuioup-
yia KavaAIou ETTIKOIVWVIOG PE Evav atrd TOUG QiAoug Tou XproTn dIaPETOU TNG EQAPPOYNG
daipova. 21N ouvéxela, o daipyovag TTpowdEi Eva aitnua ouvdeong oTo 2IMA kI av o TTa-
PaANTITNG TO BeXOei, TOTE Ba avialayxBouv KAtTola akOun pnvupaTa EAEyXou, atmapaitnTa
yla Tnv dnuioupyia Tou KavaAiou. MOAIG To KavaAl TTIKOIVWVIAG €xel eykaB1dpuBEei, o1 dUo
EQAPUOYEG ETTIKOIVWVOUV XWpig Ta dedopéva Toug va diEpxovTal diapéoou Tou 2IMA KabBwg
Kl TRITWV UTTNPECIWYV UTTOAOYIOTIKOU VEQOUG.

MapExoupe dUO €KBOOEIC TOU CUCTANATOG PAG, TNV KEVTPIKOTTOINUEVN KAl TNV KATAVEWN-
Mévn. H katavepnuévn €kdoon, atro@elyel TO TTPORANUA TOU POVAdIKOU OnuEiou atro-
TUXiag, TTapéXovTag €101, BEATIWHEVN BIABECINOTNTA TOU CUCTANOTOG AAAG KAl avoxr o€
OQAAYOTA. 2TNV KATAVEPNUEVN €KBOOT TOU CUCTANATOG Uag, ol KOuPol Tou ZIA oxnuari-
Couv évav Karavepnuévo lMNivaka Kartakepuatiopgou, 0 OTT0iog XPNOIKOTTOIEITAI WG ETTITTEOO
OpouoAdGynNonG pNVUUATWY eAéyxou. TEAOG, éva akdun BETIKO XapaKTNPIOTIKO TOU CUCTA-
MATOG MG €ival TTWG ETTITPETTEI DNUIOUPYIA KAVOAIWY OPOTIHWY PETAEU XPNOTWYV TTOU Bpi-
oKovTal 0€ OIKTUO PE HETaPPaoTh S1EUBuUvVONG BIKTIOU OAAG Kal TOIXOG TTPOCTACIAG.

OEMATIKH MEPIOXH: Kataveunuéva uoTrjpata

AEZEIZ KAEIAIA: Evdiaueoo Aoyiopiko, Karaveunuévog lNMivakag KartakepuaTtiopou,
Emkoivwvia OpoTtipwyv
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A Generic Connectivity Service for peer-to-peer applications

1. INTRODUCTION

The extended use of cloud services, like Facebook Messenger, Dropbox, Google Drive,
has shifted many functionalities towards the cloud, even when it is not mandatory for them
to reside there. For example, when friends need to share some files, these have to be first
uploaded to a third party service and then shared back to people in the same room. In this
case, files, be it sensitive documents, have to go through the cloud, stored there and then
downloaded to another device. This model of communication has lead to a reinforcement
of the client-server model, which is not always the most appropriate choice. With the
advent of high bandwidth connectivity for both, mobile and not, devices, the model can
now shift to a hybrid one, whereby client-server and peer-to-peer communication models
may be used in tandem, wherever one is more appropriate.

In a world of ubiquitous communication, people choose to contact a friend, a colleague,
i.e., another person and not a specific device of a friend. Thus, it seems appropriate to
follow the same model when using networked applications. For example, Alice wants to
share some files with Bob and does not care on which device her friend receives them. It
is generally accepted/known that technology adoption is wider when it is accessible/easy
for many people to use it. For this reason, we deem important to follow a more user-centric
approach in networked applications, by providing abstractions familiar to users, like that
of another user, and not the current IP address of Bob’s laptop.

On the subject of easily usable technology, another problem of current networked applica-
tions is the “lock-in factor”. To elaborate, most companies want to lock-in more customers
to their products, thus provide full fledged solutions, such as online file storage, along with
collaborative text-editing and email. Thus, a group of colleagues who need to collaborate
on a project, all have to have an account on such a service but also accept other group
members as contacts. The problem becomes more obvious if they require an additional
service, for example photo editing. Each group member has to have an account at that
service and also accept others as contacts or “friends”. One can notice how ineffective
this becomes as the number of required services increases.

In this work, we present a distributed connectivity service, which facilitates peer-to-peer
connection establishment among applications running on users’ devices. Our system,
Generic Connectivity Service (GCS) aims to provide networked applications an easy way
to communicate with other applications, by avoiding cloud services when not necessary.
In GCS, a user is a first-class citizen. A user’s identity is defined by using a Blockstack
Naming System (BNS) [12] identity or a public key. The user has devices, with which she
connects to GCS, thus making them available for incoming connection requests.

A user defines friends, i.e., a white-list of contacts that are allowed to request incoming
connections. Through this way, we decouple friends management from applications and
move it from companies ownership to the user’s discretion, that is, the user is the owner
of her own friends-list. In the aforementioned scenario of a group of colleagues, the set
of required accounts stays constant regardless of the number of required collaboration
services. The system also allows the user to select among three privacy modes regarding
her friends-list. A user may choose not to disclose who her contacts are, or she may
upload her friends-list to GCS. We expand on the privacy modes on section 4.2.

GCS provides an abstraction for P2P connections and the required complexity of estab-
lishing one regardless of the peers’ network topologies. GCS, apart from a distributed
service, is accompanied by a daemon that runs on a user’s device and mediates connec-

C. Aslanoglou 12



A Generic Connectivity Service for peer-to-peer applications

tion requests from/to local applications. Applications are only required to use the daemon’s
exposed API for requesting available devices of a user, her friends and finally requesting
the establishment of a P2P connection. We describe the exposed API on section ??. The
system can establish P2P connection even when a peer is behind a firewall or a NAT.

The contributions of this work are as follows:

GCS is a distributed platform for facilitating peer-to-peer connection establishment.

* Introduces the user as a first-class citizen of networked applications. Thus, users
can easily select other friends to collaborate with, instead of having to deal with IP
addresses.

» Decouples the management of contacts lists from applications, thus making the user
the owner of her friends-list.

A distributed middleware system without a single point of failure.

C. Aslanoglou 13
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2. RELATED WORK

Several connectivity establishment systems have been proposed, although most of them
are not designed around the notion of communication among users, through their devices.
Related work includes systems which use centralized components to resolve domain
names using DNS infrastructure (NUTSS [19], Signpost [30]). Other systems have cent-
ralized components and create a rendezvous service for either propagating messages or
establishing peer-to-peer connections (N2N [15], HeNNA [26], TinCan [32]) or require an
always-on and reachable device (Signpost [30]). Finally, there are systems which try to
solve the problem in a decentralized manner (UIA [16], DevCom [20], SOS [13]).

In GCS, the user is a first-class citizen, who takes full ownership of her social contacts
and is not required to have an always-on device. The system facilitates connectivity es-
tablishment and through its decentralized design avoids having a single point of failure.
None of the aforementioned systems provide the following features as a whole:

 Allow both communication of personal device and communication among different
individuals simultaneously

» Decouple friends management from applications, i.e., making the user the “keeper”
of her social contacts

* Have no single point of failure

2.1 Systems with centralized components

NUTSS [19] follows a name based approach for identifying remote hosts and establishing
network flows through middleboxes, like NATs and firewalls. NUTSS architecture contains
three main components, Policy-Aware Boxes (P-Boxes), Middle-Boxes (M-Boxes) and at
its core employs DNS. Each network has a logical P-Box, which in turn is connected to a
parent P-Box (that of another network). All P-Boxes form a tree with DNS being its root.
When an end-host wants to bind a name to an address it contacts the local P-Box, which
in turn forwards the request to its parent, up until the contact P-Box (connected to DNS).
The latter, uses DNS queries to identify the location of a device.

The next step is establishing a connection and involves M-Boxes. M-Boxes are located
on the network boundary and are associated with a P-Box. A network path is established
through M-Boxes, to which end-hosts send encrypted data. GCS does not use DNS, it
does not need network wide changes (like the presence of P-Boxes and M-Boxes) and it
facilitates P2P channel establishment, not a network path from one device to another.

N2N [15] is a peer-to-peer overlay, formed by edge nodes and super nodes. The latter are
used to introduce edge nodes and for crossing symmetric NAT (thus should be publicly
accessible). Users can form and take part in multiple communities whose membership is
static. Each community is a different network interface and is identified through its MAC
address.

In contrast to GCS, N2N not only lacks a user concept, but also imposes a mental burden
of having to remember which network interface to use for a given application and friend.
In our system, users solely need to specify a friend’s name and possibly choose one of
their friend’s available devices.

C. Aslanoglou 14
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HeNNA [26] decouples identification from location and allows message delivery across
heterogeneous networks, including infrastructure-based and ad-hoc networks, while cop-
ing with nodes of intermittent connectivity. A source does not care about the current loca-
tion (IP address) of a destination node. The latter may be connected to any network using
any interface at the time of message arrival. Thus, applications bind to node identifiers
instead of IP addresses. Additionally, each node’s location information is managed by
an always reachable node, namely Location and Management Server (LMS). LMS has a
globally reachable address and maintains location information of registered nodes. The
authors suggest LMS can be hosted by an ISP, a company or a user for her personal
devices. Finally, this node may store messages on behalf of unaivalable nodes. Com-
pared to GCS, HeNNA assumes an always reachable node for each (privacy conscious)
user. There’s also no peer-to-peer secure channel and social contacts list for white-listing
connection requests.

Signpost [30] is a network architecture which like GCS provides a rendezvous service.
The system’s goal is to map a domain name hierarchy (DNS zone) to a user’s personal
cloud of devices. Each user has a Signpost Controller, which stores a zone file with domain
name and device associations. The controller is an always-on and publicly accessible
node, as it responds to DNS queries for devices registered in the zone file. Compared
to GCS, a user is required to acquire a DNS domain and own a 24/7 publicly available
device, which is also a single point of failure.

TinCan [32] facilitates the creation of peer-to-peer virtual private networks. Its goals dif-
fer from these of GCS, but the proposed design is similar. TinCan uses XMPP [31] for
discovery/notification, STUN [34] for reflection and TURN [23] for relaying. The system
offers two possible VPN topologies, Group VPN and Social VPN.

In the case of Group VPN, users/devices have to share credentials for the XMPP server
and the network creator has to assign each device a virtual address. A usecase of Group
VPN is for communication among personal devices of a user or users with no identities in
social networks. In the Social VPN case, trust relationships are maintained by centralized
(or, federated) servers (e.g. Google Hangouts [6]) and only users that are trusted under
these services can establish P2P connections. For example, if Alice has a Facebook
identity, while Bob has a Google identity, they will not be able to reach each other (except
for a setup for XMPP federation). If Alice decides to delete her Facebook identity, she will
not have access to her buddy list, as it is maintained by the server.

Compared to GCS, TinCan provides independent/isolated solutions for two problems.
Alice can utilize Group VPN for communication among her personal devices, while she
can communicate with Bob using Social VPN. However, given Alice and Bob owning more
than one devices, two problems arise. It is not possible for Alice’s laptop to choose which
of Bob’s devices to contact, while also not feasible for Bob to instruct the system to which
device he wants to be reached at certain times.

2.2 Distributed Systems

UIA [16] is a distributed system that shares goals with GCS. Each user has a namespace
and each device has a unique endpoint identifier (EID) in the system. Namespaces are
shared across all users and each network change is gossiped. Devices run a handshake
protocol to authenticate each other and form/merge groups. When a device has to connect
to another device, namely callee, it aims to find its address. Initially, it tries to contact

C. Aslanoglou 15
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callee’s last known addresses. If that fails, the caller queries other known devices using
callee’s EID.

In contrastto GCS, UlA reveals information about each user’s devices under her namespace,
her social contacts (as part of other namespaces), it has not implemented NAT traversal for
establishing P2P connections and it assumes a high number of UIA users so that routing
among two devices is always possible.

DevCom [20] is another distributed network system, which assists users to easily organ-
ize devices in multiple trustworthy communities. The authors envision users participating
in multiple, concurrent communities. The latter are comprised of devices and have com-
mon trust policies where communication, sharing and collaboration among devices are
assured. DevCom uses static virtual IP addresses, so that even on connectivity changes,
the applications can use the same address.

A device can detect another using either mDNS, DNS Service Discovery, NFC, QR codes
or remotely using email. During discovery public keys are exchanged so that devices
can then establish secure communication channels. Devices maintain a list of all other
devices with which they share a community and also propagate community membership
changes to others. Two devices may be known with more than one DevCom IPs, if they
are participating in more than one common communities.

To connect to a device, the physical address is needed. A list of history addresses is
maintained for each trusted device, and if none of these are valid, it tries to identify the
current address through other community members. The authors claim DevCom can be
used with legacy applications, as it uses IPs and there is zero configuration required by
users. However, users have to identify and retrieve the IP of the device with which they
wish to communicate.

Compared to GCS, like TinCan, communication is among devices and not user identities.
Additionally, DevCom assumes that at any time at least one device in the community can
be reached in a previously used physical IP. Finally, the system requires direct control
channel between every online device of a community.

In Secure Opportunistic Schemes (SOS) [13] the authors outline a communications
middleware for Apple devices. When an application (which uses SOS) is run for the first
time, a public/private key pair is created and a valid certificate is signed by the Certificate
Authority of the application. Each application is then able to announce messages and any
devices interested in these messages can request the content. The requesting device
also sents the signed certificate, which contains its public key, to verify trust and establish
a secure channel. A device may store messages of other users and announce them along
with its own, thus acting as a proxy. SOS in contrast to GCS, is only applicable to Apple
devices.

C. Aslanoglou 16
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3. PRELIMINARIES

3.1 Interactive Connectivity Establishment

Our system’s aim is to facilitate peer-to-peer channel establishment among applications
running on various network topologies. This goal entails being able to traverse across
different NAT topologies, even behind firewalls.

The standard for such requirements is a family of protocols, namely Interactive Connectiv-
ity Establishment (ICE) [29]. ICE works by exchanging all possible IP addresses and ports
which are then tested for connectivity by peer-to-peer connectivity checks. These IP ad-
dresses and ports are then exchanged through GCS from a caller to a callee, and vice
versa. Finally, connectivity checks are performed using Session Traversal Utilities for NAT
(STUN) [28] and Traversal Using Relays around NAT (TURN) [22] protocols orchestrated
by ICE.

In a typical ICE scenario, there are two ICE agents (endpoints), whose aim is to commu-
nicate. ICE assumes there’s a way to exchange signaling information among the agents.
Initially, the agents are unaware of their network topology. ICE allows the agents to dis-
cover required information about their topologies and thus find one or more paths through
which they establish a data session. In a standard deployment of ICE, apart from the
two ICE agents, there’s the signaling server and the servers running STUN and TURN
protocols.

A high level overview of how ICE works follows. Each agent gathers the variety of can-
didate transport addresses (IP address and port for a particular protocol) with which it can
communicate with the other agent. These candidate addresses may include:

A transport address on a directly attached network interface

* A translated transport address on the public side of a NAT (a “server reflexive” ad-
dress)

A transport address allocated from a TURN server (a “relayed address”)

Potentially, any of the transport addresses of the caller can be used to communicate with
any of the callee’s transport addresses. However, not all combinations will work. For
example, if both caller and callee are behind NATs, their directly attached interface ad-
dresses will not work. The purpose of ICE is to discover the candidate pairs that work.
This is done by testing all of the candidate pairs after these are sorted systematically ac-
cording to metrics defined in ICE, up until one or more pairs allow a data channel to be
established.

3.1.1 Candidates

Candidates can be gathered from all available transport addresses. In addition to these,
STUN and TURN protocols are also used to obtain additional candidates. STUN provides
transport addresses on the public side of a NAT, namely server reflexive candidates. This
is achieved by the STUN server sending the agent’s public address (transport address
after NAT) back to the agent, as is demonstrated in figure 3.1.

C. Aslanoglou 17
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Peer A

4 you are:
208.141.55.130:3255
who
am |7

STUN server

Peer B

Figure 3.1: Session Traversal Utilities for NAT (STUN) example

There are some network topologies where using STUN does not suffice. An example of
this problematic topology is a symmetric NAT. TURN can be used to facilite communication
in such cases. TURN provides candidates on TURN servers, namely relayed candidates.
When TURN is used, an agent allocates an address to the TURN server, which can be
used as a candidate. Thus, a TURN server acts as a relay as show in figure 3.2.

Peer A

you arg: 209.141.55.130:3255
Behind Symmetric NAT
who

am |7

TURN server STUN server

|
=/

Figure 3.2: Traversal Using Relays around NAT (TURN) example

This process requires both STUN and TURN servers to be publicly accessible to the in-
ternet.

ICE will eventually find a working pair of candidates through which communication can
commence. To shorten this process, the candidates are sorted. The basis for sorting
candidate pairs is that more direct routes (i.e., transport addresses on a directly attached
network interface) are prefered over ones involving more hops (such as TURN servers).
In addition to the above, same type of candidate addresses are assigned same priorities.

Candidates are exchanged through a signaling service. These can be encoded in Session
Description Protocol (SDP, [21]) offers.

C. Aslanoglou 18
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3.1.2 Trickle ICE

The aforementioned process for gathering candidates, sorting them and then exchanging
them may result in a lengthy connection establishment process and degraded user ex-
perience. Thus, an improvement has been suggested, known as “Trickle ICE”. According
to this enhancement of the ICE protocol, candidates are exchanged as soon as an ICE
session has been initiated. Trickle ICE allows for shorter session establishment times, as
allows connectivity checks for candidate pairs to be run in parallel.

3.2 Kademlia Distributed Hash Table

In computer systems, a hash table is a data structure that implements an associative
array abstract data type (ADT). This ADT maps keys to values. A hash table uses a hash
function to compute an index of an array of buckets or slots, in which the desired value
can be found. Ideally, the hash function will assign each key to a unique bucket, but most
hash table designs use an imperfect hash function, which generates the same key for
different inputs. This introduces collisions, which must be accommodated, by supporting
data structures for each array element or bucket.

A distributed hash table provides a key to value mapping, but spread across a peer-to-peer
network of nodes. The (key, value) pairs are distributed among participating nodes which
share hash table maintainance responsibilities. The distribution of (key, value) pairs is
done in such a way so as to avoid service disruptions upon node arrivals and departures.
The distributed and decentralized nature of such systems allows them to scale better than
a centralized version of a hash table running in a server.

Kademlia [24] is a Distributed Hash Table (DHT) used by several public networks [8], such
as Kad Network [7], BitTorrent [1], Retroshare [10] and IPFS [14]. Kademlia minimizes the
amount of messages nodes must send to discover each other, as this information spreads
automatically through node lookups. Kademlia uses parallel and asynchronous queries
to avoid timeout delays from failed nodes. The key lookup process explores the network
in several steps. Each step either provides nodes closer to the requested key or the
requested value. The steps stop once no more closer nodes are found.

Keys are derived from an 160-bit namespace of identifiers. Nodes have identifiers derived
from aforementioned namespace. (key, value) are stored on nodes whose IDs are “close”
to the key as per exclusive or (XOR) distance. Kademlia logically spans nodes as leaaves
of a binary tree, which each node’s position determined by the shortest unique prefix of its
ID. Each node must have a contact (that is, another node) in each of the subtrees (of the
whole binary tree) that don’t contain the node, as we can see in figure 3.3. The routing
table allows for each step of the lookup process to half the distance towards the key, which
provides an efficient O(logN) time complexity.

3.3 Bitcoin Blockchain

Bitcoin is a decentralized peer-to-peer electronic cash system, which is based on a Proof-
of-Work (PoW) consensus algorithm which additionally allows for any user to participate
in the voting process, by simply using their computing power.

Bitcoin is essentially a distributed ledger, i.e., containing a distributed collection of trans-
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11..11 Space of 160—bit numbers 00...00

Figure 3.3: Kademlia binary tree. The black dot shows the location of node 0111... in the tree. Gray
ovals show subtrees in which node 0111... must have a contact.

actions. The latter ones are contained in blocks, and the latter chained together form the
Bitcoin ledger. Chaining occurs by including the hash of the previous block to the next -
newly minted - block, acting as an abstraction of a timestamping server.

To render the system as distributed, a consensus algorithm is introduced, namely proof-of-
work. Essentially, with transactions broadcast over the network, “miner” nodes combine
them to solve a computationally hard puzle. The first node to solve the puzle, broadcasts
its solution to the network, so other nodes can verify it. Although, puzzle solving is com-
putationally hard, verification of a solution is fast. Other nodes acknowledge a solution’s
validity by simply using it, to “mine” the next block. If there’s a case of forks being created
in the ledger (i.e., two nodes solve the puzzle), the protocol’s policy is to use the longest
chain or if that’s not enough, the winner block that was created at the earliest time.

To incentivize nodes to support the network, while also, circulating the coins, the first trans-
action of a block, “mints” new coins owned by the creator (solver) of the block. Transaction
fees can be used as an incentive, as well. Fees can happen when a transaction’s output is
less that its input value. This can be used to stop minting (at later stages of the currency’s
life), as a means of money influx for miners and also mitigating inflation problems.

Finally, although in Bitcoin all transactions are transparent, privacy to the system is intro-
duced by having anonymous wallets. That is, each user can have many wallets which are
identified by a public key. Thus, even if transactions are public, money transfers ideally
cannot be linked to anyone.

3.4 Blockstack Naming System

Blockstack [12] is a naming system providing human-readable names on top of Bitcoin
blockchain [25], as a separate logical layer.

Blockstack authors have separated its data plane from its control plane. The control plane
defines the protocol for registering names and creating (name, hash) bindings and consists
of the Bitcoin blockchain and a logically separate layer on top, namely virtualchain.

The data plane is responsible for data storage and availability. This layer consists of zone
files and external storage systems. Zone files allow discovering data by using a hash
or a Uniform Resource Locator (URL). External storage systems include any third-party
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systems, such as Dropbox [2] and Google Drive [5].

Building systems on top of PoW blockchain cryptosystems, requires tackling limitations
on data storage capacity, limited bandwidth and slow writes. The two planes design,
increases storage capacity of their system and allows for independent evolution of each
layer.

Blockstack is agnostic of the underlying blockchain and provides the ability to construct
state machines, through the layer of virtualchains. A virtualchain can introduce new types
of state machines without requiring any changes from the underlying blockchain. Transac-
tions (of the blockchain) are treated as input of a virtualchain, whereby valid inputs trigger
state changes.

The control plane stores Blockstack operations in the blockchain, such as name regis-
trations and provides a total ordering upon those. The virtualchains layer of the control
plane, allows to define new operations, which are encoded in the blockchain layer, as
metadata of transactions. Accepted transactions are processed by the virtualchain tier to
construct a database that stores info of global system state along with state changes at
any blockchain block.

The data plane offers data retrieval routing. Blockstack decouples the task of routing
requests (how to find data) from the actual storage of data. This allows using any storage
provider and multiple of them to coexist. Zone files, which are identical to DNS zone files
(in their format), are used for storing routing information. The virtualchain binds names
to hash(zonefile) and stores them in the control plane, while the actual zone files exist on
the routing layer. The storage layer of the data plane hosts the actual name-value pairs.
Stored data are signed by the key of the respective owner of a name.

In figure 3.4 below we can see the layers of Blockstack’s design.

datafory y's signature datafor z T
™,
Layer 4:
; (4b) immutable storage: Storage
Put data hash in zone file;
update zone file hash; 4
\ / : hash(data for 2) write new data & zonefile
" zonefile for z
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(4a) mutable storage: -t
Write new data directly;
use same zone file URL - X (3) append
Virtualchain x| zonefile hash D_[:H:I
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(2) verify consensus 2onafie hash Virtualchain
and authenticity
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Figure 3.4: Overview of Blockstack’s architecture. Blockchain records give (name, hash)
mappings. Hashes are looked up in routing layer to discover routes to data. Data, signed by name
owner’s public-key, is stored in cloud storage.

Concluding, Blockstack provides a complete naming system, whereby names are owned
by cryptographic addresses of the underlying blockchain. A user preorders and registers
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a name in two steps in order to claim a name without revealing it to the world and thus
allowing an attacker to race the user in claiming the name. The first user to successfuly
write both a preorder and register transaction is granted ownership of a name.
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4. SYSTEM DESIGN

4.1 System Overview

Generic Connectivity Service (GCS) is a distributed platform enabling P2P channel estab-
lishment among applications running on end-user devices. Users connect to the service,
making available their devices as contact points. In addition, a user defines a friends-list,
which acts as a whitelist for users that are allowed to contact her and her devices. The
GCS network mediates solely the connection establishment process while the actual com-
munication flows through the P2P channels being handled on each user’s device. Below
we outline the components of our design. As we can see in figure 4.1, these include:

* A structured network of GCS nodes mediating connection establishment among dif-
ferent users and their devices.

* A Contact Management System, namely, CMS, acting as the intermediate layer
among local applications and the GCS network or another CMS.

» A set of TURN / STUN servers supporting the connection establishment and some-
times the communication, depending on the network topology of each user.

To use the connectivity service, a user needs the CMS running on her devices. One of
our system’s goals is to allow users take ownership of their friends-list and thus decouple
applications from management of such functionality. Thus, not only alleviating the burden
of a user having to go through each networked application forming her friends-list, but also
gaining some privacy from those applications.

4.2 Generic Connectivity Service

This component handles user authentication and mediates connection establishment.
User devices connect to GCS nodes and maintain an open connection to send and re-
ceive connection requests. A collection of these nodes form a Distributed Hash Table
which acts as a routing layer for control messages. Each GCS node maintains only soft-
state which comprises currently connected authenticated clients and their devices. This
design decision allows scaling the service by adding more nodes, which simply join the
network.

Below we elaborate on the design of a GCS node and what each component achieves,
as show in figure 4.2.

Authenticator. Introduces a user to the system through a handshake protocol, which runs
when a CMS connects to a GCS node. Users provide their identity to be discoverable by
friends. We offer two authentication services:

* public-key cryptography [27], whereby the identity of a user is her public key, and

» Blockstack Naming System (BNS) [12], using the BNS identity of a user. In the latter
case, identities are forged on the Bitcoin blockchain [25] and owned by a private key,
while also providing a human readable name.
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GCS

GCS Network

STUN / STUN /
TURN TURN
Server Server

Application X Application X
Application 'Y Application Z
Laptop of user A Desktop of user B

Figure 4.1: Overview of Generic Connectivity Service components.

GCS

Authenticator

Connector

TCP DHT
server Node

Figure 4.2: Generic Connectivity Service node

During the handshake protocol, users may choose to provide or not their friends-list to
a GCS node. As already described, a friends-list acts as a whitelist for users allowed to
place connection requests towards the current user. We provide three options for handling
a user’s friends-list:

* A user uploads her friends-list.
This options provides usability and more security for end-users as GCS nodes cut
out spammers, but weakens the privacy model, as a node knows a user’s friends.

* A user doesn’t upload her friends-list.
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This achieves some privacy as a GCS node can potentially infer a subset of a user’s
friends (the ones they accepted a connection request from). Additionally, it incurs
bandwidth burdern on a user’s device.

» A user doesn’t upload her friends-list & CMSs authenticate over P2P channel.
This option is privacy preserving against an adversary GCS node as the latter cannot
infer any of the user’s friends. It also provides more guarantees to the end-user as
CMSs also authenticate each other over the established P2P channel.

Thus, GCS offers each user an option of “tunable privacy”, covering the needs of privacy
conscious users up to users who seek usability and minimizing their bandwidth consump-
tion. This trade-off is important to understand as GCS aims to support applications running
on either a) devices with no bandwidth limitations (e.g. users’ laptop and desktop devices),
or b) devices with connectivity subject to provider plans.

Connector. The goal of this component is to mediate connection establishment between
a caller and a callee. A CMS requests a connection by providing: 1. identity of the callee,
2. callee’s device (identifier), 3. callee’s application name and a 4. connection type (data
or stream).

To retrieve the available, or currently connected, devices of a callee, we provide the Get-
AvailableDevices protocol (5.3). Regarding the application name parameter, we assume
applications running on users’ devices share the same identifiers, i.e., a chatting applica-
tion should use the same identifier regardless of it running on Alice’s or Bob’s computer.
Something like Java’s package naming "suggestion” would work, e.g. Google’s library
Guava identifier is com.google.guava, i.e., a reversed internet domain name.

Distributed Hash Table.

To avoid a single point of failure and single point of trust, while also increasing scalability
and availability of our system we choose to form a distributed network of GCS nodes. Each
node is required to be publicly accessible and is identified using its public key (mapped
onto the DHT namespace). Users are also mapped onto the DHT with their identity being
the key. Uniqueness of an identity, in the case of BNS identities is guaranteed by the prop-
erty of the system itself, as it validates upon registration whether a name already exists.
While uniqueness of a public key is assumed under standard cryptographic assumptions.

Handler nodes.

A DHT has an identifier namespace which is partitioned among nodes. A user is mapped
onto a GCS node’s namespace using her identity. CMSs connect to a GCS node from
a list well-known (and usually available) nodes. This entails a user may not connect to
the node where her identity is mapped. Thus, after a CMS connects to a GCS node and
before running the handshake protocol, it requests its handler node in the network. To
achieve this, we use the FindHandlers protocol (5.1).

4.3 STUN/TURN Server

Our system provides connection establishment even for devices which are not publicly
accessible or even behind Network Address Translators (NATs) and firewalls. To achieve
this it uses Interactive Connectivity Establishment (ICE) protocol [29] which requires a
STUN [34] and a TURN [23] server. In short, a STUN server provides the public IP of a
device (behind a NAT), while a TURN server acts as a relay for communication on cases
where NAT traversal is infeasible due to the effective NAT topology.
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4.4 Contact Management System

This component resides in each user’s device and acts as a gateway towards the GCS
network. It handles connection establishment requests from local applications and re-
quests coming from remote users through the GCS node. Figure 4.3 demonstrates the
components of a CMS.

CMS

Local Applications

Authenticator

Figure 4.3: Contact Management System

Handshake. Upon startup, CMS connects to a GCS node to find its handler node. Once
the handler node’s address and port are retrieved, the CMS drops the connection with
the previous GCS node and initiates a connection with its handler node. Given that, both
entities, server and CMS, run the handshake protocol. A successful completion of the
protocol signifies that the user is authenticated and has one device available for incoming
connection requests. If the same user connects through another device, the same pro-
cess is followed but now the user has obviously two connected devices ready to accept
incoming connection requests. The messages of this protocol are described in 5.2.

Connections. The goal of this component is to setup P2P connections for either request-
ing local applications or for remote incoming connection request through the GCS node. It
achieves this by sending control messages for connection establishment towards its GCS
node, which in turn, forwards it to the recipient's GCS node, and finally these reach the
callee’s CMS. The flow and the messages of this protocol, namely Connect are described
in 5.3.

This component is also responsible for authenticating both a caller and a callee to each
other over a newly established P2P channel. This protects against adversary GCS nodes,
who claim a false identity for either the caller and/or the callee. We achieve this through
the Prove Identity protocol (5.3), which follows a Challenge-Response model. Upon chan-
nel establishment, the callee initiates the protocol as a verifier and the caller acts as the
prover. Once this direction of the protocol completes, the roles are swapped and the caller
is now the challenger. Upon successful completion of both directions of the protocol, the
callee application is notified for an incoming connection request.

Local applications. This component handles all requests from and towards local applic-
ations. Applications running on the device connect to the CMS and act as either a server
or a client. Server applications communicate their listening port and then listen for clients,
as they normally would. Client applications connect to CMS and request a connection
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towards a specific user (callee), a (callee) device, an application name and a connection
type. Then, our Connect protocol (5.3) runs which establishes the requested P2P channel.

To elaborate on the above connection parameters, we assume devices of a user can be
distinguished by identifiers assigned by the user, such as laptop, or mobile. Thus, the
tuple (userld,deviceld) uniquely identifies a user’s device. The connection type para-
meter describes the channel format and is either 1. data or 2. media stream (audio or
video).

Applications communicate with the CMS using an API, which we describe below:

* GetAvailableDevices(user)
Retrieves the currently connected devices of a user (by querying the GCS network).

* GetFriends()
Retrieves the friends (their identities) as defined in the configuration file of the CMS.
This decouples friends-lists from applications. Thus a user of a file-sharing applic-
ation would say ”I want to share this file with Alice.id”, i.e., using her BNS identity.
The application would then request Alice’s devices, provide an option to the user
and then issue a connection request towards that device.

* ListenIntent (applicationName, port)
Used by server applications to notify their presence to the CMS, by providing their
name (or identifier) and port they expect their clients to connect to.

* Connect(userId, device, application name, connection type)
Initiates the Connect protocol for establishing a P2P channel. Once the connection
has been established, the callee is notified using an
IncomingConnectionRequest (callerUserId, callerDeviceld,
callerApplicationName) message, who may choose to accept or reject the request.
Given this response, the caller is notified of the connection request outcome using
an OutgoingConnectionRequestResult message.

To understand the flow of an application requesting a P2P channel, we provide an ex-
ample. The caller application may wish to learn the currently connected devices of a
callee. Thus, it queries the CMS, which forwards the query to the GCS network. Upon
response, the CMS replies to the application with the connected devices of the callee.
Caller applications can then issue a connection establishment request to their local CMS.
Once the channel has been established, authentication may begin (depending on con-
figuration). Once, authentication succeeds, the callee is notified by its CMS about an
incoming connection request. Regardless of whether the callee accepts or rejects the re-
quest, the caller is notified of the outcome. If the request was accepted, the CMS (having
notified the caller), enters a message relaying mode. From that point, the applications can
communicate using the P2P channel.

Another property of our system is that it allows communication even between different
applications, so for example, a camera application running on a mobile device, could
communicate with a file-sharing application of a callee (running on a desktop device), to
store a photograph.
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5. PROTOCOLS

5.1 Find Handler

When a CMS starts, it has to find the GCS node handling its user identifier. First, it con-
nects to a GCS node from a list of well-known ones. Then, it queries this node for its
handler node’s transport address, by sending a GetHandlersForUser message. The GCS
node receiving the query, forwards it through the DHT. This query through the DHT, uses
the canonical FIND_NODES (key) method, with the key being the user’s identifier. Once the
reply is received it is forwarded to the CMS via a DetectedHandlers message.

In sequence, the CMS drops the connection with the former GCS node and connects to its
handler, to which it sends again a GetHandlersForUser message. The handler GCS node
identifies it should handle the newly connected user, by issuing a query through the DHT.
Finally, it replies to the CMS with its transport address. Having completed this phase, both
CMS and GCS node are ready to begin the handshake protocol.

5.2 Handshake

The authentication protocol we employ follows a Challenge-Response model, as you can
see in figure 5.1. We demonstrate an instance of the protocol using BNS as an authen-
tication service. The protocol’s flow using public-key authentication service is the same,
except that it does not communicate with Blockstack’s infrastructure.

GCS BNS

1. {SignOn, BNS, Alice.id}

2. {GET, Alice.id}

3.
{BNSResponse,
Alice.id,
PubKey(Alice.id)}

4. {Prove, Nonce}

5. {Proof, SecretNonce, Friends-List}

6. {Proof-Ack}

r 1

Figure 5.1: Handshake protocol
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5.3 Connection

Get Available Devices. Before issuing a connection request, an application may need
to query for the available devices of a user. To achieve this, it sends to its local CMS
a GetAvailableDevices(calleeUserId) message, which in turn forwards it to its GCS
node. The GCS node queries the DHT for the handler node of the callee user, and then
forwards the request to that node. Having received a reply, it forwards it to the requesting
CMS, which then replies to the application. A protocol instance is demonstrated in figure
5.2.

GCS GCS
(Alice's (Bob's
handler) handler)

1. {GetAvailableDevices, BNS, Bob.id}

2. {GetAvailableDevices, BNS, Bob.id}

3. {AvailableDevices, BNS, Bob.id}

4. {AvailableDevices, BNS, Bob.id}

a a

Figure 5.2: Get Available Devices protocol

Connect. The connect protocol is the core of our system, as it establishes P2P chan-
nels among requesting CMSs. In figure 5.3, we demonstrate an instance of the protocol
spanning two CMSs, that of a caller and a callee and two GCS nodes, the caller’s and the
callee’s handler nodes, respectively. Note that if callee accepts the call, SignalingData
messages will be sent towards the caller. The same happens towards callee’s direction
after caller receives ConnectResult (Accept). Multiple SignalingData messages may be
exchanged among the two parties until a channel is established, depending on their avail-
able network interfaces, as ICE protocol [29] instructs.

Prove Identity. A user may choose to authenticate the remote end of a channel, after
a P2P connection is established. This is because both GCS and the remote user may
be impersonating one of callee’s friends. Thus, a user can configure to run the prove
identity protocol, whereby both caller and callee are authenticated to each other, over the
P2P channel. Note, that this process does not involve GCS at all. In figure 5.4, we show
an instance of the protocol, in which Alice has selected to use BNS as an authentication
service, while Bob has opted for using his public key.
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. GCS GCS
AI|Ce S (A“ce’s (Bobls BOb S
CMS handler) handler) CMS
1. {Connect}
2. {RelayedConnectRequest}
3. {ConnectRequest}
4. {ConnectResponse}
5. {RelayedConnectResponse}
6. {ConnectResult}
7a. {SignalingData}
8a. {SignalingData}
9a. {SignalingData}
7b. {SignalingData}
8b. {SignalingData}
9b. {SignalingData}
P2P Channel
b b & b
Figure 5.3: Connect protocol
Bob's
BNS
CMS
1. {Challenge, Nonce}
2a. {Response, Cipher}
2b. {GET, Alice.id}
3. {Result, Authenticated} ‘ 2c.
: * {BNSResponse,
Alice.id,
PubKey(Alice.id)}
4. {Challenge, Nonce}
5. {Response, Cipher}
6. {Result, Authenticated} R o
m}
Figure 5.4: Prove Identity protocol
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6. EXPERIMENTAL EVALUATION

6.1 Implementation

As illustrated in the system architecture figure (4.1), the system includes a user level CMS
and a set of nodes comprising the GCS network. These components are implemented
using Javascript running on NodedJS [18].

GCS and CMS communication uses a client-server model using TCP. For message serial-
ization and deserialization we have used FlatBuffers library [3]. FlatBuffers library provides
faster (de)serialization and provides access to serialized data without parsing/unpacking,
thus is memory efficient, as it only requires the serialized buffer itself to access the data.
These capabilities come in the expense of message size, which is a larger against Proto-
colBuffers [9] library. For each of our described protocols, we have defined a FlatBuffers
schema and then generated using the provided compiler, the serialization and deserializ-
ation functions for Javascript.

CMS is both a TCP client for GCS - CMS communication, but also a TCP server for local
applications. For communication among CMS and local applications, we chose FlatBuf-
fers. Due to the language agnostic schema of FlatBuffers, we can compile serialization
and deserialization helpers for many languages, such as C, C++ and Java.

For peer-to-peer channel creation, we required an implementation of the Interactive Con-
nectivity Establishment (ICE) protocol. To this purpose we used the de facto library for
real-time communications, WebRTC [11].

For the distributed version of GCS, which requires a Distributed Hash Table, we have used
Kadence [17] which implements Kademlia DHT [24].

To develop these software systems, we followed test driven design methodology, whereby
we firstly wrote tests which failed but captured the requirements needed to implement.
Then wrote just enough code to make the tests pass and then refactored until we're sat-
isfied with the outcome and design of each module.

Finally, we followed Continuous Integration (Cl), which is the practice of integrating code
into a shared repository and testing each change automatically, as early as possible. Thus,
we have used GitLab [4] as our code repository, which also provides infrastructure to run
automated tests in a containerized environment. After pushing a change to the reposit-
ory, each commit was checked out by a container, our package was installed (installing its
dependencies) and then all our tests were run. Concluding our test suite includes many
unit, several functional tests and some integration tests, which result in a test coverage of
83.98% of code statements.

6.2 Baseline

To evaluate the scalability of our design we measure the latency of concurrent P2P con-
nection establishments in both centralized and distributed GCS, for an ever increasing
number of connect protocol instances.

We have developed a minified version of centralized GCS, as a baseline to compare our
system against. Baseline system consists of three components

* arelay server,
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* a caller application and

+ a callee application

We describe the baseline system flow for the experiments. Both application types, once
started, connect to the relay and send their identifier. After this, caller applications await for
a UDP broadcast after which, they send a message to the relay requesting connection es-
tablishment. Each client calls its “respective” server application. For example, client1 calls
server11 and client2 calls server12. The minified connect protocol of baseline, consists
solely of a client sending a SignalingData message to the relay, which in turn, forwards it
to the intended recipient (which the message bears) and vice versa for server applications.

6.3 Setup & Strategy

For our experiments we have available a cluster of 11 nodes, connected via a single gigabit
network switch. The server where we run baseline (relay), GCS and distributed GCS
systems has an Intel Core i7-4820K processor at 3.70GHz and 64GB of memory. The rest
of the ten nodes are classified into two groups. The first group consists of four servers
which all have an Intel Xeon processor E5-2420 at 1.90GHz and 16GB of memory. The
second group consists of six servers which all have an Intel Xeon processor E5-2620 at
2.10GHz and 32GB of memory.

The strategy for our experiments follows. As previously stated, we run baseline, GCS and
Distributed GCS on the first server. An experiment instance for N concurrent connection
establishments, provisions N callers in the group of six nodes and N callees in the group
of four nodes. Note that, a “caller” and a “callee” consist of the pair of an application and
its respective CMS.

For distributed GCS, the experiments strategy is the same. In this case we run three GCS
instances in the server of the same node.

6.4 Connection Establishment

6.4.1 Generic Connectivity Service versus Baseline

In this experiment we measure the latency of connection establishment. For baseline, we
measure the time from when a caller sends a request for P2P connection establishment
to relay server, up until the channel is established.

For GCS, we keep two measurements, one from the perspective of applications and one
from the perspective of daemons. The first one, starts from the request for connection
establishment towards the CMS, up until receiving a successful response. It is important
to note that this measurement includes also the time (after connection establishment),
where the callee CMS inform the callee application, awaits for accept and then notifies
the caller CMS through the P2P channel, which in turn, informs the caller application.
The second one, starts from the connection establishment request towards GCS, up until
connection establishment. The reason for keeping two measurements is that the former
is of interest for end user applications, while the second one provides a fair comparison
against baseline system.

In figure 6.1, we demonstrate the experiment of connection establishment latency of the
centralized version of our system against baseline. We start from 100 instances up to
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GCS versus Baseline
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Figure 6.1: Connection Establishment latency (GCS, Baseline)

700 for three iterations (calculating the average for each instance). We notice that GCS
(green line) is close to baseline, with an added latency of 140ms on average. This added
latency can be accounted to the extra connect protocol phases among CMS and GCS,
which baseline lacks. Specifically, the extra messages are Connect, ConnectRequest,
ConnectResponse and ConnectResult, which entail four more hops, among caller CMS,
GCS and callee CMS. As we described, baseline experiment solely relays SignalingData
messages.

The reason we stopped at 700 experiment instances was because WebRTC library was
crashing with no resources error in the lower-end servers we used.

Regarding the GCS latency from an application’s perspective, we denote it includes the
time from:

* the caller application requesting a connection towards its CMS (1 local hop)
+ CMS initiating connect protocol, up until the channel is created

+ callee CMS informing callee application of a new connection, which in turn accepts
it (2 local hops)

+ callee CMS informing caller CMS about the connection request outcome (1 hop)

+ caller CMS informing caller application for connection establishment success (1 local
hop)

Thus, the increase in latency, compared to the “GCS (Connect)” measurements (green
line), can be accounted to the above overhead.
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6.4.2 Generic Connectivity Service versus Distributed Generic Connectivity Ser-
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Figure 6.2: Connection Establishment latency (GCS, Distributed GCS)

In this experiment, we compare the two versions of our system, the one with centralized
GCS and the distributed one, which comprises three GCS nodes (along with three DHT
instances), running on the same node.

In 6.2 we notice latency increases by almost an order of magnitude in the distributed
version. It is important to outline changes in the connect protocol, so that we can account
for the extra latency and also identify areas of improvement.

Firstly, distributed connect protocol has two more inter-GCS hops for the connect pro-
tocol initial phase. That is, we have two extra messages, RelayedConnectRequest and
RelayedConnectResponse. Apart from that, we also have an extra inter-GCS hop, for each
signaling data message that is generated from each client. This is the RelayedSignalingData
message of our protocol.

Regardless of the above, the most important factor for the added overhead, is that for
each of the (relayed) messages above, i.e. the ones that have to go through the DHT, a
node lookup (FIND_NODES) request is initiated.

Let’s examine the case of delivering a signaling message for both centralized and distrib-
uted GCS. The centralized version has two hops, one from caller CMS to GCS and from
GCS to callee CMS. The distributed version has these two hops and in addition, not only
the node lookup process of the DHT, but also the actual relayed messages.

In addition, if a given connect session generates three signaling data messages, once
these reach the caller’'s GCS, they will initiate three node lookup processes. We note that
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we are not caching the results of FIND_NODES. This is an area of improvement, whereby we
would cache these results with a sensible time-to-leave (TTL), which can be calculated
dynamically and periodically according to the churn of the GCS network. Even a static
value of a 1 minute TTL for cache entries would reduce the added overhead.

6.5 Channel Authentication

In this experiment we would like to demonstrate the latency added by the two way authen-
tication protocol which can be run after the P2P channel has been established. Thus, we
measure connection establishment time from a caller application perspective, for 100 in-
stances (of the protocol), using three iterations, with and without channel authentication.
In the case of channel authentication, the user’s selected authentication method is her
public key.

In table 6.1, we can see that the added latency is 43ms on average. We note that for one
way of the prove identity protocol, the Prover cryptographically signs a nonce received by
the Challenger, generating a ciphertext. Then, the Challenger cryptographically verifies
the supplied ciphertext, along with Prover’s public key and the generated nonce. The mes-
sages of this protocol flow through the newly established P2P channel. Concluding, the
above process is repeated towards the other direction, i.e., Prover becomes a Challenger
and vice versa.

Table 6.1: Channel Authentication latency

Channel authentication || Average (ms) | Minimum (ms) | Maximum (ms)
without 415 40 504
with 458 53 539

6.6 Handshake

In this experiment we measure the handshake protocol latency among our two systems.
Distributed GCS comprises three GCS nodes (each running a DHT node), running on the
same server, as the connect protocol experiment. Our experiment strategy follows. We
start from 100 instances up to 700 for three iterations (calculating the average latency
for each instance). All CMS systems use public key as authentication method, thus no
communication towards BNS takes place.

To reiterate, handshake is a Challenge - Response protocol. The Challenger supplies the
Prover with a nonce and the latter cryptographically signs it, providing a ciphertext. Finally,
the Challenger verifies the ciphertext and the nonce using Prover’s public key. This phase
is identical in both versions of our systems.

The added overhead of the distributed system is finding the handler node of each user.
This entails that for each of the clients, GCS sends a FIND_NODES message through the
DHT. This process retrieves the transport address and port of the DHT node whose iden-
tifier is closest to the identifier of a given user, namely the handler node of the former
user. For a CMS to connect to GCS, it also requires the port on which the GCS service is
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listening to. Thus, after the FIND_NODES message, GCS sends a GET_PORT message over

the DHT to the handler node, to retrieve the port on which GCS service listens.

Having run the FindHandlers process, if the client is to be handled by another GCS server,
its connection is dropped and the CMS connects to its proper handler node. In sequence,
the handler node runs again the Find Handlers protocol, so as to verify whether the current
user should be handled or dropped. We chose to retrieve the nodes per user twice (once
for the initial GCS server the user connects to and once for its handler node) to ensure

that regardless of GCS network changes, the user is handled by the appropriate node.

In the table 6.2 we can see the percentage of clients which initially connected to a node
that wasn'’t their handler node. Thus, had to repeat the FIND_NODES process, as described

above.

Table 6.2: Percentage of clients not initially connected to a handler node

Handshake instances | Percentage
100 67%
200 71%
300 73%
400 71%
500 74%
600 75 %
700 74%

In figure 6.3 we see the overhead incurred from running the distributed version of the
handshake protocol, with an average of 72% sessions which did not initially connect to a

handler node.
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7. FUTURE WORK

We have several ideas on improving our system, both in terms of performance and in
terms of user experience and usability. We elaborate on the most significantimprovements
below:

» Since we use Kademlia DHT as a routing layer, we could evaluate caching results
of node lookup operations with an several eviction policy schemes. The simple one
would be to evict an entry after a statically configurable time frame, e.g., a minute.
A more elaborate scheme, would be to have a dynamically configurable time frame,
which is adjusted periodically depending on the current churn rate of the GCS net-
work.

* Our DHT nodes currently communicate using HyperText Transfer Protocol (over
TCP). An improvement that would reduce the latency of the distributed version would
be to develop a transport plugin for Kadence which uses solely TCP.

* Provide friends-list synchronization among user’s devices. Currently, we assume
the user manually maintains her friends-list updates from one device to another.
In terms of user experience improvement, we could offer synchronization of said
friends-list.

» Another area of improvement for user experience and usability, would to be provide
a web interface as an administration panel of the local GCS daemon, whereby the
user selects which applications can be reached from which of her friends.

* It would be interesting to incentivise users to offer a TURN/STUN server using a
cryptocurrency, like Stord [33] does for bandwidth. The idea is to easily allow any-
one with a powerful internet connection operate a TURN server and measure their
bandwidth offering for supporting the GCS network.

+ Add replication to daemons connections with GCS network. Currently we allow only
one GCS node per user. Ideally, as per Kademlia [24], there can be more than one
nodes “handling” a specific key. This improves fault tolerance with quick failover
after a GCS node departure. This entails handling user migration when a new node
joins, as Kademlia does by replicating keys to newly joined nodes by periodically
announcing keys. Thus a newly connected node that should handle a key, stores it
and the older one deletes it when it expires.
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8. CONCLUSIONS

We have designed and implemented a proof of concept of our system, a middleware
platform facilitating peer-to-peer connections establishment among applications running
on different users devices. The main novelty of our system, is that it integrates into its
design the notion of a user with her devices, while related ones introduce only the notion
of endpoints. It was our main goal to allow the user be the owner of her digital identity,
which is why friends-lists are uploaded by the user at each new connection to the system
and is deleted upon user’s departure.

A benefit of this approach is that a user does not need to “rebuild” her friends-list from
scratch for every new application she uses. Currently, the de facto approach is for the
company providing an application to manage a separate friends list for each user and
have knowledge of its contents from the get-go.

In addition to that, users may want privacy from other users (and to some extend the app
provider), thus our system allows hiding a user’s name by using public keys as identities
and her friends-list by not providing the option to not even upload such list to our service.

We provided two architectures for our system, a centralized one and a distributed one.
We opt for the distributed one, as it mitigates problems of single point of failure and trust,
despite increased latency which can be improved in later iterations.

Our system abstracts away connection establishment, NAT traversal even behind firewalls
by utilizing WebRTC, thus removes complexity from networked applications.
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ABBREVIATIONS - ACRONYMS

ADT Abstract Data Type

API Application Programming Interface
BNS BlockStack Naming Service

Cl Continuous Integration

CMS Contact Management System

DHT Distributed Hash Table

DNS Domain Name System

EID Endpoint Identifier

GCS Generic Connectivity Service

HTTP HyperText Transfer Protocol

ICE Interactive Connectivity Establishment
IP Internet Protocol

mDNS Multicast Domain Name System
NAT Network Address Translation

NFC Near-Field Communication

PoW Proof-of-Work

P2P Peer-to-peer

QR Quick Response

RTC Real-Time Communications

STUN Session Traversal Utilities for NAT
TCP Transmission Control Protocol

TTL Time-to-leave

TURN Traversal Using Relays around NAT
UDP User Datagram Protocol

URL Uniform Resource Locator

VPN Virtual Private Network

XMPP Extensible Messaging and Presence Protocol
XOR Exclusive Or
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