NATIONAL AND KAPODISTRIAN UNIVERSITY OF ATHENS

SCHOOL OF SCIENCE
DEPARTMENT OF INFORMATICS AND TELECOMMUNICATIONS

THESIS

IMPLEMENTATION OF THE AES ENCRYPTION ALGORITHM IN PARALLEL GPU
AND CPU ARCHITECTURES

George Nikolaou Gousios
Nikolaos Anastasiou Dimizas

Advisor: Dimitris Gizopoulos, Professor

ATHENS

NOVEMBER 2015



EONIKO KAI KAMNOAIZTPIAKO NANEMIZTHMIO AOGHNQN

2XOAH OETIKQN ENIZTHMQN
TMHMA NMAHPO®OPIKHZ KAI THAEMIKOINQNIQN

NTYXIAKH EPIAZIA

YAOINOIHZH TOY AAITOPIOMOY KPYNTOIMPA®HZHZ AES ZE NMAPAAAHAEZ
APXITEKTONIKEZ CPU KAI GPU

Fewpylog NikoAdou MNouoiog
Nik6Aaog AvaoTtaciou Afpigag

EmBAéTwyv: AnuRTeng MkilémouAog, KabnynTtig

AOHNA

NOEMBPIOZ 2015



THESIS

IMPLEMENTATION OF THE AES ENCRYPTION ALGORITHM IN PARALLEL GPU
AND CPU ARCHITECTURES

GOUSIOS GEORGE
A.M.: 1115201000031

DIMIZAS NIKOLAOS
A.M: 1115201000017

ADVISOR: Dimitris Gizopoulos, Professor



NTYXIAKH EPTAZIA

YAOMNOIHZH TOY AAITOPIOMOY KPYNTOIMPA®HZHZ AES ZE NAPAAAHAEZ
APXITEKTONIKEZ CPU KAI GPU

royzioz reQpPrioz
A.M.: 1115201000031

AHMIZAZ NIKOAAOZ
A.M: 1115201000017

EMIBAEMQN: AnpRTtpng MNkigérouAog, Kabnyntig



ABSTRACT

The subject of this thesis is the implementation of the AES encryption algorithm in
CUDA parallel code, aiming a significant acceleration over the original serial (C
language) code. Parallel software development was realized using a baseline serial C
code for the AES algorithm, though many changes have taken place, in spite of the
similarity of the two implementations.

In the beginning of the thesis, we were called to find a way to write code which
would have identical functionality to the C code used as a baseline. Though the initial
code was in C and CUDA supports C and C++ code, which is something that would
make the production of new code seem easy, the main problem was finding a way to
make proper use of all available CUDA threads and obtain the best possible
acceleration, without removing any features of the algorithm or reducing its functionality.

After the finalization and validation of the CUDA code, we implemented
performance optimizations. Finally we developed some tests to determine the actual
(real-time, not theoretical) acceleration to an Encryption-Decryption procedure,
performed several (10/100/1000) times. Results confirmed our intuition. In conclusion,
certain variants of the AES encryption algorithm can be accelerated by GPUs obtaining
significantly improved performance, which could reach acceleration levels up to 70
times compared to the baseline serial code.

SYBJECT AREAS: Computer Architecture, Parallel Programming, Cryptography

KEY WORDS: Many-core Processors, GPGPU computing, Encryption/Decryption,
CUDA language, Performance computing, AES



NEPIAHWH

To avTikeiyevo TnNg TTapoloag TITUXIOKNG €pyaciag €ivalr n ulotroinon Tou
aAyopiBuou kputrtoypdenong AES pe xprion CUDA tapdAAnAou KwdIKa, HE KUPIO
OoTOXO TNV €TiTEUEN ONUAVTIKAG €TITAXUVONG TOu aAyopiBuou, o€ oxéon YE TNV OEIPIOKN
uAotroinor Tou. MNa Tnv uAotroinon Tou AoyIoMIKOU, XPNOIKJOTToINONKE O avTioTOIX0G
KwoIKag oe C wg BAcn, av Kal evowpatwonkav apkeTéG aAAayEg, TTap’oAn TNV ouvdageia
TTou TTapouaciadel n C pye Tnv CUDA w¢g YAWOOEG TTPOY PAUMATIOUOU.

21NV apx TNG avamTuéng Tou KWwoIKa, KaAoupaoTav va Bpoupe Evav TpOTTO va
xpnoipgotroioouue Tnv CUDA vyia va TTapdyoupe éva TTPOypaUPa TO OTToio Ba €ixe
akpIBwG Tnv idla AeiroupylkOTNTA PE TOV OpPXIKO oeipiakd. Map’om autd ptropei va
@aivetal atrAo Adyw tng opoidtnTag TG C pe Tnv CUDA, TO TTpayuatiko ¢nrnua nrav va
Bpouue évav TPOTTO WOTE VA OgIOTTOINOOUNE 000 duvaTtov KOAUTEPA TO TTANBOC Twv
CUDA threads €101 woTe va TTETUXOUME TNV KOAUTEPN duvaTH €MITAXUVON, XWPIG OPWS
TTapAGAANAa va BuoiacTolv OTToIECOATTOTE AEITOUPYIEG TOU AOYIOMIKOU 1 va MPEIWBE n
AEITOUPYIKOTNTA TOU.

Metd Tnv avamTuén Tou CUDA KWwOIKa, cuptTepIAN@Bnoav Katroleg d1opbwaeIg Kal
BeATioTOTTOINOEIG OTO TTPOYPOUPA MaG, €701 WOTE va MEWBOUV Katd 1O duvatd ol
TTEPITTEG KAl XPOVOBOPES DIAdIKATIEG. 2TN CUVEXEIA, CUNTTEPIAAPBAUE KATTOIO EKTEAETIUQ
tests e OKOTTO va JETPHOOUPE OTNV TTPAEN TNV ETITAXUVON O¢ évav eTTavalapBavopevo
KUKAO KpuTrToypd@iong-ATToKpuTITOYpA@IoNnG. Ta atroteAéopata  €TaAnBeucav  TIg
APXIKEG HaG eKTIWAOEIC. TEAOG, KATAAREAUE OTI OPIOPEVEG HOPPES TOu AES aAyopiBuou
MTTOPOUV va ETTITAXUvBOUV o€ onuUavTiKO Babud, €101 WOTE va OAOKANPWVovVTal aKoua
Kal 70 QopEg TTI0 ypriyopa atr'Tov oeIpiakd C KwdIKa.

OEMATIKH ENOTHTA: ApxitekTovikr YTToAoyioTwy, MNapdAAnAog Mpoypauuatiopdg,
Kputrtoypagia

KEY WORDS: Threads/Blocks, Kputrtoypdagnon/Atrokputrtoypdenon, NMapaAAnAioudg
CUDA Kdaprteg 'pagikwy, Emitayxuvon, AES



TABLE OF CONTENTS

1. INTRODUCTION ...coiiiciisnmisemssnmssssmsssmssssssssmsssmssssssssssssssssssssssssssssssssssssssssssssssssssssssassssssssassssnssns 14
Subject and GOals Of the TRESIS ....cccccccciiiireiricerrrcrerecc e et s e e s e e s e s ssnesessanesssssasesssssnessessnsesessanesesssneesesnnanans 14
2. ENCRYPTION ALGORITHMS .....ccciiiimnerssmssemssssssnssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnas 16
2.1  Encryption AlOrithm Cat@BOris ........iiciceiiiirciiiiirniiiiisnniiensetisissneissssssiesssssssssssssssssnsssssssssssssansssssssnsssssassssas 16
2.2 BlOCK CIPREr IMOAES .....cciiieeeiiiieniiiiineiiessnnesiessnessssssnssssssnsssessssssssssnsssssssnsssssanssssssasssssssnssssssnssssssansassssnssssssanansas 18
2.3 The AES encryption algOrithm..........eeiiieiiiiiiiiciecinneenicnessssnesssssnessssnesssssasssssssnsssessnssssssenssssssnnssessanansas 19

2.3.1  StePS OF the AES CIPNET ...t et e e ettt e e s e tr e e e s nteeessteeeessteeeensneeernseeenans 22
2.4 CoNClUING REMATKS ....cocviiiiiiiiiuiiiiniiitisiistssnssassssnsstsesessss s sssessssssssssssssssssssssssssssssssssssssssssssssssssssasssassssssnes 37
3. PARALLEL PROGRAMMING ....cccuisemmsummsnmssemsssnmssnmssssssansssssssssssassssssssssssssssssssssssssssssnnssssnssnnas 39
20 111 o T ¥ oL T S 39
3.2 CPU parallel Programming.........ccccccceireeseiicssereecssnesessssessesssssssssnessssssnsssssssssssssasssssssnssssssnssssssanssssssnsessssnsanans 40

32,1 POSIX TRIEAAS ...ttt et sttt sa b s 42

0 © ] o 1= 011V 1 T PUTTRN 42
3.3  GPU parallel programming.........ccccccceeeecccerecssereecssneseessseesesssssssssnsssssssssssssssssssssasssssssnsassssnssssssanssssssnssssssnsansas 43

3.3 1 OPENCL. it e 44

3.3.2  CUDA e e e 45
3.4 Classification of parallel COMPULENS ......cccceiircriiireiircrtineiisrtrsersssnssssessssnessssssssasssssssesassssansssassssassssassssassesansssnns 46
3.5 Parallel Programming ISSUES .......ccccceveiiseissesssssnssnssunsssnssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassssssses 50
T 0o ol ¥ YT N 53
4. IMPLEMENTING CUDA PROGRAMMING ON AES CODE ........ccccvmimnmmsnnsnnsnsssnsssssannns 55
5. SOFTWARE IMPLEMENTATION AND RESULTS. .....ccccoiiisisnsmssssnsssssssssssssssssssssssssssssens 59
5.1  Hardware INfOrmatioN....... ettt ss s sa s s st ssssns e s e sns e sanneaens 59

5.2  IMplementation ANalYSiS.....ccocciiiiirneiiiinnniiiinitiiiissntiesissiiisssssssssssssssssssessssssssssnsssssssssssssssassssassssssssssssssnsasssses 60




L78 J 0o T [0 0 1o 1 1 072 1o Y o 70

5.4  Main DiffiCUIIES .ccoviieiiiiiininiiniiiiiitssissnssnsssss st sssssasssssssasesssesessssssssnssssssssssssssssssssssssssssssssssssssssssses 71
5.5 ComMPAriSON aNd RESUILS ....cccccreiiiiireriiiineiiiescneniecsnesessnessessnessssssnesssssssssessasssssssnsessssnsssssssnssssssasesessnnssssssnsassssen 73
5.5.1  S@QUENTIAI RESUIS ..ceieeiiieciiee ettt ettt e e e et e e e ttb e e e e abaeeeebbee e e nsbeeesssaeaesteeeeansaaeeennaneas 74
LT T A @ T o =Y 11V, o 2 (T U | PP 78
5.5.3  CUDA RESUIS .. utteeiieeiieeeiee sttt ettt ettt st s bt e st e s bt e e bt e s be e s bt e s be e e bt e e seeeaee e bt e enaeeeaseeensnessabeenaneess 91
5.6 SPEEAUP TADIES ... ettt tec e re e s s e sesssee s s e s san e s s s ssnesesssnsesessanesssssasesesssnessassnesesssanesesssnsenassnnennas 114
6. TABLE OF RESULTS...coiiictiitmismniisnsisssnsssssssssssssssssssssssssss snsssssasasssssas nsssssasanssssas nssnnsnsans 117
ABBREVIATIONS - ACRONYMS.....cciiimiinnnimenmisenisssssisssssssssssssssssssssssssssssssssssssnssssasssssns snsananas 122

BIBLIOGRAPHY-REFERENCES. ... sssssssssssssans 123



Figure 1:
Figure 2:
Figure 3:
Figure 4:
Figure 5:
Figure 6:
Figure 7:
Figure 8:
Figure 9:

Figure 10

Figure 11:
Figure 12:
Figure 13:
Figure 14:
Figure 15:
Figure 16:
Figure 17:
Figure 18:
Figure 19:
Figure 20:
Figure 21.:
Figure 22:
Figure 23:

Figure 24:

FIGURES’ INDEX

ENCIYPLION PrOCESS....ciiiiiiiiiie ettt ettt e e nnee s 16
AES 000ttt 19
Steps of AES algorithm.......c.eveiiiiie e 22
SUDBYLES L.ttt s bt e b e e rr e 24
SUDBYLIES 2 .. 25
SubBytes 3 and AJAROUNAKEY ..o 26
S B X s 27
[INVEISE S-BOX ...ttt e e e e e e 27
SHIFIROWS L .eeiiiieiiiicie et e e e e e e e et e e e e e e e e s nnnsreneeeeeeas 31
D SRIFIROWS 2 .. e e e e e e e s e e e e e e e e e ans 31
MIXCOIUMINS L...oiiiiiiieee et e e e e e e e e e s et e e e e e e e e eeennnnreeeeeeeeeneannns 32
AJAROUNAKEY ...ttt e e 37
(@ o =1 T PP 44
(410 11 o o o 1R 45
RACE CONAITION L. ... 50
RACE CONAITION 2. 51
Evolution of computing performance [3]......ccoeeeeiiiiiiiiiiiieeeee e 54
B e e e e e e e e e e aas 55
Execution example of test_encrypt executable 1 .........cccccceeiviiiiiiiiiinneeennnne 60
Execution example of test_encrypt executable 2 ..........ccccccvvvvviiiiiiiiiiiiiiieen, 61
Baseline code eXECULION L.........cccoiiiiiiiiiiiiiie e 63
Baseline code eXECULION 2..........oooiiiiiiiiiiiiiie et 64
VeErifiCation MESSATE......ccoci i i i 67
Detailed timing reSUItS...........covviiiiiiiieee e 68



Figure 25:Serial Code tIMINGS .....oooiiiiiiiee e 69
Figure 26: OPenMP TIMINGS ... ..uiiiiiiiiee it e e s e e s anneeeas 69
FIgure 27: CUDA TIMINGS ..ooo ittt e s e e s e i e e e e st e e e e s anneeeas 70

Figure 28: NVCC Profiler @XampPle .........ooo i 71



TABLES’ INDEX

Table 1: Key size vs Possible Combinations to break the cipher using brute force

S L= [0 41 12 21
Table 2: AES Key SPECITICALIONS .......uuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiieeseararar s 23
Table 3: Sequential throughput 128-Dit KEY ...........uuuiuiiiiiiiiiiiiiiiiiiiiiiiiiiiii. 74
Table 4: Sequential throughput 192-Dit KEY ..........uuuuiuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieinreninen. 75
Table 5: Sequential throughput 256-Dit KEY ...........uuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieeeeiieeeneee, 76
Table 6: Sequential key Size - PerfOrmManCe ............uuuvuiiiiiiiiiiiiiiiii .. 77
Table 7: OpenMP throughput 128-Dit KEY ..........uuuuuuiiuiiiiiiiiiiiiiniiiiiiiiiiiiininenenrnen.. 78
Table 8: OpenMP throughput 192-Dit KEY ..........uuuiuiuiuiiiiiiiiiiiiiiiiiiiiiiiurninineneenrn.. 79
Table 9: OpenMP throughput 256-Dit KEY ...........uuuuiiiuiiiiiiiiiiiiiiiiiiiiiiiiiii.... 81
Table 10: OpenMP key Size-performManCe ..........coooiiiieiiiiiee e 81
Table 11: OpenMP vs Sequential 128-bit key speedup.........cccceeeeiiiiiiiiiniiieeee 89
Table 12: OpenMP vs Sequential 192-bit key speedup .........cccoveeeiiiiiiiiiiiii e, 89
Table 13: OpenMP vs Sequential 256-bit key speedup .........ccccueeveiiiiiiiiniiic e, 90
Table 14: CUDA throughput 128-Dit K€Y .......cevveiiiiiiiiii e 91
Table 15: CUDA throughput 192-Dit KEY ..........uuuuuuuiuiiiiiiiiiiiiiiiiiiieeiiiinininsneninenenenenen.. 92
Table 16: CUDA throughput 256-Dit KEY ...........uuuuiuiiimiiiiiiiiiiiiiiiiiiiiiiiiiiiniieeinenenenenn.. 93
Table 17: CUDA Key SiZe-PEerfOrMAaNnCE ...........ueeieieeiiiiiiiiiiiiieeeeeeeesssininneeeseessssssssssneeeeeeens 94
Table 18: All implementations key size-performance..........ccccccovviviiiiiieeniee e 94
Table 19: CUDA vs Sequential 128-bit key speedup ........cccceeeviiiiiiiiiiiieieieeee e, 110
Table 20: CUDA vs Sequential 192-bit key speedup ........ccceeeiiiiiiiiiiiiiine e, 110
Table 21: CUDA vs Sequential 256-bit key speedup .........cccoeevviiiiiiiiiiieiece e, 111
Table 22: CUDA vs OpenMP 128-bit Key SPEeUP .....ccciiuuiiieiiiiiie e 112

Table 23: CUDA vs OpenMP 192-bit key SPeedUP .........uvvvrrimmiiriiiiiiiiiiiaes 112



Table 24: CUDA vs OpenMP 256-bit key SpPeeduUP .........uurrrrrmmmiririiiiiiiiinnnenns 113
Table 25: All timings 128-Dit KEY ......ccoiiiiiiieiiiiie e 119
Table 26: All timings 192-Dit KEY ......ccoiiiiiiiiiiiiie e 120

Table 27: All timings 256-Dit KEY .......cooiiiiiiiiiie s 121



PROLOGUE

The current document is the thesis of George Gousios and Nikolaos Dimizas, as
part of the undergraduate study program of the Department of Informatics and
Telecommunications (D.l.T) of the National and Kapodistrian University of Athens
(abbreviated in Greek as “EKI1A”). The current project was developed and tested using
a remote server equipped with a CUDA-enabled NVIDIA GPU. On our end, we used
Linux based distributions to develop the code and connected to the aforementioned

server via the ssh protocol.

For the completion of the current thesis, we would like to thank our advisor
Professor, Dimitris Gizopoulos and the department's PhD candidate Stamos
Katsigiannis for their cooperation, advice and their valuable contribution to the

successful completion of this project.



IMPLEMENTATION OF THE AES ENCRYPTION ALGORITHM IN PARALLEL GPU AND CPU ARCHITECTURES

1. INTRODUCTION

Subject and Goals of the Thesis

The current thesis focuses on the development of parallel programs for AES-
based encryption in the CUDA language for GPUs. The variant of AES algorithm we

have used is the AES ECB, which has been implemented previously in C language [4].

With the vast amount of data in PCs, servers, laptops, smartphones, tablets, etc.
today, and the continuous expansion of the Internet and the way people use it, (data
transfers, instant messaging, etc.), it's been clearer than ever that there is a growing
need for security and data privacy against attackers. Personal information leakage is
becoming more dangerous than ever, and unreliability of used tools is rendered
unacceptable, to such extend that cryptography is implemented in the vast majority of
the world’s applications that use the Internet (or any type of network) as a means of
communication. For example, Skype uses end-to-end cryptography using the AES
algorithm among other methods [5]. It's even worth mentioning that cryptography is also

used on offline applications as a means of extra privacy.

How can we make sure that such a compute-intensive task can be performed as
fast as possible? While the CPU frequency is a significant factor on a system’s
processing power and therefore execution capability, the effort of the computing
industry to keep Moore’s Law valid for more years to come has driven the integration of
more processing cores per chip (either CPU or GPU chip), in order for the hardware to

be able to keep up with the execution needs.

Throughout the years, different approaches of optimization have been made,
many of those concerning not only the CPU, but also the GPU. Such approaches can
be useful for many applications. In fact, many systems nowadays include several
dozens (or even hundreds) of CPUs and GPUs to meet the execution demands. The
hardware compatibility is not enough though; there has to be proper software
development in order to take full advantage of the techniques that can be used.
Software APIs (such as POSIX, OpenMP, CUDA, OpenCL, etc, depending on the goals
of the developer) are commonly included in nowadays’ software from the start of their

production.

GOUSIOS GEORGE, DIMIZAS NIKOLAOS 14



IMPLEMENTATION OF THE AES ENCRYPTION ALGORITHM IN PARALLEL GPU AND CPU ARCHITECTURES

Cryptography is usually a service extension (or even a service on its own), thus it is a
burden on the computer (client computer or server depending on whether client-side or
server-side encryption is used). Parallel programming is a way to optimize (often
rewrite) the serial code of the task in order to make better use of the hardware and as a
result complete computing tasks faster. So how can we use parallel programming to
achieve that in the case of cryptography? That is what remains to be examined through

the rest of this thesis.

GOUSIOS GEORGE, DIMIZAS NIKOLAOS 15
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2. ENCRYPTION ALGORITHMS

Since the very first days that encryption started to be implemented in applications,
many efforts have taken place to find a secure way to encrypt data, but also in a way
that the whole process is efficient. Once again different approaches resulted in several

cipher categories:

2.1 Encryption Algorithm Categories

a)Symmetric/Asymmetric Ciphers

plaintext > Ciphertext »plaintext

A) Secret key (symmetric) cryptography. SKC uses a single key for both
encryption and decryption.

N N

plaintext »ciphertext »plaintext

B) Public key (asymmetric) cryptography. PKC uses two keys, one for
encryption and the other for decryption.

Figure 1: Encryption process

i) Symmetric encryption is the oldest and best-known technique. A secret key, which

can be a number, a word, or just a string of random letters, is applied to the text of a
message to change the content in a particular way. This might be as simple as shifting
each letter by a number of positions in the alphabet. As long as both the sender and the
recipient know the secret key, they can encrypt and decrypt all messages that use this
key. That means that anyone who has the key can use it to decrypt the cipher and have
access to the data the two participants of the communication try to protect. As a result,

Symmetric Encryption is quite simple as well as very dangerous. Usually the key is

GOUSIOS GEORGE, DIMIZAS NIKOLAOS 16
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being distributed via a public network (e.g. the Internet) and a privacy breach is very

likely, should the key fall into the wrong hands.

i) Asymmetric encryption solves the aforementioned security problem. In an
Asymmetric algorithm there are two keys instead of one, which are related in a way that
they are considered a pair. The first key — the public key — is made available to anyone
who wants to send a message to person A. The second key — the private key — is kept
secret so that only person A knows it. Any message encrypted with the public key can

be decrypted (using exactly the same algorithm) with the private key, and vice versa.

So, if Asymmetric encryption is so much safer, why are Symmetric algorithms way
more popular? That is because Asymmetric encryption is much slower and requires far

more processing power for both encryption and decryption of the message.

b) Block and Stream Ciphers
Block and Stream ciphers are a sub-category of Symmetric Ciphers.

i) Block ciphers encrypt a group of plaintext symbols (called a block) with a fixed size
(e.g. 128-bit). The encoding of each block may or may not depend on any of the
previous blocks. It should be noted that the same key is used to encrypt every block of
the text. The DES (Data Encryption Standard) and the AES (Advanced Encryption

Standard [9]) algorithms are perfect examples of Symmetric Block Ciphers.

ii) Stream ciphers convert one symbol of plaintext directly into a symbol of ciphertext.
The encoding of each block may or may not depend on any of the previous blocks, as

well. For each symbol, a different key is generated and used.

Both Block and Stream ciphers have their pros and cons and that is why they are

used in somewhat different situations, according to the needs of the application.

Block ciphers have high diffusion (information from one plaintext symbol affects several

ciphertext symbols — the whole block it belongs to) and they have higher immunity to

GOUSIOS GEORGE, DIMIZAS NIKOLAOS 17
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tampering (it's more difficult to insert symbols without detection). On the other hand,
they are slower, (the entire block must be accumulated before encryption or decryption

can begin), and an error in one symbol can corrupt the entire block.

Stream ciphers are faster in general (linear in time and constant in space) and
have low error propagation (an error in encrypting one symbol will most likely not affect
subsequent symbols). Their disadvantage lies on the fact that they have low diffusion
(all information of a plaintext symbol is contained in a single ciphertext symbol) and that
they are susceptible to insertions/modifications (a potential attacker can insert spurious

text that looks authentic).

There are also other categories of cipher algorithms that are out of the scope of

this thesis and therefore will not be examined.

2.2 Block Cipher Modes

An Encryption algorithm can be paired with a block cipher mode of operation to
determine the way the algorithm is being applied to a file that contains more than 1
blocks of data. Below we present some of the basic categories of Block Cipher Modes
[12].

I)ECB (Electronic Codebook): the file is divided into blocks and each block is
encrypted separately (which means there are no dependencies between blocks of the
file). ECB has the disadvantage that identical plaintext blocks are encrypted into
identical ciphertext blocks, which means that it does not hide data patters well. It is

considered the simplest cipher mode though.

ii)CBC (Cipher Block Chaining): an IBM invention from 1976. In this mode, each block
of plaintext is XORed with the previous ciphertext block before being encrypted. This
way, each ciphertext block depends on all plaintext blocks processed up to that point.
CBC also makes use of an initialization vector in the first block, in order to make each

message unique.

GOUSIOS GEORGE, DIMIZAS NIKOLAOS 18
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iii)GCM (Galois/Counter Mode): widely adopted because of its efficiency and
performance. It also includes authentication code for the message and is designed to
provide both data authenticity (integrity) and confidentiality. It has minimum latency,

minimum operation overhead and its throughput rates are considered state of the art,

2.3 The AES encryption algorithm

ALES

- r

encryption

Figure 2: AES logo

As we mentioned above, the AES (Advanced Encryption Standard) Encryption
Algorithm is a symmetric block cipher used on many applications throughout the world.
It is also known as the Rijndael algorithm though that name refers to a family of cipher
algorithms with different block sizes and key lengths. As far as the AES algorithm is
concerned, it includes three members of the Rijndael family, each one having a 128-bit,
196-bit and 256-bit key respectively, as well as a fixed block size of 16 bytes (=128
bits).

From a historical point of view, the AES algorithm is a straight evolution from the
DES (Data Encryption Standard) algorithm. The DES algorithm (a symmetric block
cipher that has a Feistel structure [16]), which was published as the Federal Information
Processing Standards (FIPS) 46 standard in 1977, used a fixed 56-bit key and 64-bit
block size. Attempts had been made through the years to crack it and several of these
were successful and within reasonable time limits. Through the years the DES’s security
was guestioned, with the main argument being that the 56-bit key used was too short.
During the 90’s, the RSA (Rivest, Shamir and Adelman) conducted a series of cipher
crack challenges to determine whether the algorithm was sufficient in terms of security.
As a result, in 1999 (the 3" and final RSA challenge to crack the DES), the message

GOUSIOS GEORGE, DIMIZAS NIKOLAOS 19
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“See you in Rome (Second AES Candidate Conference, March 22-23, 1999” was
cracked in a little more than 22 hours, indicating the redundancy of DES and pointing

out the need of a more advanced and secure cipher — DES belonged to the past.

There were certain approaches to address DES’s security issues, the most
important of which being the 3DES algorithm. On this approach, the DES algorithm is
applied three times on each block, and the key size is increased in most cases, since
three separate keys of 56 bits are used that may or may not be identical. As a result the
key size of the algorithm can be 56 bits (all three keys are identical), 112 bits (two of the
keys are identical) or 168 bits (all keys are different). The increase of the key size did
not solve the problem however, as due to certain vulnerabilities when reapplying the
same encryption three times, using 168 bits has a reduced security equivalent to 112
bits and using 112 bits has a reduced security equivalent to 56 bits. That is one of the
reasons 3DES was questioned in terms of security, and therefore wasn’t a preferable

option when other algorithms emerged.

In 2000, the AES algorithm was introduced with several advantages over its
predecessor, such as the choice between 128-, 196- and 256-bit key sizes and a more
mathematically efficient and elegant cryptographic algorithm. Since then, the AES
algorithm is implemented on both software and hardware units and is considered fairly
secure up to this day, which means that is admittedly difficult to break using
conventional computing resources. Its reliability is verified by the fact that it was initially
selected for use within the US government [9] and nowadays it is used almost

everywhere, including most wireless networks.

The cipher optimally uses some pre-calculated tables that store values which are
being used throughout the encryption rounds. These tables are often called S-boxes,
Rcons, etc. The reversed tables are being used in the decryption stage of the algorithm.
Each of these tables has a certain purpose in the program. In fact it is accessed on a

specific step of the algorithm.

One reason that AES was better in general than 3DES is that 3DES uses 64 bit
blocks, the same as DES, while AES uses 128 bit blocks, which means that using AES
provides additional insurance that it is harder to sniff leaked data from identical blocks.
When using 3DES, the user needs to switch encryption keys every 32GB of data

transfer to minimize the possibility of leaks; identical to when using the standard DES
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encryption. Last but not least, AES proved itself to be much faster than 3DES. Of
course, this is also a matter of hardware configuration as well as optimization, but in

general, that point stands [31].

KEY SIZE POSSIBLE COMBINATIONS

1-bit 2
Tab?—%it Key size vs Possible |[Combinations to breakllhe cipher
using brute force attack[32]

A-bit 16

8-bit 256

16-bit 65536

32-hit 4.2 x 10°
54-bit (DES) 7.2 x 10%

64-bit 1.8 x 10%
128-bit (AES) 3.4 x10%
192-bit (AES) 6.2 x 10°’
256-bit (AES) 1.1 x 107’
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2.3.1 Steps of the AES cipher

( sTART )
Nr=9,110r13
Key Exp;nsion SubBytes
! ]  —
AddRoundKey ShiftRows SubBytes
! ¥ ¥
MixColumns ShiftRows
¥ v
AddRoundKey AddRoundKey
» .

( Eenp )

Figure 3: Steps of AES algorithm

The AES algorithm consists of a certain number of rounds of encryption on each
block, which is 10 for 128-bit keys, 12 for 192-bit keys and 14 for 256-bit keys. These
rounds consist of four steps and are all identical except for the last round in each case.
For future reference, the state table is referred to the state of the block that is being

encrypted at a specific moment of the encryption process.

Before the rounds start, an initialization process is performed, which is called Key
Expansion. During this process, the key is expanded into another key (though the
resulting key is not always longer), whose parts are used through different iterations.
This key is often referred to as the expanded key. The size of the new key can be

calculated by multiplying 16-bits with the number of rounds that are going to be
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performed plus 1 (an initial AddRoundKey operation, will be explained later). So we

have:

176-byte for an initial 128-bit key :(16*(10+1))
208-byte for an initial 192-bit key :(16*(12+1))

240-byte for an initial 256-bit key :(16*(14+1))

Key size (words/bytes/bits) 4/16/128 | 6/24/192 | 8/32/256
Plaintext block size (words/bytes/bits) | 4/16/128 | 4/16/128 | 4/16/128
Number of rounds 10 12 14
Round key size (words/bytes/bits) 4/16/128 | 4/16/128 | 4/16/128
Expanded key size (words/bytes) 44/176 | 52/208 60/240

Table 2: AES key specifications

A quick review of the basic steps of each round includes the following:

i)SubBytes: the first step of each round, the algorithm uses the S-box lookup table to
perform a byte-by-byte substitution of the block.

i)ShiftRows: the second step of each round. Shift Rows is a simple permutation to

scramble the byte order inside each 128-bit block.

iii)MixColumns: The third step aims to mix up the bytes in each column separately. It

further scrambles up the 128-bit input block, using the arithmetic GF (2°)

Note: Steps 2 and 3 causes each bit of the ciphertext to depend on every bit of the

plain-text after 10 rounds of processing.

GOUSIOS GEORGE, DIMIZAS NIKOLAOS 23



IMPLEMENTATION OF THE AES ENCRYPTION ALGORITHM IN PARALLEL GPU AND CPU ARCHITECTURES

iv)AddRoundKey: The final step of each round. Each of the 16 bytes of the state is
XORed against each of the 16 bytes of a portion of the expanded key for the current
round. The Expanded Key bytes are never reused. So once the first 16 bytes are
XORed against the first 16 bytes of the expanded key then the expanded key bytes 1-
16 are never used again. The next time the Add Round Key function is called bytes 17-
32 are XORed against the state. This step is also executed once in the start of the

cipher , after the Key Expansion step.

Now let’s take a further insight on each of those operations:

a)SubBytes Transformation

The forward substitute byte transformation, called SubBytes, is a simple table
lookup. AES defines a 16X16 matrix of byte values (the S-box we mentioned earlier).
This table contains a permutation of all possible 256 8-bit values. Each individual byte of
State is directly mapped into a new byte in the S-box in the following way: The leftmost
4 bits of the byte are used as a row value and the rightmost 4 bits are used as a column
value. These row and column values server as indexes into the S-box to select a unique
8-bit output value. For example, the hexadecimal value {95} references row 9, column 5
of the S-box, which contains the value {2A}. Accordingly, the value {95} is mapped into

the value {2A}. Here is an example of the SubBytes transformation:

' i ' ™
EA | 04 | B3 | 85 8/ | F2 | 4D | 97
83 | 45 | 5D | 96 EC | BE | 4C | 90

E—
5C | 33 | 98 | BO 4A | C3 | 46 | E7
FO | 2D | AD | €5 8C | D8 | 95 | AG
p. -~ e ~

Figure 4: SubBytes 1

The S-box is constructed in the following way:
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1.

Initialize the S-box with the byte values in ascending sequence row by row. The
first row contains {00}, {01},...,{OF}, the second row contains {10}, {11},...,{1F} and

so on. Thus, the value of the byte at row x, column vy is {xy}.

Map each byte in the S-box to its multiplicative inverse in the finite field of GF(2°).

The value {00} is mapped to itself,

Each byte in the S-box consists of 8 bits labeled {b7,b6.b5,b4,b3,b2,b1,b0}. The

following transformation is applied to each bit of each byte in the S-box:
bi = bi @ b(i+4) mod 8 @ D(ixs) mod s @ D(i+e) mod 8 @ P(is7) mods @ Ci ,

Where Ci is the i-th bit of byte C with the value {63}. That Iis
(C7C6C5C4C3C2C1C0O) = (01100011). The prime (‘) indicates that the variable is
to be updated by the value on the right. The AES standard depicts this

transformation in matrix form as follows:

s ™ /- “\' ' ™ 'a ™
b’ 1/0/0|0|1]|1]1]1 b, 1
b’, 1i|]1]0|0|0|1]1]1 b, 1
b’ 11100 ]|0]1]1 b, 0
b’s 1|1]1|1]|0]|0]0]1 b 0
byl |1 ]1]1]1]1]o]o]o o || T 0o
b’ 0|1 |1|1|1]1|0]|0 b. 1
b’ oo |1|1|1]|1|1]0 be 1
b ojo|o|1|t]|1|1]1 b, 0
- J \_ L P 9 y

Figure 5: SubBytes 2
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}r
4
¥
P |
So3 S-box
813
§13

(a) Substitute byte transformation

Y| 1[ Y| ‘r
$00 | S0 | Y02 | 03 $0.0 | S0 | Y02 | 03
. ‘l 1 ‘l !
S0 St | S12 | S13 Sto| S| S12 | 513

= Wi | Wi | Wisz| Wiss =

1 1 1 !
$20] 520 | 822 823 $20] 520 | 822 | 823
. ‘l 1 ‘l !
S30 | 8301 | Y32 | 833 30| 830 | Y32 | 833

(b) Add Round Key Transformation

Figure 6: SubBytes 3 and AddRoundKey

In ordinary matrix multiplication, each element in the product matrix is the sum of
products of the elements or one row and one column. In this case, each element in the
product matrix is the bitwise XOR of products of elements of one row and one column.
Further, the final addition is a bitwise XOR.
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(a) S-box
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Figure 7: S-Box

(b) Inverse S-box
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As an example, the input value {95} is considered. The multiplication inverse in
GF(2%) is {95} '=(8A), which is 10001010 in binary. Using the above equation, the result
is (2A), which will appear in row {09}, column {05} of the S-box.

The inverse substitute byte transformation, called InvSubBytes, makes use of the
inverse S-box (figure 8). The input {2A} produces the output {95} and the input {95} to
the S-box produces {2A}. The inverse S-box is constructed by applying the inverse of
the transformation in our previous equation, followed by taking the multiplicative inverse

in GF(2%). The inverse transformation is:

b =b&® b+2) mod 8 @ bssymods @ biis7ymods @ d

Where byte d={05}, or 00000101. It can be represented as follows:

~ R s ™~ ™ o~ ™
b’ 0|0 |1|0]|0]1|0]1 b, 1
b, 1/0/0|1|0|0|1]0O b, 0
b’ o|1j0|0|1 0|01 b. 1
b’y i1/]0|1|l0|0|1]|]0]O b, 0
bol| T|lof[1]o]1]olo|l1]o . || " |10
b’s ojo|1|0|1|0|0]|1 bs 0
b’ ilo|o|1|0]1|0]0O b, 0
b’; o100 |1|0|1]0 b, 0
~ < ~ ~/ - - v,

To verify that InvSubBytes is the inverse of SubBytes, the matrices in SubBytes
and InvSubBytes are labeled as X and Y respectively, and the vector versions of
constants ¢ and d are labeled as C and D, respectively. For some 8-bit vector B, our

previous equation gives:

B'=XB&C
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It must be proved that:

Y(XB ® C) ® D

Multiply out, it must satisfy that:

Y(XB& C) @D =B

This becomes:

5>

b,

b,

bs

b,

bs

bs

b,

-

1
1

1
1

1
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00|01
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- N () Y N
i|o|o|0o|l0o|O|O]O b 1 1 b,
o|1|o|ojojo|O]|O b, 0 0 b,
o|lo|1|0o|0o|0|O]|O b, 1 1 b,
o|lo|o|1|0|0|O|O b, ] 0 0 b,
o|{o|Oo|0O|1|0|0]|O b, @ 0 ® 0 = b,
o|lo|o|ojo|1]0]|O bs 0 0 b.
o|lo|o|ojojO|1]|0 be 0 0 be
o|lo|o|o|o|Oo|O|1 b, 0 0 b,

. AN ./ o J o J M~

It is proved from the above equation that YX equals to the identity matrix, and the
YX=D, so that

YCe D

equals the null vector.

The S-box is designed to be resistant to known cryptanalytic attacks. Specifically,
the Rijndael developers sought a design that has a low correlation between input bits
and output bits, and the property that the output cannot be described as a simple
mathematical function of the input. In addition, the constant in the initial equation is

chosen so that the S-box has no fixed points and no opposite fixed points.

The S-box must be invertible, that is 1S-Box[S-box(a)]=a. However, the S-box is
not self-inverse, in the sense that it is not true that S-box(a)=1S-box(a). For example, S-
box({95})={2A}, but I1S-box({95})={AD}.
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b)ShiftRow Transformation

S20 | 820 | S22 | S2n [T | \Iblél"_l_' 522 | 823 | S20 | S20
530 %50 | $52| S5 — | I | I | — 533 | S50 | S50 | 832
S

Figure 9: ShiftRows 1

In the forward shift row transformation, called ShiftRows, the first row of state is
not altered. For the second row, a 1-byte circular left shift is performed. For the second
row, a 1-byte circular left shift is performed. For the 3™ and 4" row, a 2-byte and 3-byte

shift is performed respectively. Here is an example:

87 | F2| 4D | 97 87| F2|4D | 97
6E | 4C| 90 | EC EC| 6E| 4C | S0
4 | E7 | 4A | C3 4A | C3| 46 | E7
A6 | 8C| D8 | 95 8C| D8| 95 | A6

Figure 10: ShiftRows 2

The inverse ShiftRow transformation, called InvShiftRows, performs a circular shift

in the opposite direction (right shift) for each of the last three rows.

The ShoftRow transformation is more substantial than it may first appear. This is

because the State, as well as the cipher input and output is treated as an array of four
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4-byte columns. Thus, on encryption, the first 4 bytes of the plaintext are copied to the
first column of State, and so on. However the round key is applied to State column by
column. Thus, a row shift moves an individual byte from one column to another, which is
a linear distance of a multiple of 4 bytes. Moreover, the transformation ensures that the

4 bytes of one column are spread out to four different columns.

c) MixColumns Transformation

P
2311
P liz231
» =
1123
> 3112
—P
Yy v¥v¥v.v ¢
- i 1 1
So0 | S0 | Yo.2 | Sos So.0 | S0 | Yoz | Soa
1 | 1 I
Siol Sia | Y2 ] %13 S0 81| 512] 813
1 I 1
Sa0 | 820 | S22 | 823 S0 | %20 | S22 | 823
1 ! ! 1
Sso | S50 | Y32 | 853 830 | 530 | Ss2| S

Figure 11: MixColumns 1

The forward mix column transformation, called MixColumns operates on each
column individually. Each byte of a column is mapped into a new value that is a function
of all four bytes in the column. The transformation can be defined by the following matric

multiplication on State.

- N O B r ~
02 | 03 [ 01 | 01 | |[Soo |Sos|Sez | Soa Soo | Son | S0z | Soa
01 02 03 01 Sl,D 51,1 51,2 S1.,3 Srl,(} SI11,.]. S'l,: S’].,.3
01 01 02 03 SZ,D 52,1 SZ,Z 5:,3 SFZ,O Sr:,l Sr:,: 5’:,3
03 01 01 02 Sgrg S3f1 53; S3r3 5’3,(} 5r3,1 5'3,: 5’3,3

S SN - S iy

(3.3)
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Each element in the product matric is the sum of products of elements of one row
and one column. In this case, the individual additions and multiplications are performed
in GF(2%). The MixColumns transformation on a single column j (0< j < 3) of State can

be expressed as:
S0;=(20Sp;,)®(3e51,)®S,;® S
S$1;=S0;®(2¢5,;,)®(BeS,;) ®S;;
$%i=50®51;®(2e85,;)® (3 e8S3;)

S,Lj = (3 L Sﬂ,j) & Sl;j 3% Sl,j @ (2 L] Sgrj)

The following is an example of MixColumns:

87 | F2 | 4D | 97 47 | 40 | A3 | 4C
6E | 4C | 90 | EC 37 | D4 | 70 | OF
—>
46 | E7 | 4A | C3 °4 | B4 | 3A | 42
A6 | 8C | D8 | 95 ED | A5 | AG | BC

The first column of the above example will be verified now. In GF (2%), addition can
be implemented by bitwise XOR operation and multiplication by a value (i.e by {02}) can
be implemented as a 1-bit left shift followed by a conditional bitwise XOR with
(00011011) if the leftmost bit of the original value (prior to the shift) is 1. Thus, to verify

the MixColumns transformation on the first column, these equations must be verified:
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({02} « {87}) @ ({03} « {6E}) ® {46} @ {A6} = {47}
{87}) ® ({02} « {6E}) @ ({03} « {46}) ® {A6} = {37}
{87}) ® {6E} ® ({02} « {46}) @ ({02} +{A6}) = {94}
({03} « {87}) ® {6E} © {46} & ({02} « {A6}) = {ED}

For the first equation,

{02} e {87} = (0000 1110) @ (0001 1011) = (0001 0101)

and

{03} e {6E}= {6E} ® ({02) e {6E }) = (0110 1110) @ (1101 1100) = (1011

0010). Then

{02}] » {87} = 0001 0101
{03} e {6E} = 1011 0010
{46} = 0100 0110
{A6} = 1010 0110
0100 0111

The other equations can be similarly verified.

The inverse mix column transformation, called InvMixColumns, is defined by the

following matrix multiplication:
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OE | OB | OD | 09 So,0 | So,1 | So,2 | So,3 S0 | S91 | S0z | Sos
09 | OE | OB | OD Si0 | S11|S1z2 | S1s S'1,0 | S'11 52 | Y13
0D | 09 | OF | 0B S0 |Szi|S22|Sza| || S20 [S21 | S22 | Sas
OB | OD | 09 | OE Sz0 | Ss31 | S32 | 533 S'30 | S31 | S5z | Sz
" PN ~ " _.J
(3.5)

It is not immediately clear that Equation 3.5 is the inverse of equation (3.3). To

show that:

- N~ ~N ™
OE | OB | OD | 09 02 03 | 01 | 01 So,0 So,1 | So,z | So,3
09 | OE | OB | OD 01 | 02 | 03 | 01 Sio |S11|Si12|S1a| =
oD | 09 | OE | OB 01 01 | 02 | 03 S2.0 Sz1 | S22 | Sa3
0B | OD | 09 | OE 03 | 01 | 01 | 02 Sso | Ssi| Ssz | Sas

h. < S~ >y

e ™
SD 0 SD,]. SD,Z 50,3
51,0 S1,.1. 51,2 S1,3
SZ,D 52,1 S:,Z 52,3
5&0 Sil 5&: 5&3

- —y

Which is equivalent to showing that:

- ~N ~ ~ ~
OE | OB | OD | 09 02 03 | 01 | 01 1 0 0 0
09 OE | OB | OD 01 02 | 03 | 01 0 1 0 0
oD | 09 | OE | OB 01 01| 02 | 03 N 0 0 1 0
OB | OD | 09 | OE 03 01 | 01 | D02 0 0 0 1

- AN J N ~

(3.6)
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That is, the inverse transformation matrix times the forward transformation matrix
equals the identity matrix. To verify the first column of equation (3.6), the following

equations must be verified:
({OE} « {02}) @ ({OB} « {OD}) @ {09} ® {03} = {01}
({09} « {02}) @ ({OE} « {OB}) @ {OD} @ {03} = {00}
({0D} ¢ {02}) @ ({09} « {OE}) @ {0B} @ {03} = {00}
({0B} « {02}) & ({OD} ¢ {09}) ® {OE} ® {03} {00}

For the first equation, {0E} «{02}= 0001 1100; and {09} « {03} = {09} ® ({09}

{02}) = 00001001 ® 00010010 = 00011011. Then

{OE} » {02} = 00011100
{0B} = 0000 1011
{oD} = 00001101
{097 o {03} = 00011011
0000 0001

The other equations can be similarly verified.

The coefficients of the matrix in Equation (3.3) are based on a linear code with
maximal distance between code words, which ensures a good mixing among the bytes
of each column. The mix column transformation combined with the shift row

transformation ensures that after a few rounds, all output bits depend on all input bits.

In addition, the choice of coefficients in MixColumns, which are all {01}, {02}, or
{03}, was influenced by implementation considerations. As we discussed, multiplication
by these coefficients involves at most a shift and a XOR. The coefficients in
InvMixColumns are more formidable to implement. However, encryption was deemed

more important that decryption. This is due to the fact that the CFB and OFB modes
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only use encryption, and also as with any block cipher, AES can be used to construct a

message authentication code, and for this only encryption is used.

d) AddRoundKey Transformation

In the forward add round key transformation, called AddRoundKey, the 128 bits of
State are bitwise XORed with the 128 bits of the round key. The operation is viewed as
a columnwise operation between the 4 bytes of a State column and one word of the
round key. It can also be viewed as a byte-level operation. The following is an example
of AddRoundKey:

47 | 40 | A3 | 4C AC | 19 | 28 | 57 EB | 59 | 8B | 1B
37 | D4 | 70 | SF 77 | FA | D1 | 5C 40 | 2E | A1 | C3
94 | E4 | 3A | 42 7 66 | DC | 29 | 00 - F2 | 38 | 13 | 42
ED | A5 | A6 | BC F3 | 21 | 41 | 6A 1E | 84 | EZV | D2

Figure 12: AddRoundKey

The first matrix is State, and the second matrix is the round key.

The inverse add round key transformation is identical to the forward add round key

transformation because XOR operation is its own inverse.

The add round key transformation is as simple as possible and affects every bit of
State. The complexity of the round key expansion, plus the complexity of the other

stages of AES ensure security.

2.4 Concluding Remarks

The AES algorithm was developed by two Belgian cryptographers, Joan Daemen

and Vincent Rijmen, based on their previous design called “Square” [34]. Unlike its
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predecessor (DES), it is not a Feistel network, but rather a substitution-permutation

network.

It is definitely a state of the art algorithm for encryption. Combining it with the
appropriate block cipher mode will result in ciphers that can cover most (if not all)
needs, whether it is elevated security we are focusing on, or increased performance. Its
reliability has been proven over the years and it is not by chance that it has been used
for decades for classified document encryption by the U.S government. It is also worth
noting that all discovered security holes on this algorithm up to this day didn’t prove

anything but the fact that someone would be able to crack it in several billions of years.
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3. PARALLEL PROGRAMMING

3.1 Introduction

Parallel programming is the idea of the simultaneous use of multiple compute
resources to solve a computational problem. The resources may coexist inside a CPU

(or other computer components), a whole computer system or even multiple computers.

Traditionally, software has been written for serial computation, rather than parallel. In
order to understand parallel programming, it is necessary to have a complete picture of

how a serial program works. These are the main characteristics of a serial program:

e A problem is broken into a discrete series of instructions
e Instructions are executed sequentially one after another
e Executed on asingle processor

¢ Only one instruction may execute at any moment in time

A simple example of serial programming would be a C language program that reads
some data from a text file, makes some calculations on that data and prints a result in
the user’s screen. These steps are performed in a specific order or else there is going to

be a problem with the output, a logical error.

Now imagine another program where we need to do two separate things: one is to
read some data from a text file and print it, and the other is to make some separate
calculations. These two tasks of the program are totally independent. A serial program
would do either one of them first, and then proceed to finish the other. That is not
necessary though, as we can make use of parallel programming to start both those

tasks simultaneously and thus save time on the execution of the program.

If these examples seem too simple, there are more complicated reasons that one
should consider implementing parallel programming on his software. For example, in

certain situations, the program is waiting for some kind of input from the client. The use
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of serial programming on this example would automatically mean that the time until the

person gives the input will be wasted (no other instructions can be executed).

However, there are other scenarios where we can use parallelism to further optimize
the software we are working on. Except from finding the separate tasks of the program
and assigning them to certain available resources, there is a very common case where
we tend to divide a certain task into parts which will be treated by a different resource. A
good example would be image processing. The image may contain many millions of
pixels, resulting in really slow serial software implementations. It is relatively easy to
divide the image in sub-images of a certain size (depending on our system resources),
let each task run separately and combine the sub-images to form the final result. And

the performance gains can be massive.

Another case where parallel programming is really meaningful is Event-Driven
software. Event-driven programming is a programming paradigm in which the flow of the
program is determined by events such as user actions (mouse clicks, key presses),
sensor outputs or messages from other programs. In most cases where other code
should be running, serial code would block the whole program (until an event gets

triggered) and render it useless.

3.2 CPU parallel programming

When focusing on parallel programming on a single computer system, there are
several computer components to consider. At first, the component often associated with
command execution is the CPU, so one would probably think that parallel programming
is making use of the CPU in such a way as to be able to execute many commands
simultaneously, and would not be entirely wrong. Let's take a look at how parallel

programming in the CPU started and its evolution through the years.

The evolution of the CPU through the years was mainly focused on shrinking the
area of the integrated circuit (IC), which drove down the cost per device on the IC while
increasing functionality. At some point CPUs were created with stock frequencies of
about 4Ghz which means they would get really hot on full load. Problems such as the
ones we mentioned earlier, along with this one initiated the introduction of multi-core

CPUs, which have more than one processing unit (core) and as a result have the
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capability of processing multiple instructions at the same time. Simultaneous execution
of different independent tasks became possible. Around 2005-2006 most high-end
commercially available CPUs were Dual Core. Nowadays, most mid-range computers
use Quad Core CPUs, while there are also higher end Octa-Core CPUs (8 cores) and
even 10 core CPUs (Intel Xeon E7-8870), especially designed for server use. Multi-core

CPUs can be interpreted as the simplest form of parallel computing.

The basic element of parallel programming is the thread. Threads are one of several
technologies that make it possible to execute multiple code paths concurrently inside a
single application. A common case is that a CPU core can run one thread at a specific
time. In other words, a quad core CPU is able to run four threads simultaneously. In
more advanced cases there are CPUs with cores that support more than 1 thread at a
time. Such an example is Intel’'s Hyper-threading technology, which allows each core to

maintain two threads at each moment.

Parallel Programming in a CPU is based on a multi-threading approach of software.
Back on the introduction’s example, a software developer could make better use of a
multi-core CPU if he created one thread that would be responsible for the user’s input
(IO operation), and a second one that would do the independent calculations. These
two threads would run in parallel on any CPU with at least 2 cores, and the problem

would finish up significantly faster.

Historically, hardware vendors have implemented their own proprietary versions of
threads. These implementations differed substantially from each other making it difficult
for programmers to develop portable threaded applications. In order to take full
advantage of the capabilities provided by threads, a standardized programming

interface was required.

Since C++ 2011 release became official, there is native thread support for C++,
while it was previously impossible to make use of threads in C++ without an external
thread API. In practice, since C++ 2011 release, depending on the platform that the
code is being compiled on, either pthreads (in case of Linux systems) or Windows
threads (in case of Windows systems) can be used. This provided a standardized way
to include multithreading in the C++ language and enabled programmers to include

thead support for their software easily.

There are several thread implementations used, though the basic two are the

following:
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3.2.1 POSIX Threads

More commonly known as pthreads, it is a low-level API for working with threads.
POSIX threads has been specified as an interface for UNIX systems by the IEEE
POSIX 1003.1c standard in 1995, and has continued to evolve and undergo revisions

and improvements.

Pthreads defines a set of C programming language types, functions and
constants. It is implemented with a pthread.h header and a thread library. The

procedures are divided into four basic groups:
e Thread management — creating, joining threads, etc
e Mutexes (objects used for thread synchronization)
e Condition Variables
e Synchronization between threads using read/write locks and barriers

What is really important about pthreads is that it provides fine-grained control over
thread management (create, join, etc), shared memory and synchronization (mutexes).
For that reason, it requires proper programming and manual setting of all operations by

the programmer.

Last but not least, there are implementations of the API on many Unix-like POSIX-
compatible operating systems, such as FreeBSD, NetBSD, OpenBSD, Linux, Mac OSX
and Solaris. DR-DOS and Microsoft Windows implementations also exist
(the SFU/SUA subsystem provides a native implementation of a number of POSIX
APIs, and third-party packages such as pthreads-w32, implements pthreads on top of

existing Windows API).

3.2.2 OpenMP

OpenMP stands for Open Multi-Processing and is an API that supports multi-
platform shared memory multiprocessing programming in C, C++, and Fortran, on
most processor  architectures and operating  systems, including Solaris, AlX, HP-

UX, Linux, Mac OS X, and Windows platforms (the meaning of shared memory will be
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explained later). It consists of a set of compiler directives, library routines,

and environment variables that influence run-time behavior.

Often paired with MPI implementations, OpenMP works at a much higher level
than POSIX threads. Notably, MPI (Message-Passing Interface) is a standardized and

portable message-passing system used widely in parallel programming.

OpenMP has the advantages of being cross platform, and simpler for some
operations. It handles threading in a different manner, in that it gives you higher level
threading options and is relatively easy to embed in existing code, unlike POSIX threads

implementations.

We have included OpenMP in our software development as a means of comparison
with both the serial and the CUDA code, performance-wise. This comparison has

produced some interesting results, but more on that later.

As we mentioned earlier, in cases where much processing power is required,
complex computing systems are used, containing up to hundreds of multi-core
processors. These systems are often file/web servers that need to serve millions of
requests in minimal time. Many corporate enterprises or high activity service providers
may even contain huge areas filled with these systems, taking advantage of parallel

programming as much as possible.

3.3 GPU parallel programming

We have already discussed threaded applications in the CPU, but there is more to
parallel programming than CPU threading cases. General-purpose computing on
graphics processing units (GPGPU) is the use of a graphics processing unit (GPU),
which typically handles computation only for computer graphics, to perform computation
in applications traditionally handled by the central processing unit (CPU). The use of
multiple graphics cards in one computer, or large numbers of graphics chips, further
parallelizes the already parallel nature of graphics processing. In addition, even a single
GPU-CPU framework provides advantages that multiple CPUs on their own do not offer
due to specialization in each chip. Two are the dominant implementations of general-

purpose GPU programming:
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3.3.1 OpenCL

SYEEL

&
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g
OpenCL

Figure 13: OpenCL

Open Computing Language (OpenCL) is aframework for writing programs that
execute  across heterogeneous  platforms  consisting  of central  processing
units (CPUSs), graphics processing units (GPUSs), digital signal processors (DSPs), field-
programmable gate arrays (FPGAs) and other processors. OpenCL specifies a
language for programming these devices and application programming interfaces (APIs)
to control the platform and execute programs on the compute devices. OpenCL
provides parallel computing using task-based and data-based parallelism. OpenCL is an

open standard maintained by the non-profit technology consortium Khronos Group.

OpenCL defines a C-like language for writing programs, called kernels, that
execute on the compute devices. defines an application programming interface (API)
that allows programs running on the host to launch kernels on the compute devices and
manage device memory, which is (at least conceptually) separate from host memory.
Programs in the OpenCL language are intended to be compiled at run-time, so that
OpenCL-using applications are portable between implementations for various host
devices.[22] The OpenCL standard defines host APIs for C and C++; third-party APIs

exist for other programming languages such as Python, Java and .NET.
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3.3.2 CUDA

<A NVIDIA,

CUDA.

Figure 14: CUDA logo

CUDA, which stands for Compute Unified Device Architecture,[23]is a parallel
computing platform and application programming interface (API) model created
by NVIDIA. It allows software developers to use a CUDA-enabled graphics processing
unit (GPU) for general purpose processing. The CUDA platform is a software layer that
gives direct access to the GPU's virtual instruction set and parallel computational

elements.

CUDA is designed to be able to work with programming languages such as C,
C++ and Fortran. That enables programmers to use GPU resources without graphics
knowledge, to achieve their tasks. This is a huge advantage mainly because previous
API solutions like Direct3D and OpenGL required special skills and experience in

graphics programming for someone to embed into his code.

CUDA was initially released in 2007, though it managed to become one of the
most (if not the most) dominant GPGPU approach. It has some advantages over other

approaches, the main of which are the following:
e Scattered reads — code can read from arbitrary addresses in memory.
e Unified virtual memory.
e Unified memory.
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e Shared memory — CUDA exposes a fast shared memory region that can be
shared amongst threads. This can be used as a user-managed cache, enabling

higher bandwidth than is possible using texture lookups.
e Faster downloads and readbacks to and from the GPU.

e Full support for integer and bitwise operations, including integer texture lookups.

CUDA uses threads that run on the GPU area. Better yet, it uses sets of threads
called blocks. A function that is called to run on the GPU is called a kernel. For
example, the host code (CPU code e.g C) can invoke a kernel (that will run on the GPU)
and that kernel could run with 3 blocks of 1024 threads each. Blocks are also grouped

into grids, in such a way that a grid is a 2D array of blocks.

In addition, a warp size is the number of threads running concurrently on a multi-
processor (GPU/CPU). In actuality, the threads are running both in parallel and
pipelined. The total threads that are being executed are divided into warps, which run
simultaneously. For example, if warp size is 32 and 58 threads need to be executed, the
first warp will contain threads 0...31, and the second one will contain the remaining
32...57.[33]

Graphics cards have way more cores than CPUs in general, so it is normal to be
able to run several thousands of threads in parallel. This alone gives hope for great

potential with GPU parallel programming.

Finally, CUDA does not come without its limitations, such as the fact that only
NVIDIA cards may support CUDA, the fact that CUDA does not support the whole C
standard (because it runs host code through a C++ compiler), etc. Weighing the pros
and cons makes CUDA a very good choice though, and throughout this thesis we’ll be

showing the acceleration it can provide to a serial piece of code.

3.4 Classification of parallel computers

As we move on to a larger scale and come to the point where we examine

computer systems with multiple CPUs or GPUs, we move to a new informatics area
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referred to as parallel computing. There are many factors to examine on this area, and

thus there are several ways to categorize. The most important of them are the following:

e Classification based on the instruction and data streams

The term ‘stream’ refers to a sequence or flow of either instructions or data
operated on by the computer. In the complete cycle of instruction execution, a flow of
instructions from main memory to the CPU is established. This flow of instructions is
called instruction stream. Similarly, there is a flow of operands between processor and

memory bi-directionally. This flow of operands is called data stream.

Flynn’s Classification

Flynn’s classification [19] is based on multiplicity of instruction streams and data
streams observed by the CPU during program execution. Let Is and Ds are minimum
number of streams flowing at any point in the execution, then the computer organisation

can be categorized as follows:

a)Single Instruction and Single Data stream (SISD)

In this organisation, sequential execution of instructions is performed by one CPU
containing a single processing element (PE), i.e., ALU under one control unit.
Therefore, SISD machines are conventional serial computers that process only one

stream of instructions and one stream of data.

b)Single Instruction and Multiple Data stream (SIMD)

In this organisation, multiple processing elements work under the control of a
single control unit. It has one instruction and multiple data stream. All the processing
elements of this organization receive the same instruction broadcast from the CU. Main
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memory can also be divided into modules for generating multiple data streams acting as
a distributed memory. Therefore, all the processing elements simultaneously execute
the same instruction and are said to be 'lock-stepped' together. Each processor takes
the data from its own memory and hence it has on distinct data streams. Every
processor must be allowed to complete its instruction before the next instruction is taken

for execution. Thus, the execution of instructions is synchronous.

c)Multiple Instruction and Single Data stream (MISD)

In this organization, multiple processing elements are organised under the control
of multiple control units. Each control unit is handling one instruction stream and
processed through its corresponding processing element. But each processing element
is processing only a single data stream at a time. Therefore, for handling multiple
instruction streams and single data stream, multiple control units and multiple
processing elements are organised in this classification. All processing elements are
interacting with the common shared memory for the organisation of single data stream.
The only known example of a computer capable of MISD operation is the C.mmp built

by Carnegie-Mellon University.

d)Multiple Instruction and Multiple Data stream (MIMD)

In this organization, multiple processing elements and multiple control units are
organized as in MISD. But the difference is that now in this organization multiple
instruction streams operate on multiple data streams. Therefore, for handling multiple
instruction streams, multiple control units and multiple processing elements are
organized such that multiple processing elements are handling multiple data streams
from the Main memory. The processors work on their own data with their own
instructions. Tasks executed by different processors can start or finish at different times.
They are not lock-stepped, as in SIMD computers, but run asynchronously. This
classification actually recognizes the parallel computer. That means in the real sense
MIMD organisation is said to be a Parallel computer. All multiprocessor systems fall

under this classification.
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e Classification based on the structure of computers

Flynn’s classification discusses the behavioral concept and does not take into

consideration the computer’s structure. For reference, there are:

i)Shared Memory System / Tightly Coupled Systems:

A shared memory computer has multiple cores that have access to the same
physical memory. The cores may be part of multicore processor chips, or they may be

on discrete chips. We have several models to analyze, but the basic ones are:

1)Uniform Memory Access Model (UMA): The main memory is uniformly shared
by all processors in multiprocessor systems and each processor has equal access
time to shared memory. This model is used for time-sharing applications in a multi

user environment.

2)Non-Uniform Memory Access Model (NUMA): In shared memory
multiprocessor systems, local memories can be connected with every processor.
The collection of all local memories form the global memory being shared. In this
way, global memory is distributed to all the processors. In this case, the access to
a local memory is uniform for its corresponding processor as it is attached to the
local memory. But if one reference is to the local memory of some other remote
processor, then 37 Elements of Parallel Computing and Architecture the access is
not uniform. It depends on the location of the memory. Thus, all memory words are

not accessed uniformly.

3)Distributed Memory Systems: These systems do not share the global memory
because shared memory concept gives rise to the problem of memory conflicts,
which in turn slows down the execution of instructions. Therefore, each processor

is having a large local memory, not shared by any other processor

e Classification based on the grain size

This classification is based on recognizing the parallelism in a program to be

executed on a multiprocessor system. The idea is to identify the sub-tasks or
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instructions in a program that can be executed in parallel. But it is not sufficient to check
for the parallelism between statements or processes in a program. The decision of
parallelism also depends on the number and types of processors available, memory

organization and dependency of data, control and resources.

3.5 Parallel Programming Issues

Though parallel programming seems to offer much potential to software
development, it surely has its hidden risks and difficulties. During a problem analysis,
one should understand thoroughly the needs that need to be met, and afterwards he
should locate the code that can be parallelized. Then there is the issue of dividing the
available resources (e.g cores/threads). This can be as simple as dividing a big array
into smaller pieces and assigning them to threads, but sometimes the problem is way

more complicated.

Few are the times that the data is totally independent and this causes a common
problem with the parallel code. A simple example is the case in which two threads try to
increase the same variable by one. This operation is analyzed in three separate
operations in assembly code: reading of the current value, increasing the value and

writing it back. The expected output is shown below:

Thread 1 Thread 2 Integer value
0
read value — 0
increase value 0
write back — 1
read value — 1
increase value 1
write back | — 2

Figure 15: Race Condition 1

However in parallel code there is no way to determine the exact way the threads will
run, unless the programmer explicitly sets them to run in a specific way. That is, there is

now way to predict the order that the six commands (three per thread) will be executed.
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It is not impossible that both threads read the initial value of the variable, which will

eventually increase the variable by one, not two.

As aresult, the output of the program can be as wrong as the following:

Thread 1 Thread 2 Integer value
0
read value - 0
read value | « 0
increase value 0
increase value 0
write back - 1
write back | — 1

Figure 16: Race Condition 2

The aforementioned example is a simple case of what we call a Race Condition
problem, and is generally one of the main problems in parallel programming. It is by no
means unsolvable, but it requires attention proper set up on developer level. In complex
problems, Race Condition can be really hard to face, not to mention that debugging

parallel programs is significantly more difficult than serial ones.

Race condition problems can be addressed with thread synchronization. Depending
on the implementation, there are several ways a program can achieve synchronization.
For example, in java there is the “Synchronized” declaration, which indicates that when
a thread invokes the method/function of an object, it will acquire a lock which will not
allow another thread to have access to that objects method.

In C and Linux distributions, synchronization is handled by two mechanisms,
semaphores and spinlocks. These are handled manually, which means it is the
developer’s duty to set them up and handle them correctly throughout the whole
execution of the program. They are almost the same as common variables and are

functioning as a lock-unlock mechanism.

POSIX threads uses mutex locks (similar to semaphores), condition variables,
barriers, spinlocks and read-write locks. CUDA, on the other hand uses native functions
such as __syncthreads() , which pauses execution until all threads from the current
block reach that point in the code. Other methods include cudaDeviceSynchronize() and

__threadfence().
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In a completely different perspective, parallel programming is not for every part of
every algorithm. One should not try to parallelize everything on his code, as the result
may often result in worse performance. In OpenMp implementations, overuse of
parallelism could result — in the worst case — in minor performance decrease. That’s not
the case with CUDA, though. CUDA thread performance has been proven stellar
especially in highly parallelizable programs. That is why a common mistake is jumping
to the conclusion that the GPU is faster than the CPU for every calculation, which is
plain wrong. In other words, CPUs and GPUs have significantly different architectures

that make them better suited to different tasks.

A CPU core may be many times faster than a GPU core. It almost always runs at a
much higher frequency, it uses technologies such as 3-Level cache memories (much
faster than RAM and GPU memory), branch prediction, prefetch, micro op re-ordering
and are out of order. CUDA cores are by no means that powerful. It is in the number of
parallel threads that can be run where the power of the GPU truly shines. At the
moment that this thesis was written, the highest-end commercially available CPU (Intel
Xeon E7-8870) can run 20 threads in parallel, whereas the highest-end NVIDIA CUDA
GPU (NVIDIA GTX TITAN Z) can handle as many as 5760. Last but not least, there is
also the memory overhead that should not be ignored. CUDA kernel invocations require
memory allocation and copy operations to and from the device memory (GPU memory).
These operations are costly in terms of time and should not be overused for no reason,
in order to avoid odd overheads. The use of some of them is a necessary additional

time cost, though in order for our program to function properly.

Therefore, we can assume that in specific (non parallelizable) programs, a solid
serial (CPU) code can be as efficient and effective as it gets. It is very important to be
able to determine if a part or several parts of a program would actually benefit from a
parallel implementation. That means that once again the developer has to come down
to a conclusion about whether it makes sense to implement it in his code or not.

Developing such skills takes time and experience.
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3.6 Conclusion

Parallel Programming in general is considered to be the high end of computing,
and there is a reason behind that statement. It has been used to model difficult
problems in many areas of science and engineering, such as nuclear/particle physics,
biotechnology, genetics, molecular sciences, Electrical Engineering, Circuit Design,
Defense, Weapons, etc. Implementing it may sometimes be conceived mistakenly as an
add-on to software or an “unnecessary’ feature to a — otherwise — perfectly functional
program, but the truth is, all optimization aside, there are many cases in which even the
simplest/shortest program cannot function properly without its use. Sure, parallel
programming introduces new difficulties in programming, but in the end it is well worth

the time and effort.

To sum up, despite it being a relatively new concept, parallel programming is the
new trend everywhere nowadays, and there is no denying that much of the existent
software is rewritten to take advantage of its capabilities. Experts worldwide agree on its
huge potential both through theoretical calculations and through real time
measurements. Even given its few years in the field, parallel programming has vastly
increased the possible calculations that can be achieved in a certain amount of time,
since its first use. Of course that is both the result of hardware and software evolution.
We should be optimistic that as the years go by, parallel code development will become

easier, more widespread and more effective.

The following figure shows the evolution of computing performance throughout the

last twenty years:
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o The race is already on for Exascale Computing!
o Exaflop = 1018 calculations per second
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Figure 17: Evolution of computing performance [3]
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4. IMPLEMENTING CUDA PROGRAMMING ON AES CODE

The main task we had to face during our thesis this year is the application of
CUDA parallel programming technigues on existing C AES code [4]. The base C code
we used was of course serial and quite a few changes had to be made in order for
everything to be able to run normally. But first we should try to explain the reasons
parallel programming could be embedded on our test code, as well as the main idea

behind our implementation.

We have already mentioned in a previous chapter the several block cipher modes
that can be combined with the AES algorithm, or any other cipher algorithm. Depending
on the block cipher mode, there can be some parallelism on the algorithm, much

parallelism or even no parallelism.

Some block cipher modes require that the encryption of a block of data uses data
from its previous encrypted block (or blocks) in order for the encryption to be achieved.
That means that the algorithm definitely has to encrypt each block in a serial pattern. As
we have already mentioned earlier in this thesis, one of the most representative
examples of this case is the CBC block cipher mode, which stands for Chain Block
Chaining. The way in which the CBC mode operates can be explained briefly through

the following diagram.

Plaintext Plaintext Plaintext
[TTTTTI [TTTTTI [T
Initialization Vector (IV)
EEEEN - s '
T T T
Block Cipher Block Cipher Block Cipher
Key *~| Encryption Key *| Encryption Key *| Encryption
' T '
[TTTTTT] [TTTTTI [TTTTT]
Ciphertext Ciphertext Ciphertext

Cipher Block Chaining (CBC) mode encryption

Figure 18: CBC
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The first block of data is XOR-ed against the IV (initialization vector) to produce
the first ciphertext block, and then the n-th block of data is XOR-ed against last
encrypted block before you encrypt this block. It is obvious that no significant data

parallelism can be applied on CBC, at least during the encryption process.

However this is not the case with every block cipher mode. There are cipher block
modes that allow for data parallelism to be achieved, at least to some extent. The GCM
(Galois/Counter Mode), for example can be parallelized (e.g using OpenMp or CUDA),
at least for the part of encryption and decryption (some parts of the algorithm may not
be easily parallelizable). Parallelism on the authentication section of any encryption

algorithm is not considered important, and in some cases it is not even possible.

Most importantly for the context of the current thesis, the ECB mode (which stands
for Electronic Code Block) can be implemented in parallel code relatively easy, due to
the fact that it is basically a raw cipher. That means that each data block of input is
encrypted separately and it produced some cipher block output. In the end all those
cipher blocks are combined together to form the ciphertext. In the same way, during the
decryption process, each cipher data block is decrypted to a plaintext block, and all

those plaintext blocks will form the final plaintext.

For the aforementioned reasons, comparing serial and parallel performance on the
ECB mode should produce some interesting results. ECB may be the simplest mode of
all, but it is arguably the case that will most properly indicate the significant difference in
performance, should the software take advantage of all available sources. And our test

results agree with this statement.

For the encryption process, the main idea behind our CUDA implementation

consists of the following steps:
e The initial plaintext is saved in a buffer

e A C function is called in order to initialize the CUDA parameters, determine
the required blocks and threads that will be used and copy the input buffer to
the device (GPU) memory. The total amount of threads that will be used is
equal to the number of data blocks the input buffer contains. For example a
150bit plaintext consists of 9,3~10 blocks. In this perspective, each thread
will be responsible for the encryption of its dedicated data block e.g thread 7

will encrypt the 7" block of the input file, etc. It is quite obvious that in our
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case, there is absolute independence on the data and there is no need for
synchronization on this point, nor a shared memory or inter-thread

communication techniques.

e A CUDA kernel is called for the specified blocks and threads. Each thread
on this invocation calls the block encryption function on the device (GPU) for
its dedicated block, and writes back the resulting block (cipher block) on the

buffer, after computing its correspondent offset.

o After the main encryption process is complete, the kernel function finishes
and the C function that was mentioned on the 2™ step of the process copies
the buffer (that now contains the whole ciphertext) back to host memory
(RAM), that is in a C buffer.

Naturally, the decryption process uses the same logic to produce the final plain
text that is identical to the initial plaintext that we received from input. As far as input is
concerned, there are a few things we changed in order to increase the functionality of

the program.

In the original C serial code, there were two types of input methods. The first one
(test_encrypt) used the command line so the user had to manually type in a text that
would be encrypted and then decrypted back to the plaintext. In our implementation, we
changed the input method to file input, so that the input buffer would be filled via a .txt
file. In our humble opinion, this method is way better for testing purposes because the
user can fill in the input.txt file anyway he likes, instead of typing manually in the
command line. Of course, this method introduces some 1/O operation delays to the total
run time, but these are not taken under consideration on our timings, because they are
not related in any way to the cipher. So the displayed timings do not include these

delays.

The second input method is random generation of a 1MB buffer that is later used
as an input (test_performance). This method aims at measuring pure performance when
data sets reach way bigger numbers, as user sets the data size for the cipher to be
applied, as a command line parameter. For example, if a user sets 600mb as input data,
the 1MB input buffer is randomly initialized, and the encryption-decryption circle is

applied to it in a 600 —times loop. Then, some results are being displayed on the user,
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including the total run time. This method suited our needs perfectly, so we didn’t change
it in any way, besides include more detailed timing results, such as total time,
encryption-decryption time, memory operations’ time (cudaMemcpy both host-to-device
and device-to-host, cudaMalloc, cudaMemset, cudaFree), etc. The statistical diagrams
we include later on that include our test results are almost exclusively based on this
method, as it was made possible to test the parallelized code against different sets of

data.

Notably, the OpenMP implementation that we developed used the same serial
code we used as a base on the CUDA code, with the addition of some “#pragma omp
parallel/for’ tags, which divides a piece of code/loop into separate tasks and assigns
them to CPU threads on a high level. Though taking advantage of all available CPU
threads also resulted in a definitely not insignificant performance increase with minimal
effort software-wise, this only served as a comparative method to the CUDA code,

which dominated the performance charts.

On the next chapter, we will present a detailed set of our results, comparing
serial, OpenMP and CUDA timings (total, memory operations, etc), with a set of

different parameters, including different key sizes and different data sets.
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5. SOFTWARE IMPLEMENTATION AND RESULTS

5.1 Hardware Information

First we should take a look at the hardware we used for the completion of the
current thesis. The full hardware list is shown below and it belongs to one of our
university’s computers. This is the hardware on which we made all our tests and drew
our results. The hardware on the machines we used for developing the code is quite

different but that is irrelevant to our results.

We transferred our files using WinSCP and connected remotely via SSH protocol
to run remote compilation and execution commands. The computer was equipped with
a CUDA-enabled graphics card (Tesla C2070) with 448 CUDA cores and compute
capability 2.0 and the CPU has 4 cores supporting one thread each, so we had no
problem testing both CPU threads on OpenMP and CUDA threads.

Notably, the computer runs Ubuntu, a Linux distribution, so our communication
was via a command line environment used for remote connections, which is called
Putty.

Processor: AMD Phenom™ Il X4 965 @ 3.40 GHz [1 Processor, 4 Cores, 4 Threads]

L1 Instruction Cache: 64.0 KB x 4 (2-way set associative)

L1 Data Cache: 64.0 KB x 4 (2-way set associative)
L2 Cache: 512 KB x 4 (16-way set associative)
L3 Cache: 6.00 MB (48-way set associative)
Memory: 8 GB [4x2GB DDR3 1800 MHz]
Hard Drive: Seagate Barracuda 1TB 3.5"

NVIDIA Corporation GF100GL [Tesla C2050/ C2070] (rev a3), CUDA cores: 448
GPU:
core clock: 1.15Ghz, Memory clock: 1.5Ghz, Compute capability: 2.0

Operating System: Ubuntu 14.04.2 LTS 3.13.0-48-generic x86_64
GCC: v4.8.2

NVidia Driver: v340.29 , CUDA version 6.5.12
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5.2 Implementation Analysis

While the algorithm for the AES ECB was ready and written in C code as a base
for our CUDA and OpenMP implementations, there were surely some changes to be
made and some factors to be considered in order to be able to perform our assigned
task. In the current chapter, we will present the main idea on which we relied to make
the AES ECB parallel, using the OpenMP and the CUDA library.

What we have to explain initially is the way the algorithm works. The input file
(either given by hand via the terminal, generated in the program or read from a text file)
is divided in blocks of 16bytes each (128-bit, as the AES standard indicates). If the input
size is not divisible by 16, the last block is partially filled with the input data, and the rest
of the block is filled with some specific data that is added for that purpose only, and it is
called pad.

The CBC block mode that we use on our implementation does not provide any
dependencies between blocks. Therefore each one of these blocks is encrypted totally
independently from the others and in the end of the process all encrypted blocks are
joined to form the encrypted file, also known as the ciphertext. The same stands for the
decryption process too.

In addition, the C base code included two executable files, each working in quite a
different way. The first one (named test_encrypt) was mainly aiming at showing how the
whole process works. It received the input from the user using a terminal. Then it
displayed the input file (also known as plaintext) in hexadecimal form, then the
ciphertext (also in hexadecimal form) and in the end the plaintext again, in order to
show that the initial and final plaintexts were equal, the way they should be. We
included a verification method that checks the initial and ending plaintext to verify that

the whole process was completed successfully.

The following figures depict an example of the test_encrypt execution:

@ n_dimizas717@oscar: ~/Serial_Program |£|E|éj

Figure 19: Execution example of test_encrypt executable 1
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Figure 20: Execution example of test_encrypt executable 2
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Moreover, the second executable (called test performance) was intended for
performance measurements exclusively, hence the name. The user provides no input
data whatsoever, as it is automatically generated in the code. The only input the user is
asked to give is the size of the file that will be encrypted (in megabytes), using the “-
data X” flag. The X parameter can range between 1 to the maximum value of an int
(integer) variable, which is 2,147,483,647 (we tested up to 10000mb ~= 10gb of data).

Last but not least, the user is responsible to set the mode to ECB, using the “—ecb®
flag, as the code was initially designed to work on other block cipher modes as well,
such as CBC and GCM. There is also the optional choice of choosing a key size (in
bits), using the “—key X” flag, with available values being 128, 192, and 256, as the AES
standard allows for encryption. If the user doesn’t specify a key size, the default value of
128-bit key is used.

Naturally, tests performed on the sequential code were the longest by far, and

larger keys led to an even longer test.
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Below we show some cases of the execution of the serial code.

n_dimizas717@oscar: ~/Serial_Program |ﬂ|i‘]

Figure 21: Baseline code execution 1
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n_dimizas717@oscar: ~/Serial_Program |ﬂ|i_]

Figure 22: Baseline code execution 2

The first and the last part of both our implementations is exactly the same as with

the serial C code and includes initialization of some parameters, the key creation(in a
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custom random way — not using the built-in random library), key expansion, as well as

key destruction.

As far as the OpenMp is concerned, there is not much thought to take place. As
we have mentioned earlier, OpenMP automates things for thread parallelism on a
higher level so it requires minimal developer intervention. The use of “#pragma omp”
parallel and “#pragma omp for” brackets divides the work of the for-loop into threads
and automates the process by itself. It is worth noting that it takes full advantage of all

available threads (in our case four).

For the transition to this approach, little intervention was needed, mainly including

the OpenMP library header file to our .c source files, with this simple line of code:

finclude <stdlib.h>
finclude <stddef.hX>
fFinclude <time.hl
#finclude <sy=s/timeb.h>
#finclude <=tring.h>
#finclude <omp.h>

Therefore, the compilation call in our makefile looks like the following:

all:
gce -o eleos3 -fopenmp test/test_performance.c src/oaes_lib.c src/oaes_baseéd.c src/isaac/rand.c -w

Other than that, the aforementioned #pragma brackets were basically the only

addition to the base C serial code:
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#fpragma omp parallel
{

Fpragma omp for

for{( i =0; i< *m len; i += CRES BLOCK STIZE )
{
if{ ( _options & ORES OPTION CBC ) && i > )
memcpy (iv, c — ORES BLOCKE SIZE + _i, OAES BLOCE STZE);
_rc = _rc ||
caes_decrypt block( ctx, m + i, min({ *m len - i, ORES BLOCE SIZE } )}

! CBC

if{ options & CRES OPTION CBC )
{

for | j < ORES BLOCK SIZE: 3++ )

_d= _
i+ 31 =m[ i+ 31 ~iv[ 3l:

m [

What actually takes place in this part of code is that each loop is assigned to one
OpenMP thread, which means that —in a simple case- a 40-times loop would result in 4
threads performing 10 loops each. In our encryption example, each for loop represents
the initialization and encryption of one block of the input file. Therefore, at any given
moment a maximum of 4 blocks are handled concurrently by 4 threads of the CPU,

which obviously accelerates the whole process.

We should also mention that we changed the timing used in the serial code, which
was in seconds, to milliseconds for greater accuracy. That is also the case for both the
OpenMP and CUDA approach.

On the other hand, the CUDA approach was significantly more complicated. We
worked on two separate ways on using CUDA for the AES algorithm, which resulted in

two executables, just like in the serial code.

Both of these test executables, while differ on the input method as we mentioned,
use the same cuda (.cu) file for the enctyption/decryption process, so the process can

be explained in the same way for both of them.

After the initialization process, the input is analyzed to determine how many blocks
it will be divided to. If the input size in chars (and in our case, bytes, as a character is
converted to a uint8_t type variable which is an integer of 1byte) is divisible by 16 (the
block size) then the quotient will be the number of CUDA threads that will be used. Each

CUDA thread will encrypt its dedicated block. In case the size is not divisible by 16, we
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take the integer quotient and add one more block for the remainder, e.g if size=70, the

number of threads needed will be integer(70/16) +1 =4 + 1 = 5.

Next, there are some initializations to be done before we can launch the CUDA
code (kernel). Most importantly, we have to allocate (cudaMalloc) GPU memory for the
plaintext to be passed to the CUDA code, along with a struct (called ctx), which contains
the key struct and some other parameters. After the allocation process, we have to copy
the values of the data we need from the CPU memory to the GPU memory
(cudaMemCpy host to device), so that it can be accessible from the kernel. It is
noteworthy that some variables (mostly the ones that are read-only by the CUDA code)

can be passed by value rather than copied implicitly to the GPU memory.

During the previous process, the whole input buffer is copied to the GPU
memory and is accessible by all threads. Each thread will only deal with one block,
though. After the kernel is called (__global _ function), the last thread is responsible to
check if the last block of the plaintext must be padded. In case size is not a product of
16 in bytes, then the last block will be incomplete and the padding process serves in
filling it. In general, the _ device__ function which is responsible for the block
encryption is called by each thread, using a different offset of the plaintext buffer as a
function argument. In the end of the procedure, each thread writes back its block to the
buffer (which still resides in the GPU memory) and the CUDA kernel terminates. The
host code (C) is then responsible to copy the buffer and some other parameters (e.g
return status) back to the CPU memory (cudaMemCpy device to host) so that it is
accessible from the CPU. The host code now has access to the ciphertext. The
decryption process works likewise, and when it is finished, the host code has received

the final plaintext.

For the test_encrypt executable, the data is read from a text file, and in the end, as
a part of an error-checking procedure, the program compares the final plaintext with the
initial input and reports back to the user. A successful run should display that the two

buffers are exactly the same:

Figure 23: Verification Message
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For the test_performance executable, the procedure explained above is repeated
for a 1mb buffer in a loop. The times of the loop are determined by the user, using the
“—data X" flag we mentioned earlier. For example, with a “-data 100” flag, a random 1mb
buffer with data will be generated, and it will be encrypted and decrypted 100 times,

displaying detailed timing results at the end of its execution:

Figure 24: Detailed timing results

Because of our limitation on CUDA blocks/threads that can run simultaneously, in
our test_encrypt implementation, we have divided the initial file to 8000-char buffers that
get encrypted/decrypted and then combined to form the final output. This way, the

algorithm will run successfully no matter how large the input text (.txt) file is.

For compilation, we used the nvcc compiler (v6.5.12) and several .c and .cu

source files. The content of our corresponding makefile is the following:

all:
gcc -0 test_encrypt test/test encrypt.c srcfoaes lib.c srcfoaes baseé&4.c src/isaac/rand.c -w
gcc -o test _performance test/test performance.c srcfoaes_lib.c srcfoaes_baseg4.c src/isaac/rand.c -w

Test files were left almost intact through the transition from C to
OpenMP/CUDA, with the only changes involving the way the input was received by our

program, as we have already mentioned.
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It is also worth noting that the CUDA implementation contains more detailed
timing, as it is important to observe the timings for total execution, memory operations
(cudaMalloc, cudafree, cudaMemCpy  host-to-device and  device-to-host),

encryption/decryption timings, etc. This is shown below:

Figure 25:Serial code timings

Figure 26: OpenMP timings
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Figure 27: CUDA timings

5.3 Code Optimization

After the developing of all the features that we intended to include in our code, and
test cases using all available parameters (including different key sizes, smaller or larger
files, etc.), we had to find ways to further optimize our code, given the algorithm we had

chosen and the possibilities that were offered.

Firstly, as far as OpenMP is concerned, we trusted there were no further
significant optimizations that could be included. Since OpenMP is a high level library
and we were called to apply it to an existing piece of C code, there was no room for new

ideas to reduce execution time or memory requirements.

On the other hand, CUDA works in quite a different way. In our first try, all needed
parameters for encryption and decryption were copied to GPU memory using
CudaMemCpy. As we moved deeper in CUDA programming we realized that certain
values could be passed by value, avoiding the memory operations overhead which

could prove to be quite costly, especially on large test cases.

Using the standard nvcc profiler (nvprof) we could take a deeper look at what
functions are called, when and how many times, depending on the . The —print-gpu-

trace includes all cuda API calls made as well as detailed info for each one of them.

It was obvious that the memory operations were a bit more than we wanted or
expected. We decided to omit every possible memory allocation and copy process that

was unnecessary, using by-value argument function calls when the data was read-only.
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The improvement was visible, definitely not great, but the results got even better
by a factor of 5% and we are convinced that we no longer include anything but the

absolutely necessary operations in our code, as far as our knowledge goes.

Figure 28: nvcc profiler example

5.4 Main Difficulties

Despite our acceptable level of knowledge on cryptography in general, the AES
algorithm and a certain amount of experience and skill in CUDA programming, we came
to find out that we needed to dive in a more extensive study of both areas. Our initial
idea was solid enough and possible to realize, but certain details needed further

investigation before we could proceed any further.
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Despite the fact that the theoretical block encryption rounds and steps seem to be
simple enough in a theoretical level, they proved to be somewhat harder to understand
while written in C code. Luckily enough, the code was clean and straightforward, so step
by step we were able to overcome all our difficulties and obtain an excellent grasp of
what happens to the block on each round and step, as well as the usefulness of each

step.

In addition, we were curious to find out the main idea behind the S-box and the
other pre-configured tables used in each step. To clarify, even if it out of the general
scope of this document, we wondered what makes a “good” S-box, how one can fill it in
the best possible way, and what difference could any changes to it possible make. That
was, admittedly, a more complex issue but we wanted to obtain as complete as possible
knowledge on the subject of our thesis, so we invested a portion of our time on this

matter.

Moreover, we studied the significance of a random key, the impact of the
predictability of the key on the cipher's security and what makes a random key
generator better in general. We found out that if a key (or even a part of the key) is in
any way predictable, it could lead to a breach of security on the cipher, especially on
simpler block cipher codes, like ECB. That is because, due to the fact that the same key
is used on each block, two same blocks encrypted with AES ECB will produce the same
cipherblock (unlike chain ciphers like CBC where cipherblocks depend on previous
cipherblocks), possibly leading to security flaws. Luckily the base C code we received
had a custom random key generator that, from our research, was acceptably capable of

producing random keys.

On the other hand, since CUDA is relatively new, documentation was almost our
only advisor to developing. Several problems we had to face were not examined on any
forum or site, leading us to face our most severe difficulties in the development part.
The CUDA documentation is quite complete and easy to understand, but we thought
some areas could have been explained better. One particular problem we had to deal
with, was the CUDA kernels not running because of improper set of max-registers-per-
thread, which is defined on compilation by the way. In several cases, kernels could not
run at all, while on others only some of the threads were able to run. In other cases
where many registers are being used can cause a low maximum occupancy and thus

cause a number of processing cores to remain idle, which can impact performance.
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After excessive research we chose a number of max-registers-per-thread that could
achieve stability throughout the program while assuring that threads are not making

unnecessary use of registers.

5.5 Comparison and Results

This is the part of the thesis we put our implementations to test in real world data
and compare it to each other, as well as the serial C code. From what we have already
analyzed, and given the true capabilities of threaded programming and most importantly
a General Purpose GPU Computing (GPGPU computing) program, the results should

lead us to positive conclusions. Let’s find out.

During the tests, we used the test performance executable, which, as we
mentioned, uses user defined size but random generated data for its test purposes and
then displays the results. The data parameters we used in all Serial, OpenMP and
CUDA executables in megabytes are 1, 5, 10, 50, 100, 1000, 10000 and were chosen
carefully in order to better depict the impact of parallelism in a wide range of data sizes.
We can safely assume that in even larger datasets, the results will be similar to the

10000mb execution.

Below we present a series of tables and charts, which we trusted that better depict
our results in each case. We compare the execution time in each implementation whilst
changing the key size, compute the speedup, explain the impact of the key size on each
one and of course, compare all those implementations, which was our main cause to

start with.
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ential Results

we present the info we gathered from the sequential/serial program

These serve only as a comparative to any of the other parallel

implementations we are discussing.

Sequential 128-bit key results:

1

time (ms)

Sequential chart 128-bit key
2,000,000

9,000,000

6,000,000

3,000,000

~ P P TeTe ~ o N TaTe
£, U000 4,000 b, 0uu o, 0lu 10,000

nput data (mb)

Graph 1: Sequential 128-bit key chart

What could help better explain the previous graph, is the throughput that the serial

code is able to handle on a certain amount of time, for example per second. The

following table demonstrates how the throughput varies with the input size.

Size (MB) 1 5 10 50 100 1000 10000
Throughput 0.85 0.86 0.86 0.86 0.87 0.87 0.87
(MB/s)
Table 3: Sequential throughput 128-bit key
74
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As we can see, there is not much variation, which is to be expected, because of
the nature of the serial program. The same argument stands for the other two key sizes,
of course, and will be verified shortly. The code is able to process an average of 0.86mb

of data input per second during our 128-bit key tests.

We can expect a smaller average throughput on our 192-bit and 256-bit key tests,

given the fact that the 128-bit test runs 10 rounds of encryption on each block.

Sequential 192-bit key results:

Sequential chart 192-bit key
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Graph 2: Sequential 192-bit key chart

From the chart above, we will now proceed to present our throughput results:

Size (MB) 1 5 10 50 100 1000 10000
Throughput 0.71 0.71 0.72 0.72 0.72 0.72 0.72
(MB/s)

Table 4: Sequential throughput 192-bit key
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The average throughput is 0.72mb/s, which is less than our previous tests with the
128-bit key, naturally. That verifies our previous expectations. Each block goes through
2 additional rounds of encryption (12 in total) when a 192-bit key is used which explains

why the program cannot keep up with our 128-bit key results.

Sequential 256-bit key results:

Sequential chart 256-bit key
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Graph 3: Sequential 256-bit key chart
The throughput results are as follows:
Size (MB) 1 5 10 50 100 1000 10000
Throughput 0.6 0.61 0.62 0.61 0.61 0.61 0.61
(MB/s)

Table 5: Sequential throughput 256-bit key
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For the same reasons as described above, the 256-bit key test throughput falls
behind both the 128-bit and 192-bit key throughputs, because it involves 14 rounds of
encryption on each block (4 more than the 128-bit key test and 2 more than the 192-bit

key test respectively). It averages on 0.61mb/s.

The first thing that pops to the eye is that the key size affects real world timings in
the execution. This is totally natural and can be easily explained due to the fact that the
size of the key in the AES algorithm defines the number of rounds that each block of the
file will go through in the process of both the encryption and the decryption. It is a part of
the AES algorithm, as standardized. As a matter of fact, the 128bit key sets the number
of rounds (Nr) to 10, the 192bit key to 12 and the 256bit key to 14. Therefore, this is
something expected, and should affect not only the serial, but the OpenMP and CUDA

implementations as well.

How much does the size of the key affect real world time, though? For comparison
purposes we present the following table, for 1gb of data (though in this implementation,
the percentages should be roughly the same regardless of the data size we compare

against different key sizes):

Key size Performance compared to 128-bit key

execution time

128-bit 100%
192-bit 119%
256-Dbit 141%

Table 6: Sequential key size - performance
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5.5.2 OpenMP Results

Now that we set our comparative base, let's take a look at the OpenMP results:

OpenMP chart 128-bit key
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Graph 4: OpenMP 128-bit key chart

The corresponding throughput table is the following

Size (MB) 1 5 10 50 100 1000 10000
Throughput 3.1 3.4 3.4 3.4 3.4 3.4 3.3
(MB/s)

Table 7: OpenMP throughput 128-bit key

It may seem strange that on 10gb of data input, the throughput drops significantly.
That is probably because of cache memory misses and the time that is requires to
replace dirty blocks on the cache. The cache is a very fast type of memory that is
embedded in the CPU and is used to accelerate calculations. Basically the CPU often
copies blocks of memory from the RAM to the cache in order to allow it to have much

faster access to the data later. In large data sets, the cache may get full and it may be
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necessary to replace some of these entries, and that explains the slightly elevated

timing levels on the 10gb test.

OpenMP 192-bit key results:

OpenMP chart 192-bit key
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Graph 5: OpenMP 192-bit key chart

The corresponding throughput table is the following

Size (MB) 1 5 10 50 100 1000 10000
Throughput 2.56 2.8 2.8 2.8 2.8 2.8 2.55
(MB/s)

Table 8: OpenMP throughput 192-hit key
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Once again we can observe that the throughput drops on the 10gb data test. This
is due to the same reasons as in the 128-bit key tests, and we can expect it on the 256-

key test that follows, as well.

The data throughput capabilities of the OpenMP program is naturally reduced on
each test compared to the 128-bit, for the same reasons we explained on the sequential
program. The 2 additional rounds of the encryption and decryption processes slow

down the whole process, resulting in less efficiency and thus throughput capability.

OpenMP 256-bit key results:

OpenMP chart 256-bit key
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Graph 6: OpenMP 256-bit key chart

The corresponding throughput table is the following

Size (MB) 1 5 10 50 100 1000 10000

Throughput 2.3 2.3 2.3 2.3 2.4 2.4 2.1
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(MB/s)

Table 9: OpenMP throughput 256-bit key

Once again, both the 10GB test throughput is reduced due to cache memory
reasons, and each individual throughput is reduced even more due to the 14 rounds of

encryption and decryption. Our expectations are verified.

How much does the key affect the real-time timings though? It can be easily

presented through this table:

Key size Performance compared to 128-bit key

execution time

128-bit 100%
192-bit 121%
256-Dbit 141%

Table 10: OpenMP key size-performance

We can see that key size affects our 1GB test results in a very similar factor to the
sequential executions. The 192-bit key takes 121% of the time versus the serial’'s 119%

percentage, and the 256-bit key takes 141% for both serial and OpenMP.

The real question, however, is how does OpenMP code compare to the sequential

code? These bar charts can paint the main picture:
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OpenMP vs Sequential chart 128-bit key
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Graph 7: Sequential vs OpenMP 128-bit key chart

Optically the results seem satisfying. The chart above contains info about tests
from 1mb to 10gb though and that is why we are going to provide an additional barchart

for each key size to better depict our results as far as the 3 largest tests are concerned.
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OpenMp vs Sequential barchart 128-bit key
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Graph 8: Sequential vs OpenMP 128-bit key barchart
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In addition, the 192-bit key results are shown below:

OpenMP vs Sequential chart 192-bit key
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Graph 9: Sequential vs OpenMP 192-bit key chart
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OpenMp vs Sequential barchart 192-bit key
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Graph 10: Sequential vs OpenMP 192-bit key barchart
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Finally, the 256-bit key comparison is depicted in the following charts:

OpenMP vs Sequential chart 256-bit key
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Graph 11: Sequential vs OpenMP 256-bit key chart
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Graph 12: Sequential vs OpenMP 256-bit key barchart

Even though these bar charts can give the main impression of acceleration in the
execution of the algorithm, our main concern here is the actual speedup in terms of
percentages. But to better understand the concept of speedup in parallel computing we

should take a brief look at Amdahl’s law.

Amdahl's law [29] is a model for the expected speedup and the relationship
between parallelized implementations of an algorithm and its sequential
implementations, under the assumption that the problem size remains the same when

parallelized. The main variables it involves can be shown in the equation below:
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e ne N, the number of threads of execution
e B € [0,1], the fraction of the algorithm that is strictly serial

The time T(n) an algorithm takes to finish when being executed on n thread(s) of

execution corresponds to:

T(N) =T(1) <B + %(1 - B)>

Therefore, the theoretical speedup S(n) that can be had by executing a given algorithm
on a system capable of executing n threads of execution is:
T(1) T(1) _ 1

S(n) = = = 1
T T(1) <B +%(1 —B)) B+—-(1-B)

So, theoretically, if a problem is 100% parallelizable (though it never is), and we have 4
available threads of execution (just like our test machine), then B=0, n=4 and S(n)=4. It
is foolish to expect such a speedup though, since no algorithms are 100%

parallelizable, and the AES ECB is no exception to that rule.

It is more convenient to use the S(n)=T(1)/T(n) equation for our results, since we
already have the timings of the executions, whilst lacking the B parameter. Another way

to calculate the speedup would be to divide the corresponding throughputs. So:

128-bit key:

Data size (MB) OpenMP vs. Sequential (speedup)
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1 3.65
10 3.89
100 3.89

1000 3.93
10000 3.93

Table 11: OpenMP vs Sequential 128-bit key speedup

192-bit key
Data size (MB) OpenMP vs Sequential (speedup)
1 3.78
10 3.88
100 3.89
1000 3.94
10000 3.94

Table 12: OpenMP vs Sequential 192-bit key speedup
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256-bit key
Data size (MB) OpenMP vs Sequential (speedup)
1 3.77
10 3.95
100 3.96
1000 3.96
10000 3.96

Table 13: OpenMP vs Sequential 256-bit key speedup

As we can see, the speedup in each case is very close to 4 which would be the
perfect speedup, if the algorithm was 100% parallelizable. That leads us to two
conclusions. First, only a very small part of the algorithm is strictly sequential, and

second, parallel programming is working very well in our case with OpenMP threads.
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5.5.3 CUDA Results

Finally, we present the core of our testing procedure, which is the presentation of
the results of the CUDA approach to the AES algorithm.

CUDA chart 128-bit key
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Graph 13: CUDA 128-bit key chart
The deriving throughput table is the following:
Size (MB) 1 5 10 50 100 1000 10000
Throughput 2.1 9.1 15.6 35.7 43.5 52 52.6
(MB/s)

Table 14: CUDA throughput 128-bit key
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CUDA 192-hit key results:

CUDA chart 192-bit key
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Graph 14: CUDA 192-bit key chart
Again, we present the average throughput on each of our tests:
Size (MB) 1 5 10 50 100 1000 10000
Throughput 2 9.1 12.5 33.3 38.4 44.6 45.4
(MB/s)

Table 15: CUDA throughput 192-bit key
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CUDA 256-bit key results:

CUDA chart 256-bit key
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Graph 15: CUDA 256-hit key chart
The final throughput table:
Size (MB) 1 5 10 50 100 1000 10000
Throughput 2.1 8.3 11.3 29.4 34.5 40 40
(MB/s)

Table 16: CUDA throughput 256-bit key

Naturally, key size also affects the CUDA implementation. Below we present the

table with the comparison of the timings of 1gb data input, using all 3 key sizes.
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Key size Performance compared to 128-bit key
execution time

128-bit 100%

192-bit 116%

256-bit 132%

Table 17: CUDA key size-performance

What is really interesting is that the key size affects are results but to a
significantly minor extent in comparison with the sequential and OpenMP approaches,

which were in fact quite the same. The final and complete table of 1gb input is the
following:

Sequential OpenMP CUDA
128-bit 100% 100% 100%
192-bit 119% 121% 116%
256-bit 141% 141% 132%

Pure numbers don't tell the whole story, though. Our main purpose is to compare

Table 18: All implementations key size-performance

CUDA to Sequential and OpenMP code. First let’s take a look at the bar charts.
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CUDA vs Sequential code

CUDA vs Sequential chart 128-bit key
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Graph 16: CUDA vs Sequential 128-bit key chart
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CUDA vs Sequential barchart 128-bit key
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Graph 17: CUDA vs Sequential 128-bit key barchart
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Graph 18: CUDA vs Sequential 192-bit key chart
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CUDA vs Sequential barchart 192 -bit key
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Graph 19: CUDA vs Sequential 192-bit key barchart
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CUDA vs Sequential chart 256-bit key
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Graph 20: CUDA vs Sequential 256-bit key chart
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CUDA vs Sequential barchart 256-bit key
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Graph 21: CUDA vs Sequential 256-bit key barchart
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CUDA vs OpenMP

CUDA vs OpenMP chart 128-bit key
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Graph 22: CUDA vs OpenMP 128-bit key chart
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CUDA vs OpenMp barchart 128-bit key
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Graph 23: CUDA vs OpenMP 128-bit key barchart
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CUDA vs OpenMP chart 192-bit key
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Graph 24: CUDA vs OpenMP 192-bit key chart
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CUDA vs OpenMp chart 192 -bit key
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Graph 25: CUDA vs OpenMP 192-bit key barchart
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CUDA vs OpenMP chart 256-bit key
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Graph 26: CUDA vs OpenMP 256-bit key chart
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CUDA vs OpenMp barchart 256-bit key
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Graph 27: CUDA vs OpenMP 256-bit key barchart
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Needless to say the diagrams above show clearly in an optical way that CUDA is
able to run the algorithm in parallel in a much faster pace, and to be precise, handling
much more throughput for the same time. The results are indeed impressive and verify

our initial expectations about CUDA code and its performance boost potential.

Before we present the speedup results, we should clarify that just because our test
machine and in particular the GPU can run 448 threads in parallel, it is wrong to assume
that the perfect speedup would be 448 (again, in case of a 100% parallelizable
algorithm). This assumption would be true only if the CPU threads on our AMD
processor were exactly the same in all aspects, which is very far from true. GPU and
CPU threads have many differences that start from architecture reasons to many other

reasons we referred to many times in this thesis.

Given the previous charts, it is more than obvious that the speedup is going to be

huge, especially compared to the sequential code, but also in comparison to OpenMp.
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Sequential vs OpenMP vs CUDA

Sequential vs OpenMP vs CUDA chart 128-bit key
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Sequential vs OpenMP vs CUDA chart 256-bit key
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CUDA Speedup

CUDA speedup vs Sequential

128-bit key
Data size (MB) CUDA vs Sequential (speedup)
1 2.43
10 18
100 49.3
1000 59.5
10000 60.5
Table 19: CUDA vs Sequential 128-bit key speedup
192-bit key
Data size (MB) CUDA vs Sequential (speedup)
1 2.84
10 17.3
100 53.3
1000 62
10000 63.6
Table 20: CUDA vs Sequential 192-bit key speedup
256-bit key
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Data size (MB) CUDA vs Sequential (speedup)
1 3.5
10 23.1
100 54.6
1000 65.5
10000 65.7

Table 21: CUDA vs Sequential 256-bit key speedup

At first glance, we notice three things. First, the speedup is increasing significantly
when using larger data sets as an input, and secondly, the larger the key, the higher the
speedup given the same input data. It is clear that using CUDA in the AES ECB
algorithm makes perfect sense in most cases performance-wise, but the stats show that

CUDA is ultra-efficient when using bigger keys and large input sizes.

Last but not least, since the speedup is lower for smaller inputs, one could wonder
if there is a threshold to that speedup at some point. There comes the question whether
the speedup is always >1 (and therefore it makes sense to use CUDA over serial code),
or in small inputs the sequential runs faster. The answer unsurprisingly is that on small

input data, the serial code could run faster. The real question, is how small.

As a matter of fact, we found out that encryption runs faster on serial code if the
input ranges from some bytes to several kilobytes. But that changes drastically once we
pick larger inputs for encryption/decryption. Even on our smallest data set (1mb) using
the smallest possible key (128-bit), the least speedup is 2.46 which is too much to
neglect. Whether the same point stands in a CUDA vs OpenMP comparison, is

something we will examine right away.
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CUDA speedup vs OpenMP

128-bit key
Data size (in mb) CUDA vs OpenMP (speedup)
1 0.67
10 4.4
100 12.6
1000 15.2
10000 15.8
Table 22: CUDA vs OpenMP 128-bit key speedup
192-bit key

Data size (in mb)

CUDA vs OpenMP (speedup)

1 0.76
10 4.6
100 13.4

1000 15.7
10000 17.8

Table 23: CUDA vs OpenMP 192-bit key speedup
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256-bit key

Data size (in mb) CUDA vs OpenMP (speedup)
1 0.94
10 5.86
100 14
1000 16.2
10000 19

Table 24: CUDA vs OpenMP 256-bit key speedup

Sure, the results are not as impressive as on the previous comparison, but first of
all that was to be expected since OpenMP is still a parallel implementation which means
its faster than the sequential one, and secondly some of these numbers still remain very

impressive performance-wise.

What stands out here, is the fact that OpenMP is faster than CUDA on our first
sample input of 1MB, on all key sizes. That leads us to the conclusion that for small
inputs of several MBs it is more efficient to use CPU parallelism instead of CUDA. That
fact only stands for these cases, however. We can see that CUDA beats OpenMP by far
in our second (10MB) test input, and the difference is getting even wider when the input
sizes get even larger. In addition, the observation we made on the CUDA vs Sequential
comparison still stands. CUDA is faster on both larger data sets and bigger key sizes,

even against OpenMP.

To summarize, we proved the superiority in performance that CUDA shows over
both sequential C code and OpenMP CPU-parallel implementations, throughout a
series of tests using different input and key sizes. It may now be clear that it is not
always the best option, referring to small input sizes, but when the input reaches sizes
over 5-7MB the performance gains are massive. To simplify, CUDA may not be the
most appropriate solution in cryptography for text format messages in an Instant
Messaging application (which should have a maximum size of several KBs), but it surely

excels in terms of performance in file cryptography.
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5.6 Speedup Tables

Below we present the final speedup tables that show the results of our testing as a
whole in a graphical way. These bar charts paint the bigger picture and summarize the
point of this thesis.

Sequential vs OpenMp vs CUDA speedup barchart 128-hit key
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Graph 28: Sequential vs OpenMP vs CUDA 128-bit key speedup
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Sequential vs OpenMp vs CUDA speedup barchart 192-bit key
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Graph 29: Sequential vs OpenMP vs CUDA 192-bit key speedup
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Sequential vs OpenMp vs CUDA speedup barchart 256-bit key
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Graph 30: Sequential vs OpenMP vs CUDA 256-bit key speedup

GOUSIOS GEORGE, DIMIZAS NIKOLAOS 116



IMPLEMENTATION OF THE AES ENCRYPTION ALGORITHM IN PARALLEL GPU AND CPU ARCHITECTURES

6. TABLE OF RESULTS

Lastly, we present the tables with all timing values of the sequential, OpenMP and
CUDA implementations, which helped to draw the results we discussed on this chapter
and create the diagrams, charts and secondary tables we used to better present and
further explain our results. Some of the values we presented in our charts were slightly

approximated in order to provide rounder percentages.

These tables were filled with the values we drew from executing the
test_performance executable on each implementation, using different data sizes and
different keys. As far as the sequential implementation is concerned, the 10GB input
took over an hour to complete and, while we have the actual timings in milliseconds
(and of course used it in the charts and speedup calculations), we didn’t include it.
Furthermore it is natural to expect a timing which is around 10x the time of the 1gb
timing.

What really stands out in the CUDA parts of these tables is the initialization time. A
brief description of this stage of the algorithm would be that it includes reading the
command line arguments and setting up the program accordingly (such as block cipher
mode, key size and input data), initialization of variables such as the key and ctx structs,
as well as block buffers to be used, plus one more costly procedure. This procedure is
the CUDA initialization (driver initialization and CUDA context creation) and is a
necessary overhead for the CUDA code to run. According to NVIDIA'’s forums, there are
compilation modes that are supposed to instruct the CUDA driver to behave in such a
way that no such initialization is needed every time a piece of CUDA code runs, but we
believed that this overhead should be included in our tests anyway. To be precise, in a

475ms initialization time, this very delay would take up to 465ms.

This process happens once, in the first CUDA API call so we forced called

cudaFree(0) in the beginning of our code to provoke it implicitly.

On that note, we can observe that the initialization time remains somewhat stable,
regardless of the key size or input data. That is to be expected, as the only thing that
changes throughout the whole process is the creation of a smaller/larger key, which

should make minor difference in timing.
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One other thing that may seem somewhat strange at first glance is the fact that
decryption seems to take longer than the encryption process. One would think that
since all stages of encryption are reversible, it would take approximately the same time
for both the encryption and decryption, but from our research this is not true. Some
stages in the decryption process apparently take more time than their corresponding
encryption stages. It is also worth noting that in CUDA, decryption requires some more
memory operations (CudaMemCopy) in comparison to the encryption process, which

also slows down the program a little bit.
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Timing Using 128-bit key (ms)

Serial CPU implementation OpenMP implementation CUDA Implementation

Total Total
Encryption Decryption

Time Time

Cuda Cuda

viriables viriables

awil uonezijemul
awi] uondAioug [ejol
awi | uondAioaq elo
awi] weiboid amuz

awll| uonezijeniuj

m
=
=
@
1)
o
Q
2
=
-
3
o

initialization initialization

114811

1148744 466215 682517

824438

11550000 7 22 2 190126

Table 25: All timings 128-bit key
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Timing Using 192-bit key (ms)

Serial CPU implementation OpenMP implementation CUDA implementation

Total Total
Encryption Decryption

Time Time

6oid amu3z

Cuda Cuda

awi] uonezi

viriables viriables

awi] weibold aiug
awi] weibold aiuz
awill uonezienul

sawl] w

initialization initialization

4
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=}
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m
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3
(=2
5]
5
=
=
)

awi] uondAioaq [elol

716

138636
1391841 563830 828000 8 8 142711

14000450

Table 26: All timings 192-bit key
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Timing Using 256-bit key (ms)

Serial CPU implementation OpenMP implementation CUDA implementation

Total Total
Encryption Decryption

Time Time

Cuda Cuda

viriables viriables

awi] uonezifel

awi] uondAiou3 jero
awi | uondAioaq el
awi] uo

awi] weibold aimug
awill uonezienul

m
=
=
@
1)
o
Q
2
=
-
3
o

initialization initialization

1638680 660901 977764 20 167159

107484
16500450

Table 27: All timings 256-bit key
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ABBREVIATIONS - ACRONYMS

CUDA Compute Unified Device Architecture
CPU Central Processing Unit

GPU Graphics Processing Unit

DES Data Encryption Standard

AES Advanced Encryption Standard

RSA Rivest, Shamir, and Adelman

H2D Host to Device

D2H Device to Host
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