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ABSTRACT

Information privacy, the ability to control the information about oneself, is increasingly relevant
as advancing technologies provide opportunities for ever faster and more extensive data
collection. Electronic business continues to see the collection and storage of various types of
customer information for use in increasingly innovative ways, resulting in enhanced marketing
and services as well as concern from the customer about privacy. Online banking, in particular,
is strongly impacted by customers' concerns for privacy due to the sensitivity of the information
it handles. Previous research has examined privacy concerns, including the impact of culture.
This study is a global examination of global banks' privacy policies as promulgated on their
websites designed to gain insight into the communication of privacy practices throughout the
world. Results indicate that there is a great deal of variation among what is disclosed on banks'
websites in different countries.

Keywords: Information privacy, online banking, privacy concern, culture, privacy policies

INTRODUCTION

Recent news reports of U.S. banking trends that include prevalent closings of bank branches
(Sidel, 2013a) and increasing usage of mobile banking (Sidel, 2013b) reflect the growing
centrality of online services in the banking industry. In fact, statistics confirm that “mobile
banking represents roughly 8% of transactions, with online banking at 53% and branches, 14%,
according to AlixPartners” (Sidel, 2013a, 2013b, para. 8). According to the American Bankers
Association, the number of U.S. banking customers who prefer online banking to any other
method has increased from 25 percent to 36 percent in just one year from 2009 to 2010
(American Bankers Association, 2009, 2010). In 2011, the number of Americans who prefer
online banking has nearly doubled to 62 percent (American Bankers Association, 2011). A
similar phenomenon is occurring world-wide as increasing online banking enables business
growth in the developing world (Turban, 2009).
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As a convenience for the customer and cost-saving opportunity for banks, it is in everybody's
interest to encourage bank users to adopt and commit to new technological channels of
conducting business. To this end, much research has been devoted to understanding what
prompts and what prevents potential users to engage in online banking. Among the factors
considered, concern for privacy has been discussed extensively as one of the major contributors
to customers' choice of whether or not to adopt online banking (Lallmahamood, 2007; Lee, 2009;
Wang, Wang, Lin, & Tang, 2003).

The current study delves into the issue of information privacy in the online banking environment.
The approach taken is a global one in which we explore the portrayal of privacy issue in various
regions throughout the world. Much research has shown that feelings toward and perceptions of
privacy are intricately tied to personal characteristics and cultural influence. As our discussion
below highlights, the understanding and expectations of privacy, and even its presentation in
common law is vastly different throughout various regions of the world. It stands to reason that
upon this backdrop, policies and attitudes toward privacy by banks and their customers would be
impacted by culture as well. It has already been shown that online banking participants approach
data security differently throughout the world (Moscato, Altschuller, & Moscato, 2013). This
study is an exploration of whether a similar phenomenon extends to information privacy. We
first review the relevant literature and then examine the policies of global banks as indicated on
their websites. An analysis of the findings as well as insights for customers, banks, and
researchers follow.

LITERATURE REVIEW

Information Privacy and E-Business

Information privacy is a complex matter that has been addressed extensively over the last few
decades. Although there are a number of definitions for information privacy, information
systems researchers have widely accepted it to be defined as the ability to control what happens
to the information about oneself (Belanger & Crossler, 2011). Among the topics researched in
this field, studies have explored the types and antecedents of privacy concerns and attitudes, their
connection with other constructs, and their outcomes (Belanger & Crossler, 2011; H. J. Smith,
Dinev, & Xu, 2011). As advancing technologies present opportunities for faster and more
extensive data collection and sharing, these issues become intensified. This is particularly
relevant to the case of electronic business, which many times depends on the collection, and
storage of various customer information for use in increasingly innovative ways. Many studies
have addressed this issue, finding that concerns about information privacy indeed affects
customers' intention to use online services such that the higher the concern is for privacy, the
lower the intention to participate in the business activities (e.g., Belanger, Hiller, & Smith, 2002;
Chellappa & Sin, 2005; Eastlick, Lotz, & Warrington, 2006). Banks represent a special case of
online business as far as privacy is concerned due to the nature of information being stored and
shared during transactions. In fact, similar results have been found specifically for intentions to
use online banking (Lallmahamood, 2007; Lee, 2009; Wang et al., 2003).
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While it should be pointed out that intentions don't always translate to actions in what is known
as the privacy paradox (H. J. Smith et al., 2011), clearly, information privacy is foremost on the
minds of online banking patrons and should be addressed accordingly.

Privacy Policies

To allay the concerns of customers, many businesses include on their website a privacy policy
disclosing to the public their information practices related to various privacy issues. While
government regulation often dictates notification of privacy information directly to bank
customers, inclusion of such information on the banks' Websites seems to be at the banks'
discretion. In the US, for example, the FDIC, the Fed, and the FCC all delineate very clear rules
regarding delivery of privacy notices to customers, when the customer relationship is established,
annually, and when there are any privacy changes. Regulations dictate the content of the notices
as well as the delivery schedule (Federal Deposit Insurance Corporation, 2001). However, there
does not seem to be regulation about what must be disclosed on a banks' Website. Since the
Website is publicly available, viewers might be customers or non-customers. Inclusion of a
privacy policy on a Website, and its contents would be a choice made by the bank to help portray
itself publicly in the most attractive light. The choices made in that regard are the object of this
study.

Much research has investigated the usefulness of the addition of a privacy policy to a website.
Tsai, Egelman, Cranor and Acquisti (2011) found that “when privacy information is made more
salient and accessible, some consumers are willing to pay a premium to purchase from privacy
protective websites” (p. 254), concluding that clearly communicating sound privacy practices
can lead to business advantage. In addition, displayed, placed and timed properly, privacy
information on the website can have significant impact on buying decisions (Egelman, Tsai,
Cranor, & Acquisti, 2009). Still, many companies do not include privacy policies at all (Belanger
& Crossler, 2011; Liu & Arnett, 2002) and those that do are found to present the information in
long and complex verbiage (McDonald, Reeder, Kelley, & Cranor, 2009; Schwaig, Kane, &
Storey, 2005) so that they are rarely read and understood (Egelman et al., 2009). Further, privacy
policies often do not meet the standards set by the Fair Information Practices (Liu & Arnett,
2002; Yang & Chiu, 2002). Even so, a bank's privacy policy can provide insight into the privacy
concerns at the forefront of bank-customer communications, which may or may not reflect the
actual practices of the bank, but certainly indicate which concerns the banks feel it important to
address.

Most of the research about privacy policies examines only websites of companies within the US,
or do not explicitly address differences among policies of different countries (Belanger &
Crossler, 2011). In addition, companies outside the U.S. have been said to be less likely to have a
privacy policy on their web site (Schwaig et al., 2005; Yang & Chiu, 2002). Belanger and
Crossler (2011) suggest that perhaps countries “where governments have long promoted and
enforced legal protection for information privacy (e.g., European Union, Hong Kong, Australia,
or New Zealand) may be less sensitive to information privacy issues, and therefore organizations
in these countries are less likely to view the need for information privacy policies as crucial” (p.
1027). The current study collects and compares worldwide privacy policies to shed some light on
national differences among them and the possibility of such explanations.
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Information Privacy and Culture

In their expansive review of information privacy literature, Belanger and Crossler (2011) define
information privacy as a multi-level construct, noting that empirical studies often focus on only
one level. Just as individual factors, such as experiences and inclinations, determine individuals'
attitudes about privacy, different countries have different laws and cultures that potentially
impact concern for privacy (Belanger & Crossler, 2011). Therefore, we might expect that privacy
practices in different countries would not be alike—rather that they would reflect those national
differences. In fact, Hsu (2006) found that individuals from different countries “perceive Website
categories in different ways, reflecting the influences of political systems” (p. 569). Numerous
other studies have also examined information privacy within a geographic region allowing
readers to compare outcomes among countries. For example, Dinev et al. (2006) studied privacy
concerns in Italy, finding that they are lower as compared to the U.S. but that the relationship
between privacy concerns and e-commerce use is weaker as compared to the US. These
differences are attributed to disparate cultural norms regarding trust (lower in Italy), personal
space (less in Italy), voice communication (more important in Italy), and group orientation (more
collectivist in Italy). Similarly, Yang and Chiu (2002) attribute the lower incidence of privacy
policies in Taiwan than in the U.S. to differences between the two societies regarding all
components of Hofstede's culture theory. For example, since Taiwan is a more collectivist than
the US, there is culturally less expectation of individual privacy. In a similar fashion, Mizutani,
Dorsey, and Moor (2004) describe diverse manifestations of privacy in Japan and the U.S. and
their implications for information privacy on the Internet. In addition, privacy practices in
Australia (Belanger & Crossler, 2011; Brown & Muchira, 2004; Drennan, Sullivan, & Previte,
2006) and Asia (Belanger & Crossler, 2011; Tam, 2000; Zhao & He, 2009) have been examined,
finding them to diverge from what is expected in the U.S. (Belanger & Crossler, 2011). Clearly,
attitudes toward privacy are closely intertwined with culture extending its mark on electronic
business accordingly.

Regional differences in the regulatory approach to privacy also stem from the fundamental
beliefs within different cultures about privacy. While some cultures ascribe to the belief that
privacy is a civil liberty that must always be protected, others view privacy as a commodity that
can be valued and traded for benefit (H. J. Smith et al., 2011). These fundamental cultural values
translate into laws, policies, and attitudes that are country-specific. Those societies that embrace
the human right perspective, such as Australia, Canada, New Zealand, and countries in the
European Union, have passed laws that protect privacy across the board. As a civil right, in these
countries information is only available to organizations about those customers who have opted-in
to the data collection and storage. In contrast, societies, such as the U.S., who view information
as a commodity, have disjointed regulation in only some industries and view opting in as
unnecessary (H. J. Smith et al., 2011). Thus, there is a direct cultural difference among different
countries in their approach to information privacy. We can gain insight into these differences by
examining how companies in different countries address the issues related to privacy.

Following, we discuss some of the common information issues and privacy policy features that
companies might include on their websites.
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PRIVACY ISSUES INVESTIGATED

Separate Security and Privacy Statements

There is no universal agreement among e-commerce companies regarding what to include on the
companies’ home pages of their web sites. However, it is common practice to discuss both
security and privacy somewhere.

The first question to resolve is whether there should be separate disclosure statements regarding
both privacy and security. Since these concepts are separate and distinct one could make a strong
case that there should be two different disclosure statements. Nevertheless, some companies
prefer to aggregate them in one statement that can be anywhere from one page to several pages.

The second issue is the company decision as to whether these statements should be on the home
page or buried somewhere that will take the customer several clicks to locate them. Clearly, the
more clicks it takes to find them, the less concern the e-commerce company has for the
consumer’s awareness of those policies.

The third issue is the determination by each company of which content it chooses to disclose to
its customers on its web site. Obviously, this is a critically important point to highlight.

Cookies

A cookie is a file that a website can send to its visitors’ browsers and may then be stored on their
computer’s hard drive. The cookie acts as an anonymous tag that identifies a user's computer, but
not the user personally.

Cookies have the ability to store information about web pages viewed and the advertisements
viewed or clicked. For registered customers, cookies can also save user information and screen
preferences (Prudential, 2007). Banks would argue that the use of cookies contributes to better
customer service in that the organization can learn from a customer’s navigation patterns as they
use a particular website. Once this information is analyzed, the bank can redesign its website to
facilitate the customer’s experiences on the bank’s website. A legitimate question to pose is, “Is
this a true win-win situation or does it simply enhance the bank’s marketing efficiency and
effectiveness?”

Pixel Tags

Pixel tags are also known as web bugs, web beacons, clear GIFs, invisible GIFs and “1 by 17
GIFs. According to the Prudential Corporation website disclosure section, a pixel tag “is an
invisible tag placed on certain pages of our website but not on your computer. When you access
these pages, pixel tags generate a generic notice of that visit. They usually work in conjunction
with cookies, registering when a particular computer visits a particular page. If you turn off
cookies the pixel tag will simply detect an anonymous website visit” (Prudential, 2007, "What
Are Cookies and Pixel tags?, para. 3). Currently concern arises when these pixel tags are
embedded in e-mail correspondence. Recent correspondence on the Electronic Frontier website
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raises some very important questions on the privacy ramifications of using pixel tags on
websites. “Clearly Web-site privacy policies need to disclose the use of Web Bugs as a
minimum. Also the general practice of online profiling by third-party ad networks should be
talked about in privacy policies. However, this important topic is rarely mentioned” (R. M.
Smith, 1999, Advanced Topics, para. 2).

Importance of Website Currency

When consumers surf the web and engage in e-commerce activity, one of the subtle indicators of
trust is how often the company updates its content and that it contains up-to-date information that
will help the customer make more informed decisions. If a goal of a bank is to build trust, then
an obsolete corporate statement(s) on privacy and security will retard rather than enhance this
process. Also, with all of the activity surrounding the recent perceived and/or real invasions of
privacy, an out-of-date policy statement might be perceived as a negative in the eyes of an aware
client of an online bank.

Access to Customer Data

An important element for firms engaged in e-commerce is the ability to cross-market their
products to customers. This activity typically involves the collection of consumer’s data as part
of the initial banking transaction. This data can then be deployed by the bank to its other
divisions or affiliates for marketing purposes. Still, the bank might decide to sell selected parts of
this data to third parties who would then use the customer information for their own needs. This
disclosure can be problematical for the customer who is not aware of, nor condones, this policy
by the bank. In the U.S., the Federal Trade Commission is the agency charged with guarding
consumer privacy and the Congress is charged with providing the requisite legislation in this
matter. In Europe, the Data Protection Act set guidelines for business. The Information
Commissioner’s Office in the UK discusses what an individual is entitled to under the Act’s
provisions. “This right, commonly referred to as subject access, is created by section 7 of the
Data Protection Act. It is most often used by individuals who want to see a copy of the
information an organisation holds about them. However, the right of access goes further than
this, and an individual who makes a written request and pays a fee is entitled to be:

« told whether any personal data is being processed;

e given a description of the personal data, the reasons it is being processed, and whether it

will be given to any other organisations or people;
e given a copy of the information comprising the data; and
e given details of the source of the data (where this is available)” (Information
Commissioner's Office, 2013a, Access to Personal Data, para. 1).

Identity Theft

If e-commerce by banking institutions is to achieve its lofty predictions for success, it must find
a way to earn the trust of the consumer regarding the potential for identity theft. Consumers want
to believe that their transactions are safe in transmission and that once the data is resident on the
bank’s system their personal data will not be compromised. The literature is replete with
harrowing stories of people who had their identity stolen and had a very difficult time returning
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to normalcy (Roth, Mehta, Boorstin, & Levinstein, 2005). “Pharming and evil twins aren’t yet
widespread and certainly haven’t become the huge problems phishing and spyware are. But they
are insidious because they are harder to detect” (Delaney, 2005, para 5). Banks are increasingly
making explicit statements on their web pages regarding the steps that they are taking to protect
against identity theft. David Myron, editor-in-chief of Customer Relationship Management,
asserts that “identity theft victims’ assurance of security reflects comfort levels with online
banking, and not their loyalty to a particular bank” (Myron, 2005, Subtitle).

Despite banks’ attempts to improve security in the realm of identity theft, sometimes an
embarrassing event occurs. That mentioned in the quotation below is Case Bank and is state
owned, with more than 14,200 branches across China:

A Chinese bank's server is hosting spoofed sites that phishers are using to dupe
customers of American banks and e-tailers, a U.K.-based Internet monitoring
company said Sunday.

According to Netcraft, this is the first time one bank's network has been used by
criminals to steal information from another bank's customers.

The identity theft attack started Saturday when e-mails were sent to Chase Bank
customers that directed them to a site hosted on IP addresses assigned to a
Shanghai branch of the China Construction Bank Corp. (CCBC). The spoofed
Chase and eBay sites were tucked away in hidden directories, and the CCBC's
server's main page displayed a configuration error, said Netcraft (Keizer, 2006,
paras. 1-3).

The problem of identity theft is worldwide and the number of instances reported is at frightening
levels. Consider the case of phishing with a Swedish bank that was the scheme of Russian
hackers.

Russian hackers have used phishing techniques to get hundreds of customers of
Sweden’s largest bank to divulge their username and password without realizing
it, resulting in losses well over $1 million.

250 [sic] customers have been affected so far, with at least 121 more customer
accounts under investigation. The hackers used a phishing email that advised bank
customers to download an anti-spam tool that loaded the ‘haxdoor.ki’ Trojan.

The malware waited until customers tried to log into the online banking service of
Nordea, displaying an error message asking the customer to re-enter their data.
Once this was done by compliant customers, the crucially sensitive login details
were sent to the Russian hackers servers for later use in stealing funds (Zaharov-
Reutt, 2007, paras. 1, 3-4).

Many instances of identity theft can be cited as examples. More recently in 2013, there was an
alarming incident affecting Europe.
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The malware, in conjunction with the attackers’ command and control server, first
infected the victims’ computers, and then infected their mobile devices in order to
intercept SMS messages to bypass the banks’ two-factor authentication process.

The theft involved a sophisticated combination of malware directed at computers
and mobile devices of banking customers. (Check Point, 2013, para. 2, Key
Findings).

Opt In vs. Opt Out

One of the most controversial issues in consumer privacy today is the efficacy surrounding the

terms opt-in versus opt out. Anyone who has participated in an e-commerce transaction has been

forced to decide which option to choose. Let U.S. first present some definitions. The University

of Miami Privacy/Data Protection Project proffers this definition: “It is simple in principle:

e an ‘opt in’ requires an action or affirmation by an individual for inclusion; the default is
exclusion;

e an ‘opt out’ requires an action or affirmation for exclusion; the default is inclusion”
(University of Miami, 2013, opt in vs opt out, para. 1).

A European perspective is provided by the Information Commissioner’s Office which is the
UK’s independent authority set up to uphold information rights in the public interest, promoting
openness by public bodies and data privacy for individuals. “In summary, the precise
mechanisms by which valid informed consent is obtained may vary. The crucial consideration is
that individuals must fully appreciate that they are consenting and must fully appreciate what
they are consenting to” (Information Commissioner's Office, 2013b, p. 6).

Contrast the above with a statement prepared for the U.S. Office of Information Technology
Policy by a law firm.

What is Opt-In?

When a company uses opt-in marketing, the consumer must affirmatively give the company
permission to send information about new products or sales or to share the consumer's
information with other companies in a business relationship with the company where that
consumer has an opt-in agreement. Generally, a consumer must click on web site boxes or send
an e-mail request to the company, or its affiliates in order to authorize consumer e-mail.

What is Opt-Out?

When a company uses opt-out marketing, the company privacy policy indicates
that the consumer is presumed to want information about sales or new products,
and will be sent such information unless the consumer ‘opts out’ of receiving it.
Consumers may also be given the option to opt-out of allowing a company to
share the consumer's information with affiliated companies or third parties. Some
companies make opting out very simple, using a similar click-box system that
other companies use for opt-in agreements, only leaving the default setting as
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‘yes, you may send me information.” Others make it difficult, requiring regular
mail or a phone call to remove a person from a marketing list (Leslie Harris &
Associates, 2013, para. 3).

It should be clear to the reader that what on the surface appears fairly straightforward, is, in
reality, something that can be both misunderstood by the customer and misleading by the
company. Online banks must be very attuned to this issue if they are to attain a degree of trust in
the mind of the customer.

METHODOLOGY

The focus of this ongoing research project was to explore the disclosure policies of global banks
web sites’ privacy policies. This particular component is part of a study that has been conducted
by the authors for over six years. Two hundred and seventy-five global banks were selected and
their web sites were examined by one of the authors during 2011. An English-based review was
done for each of the sites. It is important to note that by reviewing actual disclosure policies of
these banks we cannot infer whether these banks actually employ some of the policies under
review. In addition, the privacy policy does not give U.S. direct information about the
expectations or perceptions of potential or actual bank customers. Instead, the focus is only on
what is actually disclosed to the consumer. We believe that since the privacy policy is essentially
a marketing tool that the bank uses to communicate positive impressions to the public, they will
include information that addresses the most likely concerns of their target populations. In this
sense, the published privacy policies are a proxy for the privacy issues that are important in the
banks’ areas of the world. While we do not study actual privacy practices, we expect that banks
will learn of common cultural concerns for various aspects of privacy and communicate via the
Website how they are being addressed.

For purposes of this analysis the banks were clustered in the following five categories for
reporting the results: United States, Canada/Mexico/South America (the Americas),
Europe/Australia, Africa and Japan/China (Asia).

In addition to individual area results, a total percentage calculation was also computed. In all but
one table, the column headings were the percentage of yes responses and the percentage of no
responses.

Seven privacy issues were investigated. They are as follows:

Is there a separate statement on security and privacy?

Is there a statement on cookies?

Is there a statement on the use of pixel tags?

Is there an effective date of the policy specified on the site?
Is there a statement on who has access to the data?

Is there a statement on identity theft?

Is there a statement on the use of either “opt in” or “opt out”?

No gk~ wDdE
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RESULTS

In this section, we analyze the results of the data for each of the seven questions. Each of the
following seven tables reports the percentage of yes responses in the second column. The second
column shows the percentage of no responses. For clarity and purpose of comparison, the row
and column order is maintained for the first six questions. The final table adds a third column.

Region Yes (%) No (%) Number
United States 84 16 75
Canada/Mexico/South America 70 30 75
Europe/Australia 64 36 50
Africa 28 72 25
Japan/China 42 58 50
Total Percentages 63 37 275

Table 1: Responses: Is there a separate security and privacy statement?

Almost two-thirds of global banks have references to separate statements for security and
privacy. When we look at Table 1, it is quite clear that the groups of African, Japanese and
Chinese banks have the opposite response rate from the other area banks. Interestingly, of the
three, Japan has the lowest rate. It is not obvious why this is the case. It is a bit of a dilemma.

Region Yes (%) No (%)  Number
United States 39 61 75
Canada/Mexico/South America 44 56 75
Europe/Australia 70 30 50
Africa 36 62 25
Japan/China 38 62 50
Total Percentages 45 55 275

Table 2: Responses: Is there a statement on cookies?

From Table 2, Europe and Australia have the highest number of yes responses (70 percent) and
the group of Africa, Japan and China has the lowest number (37 percent). The other areas
reported about 40 percent in the yes category.

Overall, the results were 45 percent in the yes category and 55 percent in the no response area.
Even though the extensive use of cookies in e-commerce has been a source of great discussion
and debate, it appears that this state has not affected the online global banking environment.

Region Yes (%) No (%) Number
United States 9 91 75
Canada/Mexico/South America 5 95 75
Europe/Australia 4 96 50
Africa 4 96 25
Japan/China 6 94 50
Total Percentages 6 94 275

Table 3: Responses: Is there a use of pixel tags?
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From a review of Table 3, it is obvious that global banks do not disclose on their web sites
whether they employ pixel tags as part of their online banking strategy. Of all the seven
questions in this study, this one had the highest number of no as the response.

There are a couple of plausible explanations for this phenomenon. One is that their use is not that
well known among consumers in general and, as such, they would not materially benefit by its
disclosure by the banks. A second explanation could be that it is not considered a material
privacy issue and/or concern by the banks themselves.

Region Yes (%) No (%) Number
United States 15 85 75
Canada/Mexico/South America 11 89 75
Europe/Australia 6 94 50
Africa 8 92 25
Japan/China 18 82 50
Total Percentages 12 88 275

Table 4: Responses: Is there an effective date of policy specified?

A review of Table 4 illustrates the overwhelming response that almost 90 percent of global banks
do not specify the effective date of the policy on their home page. These results were consistent
across all regions under study.

It is quite common for savvy consumers to seek out the currency of updates to e-commerce
companies’ web sites in order to gauge the company’s attention to maintaining up-to-date
information for its customers. Stale data often connotes a sloppiness that can erode a consumer’s
trust in the overall faith in a company’s policies.

Region Yes (%) No (%) Number
United States 43 57 75
Canada/Mexico/South America 15 85 75
Europe/Australia 54 46 50
Africa 32 68 25
Japan/China 62 38 50
Total Percentages 40 60 275

Table 5: Responses: Is there a statement on who has access to the data?

Table 5 shows that the areas of Australia and Japan and China, when disaggregated, have the
strongest responses of yes to this privacy question. The lowest number was associated with
Europe, Canada, Mexico and South America.

Overall, the results show that 48 percent showed a no response, while 52 percent showed a yes
response regarding the statement indicating who has access to customer data of global banks. An
explanation might be that this issue is understood via the regions’ culture and law as in Europe
and other areas.
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Region Yes (%) No (%) Number
United States 75 25 75
Canada/Mexico/South America 52 48 75
Europe/Australia 28 72 50
Africa 0 100 25
Japan/China 10 90 50
Total Percentages 41 59 275

Table 6: Responses: Is there a statement on identity theft?

The results from Table 6 show that the U.S. global banks have the highest percentage of yes
responses (75 percent). A distant second is the group Canada, Mexico and South America. A
very low result was found for the cluster from Africa (0), Japan and China (10 percent).

Overall, the results for a no response were almost 60 percent, while that of a yes response was 41
percent. Clearly, there was a great deal of variability in global banks on this question. The results
probably reflect the degree of e-commerce activity present in the respective areas.

With all of this awareness of the critical nature of identity theft, it would imply that companies
would be very sensitive to the consumer’s fear of becoming a victim when they were conducting
online business with them. Therefore, what measures should a reasonable e-commerce provider
pursue to enhance consumer confidence? Should each site have a formal statement on identity
theft as an integral component of this trust-building process? (Moscato & Moscato, 2008)

Region Opt Out (%) OptlIn (%) No Reference (%) Number
United States 88 12 0 75
Canada/Mexico/South America 9 0 91 75
Europe/Australia 98 2 0 50
Africa 0 100 0 25
Japan/China 88 12 0 50
Total Percentages 60 15 25 275

Table 7: Is there a statement on “opt in” or “opt out”?

For this question, we depart from the tabular presentation of the responses to the other questions.
A column entitled no reference to either is included. The opt out option was the most
frequently occurring option. Only 15 percent of the global banks identified opt in; and in 25
percent, there was no option specified on the global banks’ web sites.

Apparently, there is a long way to go before this choice becomes more favorably disposed in the
consumer’s favor in the business relationship.

DISCUSSION

The results of this study indicate that there are some privacy features that are more widely
discussed by banks in their published policies than others are. Both pixel tags and effective date
have universally low rates of occurrence in banks' privacy policies. However, the remaining
features are present in relatively many privacy policies. Privacy policies, like their security
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counterparts, will portray their privacy measures “in a light that addresses the customers' most
likely fears. Thus, the policy can be used as a proxy to gain insight into the bank's perception of its
users' most likely concerns” (Moscato & Altschuller, 2012). Seemingly, banks are choosing the
contents of their privacy policies to include the issues most obvious and impactful to their users.

The data analyzed in this study also indicate support for the suggestion that privacy is
approached differently in different countries around the world. We have seen that for each of the
seven privacy concerns, there is often wide variation in the way that banks convey their practices
to their customers. It is conceivable that many of these differences depend on cultural and
historical differences among the nations. For example, the most varied response is to that of the
threat of identity theft. Identity theft, which is most closely associated with credit card use, was
found mentioned most within the privacy policies of U.S. banks. Culturally, the U.S. is known to
use credit cards much more than many other countries (Holmes, 2011). In addition, there have
been many incidences of credit card security breaches and identity theft problems in the U.S. in
recent years (e.g., Sidel & Johnson, 2012). Perhaps U.S. banks understand the heightened
awareness of the common practice and in response are more likely to ensure their customers
about their privacy practices regarding identity theft. In a recent study conducted by Citibank,
“respondents in China were quite open to the idea of a credit card serving as a form of personal
identification. On the flipside, Australians strongly opposed the idea with 33% strongly
disagreeing with the concept” (Citibank, 2007, p. 13). Likewise, our data might be reflecting this
association between credit cards and identity—»banks in Australia are much more likely to
address identity theft issues than Chinese are.

While prior research in information privacy has indicated the possibility of national differences
through privacy studies that take place in various countries around the world, this study
addresses the issue first-hand by examining and comparing a global sample of banks’ privacy
policies which are a proxy reflecting the prevalent privacy concerns of the region. The results
drawn from an examination of privacy policies relies on the assumption that the policies reflect
an accurate picture of customers’ actual feelings about privacy. While this assumption limits the
results in some way, it depicts a plausible representation of what the regional privacy concerns
are based upon how the banks address them. In future research, it would be appropriate to further
explore the implications drawn from analysis of the privacy policies.

Implications for the Customer

A major consideration for potential customers in any e-commerce environment is the perception
of trust. Trust has several dimensions from the point of view of the consumer. There is trust
related to the extent that a company provides adequate levels of security concerning all business
transactions. “A Pew Research Study found 73% of respondents considered it an invasion of
privacy if a search engine tracked their activity to personalize future search results” (Bussey,
2012, para. 5). “Like it or not, a truism of digital technology is that if information is stored, it
will get out . . . .” (Kessler, 2013, para. 3). “. . . 400,000 ATMs that record video of your
transactions” (Kessler, 2013, p. 16).

Is the site safe from hackers or identity thieves? Another dimension of trust stems from the
consumer’s attitude towards privacy of his/her information entrusted to the company. In a global
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banking environment, both of these dimensions are particularly relevant. While some customers
readily divulge their personal information to their bank in exchange for a service, they often do
not expect this information to be shared with other third parties. The degree to which the privacy
concern is present may well vary with a culture’s attitude toward either the government or
business institutions in general. “In August, 2012, a survey by the Public Opinion Foundation
showed that 13 percent of Russian citizens use Internet banking” (Titov, 2012, para. 4).

Implications for Future Bank Policies on Privacy

Banks, unlike other businesses engaged in e-commerce activities, are typically held to a higher
standard by consumers. This position is the result of the assets of the consumer entrusted to the
banking institution. It is not like the purchase of a book online or the purchase of a theater ticket.
The magnitude of the commitment is significantly greater in that one’s life savings may be at
risk. Banks, therefore, must convince a potential e-commerce customer that the e-commerce
environment is safe for the consumer to conduct his/her financial transactions. Proper security
policies must be in place and followed in order to protect the institutions assets as well as those
of its customers. In a similar manner, any bank engaged in e-commerce activities must convince
its customers that it respects their privacy as it relates to conducting its business. As we have
reported in this study, there is a substantial discrepancy across global banks with respect to how
they disclose their policies with respect to privacy of customers’ data. Some regions take a more
aggressive position on divulging their privacy policies while others apparently do not believe the
consumer needs to be informed. One can speculate as to the reasons for the differing attitudes on
this seemingly volatile topic in today’s e-commerce environment.

Implications for Future Research

There are several unresolved questions after reviewing global banks’ privacy disclosure policies
that represent fertile areas of potential future research.

Given the worldwide discrepancy noted by this study, we might further explore, how do cultural
forces impact a region’s privacy disclosure practices? Will there eventually be an evolution to a
common policy on privacy as globalization intensifies? If so, who will initiate the movement:
Governments, trading blocs or the market itself? In light of a changing global political
environment, will new experiences and events change regional perceptions of privacy risk or
impede the move toward a common policy? For example, the recent serious attacks that
impacted U.S. banks and those in South Korea (PBS, 2013) might compel banks in those regions
to modify their privacy policies. “PNC, which acknowledged the attacks, referred to its statement
to customers that the bank ‘has taken steps to block this [attack] traffic and maintain online and
mobile banking access for the vast majority of its customers’ (Gorman & Yadron, 2013, para.
21).

In addition, to best understand the message of the privacy policy and its impact, we need to
understand, who is/should be the entity that sets the bank’s privacy disclosure policy: lawyers,
information technology, marketing or regulators? What might a best practices policy on privacy
disclosure policies of a bank be?
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As we have said, the policy communicated on the web site does not necessarily reflect the
company's actual practices. How can the researcher move from web site privacy disclosure
policies (or lack thereof) to the actual practices in place by global banks? Furthermore, if a bank
does not have a privacy policy, what does it mean about their practices?
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