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ABSTRACT 

 

 

The characteristics of uniqueness and proof of aliveness have driven the research in 
Brainprint as a biometric modality. Brainprint measuring by Electroencephalogram (EEG) 
suffers from low signal-to-noise ratio and are varied across time. Most of the brainprint 
authentication models were tested in well-controlled environments to minimize the influence 
of ambient disturbance on the EEG signals. These settings significantly contradict the real-
world situations. Thus, making use of the distraction is wiser than eliminating it. This 
research aims to design a distraction descriptor, elicited through the object variation, to refine 
the granular knowledge incrementally, using the proposed probability-based update strategy 
in Incremental Fuzzy-Rough Nearest Neighbor (IncFRNN) technique. The research follows 
the experimental methodology, starting from data acquisition to data imputation, EEG 
distraction descriptor, probability-based IncFRNN and model analysis. The EEG of 45 
volunteer human subjects were collected using visual stimuli in three levels of auditory 
ambient distraction, which are in quiet, low, and high distraction conditions. An artefact 
rejection with amplitude greater than 100 µV was applied for data cleaning. Occasionally, 
missing values occurred after removing the noisy trials. A similarity matching imputation 
method is proposed for EEG data imputation. The power spectral density, wavelet phase 
stability, and coherence were used as feature extraction methods. The probability-based 
IncFRNN technique was used to construct the learning model. The proposed probability-
based incremental update strategy is benchmarked with the ground truth (actual class) 
incremental update strategy. Besides, the proposed technique is also benchmarked with First-
In-First-Out (FIFO) incremental update strategy in K-Nearest Neighbour (KNN). The 
authentication accuracy, area under receiver operating characteristic curve, recall, precision, 
and the F-measure were used to evaluate the proposed technique. The experimental results 
have shown equivalence discriminatory performance in both high distraction and quiet 
conditions. This has proven that the proposed distraction descriptor is able to utilize the 
unique EEG response towards ambient distraction to complement person authentication 
modelling in the uncontrolled environment. However, the authentication results in low 
distraction condition are significantly worse than both the quiet and high distraction 
conditions. This might because the distraction is too mild to elicit the cognitive measures 
representing individual characteristics. The probability-based IncFRNN technique has 
significantly outperformed the KNN technique for both with and without defining the 
window size threshold. Nevertheless, its performance is slightly worse than the actual class 
incremental update strategy since the ground truth represents the gold standard. In overall, 
this study demonstrated a more practical brainprint authentication model with the proposed 
distraction descriptor and the probability-based incremental update strategy. However, the 
data acquisition was carried out in a single session. The EEG distraction descriptor may vary 
due to intersession variability. Future research should focus on the intersession variability to 
improve the robustness of the brainprint authentication model.  
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PEMERIHAL GANGGUAN UNTUK PEMODELAN PENGESAHAN CETAKAN 
OTAK MENGGUNAKAN TEKNIK PENAMBAHAN JIRAN TERDEKAT KABUR-

KASAR BERASASKAN KEBARANGKALIAN 
 
 

ABSTRAK 
 
 

Ciri-ciri keunikan dan bukti keaktifan Elektroensefalogram (EEG) telah mendorong kajian 
cetakan otak sebagai modaliti biometrik. EEG mengalami nisbah isyarat-hinggar yang 
rendah dan berubah sepanjang masa apabila ia digunakan untuk mengukur cetakan otak. 
Kebanyakan pemodelan pengesahan cetakan otak telah diuji dalam persekitaran yang 
terkawal untuk mengurangkan gangguan ambien pada isyarat EEG. Penetapan ini adalah 
bertentangan dengan alam nyata. Oleh itu, mempergunakan tindak balas otak ke atas 
gangguan persekitaran adalah lebih baik daripada membuat penapisan isyarat hinggar. 
Kajian ini bertujuan untuk mereka bentuk pemerihal gangguan bagi membolehkan 
pengkemaskinian granul pengetahuan yang tertimbul melalui variasi objek, dengan 
menggunakan strategi penambahan berasaskan kebarangkalian dalam teknik Penambahan 
Jiran Terdekat Kabur-Kasar (IncFRNN) yang dicadangkan. Kajian ini mengikuti 
metodologi ujikaji, bermula dari pemerolehan data, imputasi data, pemerihal gangguan 
EEG, IncFRNN berasaskan kebarangkalian dan analisis modal. Signal EEG daripada 45 
subjek manusia sukarela telah dikumpulkan melalui rangsangan visual yang berada di tiga 
tahap gangguan auditori, iaitu sunyi, rendah, dan tinggi. Penolakan artifak yang 
mempunyai amplitud lebih tinggi daripda 100 µV digunakan untuk pembersihan data. 
Kadang-kala, kehilangan nilai berlaku selepas penghapusan sampel yang bising. Kaedah 
imputasi pemadanan keserupaan dicadangkan untuk mengimputasikan data EEG. “Power 
Spectral Density, Wavelet Phase Stability” dan “coherence” digunakan sebagai kaedah 
pengekstrakan. Teknik IncFRNN berasaskan Kebarangkalian digunakan untuk membina 
modal pembelajaran. Perbandingan telah dilakukan antara strategi penambahan 
berasaskan kebarangkalian dengan strategi asas (kelas sebenar). Selain itu, perbandingan 
juga dilakukan antara teknik yang dicadangkan dan strategi “First-In-First-Out (FIFO)” 
dalam Jiran Terdekat k (KNN). Ketepatan pengesahan, luas kawasan di bawah lengkung 
“receiver operating characteristic”, “recall”, kepersisan, dan sukatan F digunakan untuk 
menilai prestasi teknik yang dicadangkan. Hasil eksperimen telah menunjukkan prestasi 
persamaan diskriminasi dalam keadaan gangguan yang tinggi dan sunyi. Ini telah 
membuktikan bahawa pemerihal gangguan yang dicadangkan dapat menggunakan tindak 
balas EEG terhadap gangguan ambien untuk melengkapi pemodelan pengesahan dalam 
persekitaran yang tidak terkawal. Hasil penilaian pengesahan dalam keadaan gangguan 
yang rendah berprestasi lebih teruk daripada keadaan sunyi dan gangguan yang tinggi. 
Kemungkinan ini adalah kerana gangguan yang kurang tidak dapat mencungkil ukuran 
kognitif untuk menunjukkan ciri-ciri individu. Teknik IncFRNN berasaskan kebarangkalian 
berprestasi lebih baik daripada teknik KNN dengan dan tanpa menentukan nilai ambang 
saiz tetingkap. Namun begitu, penilaian ini agak teruk daripada strategi penambahan kelas 
sebenar kerana strategi asas mewakili standard emas. Keseluruhannya, kajian ini telah 
mendemotrasi modal pengesahan cetakan otak yang lebih praktikal dengan menggunakan 
pemerihal gangguan dan strategi penambahan berasaskan kebarangkalian. Namun begitu, 
pemerolehan data dilakukan dalam satu sesi. Pemerihal gangguan mungkin berbeza dalam 
sesi yang berlainan. Penambahbaikan kajian boleh fokus dalam pembolehubahan sesi yang 
berlainan untuk meningkatkan keteguhan modal pengesahan cetakan otak.    
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CHAPTER 1 

 

INTRODUCTION 

 

1.1 Overview 

This chapter portrays the briefing of the research. The description encompasses the 

background study, problem statement, research question, research objective, research scope, 

research significance, and expected output. At the end of this chapter, a brief discussion of 

the thesis organization is provided to give an overview picture of this thesis.  

 

1.2 Background study 

Brain signals are being investigated within the medical field for more than a century 

to study on brain diseases such as Alzheimer, schizophrenia, spinal cord injuries, epilepsy, 

and stroke among the others. Furthermore, they are also applied in assistive, rehabilitative, 

and entertainment applications as the basis for brain computer interface and brain machine 

interface. Despite widespread interest in clinical applications, the use of brain signals such 

as Electroencephalogram (EEG) is used as a biometric modality for person authentication or 

person identification (Poulos et al., 1999).  

Biometric authentication is a security process of verifying an individual identity with 

the unique biological characteristics to grant accessibility permission. Common biometric 

modalities in real-world practice are the fingerprint, iris, and facial recognition. However, 

these modalities pose different drawbacks in practical implementation, crucially because 

they appear on the body surface with no obligatory liveness evidence. Impostor is able to 

forge access using fake fingers, printed iris images, or printed facial images since these 
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