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ABSTRACT

Termination analyses investigate the termination behavior of pro-

grams, intending to detect nontermination, which is known to cause

a variety of program bugs (e.g. hanging programs, denial-of-service

vulnerabilities). Beyond formal approaches, various attempts have

been made to estimate the termination behavior of programs us-

ing neural networks. However, the majority of these approaches

continue to rely on formal methods to provide strong soundness

guarantees and consequently suffer from similar limitations. In

this paper, we move away from formal methods and embrace the

stochastic nature of machine learning models. Instead of aiming for

rigorous guarantees that can be interpreted by solvers, our objective

is to provide an estimation of a program’s termination behavior

and of the likely reason for nontermination (when applicable) that

a programmer can use for debugging purposes. Compared to pre-

vious approaches using neural networks for program termination,

we also take advantage of the graph representation of programs by

employing Graph Neural Networks. To further assist programmers

in understanding and debugging nontermination bugs, we adapt the

notions of attention and semantic segmentation, previously used for

other application domains, to programs. Overall, we designed and

implemented classifiers for program termination based on Graph

Convolutional Networks and Graph Attention Networks, as well as

a semantic segmentation Graph Neural Network that localizes AST

nodes likely to cause nontermination. We also illustrated how the

information provided by semantic segmentation can be combined

with program slicing to further aid debugging.
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1 INTRODUCTION

Termination analysis describes a classical decision problem in com-

putability theory where program termination has to be determined.

It is critical for many applications such as software testing, where

nonterminating programs will lead to infinite executions. As proved

by Turing in 1936, a general algorithm that solves the termina-

tion problem for all possible Program-input pairs doesn’t exist

[41]. While there are a large number of works on termination

analysis, the majority of them employ formal symbolic reason-

ing [14, 17, 18, 20, 23, 25]. In recent years, various attempts have

been made to estimate termination behavior using neural networks.

For instance, Giacobbe et al.[22] introduced an approach where

neural networks are trained as ranking functions (i.e. monotone

maps from the program’s state space to well-ordered sets). A similar

idea is employed in [5], where Abate et al. use a neural network to

fit ranking supermartingale (RMS) over execution traces. Given that

program analysis tasks such as termination analysis are generally

expected to provide formal guarantees, these works use satisfia-

bility modulo theories (SMT) solvers to show the validity of their

results. While promising, they still face limitations specific to for-

mal symbolic methods. Namely, programs need to be translated to

a symbolic representation to generate the verification conditions

that are then passed to the solver. Additionally, these verification

conditions may be expressed in undecidable logical fragments or

may require extra program invariants for the proof to succeed.

In this paper, we move away from formal methods and lean into

the stochastic nature of machine learningmodels. Instead of looking

for rigorous formal guarantees that can be interpreted by solvers,

our objective is to provide an estimation of a program’s termination be-

havior, as well as localizing the likely cause of nontermination (when

applicable) that a programmer can use for debugging purposes. Our

work also serves as a study of the applicability of machine learning

techniques previously used for other classes of applications to pro-

gram analysis. In particular, as explained next, we use Graph Neural

Networks (GNNs) [45] and Graph Attention Networks (GATs) [42].

Instead of looking at execution traces like the aforementioned

works, we are interested in using the source code with the assump-

tion that it contains patterns that can assist in understanding its

functionality. Notably, program analysis techniques generally work

on source code, and specifically on graph representations of pro-

grams. To emulate this for machine learning, we make use of GNNs,

which are a class of neural networks optimized to perform vari-

ous analyses on Graph-structured data. GNNs are gaining a lot of

interest as they are being used to analyze Graph-based systems

denoting social networks [44], physical systems [38], knowledge

graphs [24], Point-cloud classification [48] etc. Additionally, GNNs

have recently been applied to program analysis tasks such as vari-

able misuse detection and type inference [7], and self-supervised

bug detection and repair [8].

This work is licensed under a Creative Commons Attribution 4.0 Interna-

tional License.
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Inspired by [7, 8], we use GNNs to estimate program termination.

Our baseline program termination classifier is based on Graph

Convolutional Networks (GCN) [29].

On its own, estimating a program’s termination behavior doesn’t

provide a lot of practical help to a programmer interested in under-

standing and debugging a nontermination bug. Rather, we would

like to provide additional information such as the code location

corresponding to the likely root cause of the failure (in our case

nontermination). This objective is similar to that of fault localiza-

tion, which takes as input a set of failing and passing test cases,

and produces a ranked list of potential causes of failure [31].

As opposed to fault localization techniques, we are interested

in investigating using the mechanisms of attention and semantic

segmentation from machine learning. To the best of our knowledge,

we are the first ones to use attention and segmentation in the

context of programs.

Attention is a technique that mimics cognitive attention. Intu-

itively, it enhances some parts of the input data while diminishing

others with the expectation that the network is focusing on a small,

but important part of the data. In our context, we use attention to

get an intuition about the instructions relevant for the estimation

of the termination behavior. This allows us to visualize those parts

of the program that the neural network focuses on to estimate

its termination behavior. To integrate attention in our work, we

build another program termination classifier inspired by the Graph

Attention Network (GAT) architecture described in [42]. Given

the varied influence that different instructions in a program have

on its termination behavior, we also expect the attention mecha-

nism to improve the results of classification when compared to the

GCN-based baseline.

To localize the likely cause of the nontermination behavior, we

use semantic segmentation. Usually used in image recognition,

the goal of semantic image segmentation is to label each pixel of

an image with a particular class, allowing one to identify objects

belonging to that class (e.g. given an image, one can identify a

cat that appears in it). In our work, we use the same principle for

programs to identify those statements that cause nontermination

vs those that don’t.

To further aid debugging, we also show how to use the informa-

tion provided by semantic segmentation to carve out a nontermi-

nating slice from the original program (i.e. a smaller subprogram

exhibiting the same nontermination behavior as the original pro-

gram). Intuitively, such a smaller program is easier to understand

and debug.

Our experimental evaluation for multiple datasets, both custom

and based on benchmarks from software verification competitions,

confirms a high ability to generalize learned models to unknown

programs.

The main contributions of this research are as follows:

• We designed and implemented a GCN-based architecture for

the binary classification of program termination.

• We designed and implemented a GAT-based architecture that

improves the termination classification using a self-attention

mechanism and allows visualization of the nodes relevant

when estimating termination.

• We designed and implemented a semantic segmentation GAT

that localizes nodes causing nontermination. In particular,

in this work, we try to localize the outermost infinitely loop-

ing constructs. We illustrate how the information provided

by semantic segmentation can be combined with program

slicing to further aid debugging.

• We devised datasets for both classification and segmentation

of program termination.

2 PRELIMINARIES ON GRAPH NEURAL
NETWORKS

GNNs are an effort to apply deep learning to non-euclidean data

represented as graphs. These networks have recently gained a lot of

interest as they are being used to analyze graph-based systems [24,

38, 44, 48]. A comprehensive description of existing approaches for

GNNs and their applications can be found in [45, 49, 50].

The basic idea behind most GNN architectures is graph convo-

lution or message passing, which is adapted from Convolutional

Neural Networks (CNN). Each vertex (node) in the graph has a set

of attributes, which we refer to as a feature vector or an embed-

ding. Then, a graph convolution estimates the features of a graph

node in the next layer as a function of the neighbors’ features. By

stacking GNN layers together, a node can eventually incorporate

information from other nodes further away. For instance, after 𝑛

layers, a node has information about the nodes 𝑛 steps away from

it.

Given a graph𝐺 = (𝑉 , 𝐸), where𝑉 denotes the set of vertices and

𝐸 represents the set of edges, message passing works as follows. For

each node 𝑖 ∈ 𝑉 and its embedding ℎ
(𝑙 )
𝑖 at layer 𝑙 , the embeddings

ℎ
(𝑙 )
𝑗 of its neighbours 𝑗 ∈ 𝑁 (𝑖) are aggregated and the current

node’s embedding is updated to ℎ
(𝑙+1)
𝑖 using aggregation function

𝐴 and update function𝑈 :

ℎ
(𝑙+1)
𝑖 = 𝑈 (𝑙 ) (ℎ (𝑙 )𝑖 , 𝐴(𝑙 ) ({ℎ (𝑙 )𝑗 ,∀𝑗 ∈ 𝑁 (𝑖)})) (1)

We use 𝑁 (𝑖) to describe the set of direct neighbors of 𝑖 . Each

GNN architecture varies the implementation of the update 𝑈 and

aggregation 𝐴 functions used for message passing. In this paper,

we make use of two GNN architectures: Graph Convolutional Net-

works (GCNs) and Graph Attention Networks (GATs), which we

will discuss in subsequent sections.

3 DESCRIPTION OF OUR TECHNIQUE

In this section, we provide details about our technique. At a high

level, we first convert programs to feature graphs and then feed

them into a GNN.Wewill describe each step, including the structure

of the models for termination classification and semantic segmen-

tation of the nodes responsible for nontermination.

3.1 Generation of Feature Graphs

There are many graph representations of a program. In this work,

we start from the Abstract Syntax Tree (AST), which is a homoge-

nous, undirected graph, where each node denotes a construct occur-

ring in the program. We picked ASTs as the starting point because

they are simple to understand and construct while containing all the

necessary information for investigating a program’s termination.
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(a) (b)

(c) (d)

Figure 1: (a) AST (for clarity, we point out the corresponding lines of code). (b) Visualization of attention for binary classification

as edge color from blue for low attention to red for high attention. The edges with high attention are those connecting the while

nodes to their loop guards. Among these, the highest attention is given to the nonterminating outer loop. (c) Result of semantic

segmentation, where the node corresponding to the outermost infinite loop is coloured in red. (d) Semantic segmentation

visualized together with the attention extracted from the segmentation network. Best viewed in color.

As future work, we may consider different graph representations

of programs.

We start by generating the AST of each program in our datasets.

Then, all ASTs are converted into feature graphs by converting each

node to a local feature vector in local representation or ’one-hot’-

encoding. For this purpose, all the nodes in the ASTs generated for

each dataset are gathered in a dictionary. The dictionary holds each

encoding as the key with the instruction as the value.

Running example. For illustration, we refer to our running ex-

ample in Figure 3, which contains three loops. Out of them, the

first outer loop is nonterminating for any initial value of 𝑏 less than

2 and of 𝑎 greater than 𝑏. Note that for machine integers (i.e. bit-

vectors), the inner loop does terminate even when starting from a 𝑐

greater than 𝑑 because 𝑑 will eventually underflow, thus triggering

a wrap-around behavior.

The running example is first converted to its AST as shown in

Figure 1(a). Then, the AST is converted to the initial feature graph

(before any convolutions). For reasons of space, we don’t show the

whole feature graph, but rather just the subgraph corresponding

to the instructions while c>d: d-=2 in Figure 2. The dictionary

maps each node in the AST to a One-hot encoding. For instance,

the while node is mapped to 0 · · · 00010000. Similarly, both nodes

corresponding to variable d have the same encoding, 0 · · · 00000010.
As we use the same dictionary for a whole dataset, identical nodes

in the dataset will have the same encoding.

Our objective when picking ASTs to represent programs is to

reduce the distance between nodes of interest (e.g. loop guards,
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Figure 2: Conversion of an AST to a local feature graph (using

’one-hot’-encoding).

1 de f main ( a , b , c , d ) :

2

3 while a > b :

4 a = 2

5 while c > d :

6 d −= 2

7

8 while a > 0 :

9 a −= 2

Figure 3: Running example

instructions affecting variables in the loop guards), thus enabling

GNNs to aggregate features relevant to termination with a small

number of message passings. For instance, in Figure 1(a), the dis-

tance between the three loops and the instructions modifying vari-

able a shared between two of the loops is small, allowing the GNN

to easily aggregate their features. At the same time, the AST rep-

resentation is simple enough to facilitate the easy understanding

of the visualisation of those parts of the program potentially re-

sponsible for nontermination (Figure 1 b,c,d). Understanding the

decisions and warnings raised by program analyses is important to

programmers who need to either mark them as false positives or

debug them, as shown later in the paper.

3.2 Binary Classification of Termination Based
on GCN

For our first attempt at a binary classifier for program termination,

we make use of GCN. In particular, we take inspiration from the

architecture in [29] in a supervised training setting. Currently, we

do not train on recursive programs, where the nontermination could

be caused by infinite recursion. We plan to do this as future work.

For now, our datasets contain programs with potentially infinite

loops.

Our termination classification is a Graph-level task, where we

predict an attribute for the entire graph (in our case the termination

behavior of the corresponding program) by aggregating all node

features. In the rest of this section, we provide an overview of the

architecture in [29], followed by explaining how we adapt it for our

task.

As explained in Section 2, GNNs use message passing to aggre-

gate the information about a node’s neighbors to update the node’s

value. According to [29], we use:

ℎ
(𝑙+1)
𝑖 = 𝜎 (𝑏 (𝑙 ) +

∑︁
𝑗∈𝑁 (𝑖 )

1

𝑐𝑖 𝑗
ℎ
(𝑙 )
𝑗 𝑊 (𝑙 ) ) (2)

where 𝑐𝑖 𝑗 =

√︁
|𝑁 (𝑖) |

√︁
|𝑁 ( 𝑗) |, 𝑁 (𝑖) describes the set of direct

neighbours of 𝑖 , and 𝜎 is the activation function.

Best results are achieved using a rectified linear unit (ReLU)

activation function. The weights𝑊 (𝑙 ) are initialized using Glorot

uniform and the bias 𝑏 with zero. The experiments of [29] with

other aggregation operators rather than the one used here, such

as Multi-Layer-Perceptron aggregator [47] and Graph Attention

Networks [42], achieved similar results.

For the architecture in [29], the graph convolution layers gener-

ate Node-wise features. In our architecture, given that termination

classification is a Graph-level task, we choose to mean all the nodes

once graph convolution is done and pass the resulting mean fea-

ture vector through three fully connected layers. Then, we apply

a softmax function on the resulting Two-dimensional vector to

achieve a binary estimation. The resulting vector is then optimized

by computing the Cross-entropy loss with the ground truth.

Running example. For our running example in Figure 3, our clas-

sifier correctly concludes that the program is nonterminating. As

aforementioned, we operate in a supervised training setting, mean-

ing that our classifier has already been trained on the required

dataset. We will give more details on the training and testing in

Section 4.

3.3 Binary Classification of Termination Based
on GAT

If we revisit the update rule of GCNs given by Equation 2, it uses

the coefficient 1
𝑐𝑖 𝑗

=
1√

|𝑁 (𝑖 ) |
√
|𝑁 ( 𝑗 ) |

. Intuitively, this coefficient

suggests the importance of node 𝑗 ’s features for node 𝑖 and it is

heavily dependent on the structure of the graph (i.e. each node’s

neighbours). The main idea of GATs [42] is to compute this coeffi-

cient implicitly rather than explicitly as GCNs do by considering it

to be a learnable attention mechanism. In the rest of the section,

we refer to this coefficient as the attention score.

The main observation that led us to use GATs is the fact that not

all instructions in a program are equally important when investi-

gating its termination behavior. For instance, loops tend to be more

important than straight line code, and should therefore be given

increased attention. Thus, our task naturally lends itself to using

the attention mechanism. Moreover, our intention for this work is

not only to design a program termination classifier but also to gain

insights into its decisions. Using GATs helps us in this direction

as it allows us to visualize those nodes that influence the decision

related to termination.

In this section, we provide an overview of the architecture in [42],

as well as explain the way in which we adapt it for the termination

classification task. We start by showing how the aggregation and

update of node features ℎ
(𝑙 )
𝑖 to ℎ

(𝑙+1)
𝑖 for iteration 𝑙 is derived.

Initially, each node feature is passed through a simple linear layer

by multiplying the feature with a learnable weight matrix𝑊 (𝑙 ) :
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Figure 4: GAT-based architecture for the binary classification

of program termination.

𝑧
(𝑙 )
𝑖 =𝑊 (𝑙 )ℎ (𝑙 )𝑖 (3)

To obtain the Pair-wise importance 𝑒
(𝑙 )
𝑖 𝑗 of two neighbor features

ℎ
(𝑙 )
𝑖 and ℎ

(𝑙 )
𝑗 we concatenate the previously computed embeddings

𝑧
(𝑙 )
𝑖 and 𝑧

(𝑙 )
𝑗 to (𝑧 (𝑙 )𝑖 |𝑧 (𝑙 )𝑗 ). Then, the concatenated embeddings are

fed into another linear layer with weight matrix𝑊
(𝑙 )
2 that learns the

attention scale 𝑎 (𝑙 ) . Additionally, a leakyReLU activation function

[46] is applied to introduce non-linearity:

𝑎 (𝑙 ) = LeakyReLU(𝑊 (𝑙 ) (𝑧 (𝑙 )𝑖 |𝑧 (𝑙 )𝑗 )) (4)

After computation of 𝑎, corresponding to the activation scale, the

Pair-wise importance 𝑒
(𝑙 )
𝑖 𝑗 of two neighbor features is:

𝑒
(𝑙 )
𝑖 𝑗 = LeakyReLU( ®𝑎 (𝑙 )𝑇 (𝑧 (𝑙 )𝑖 |𝑧 (𝑙 )𝑗 )) (5)

As noted by [42], the resulting attention scale can be considered

as edge data. In our problem setting, this gives us insight into the

importance of two connected syntax tree nodes with respect to the

program’s termination.

To normalize the attention scores for all incoming edges we

apply a softmax layer:

𝛼
(𝑙 )
𝑖 𝑗 =

exp(𝑒 (𝑙 )𝑖 𝑗 )∑
𝑘∈𝑁 (𝑖 ) exp(𝑒

(𝑙 )
𝑖𝑘

)
(6)

Then, the neighbor embeddings are aggregated and scaled by the

final attention scores 𝛼
(𝑙 )
𝑖 𝑗 :

ℎ
(𝑙+1)
𝑖 = 𝜎

©­
«

∑︁
𝑗∈𝑁 (𝑖 )

𝛼
(𝑙 )
𝑖 𝑗 𝑧

(𝑙 )
𝑗

ª®
¬

(7)

The architecture of our GAT-based termination classifier is shown

in Figure 4 and includes multiple connected GAT layers with ReLu

activation. Graph convolutions extract features to an intermediate

representation, denoted by the last GAT layer with ReLu activation.

As opposed to the original architecture in [42], classifying program

termination is a Graph-level task. Consequently, we devised a pre-

diction on the program’s termination by extracting the mean of

node features and using dense layers with a final softmax layer.

Additionally, we need to associate attention information to each

AST edge (as shown in Figure 1 (b)). Consequently, as opposed to

the original architecture, attention is extracted based on the last

graph attention layer such that it can be attributed to AST edges.

Running example. Similar to the GCN, the GAT-based classifier

identifies that the running example is nonterminating. Additionally,

in Figure 1(b) we also obtain a visualization of Edge-wise attention

from blue for low attention to red for high attention. Notably, the

edges with high attention are those connecting the while nodes to

their loop guards. The extraction of attention gives us an intuition

about which nodes have a high influence on the final prediction

provided by the classifier. Although for this example, the edge con-

necting the nonterminating outer loop with its loop guard gets the

highest attention, the difference between the attention scores linked

to the three loops is not reliable enough to differentiate between

the three loops and determine the cause for nontermination.

3.4 Semantic Segmentation of Nodes Causing
Nontermination

While GATs provide some insight into the decision made by the

classifier (by allowing us to visualize those AST nodes influencing

the decision), we want to find the likely cause of nontermination.

In particular, in this work we try to localize the outermost infinitely

looping constructs. Note that in the case where we have several

nested loops and the outer one is infinitely looping, all of the inner

ones will also be visited infinitely often. In such a situation, we

identify the outer loop as the likely cause of nontermination, i.e. the

outermost infinitely visited loop. As aforementioned, for now, we do

not train on recursive programs, where the nontermination could

be caused by infinite recursion. Thus, in our setting nontermination

can only be caused by infinite loops.

Identifying the outermost infinitely visited loop is not possible

with the information that we gained up until this point. Although

in Figure 1(b), the edge between the nonterminating outer loop and

its guard gets the highest attention, the edges connecting the other

two loops and their guards also have high attention scores. Thus,

it is hard to differentiate between the different loops based on the

attention score alone.

To achieve our goal of identifying the outermost infinitely visited

loop, we make use of semantic segmentation. Semantic segmenta-

tion has been primarily used in image recognition to label each pixel

of an image with a particular class, allowing one to identify objects

belonging to that class. Sometimes in the literature, the semantic

segmentation of graphs is also named ’Node-wise classification’ or

’Node-classification’.

In this work, we attempt to extend the same principle that was

applied in image recognition to programs by using semantic seg-

mentation to identify those statements that cause nontermination.

If we consider that program statements can belong to two classes,

namely those that cause nontermination and those that don’t, we

can envision that segmentation may help identify the former.

The graph networkmust convert feature vectors to an estimation.

For this purpose, it is trained on the loss between ground truth and

prediction on a node level. This can be accomplished with most

segmentation loss functions such as a simple Cross-entropy loss
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Figure 5: Proposed GAT-based architecture for the segmenta-

tion of nodes causing nontermination.

for binary segmentation with ground truth 𝑦 and prediction 𝑦:

𝐿(𝑦,𝑦) = −(𝑦 log(𝑦) + (1 − 𝑦) log(1 − 𝑦)) (8)

Although the above loss enables the setup of an initial training

session, it is not ideal to eradicate hard negatives. To improve

and continue training beyond binary Cross-entropy convergence,

we use focal loss [28, 35], an extension of Cross-entropy, which

down-weights simple samples and gives additional weight to hard

negatives:

𝐹𝐿(𝑝𝑡 ) = −𝛼𝑡 (1 − 𝑝𝑡 )𝛾 𝑙𝑜𝑔(𝑝𝑡 ) (9)

with 𝛾, 𝛼 ∈ [0, 1] and the modulation fact (1 − 𝑝𝑡 )𝛾 , where 𝑝𝑡 = 𝑝

for 𝑦 = 1 and 𝑝𝑡 = 1 − 𝑝 otherwise.

Following the same message passing method explained in Sec-

tion 3.2, the new node features hold the segmentation prediction.

Our architecture for semantic segmentation is visualized in Fig-

ure 5. Graph attention convolution generates a semantic segmen-

tation resulting in a Node-wise estimation of likelihood to cause

nontermination. By the attention mechanism, Edge-wise scores

denote the weight of features based on relational patterns.

Running example. The result of semantic segmentation for our

running example is highlighted in Figure 1 (c), where the Red-

colored node denotes the outermost infinite loop. Figure 1 (d) shows

the result of segmentation with attention.

3.5 Using the Result of Segmentation for
Debugging

One issue with the result of segmentation is that it only highlights

the node corresponding to the head of the outermost nontermi-

nating loop, rather than all the statements contributing to nonter-

mination. This is obvious for our running example in Figure 1 (c),

where segmentation only identifies the node corresponding to the

nonterminating while loop.

This was a conscious decision on our part, meant to simplify the

construction of the required training datasets. While there are a

huge number of programs available online, it’s not at all straightfor-

ward to use them for training machine Learning-based techniques

for program analysis. Themain reason for this is that such programs

are not labeled with the result of any analysis, and manually label-

ing them is difficult and Error-prone. In particular, for the program

termination classification task, we must know which programs are

terminating and which are not. Even more problematic, for seman-

tic segmentation, the annotation should, in principle, identify all

the instructions contributing to nontermination. For instance, for

our running example, it should identify lines 3 and 4. In general, it

can be very difficult to annotate such datasets.

In this work, to simplify the annotation for segmentation, we

only label the node corresponding to the head of the outermost

infinite loop as the reason for nontermination. More details on the

way we generate our datasets are given in Section 4.

While identifying the outermost infinite loop is already useful,

debugging can be further aided by finding the rest of the instruc-

tions that contribute to nontermination. This can be achieved with

slicing [43]. In general, slicing is a program analysis technique that

aims to extract parts of a program according to a particular slicing

criterion (e.g. it can extract instructions responsible for the write

accesses to a particular variable). In our scenario, given a nontermi-

nating loop returned by segmentation, we can use several slicing

criteria in order to isolate the faulty loop, while preserving the

nontermination behavior highlighted by segmentation. One option,

which we illustrate below on the running example in Figure 3, is

a criterion aiming to preserve the reachability of a control flow

point (in particular, we are interested in the control flow point at

the entrance to the nonterminating loop). Among other tools, such

a slicing capability is provided by the software analysis platform

Frama-C [9]. Other slicing criteria can be used, e.g. preserving the

values of the variables used by the guard of the infinite loop. Slicing

has been previously used in the context of debugging nontermina-

tion, e.g. Failure-slices in [36].

Going back to our running example in Figure 3, once segmen-

tation has identified the first outer loop as the likely culprit for

nontermination, we slice the program such that we preserve the

reachability of the control flow point at the entrance to the body

of the nonterminating outer loop. This gives us the program in

Figure 6. This sliced program preserves the nontermination be-

havior of the original program (induced by the loop identified by

segmentation) while cutting down the syntactic structure, which

corresponds to reducing its state space.

Intuitively, cutting down the state space of the program makes

it more amenable to other existing debugging techniques such as

fuzzing. For illustration, we have asked libFuzzer [2] (a library for

Coverage-guided fuzz testing) to search for an input that triggers

the execution of the sliced program longer than 5 s. libFuzzer was

able to find the input 𝑎 = 165017090 and 𝑏 = -183891446 within 6s.

This input triggers the nontermination behavior and can assist in

further debugging. Conversely, when asking libFuzzer to find such

input for the original in Figure 3, it required 12 s. We expect the

difference between the two running times to increase for larger

programs.

Overall, the debugging workflow that we envision follows the

following steps: (1) our classifier estimates that a program is non-

terminating; (2) our technique based on GNNs and semantic seg-

mentation finds the likely root cause of nontermination; (3) slicing

cuts down the syntactic structure of the program and implicitly its

state space, while aiming to maintain the faulty nontermination

behavior; (4) fuzzing finds faulty inputs for the sliced program.
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1 de f main ( a , b ) :

2 while a > b :

3 a = 2

Figure 6: Nonterminating slice of the running example

If a program contains several nontermination bugs, the debug-

ging workflow above may need to be repeated until all of the bugs

are eliminated.

4 EXPERIMENTS

4.1 System

We implemented the proposed ideas as a tool called GraphTerm.

We used the deep learning framework PyTorch [37] with the GNN

package DGL (Deep Graph Library) and various packages for pre-

processing and visualization. The experiments were performed

using an RTX 2080 8GB GPU on a local machine. The architecture

of the GNNs used, depending on the particular experiment consists

of between 4 and 6 graph layers. While this is typical for the effec-

tive training of GNNs, it could be extended using residual blocks

[34].

4.2 Binary Classification of Program
Termination

We start by discussing our experimental evaluation for the binary

classification of program termination. Given a program, Graph-

Term’s classifier extracts a termination estimation, i.e. whether the

program is terminating or nonterminating. Concerning the latter, a

program is considered nonterminating if there exists an input for

which the program’s execution is infinite.

4.2.1 Classification Datasets. Our experiments on classification

and semantic segmentation of the cause for nontermination re-

quire different datasets. This is because classification data requires

Program-level annotations (a program is labeled as terminating or

nonterminating), whereas segmentation requires Node-wise anno-

tations (each node in the AST is either a cause for nontermination

or not). In this section, we discuss the datasets used for classifica-

tion, whereas more details on those used for segmentation can be

found in Section 4.3.1.

For classification, we use a total of four datasets, out of which

two are based on existing benchmarks and two are generated by

us. Concerning the datasets containing existing benchmarks, the

first one, DS-SV-COMP, contains C programs from the termination

category of the SV-COMP 2022 competition [1, 11]. In particular,

this dataset contains all programs from the following subcategories:

termination-crafted, termination-crafted-lit, termination-numeric,

and termination-restricted-15. In total, there are 55 nonterminating

programs and 194 terminating. For a total of 249 programs, we

count a total of 386 loops with a maximum of five nested loops for

the program NO_04.c. The second dataset of existing benchmarks,

DS-TERM-COMP, contains 150 C programs from the Termination

Competition [3] with a total of 452 loops and a maximum of 2

nested loops per program. These benchmarks are selected such that

there is no overlap with those in the DS-SV-COMP dataset.

The benchmarks in both DS-SV-COMP and DS-TERM-COMP

expect inputs meaning that their termination behavior depends on

non-deterministic values. These benchmarks come already labeled

as terminating or nonterminating, where the nontermination label

indicates that there exists an input for which the program’s execu-

tion doesn’t terminate. The pre-processing of the datasets includes

the generation of the AST representation for each program and the

conversion to a feature graph using DGL.

For efficiency reasons, we consider batches of 30 graphs using the

𝑑𝑔𝑙 .𝑏𝑎𝑡𝑐ℎ. The two datasets have an associated dictionary featuring

all the distinct AST nodes from all the programs. Intuitively, this

dictionary gives us the vocabulary used by the benchmarks. For

more details on the generation of feature graphs, see Section 3.1.

As previously discussed in Section 3.5, one of themain challenges

of ourwork is the fact that, while there aremany available programs,

only a few are already labeled as terminating or nonterminating (as

we could see above, even existing software verification competitions

only consider a relatively small number of benchmarks). However,

machine learning techniques generally require large training data,

which is not available in our setting. Due to this, we chose to also

generate our additional custom datasets. For the first custom dataset,

DS1, we used the dictionary generated for DS-SV-COMP and DS-

TERM-COMP, meaning that the vocabulary of DS1 is the same as

that of DS-SV-COMP and DS-TERM-COMP. This is important as

it allows us to train on DS1 and only use DS-SV-COMP and DS-

TERM-COMP for testing. DS1 contains 950 C programs. The second

custom dataset, DS2, contains 950 generated Python programs, out

of which 800 are used for training and 150 for testing.

To label the benchmarks in DS1 and DS2, we fuzz test for nonter-

mination by generating a large number of inputs for each program.

If the execution time reaches a predefined timeout for at least one

of the inputs, then we label the program as nonterminating. As a

remark, while this doesn’t ensure that a program is indeed non-

terminating, it does signal a potential performance bug. From a

practical point of view, a performance bug is equally important

for programmers to debug. Alternatively, we could use an existing

termination analysis tool based on formal methods to label the

generated programs. The dataset is balanced by providing an equal

number of terminating and nonterminating samples.

Apart from DS-SV-COMP and DS-TERM-COMP, each dataset is

split into training and test samples by the general rule of approxi-

mately 80/20 depending on the dataset size. The exact split for each

set is specified in Table 1.

4.2.2 Training. As explained in Section 3, we deploy two different

neural networks, one based on GCN [29] and another one based on

GAT [42]. In our experiments, we found that 4 layers were sufficient

for both the GCN and GAT architectures, respectively. Training is

performed using an Adam-optimizer with an initial learning rate

of 0.0001. We use a regular Cross-entropy loss function and record

various metrics such as the Receiver Operating Characteristic (ROC)

curve and the Precision-Recall during training both for validation

and testing. For a significant evaluation, we perform a total of ten

training sessions, where each session is stopped as soon as the

validation error reaches a minimum. In order to avoid overfitting,

we use the following techniques:
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Table 1: Datasets used in this work.

Dataset Origin Language Experiment Training samples Test samples

DS-SV-COMP SV-Comp C classification - 249

DS-TERM-COMP TermComp C classification - 150

DS1 custom C classification 800 150

DS2 custom Python classification 800 150

DS-Seg-Py1 custom Python semantic segmentation 180 50

DS-Seg-C custom C semantic segmentation 180 50

• Amodel with too much capacity can learn a problem too well

and overfit the training dataset. We avoid this by adapting

the number and dimensionality of layers to simplify the

model. In particular, as aforementioned, we use 4 layers for

the GCN and GAT architectures, respectively.

• A network with large values for weights can also signal that

the network has overfit the training dataset. We avoid this

by using weight regularization, which involves updating the

learning algorithm to encourage the network to keep the

weights small.

• Another challenge is the amount of time spent on training

neural networks, where too much training will overfit the

training dataset. When training our model, we use early

stopping [13] by stopping training as soon as the validation

error reaches a minimum.

• Additionally, we use Cross-validation, where we sample dif-

ferent portions of the data to train and test a model in dif-

ferent iterations. Therefore, the model may perform well in

some training iterations, but worse on others. These insights

allowed us to tune the hyperparameters for the network in

order to achieve optimal training and reduce overfitting.

4.2.3 Results and Evaluation. To judge the performance of Graph-

Term’s classifier, we use the Precision-Recall (PR) and Receiver

Operating Characteristic (ROC) and their respective Area Under

the Curve (AUC) and Average Precision (AP). AUC takes values

from 0 to 1, where value 0 indicates a perfectly inaccurate test and

1 reflects a perfectly accurate test.

PR is used as an indication for the tradeoff between precision

and recall for different thresholds. Consequently, high recall and

high precision reflect in a high area under the curve. High precision

is based on a low rate of false positives and a high recall is based

on a low rate of false negatives.

The ROC curve plots the true positive rate versus the false posi-

tive rate for each threshold. The closer to the Top-left corner a ROC

curve is, the better, and the diagonal line corresponds to random

guessing. A high area under the curve indicates a better classifica-

tion performance.

The results of the experimental evaluation of our classifier are

summarized in Table 2, where we record the AUC for positive

(terminating) instances, the AUC for negative (nonterminating)

instances, and the mean Average Precision (mAP), which is calcu-

lated as the average of the AP for terminating and nonterminating

instances.

The first and arguably most important observation is that, with

values of over 0.82 for all mAPs for both PR and ROC, we can con-

clude that classification results are significant and that we achieve

a high ability to generalize for unknown data.

The second remark refers to the comparison of GCN and GAT.

As observed in Table 2, the PR and ROCmAP numbers are generally

higher for GAT than GCN, suggesting that the application of graph

attention improves the result of the binary classification (we use

bold font for the higher mAP numbers). This indicates that the

applied self-attention mechanism does assign a higher weight to

patterns responsible for deciding the termination behavior.

The third comparison we are interested in is between the classi-

fication of terminating and nonterminating programs. We notice

that the PR AUC negative tends to be higher than AUC positive,

meaning that the classifier performs better at identifying nontermi-

nating programs. We conjecture that nonterminating patterns are

easier to identify based on relational probabilistic patterns that are

likely to cause nontermination.

In Figure 7 we visualize the ROC curves per class and layer type.

The better performance for nontermination classes is reflected in

higher red curves while the better performance of GAT layers is

represented by higher continuous lines compared to doted GCN

curves.

4.3 Semantic Segmentation of Nodes Causing
Nontermination

In this section, we describe the GraphTerm experiments for identi-

fying the outermost nonterminating node using semantic segmen-

tation.

4.3.1 Segmentation Datasets. There are several reasons that pre-

vent us from reusing the same benchmarks from DS-SV-COMP

and DS-TERM-COMP for semantic segmentation. Firstly, they only

contain a Program-level label denoting whether the program ter-

minates. For semantic segmentation, we require node-level annota-

tions that indicate whether the corresponding AST node is likely

to cause nontermination or not. Secondly, it is often very difficult

to determine the cause for nontermination in existing benchmarks,

as it isn’t labeled.
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Figure 7: ROC curves per class (class 0 corresponds to non-

terminating programs and class 1 to terminating ones) and

experimental configuration.

For this reason, we generate two datasets that consist only of

nonterminating samples (as we would only attempt to find the

cause for nontermination for those programs that were deemed

nonterminating by our classifier). As explained in Section 3.5, we

restrict our annotations to only identify the outermost nontermi-

nating loop in the program. Note that if there are several distinct,

outermost, nonterminating loops, only one of them will be labeled

as causing nontermination. The reason for this is the fact that we

use fuzz testing to determine the culpable loop, and we stop the

fuzzing once we found the first nonterminating scenario. We use

label 0 to indicate that the corresponding AST node has no rela-

tion to nontermination, and label 1 to indicate a high likelihood of

causing nontermination.

The two datasets are described in the last two rows of Table 1.

The first, DS-SegPy1 contains Python programs, whereas the sec-

ond, DS-Seg-C, contains C programs. Each dataset is composed of

180 programs for training and 50 for testing. The program sample

generator for custom data is probabilistic and generates programs

that contain from two to five loops that can be nested.

4.3.2 Training. To improve and continue training beyond binary

Cross-entropy convergence, we deployed a focal loss [28, 35], an

extension of Cross-entropy that Down-weights simple samples and

gives additional weight to hard negatives.

To achieve optimal results, the experiments required modifying

the learning rate, optimizer, network structure, and the number of

features compared to those used for classification. The final config-

uration features an Adam optimizer with a learning rate of 0.001.

In our experiments, we found that 4 layers were sufficient for both

the GCN and GAT architectures, respectively. While the GCN and

GAT architectures used for semantic segmentation are respectively

similar to those used for classification, they do not contain a node

mean function and linear layers. The last GCN/GAT layer projects

to a One-dimensional feature indicating the confidence that a node

is causing nontermination.

Similar to the experiments for classification, we perform a total

of ten training sessions, and use the same techniques for avoiding

overfitting.

4.3.3 Results and Evaluation. The metrics used for evaluation are

Jaccard loss based on intersection over union (IoU), the related Dice-

Coefficient, and Node-wise accuracy. A comprehensive overview

of these metrics is provided by [27]. Similar to image segmentation

where the Pixel-wise accuracy is determined, here the Node-wise

distinction of true-positives, true-negatives, false-positives, and

false-negatives for the node prediction compared to the annotated

node ground truth is used.

We calculate the mean metrics for an average of 10 models that

were trained to a convergence of validation scores for each experi-

mental configuration. In the evaluation, we provide mean values

with standard deviation.

From the results for semantic segmentation (detailed in Table 3)

we can infer several observations. With mean values of more than

0.84 for Dice and IoU and a node accuracy of 0.81 in all experimental

validation sets, the ability to generalize for unknown programs is

high. The low standard deviation indicates a robust result for the

state of convergence of validation metrics.

For dataset Seg-Py1 the mean Dice-Coefficient is higher for the

GAT architecture by 3.3 percent than for GCN. Similarly, node ac-

curacy is better by 4.7 percent with only a decrease of 0.8 percent

for the IoU. This indicates an improvement in segmentation per-

formance for GAT compared to GCN. Similarly, for C programs

using dataset Seg-C, all metrics improved significantly with a 5

percent better performance for Dice-Coefficient and node accuracy

and an increase of 12 percent for IoU. From the comparative better

performance of GAT-layers for node-wise segmentation, we infer

that the use of self-attention mechanisms enables the network to

weigh more relevant node transitions and therefore achieve better

performance. Higher attention is assigned to edges with a high

likelihood of causing nontermination.

4.4 Comparison to Recurrent Algorithms

In Section 1, we discussed the suitability of GNNs for analyzing

programs given the inherent graph structure of programs. The

objective of the current section is to justify this statement by evalu-

ating whether GNNs are better at estimating program termination

than recurrent algorithms. Note that the latter are based on a se-

quential program representation.

For this purpose, we create an additional set of experiments

for the binary classification of program termination. To make the

comparison fair, the experimental configuration ensures that the

number of learnable parameters of all recurrent algorithms is higher

than the learnable parameters of the GNNs they were compared

against. We use the PyTorch implementations for RNNs [40], Long

Short-term memory (LSTM) [26] and Gated recurrent unit’s (GRU)

[16].

For this experiment, we only use the DS2 dataset containing

Python programs. Conversely to the previous experiments, for

the recurrent algorithms, the programs are not converted into an

AST but are directly encoded into a one-hot encoding based on a

dictionary of unique instructions.
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Figure 8: Binary classification for termination in recurrent

and graph neural networks. The graph neural network based

approaches perform significantly better than classical recur-

rent approaches.

For a significant evaluation, we perform a total of ten training

sessions until convergence of the test metrics.

4.4.1 Results. Similar to the previous classification experiments

we record the Precision-Recall (PR) and Receiver Operating Char-

acteristic (ROC) and their respective AUC.

We summarize our experimental results in Table 4. Notably,

graph-based methods outperform recurrent approaches by more

than 5 percent for the best recurrent ROC-AUC and PR-AUC met-

rics. Intuitively, we infer that the graph representation of programs

is a better fit for termination estimation than the sequential repre-

sentation. Furthermore, the understanding of the context within

the recurrent networks is limited by the model capacity and by the

natural constraints that don’t allow for large sequences of data to

be processed.

Additional insight into the comparison of the classification re-

sults can be gained by examining Figure 8, where it can be observed

that the GNN and GAT-based architectures perform better than the

recurrent approaches.

5 RELATED WORK

5.1 Termination Analysis

Termination analysis has been studied for a long time, with ap-

proaches generally making use of symbolic methods such as loop

summarization [15, 51], program synthesis [20, 21], quantifier elim-

ination [32], abstract interpretation [19]. Most of the techniques

work by computing ranking functions, i.e. monotone maps from

the program’s state space to well-ordered sets, for linear programs

over integers or rationals [10, 17, 18, 30, 33].

Recently, there were attempts to employ machine learning tech-

niques for program termination. For instance, Neural Termination

Analysis [22] trains neural networks as ranking functions. This

method uses sampled executions to learn ranking functions, which

are then verified with an SMT solver. Although able to provide

strong soundness guarantees, this technique suffers from certain

limitations, e.g. loops with a limited number of iterations may not

provide enough data to learn a ranking function, the verification

of the ranking function may require additional loop invariants to

succeed. Calude and Dumitrescu proposed a probabilistic algorithm

for the Halting problem based on running times, where they define

a class of computable probability distributions on the set of halting

programs [12]. In [6], Abate et al. present the first machine learn-

ing approach to the termination analysis of probabilistic programs,

where they use a neural network to fit a ranking supermartingales

over execution traces and then verify it over the source code with

an SMT solver.

As opposed to these existing works, we do not attempt to pro-

vide strong guarantees about the termination decision. Instead, our

objective is to provide an estimation of a program’s termination

behavior, as well as localizing the likely cause of nontermination

(when applicable) that a programmer can use for debugging pur-

poses. For this purpose, we employ the attention mechanism to

identify those nodes relevant for the termination estimation. More-

over, for programs classified as nonterminating, we use semantic

segmentation to distinguish the outermost loop causing the infinite

execution.

5.2 Graph Neural Networks

The original approach to GNNs as presented by Kipf and Welling

[29] used the sum of normalized neighbor embeddings as aggrega-

tion in a self-loop. With a Multi-Layer-Perceptron as an aggregator,

Zaheer et al. [47] presented an approach that propagates states

through a trainable MLP. With the development of advanced at-

tention networks, the approach of Velickovic et al. [42] focused on

attention weights that allow to prioritize the influence of features

based on self-learned attention. For heterogeneous graphs with

additional edge features, Relational Graph Convolution Networks

were introduced by Schlichtkrull et. al. [39] to enable link prediction

and entity classification, allowing the recovery of missing entity

attributes for high-dimensional knowledge graphs.

6 CONCLUSIONS

We proposed a technique for estimating the termination behavior

of programs using GNNs. We also devised a GAT architecture that

uses a self-attention mechanism to allow the visualization of nodes

relevant for the termination decision. Finally, for nonterminating

programs, we constructed a GAT for the semantic segmentation

of those nodes likely responsible for nontermination. Additionally,

we illustrated the use of our technique together with slicing and

fuzzing for debugging of nontermination bugs. We implemented the

toolGraphTerm and experimentally evaluated it on programs from

two verification competitions, as well as on other programs. The

experimental results for GraphTerm confirm its ability to general-

ize to unknown programs when estimating their termination and

locating the cause of nontermination for nonterminating programs.

7 DATA-AVAILABILITY STATEMENT

Our prototype implementation of GraphTerm is publicly available

at [4].
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Table 2: Experimental results for the binary classification of program termination using different network architectures and

datasets. ROC and Precision-Recall are recorded after a test accuracy convergence.

Precision-Recall ROC

Approach Dataset mAP AUC negative AUC positive mAP AUC neg. AUC pos.

GCN DS-SV-COMP 0.83 0.94 0.76 0.87 0.88 0.88

DS-TERM-COMP 0.87 0.92 0.84 0.90 0.89 0.89

DS1 0.92 0.94 0.90 0.93 0.92 0.92

DS2 0.87 0.91 0.88 0.91 0.91 0.91

GAT DS-SV-COMP 0.9 0.96 0.86 0.93 0.93 0.93

DS-TERM-COMP 0.91 0.93 0.89 0.92 0.91 0.91

DS1 0.93 0.91 0.74 0.93 0.94 0.93

DS2 0.90 0.94 0.88 0.92 0.93 0.93

Table 3: Experimental results for the semantic segmentation of termination using different network architectures and datasets.

Dice-Coefficient Jaccard Index (IoU) Node Accuracy

Approach Dataset Language value 𝜎 value 𝜎 value 𝜎

GCN Seg-Py1 Python 0.843 0.021 0.856 0.029 0.810 0.026

Seg-C C 0.896 0.031 0.812 0.029 0.892 0.034

GAT Seg-Py1 Python 0.876 0.020 0.848 0.024 0.857 0.023

Seg-C C 0.947 0.012 0.943 0.024 0.944 0.013

Table 4: Experimental comparison of binary classification

using RNNs vs. GNNs.

Approach Network ROC-AUC PR-AUC

recurrent RNN [40] 0.78 0.77

LSTM [26] 0.88 0.87

GRU [16] 0.88 0.88

graph based GCN (custom) 0.94 0.94

GAT (custom) 0.96 0.96
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