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Integrating hydrogen and other unconventional gasses in emerging energy networks will play a major role in the 
transition to a net-zero energy system. This will also bring significant technical challenges that require an efficient, 
reliable, and low-cost solution to measure and classify the flow of complex gas mixtures. The inaccuracy of 
measurement and detection of leakage during production, storage, transportation and refuelling operations can 
result in serious economic implications and safety risks. These challenges are not limited to resolving the 
uncertainty in quality control but also encompass efficient flow metering, quality assurance, eliminating 
measurement errors and integration of the sensor technologies. In this article, we will discuss the challenges of 
integrating gas measurement and detection technologies and identify potential opportunities for innovation.  

Future Fuel Mix  

Hydrogen is highlighted to play a major role in energy decarbonisation, especially in the heat sector, heavy-duty 

vehicles and aero/maritime transport. Building new hydrogen-compatible pipelines or adapting existing facilities for 

transporting hydrogen is capital-intensive and will consume significant time [2] - [3]. Blending enables the continued 

utilisation of existing gas assets while upgrading the rest of the infrastructure. Maintaining the correct ratio of gases 

in every specific gas blend is crucial for this transition. When the concentration of hydrogen goes beyond 28% in a 

mix with natural gas, existing consumers’ appliances may need to be upgraded to remove the safety risks  to the 

users [1]. This implies that the gas should be monitored at all times and at various parts of the gas network (see 

Figure 1) to ensure maintenance of the right proportion of fuel mix. The differences in the physical and chemical 

properties of gases mean that direct use of natural gas measurement and detection technologies for hydrogen or 

the blend is not practicable. For the commercialisation of blended gas and/or hydrogen [2], we need intelligent 

sensors that can  

a. detect the proportion of each gas, 

b. detect the leakage of gas, 

c. measure the quantity of each gas flowing through the pipe, and 

d. send the information both intelligently and securely.  



 

 

Figure 1. Intelligent Gas Sensor Network Architecture 

 

Gas Detection and Measurement 

Various sensing technology has been used to monitor gas network, and the working mechanisms include optical, 

quartz crystal microbalance, metal-oxide semiconductors, and conductive polymers [9] to measure the volume 

consumed. The likes of catalytic, solid state, capacitive, and thermoelectric sensors have low response rates with 

additional challenges of distinguishing gases like hydrogen from other gases, especially at low frequency and 

density. However, each method has its merits and de-merits with respect to costs, the accuracy of measurements 

and applications [10]. Hence, future fuel mix measurement platforms must be designed to provide an end-to-end 

stack for real-time measurement of fluid properties like flow rate, volumetric, thermodynamic and phase equilibria 

of fluids based on temperature, pressure, gas concentration, etc.  
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Figure 2 (a) & (b). Hydrogen and Nitrogen Mix Detection and Measurement System 

Figure 2 (a) shows sample ultrasonic signals captured in a controlled test environment at TUV-SUD-NEL facility in 

East Kilbride (Scotland), where various gasses (hydrogen (H2) & nitrogen (N2)) were mixed and flown through a 

nominal 1 inch pipe, with a test meter. As shown in Figure 2 (b), it is evident that the measurement varies 

significantly based on whether there is pure gas (H2 or N2) or a blend (70% nitrogen and 30% hydrogen, in this 

case) was flowing through the pipe. However, when the percentage changes in the blend are small, these variations 

are likely to be small. Simple time-of-flight methods to determine flow and blend percentage, therefore, might not 

be sufficient, necessitating advanced sensor technology and associated signal processing/machine-learning 

algorithms is essential to handle this complex scenario.  

Intelligent Sensor Networks Integration 
 
Intelligent sensor networks consist of sensors, processing nodes and communication interfaces to form an internet 
of things (IoT) network. The network provides an opportunity to integrate the world of information from the energy 
infrastructure with intelligent devices and access them remotely through the internet. Gas sensor networks bring 
new integration challenges that can be broadly categorised into real-time big data processing, energy constraints, 
security, connectivity, and communication.  

a. Real-time Big Data processing - Real-time processes and operations in sensor networks for fuel 
mix detection and measurement will generate large amounts of data. Confined storage in sensor 
networks means that edge and cloud computing frameworks will be needed to store and process 
high-volume data in real-time. The data can then be used to trigger specific events and services in 
the sensor network. For meaningful insights to be gained from big data, it needs to be structured and 
processed using machine learning (ML) and artificial intelligence (AI) capabilities via reliable 
communication technology.  

b. Energy Constraints - Reliable power source is a critical component of intelligent sensor networks 
as sensing, storage, communication and data processing processes at the edge of wireless sensor 
networks are energy intensive and sensitive to power fluctuations. Improving the energy utilisation 
efficiency of battery-powered sensors, energy harvesting technology from techniques like fuel flow, 
vibrations, solar, and radio frequency radiations are needed to overcome energy depletion issues like 
hotspots [3], communication protocol, connectivity, and data overhead. Energy harvesting or network 
clustering [4] can improve the lifespan of the sensor network in hard-to-reach areas, but it remains 
an open research problem.  



 

c. Security - Implementing security in sensor networks is always challenging due to processing, 
memory, bandwidth, and power limitations [5]. Improving the security of wireless networks will result 
in increased throughput, directly reducing the network’s energy utilisation. However, with lightweight 
encryption schemes that meet ISO/IEC 29192-2:2012 standards [6], sensor networks with lesser 
compute and power resources could be better secured to provide security services like availability, 
authentication, integrity, confidentiality, and privacy offered in 5G [5].  

d. Connectivity - It is still challenging to expand connectivity to sensor nodes and data centres in 
resource-constrained sensor networks [7] and maintain the required network’s quality of service 
(QoS) on data collected, stored, and analysed. Depending on the network QoS requirements, the 
deployment strategy could adopt a mix of short-range (ZigBee, Wi-Fi, Bluetooth) and long-range 
(LTE, 5G, LoRaWAN) wireless technologies interoperable irrespective of their standard, signalling, 
bandwidth, and security differences. 5G will be more valuable in sensor network clusters generating 
large volumes of data with ultra-low latency requirements but will be very expensive due to the 
significant infrastructure and frequency spectrum.  

e. Communication - Communication technology ensures connectivity and computational load 
management of sensor networks. Key wireless technology for intelligent sensor networks includes 
5G, narrowband IoT (NB-IoT), long-term evolution for machine (LTE-M), LoRaWAN, SigFox, Wi-Fi, 
Bluetooth, Zigbee, etc. [8]. They are all suitable for operating sensor networks, but deployment 
options must be based on their operating characteristics like coverage, energy efficiency, security, 
mobility support, latency, data rate, penetration and cost.  

 

Innovation Opportunities 

Innovative approaches to integrating hydrogen and renewable energy sources to the grid is an extremely important 

task for the utilities. A flexible standard planning and integration strategy informed by intelligent sensor networks 

would help transmission system operators (TSOs) maintain infrastructure integrity. The integrity of the pipes 

network and fittings determines how fast the material deteriorates, especially when issues such as inaccurate gas 

blends go undetected for a long time. Innovations in sensor networks improve the accuracy of measurements and 

the lifespan of infrastructure and should be focused on real-time sensor data acquisition, processing, and 

transmission. 

a. Sensors - Acquiring reliable sensor data for fuel mix classification is challenging, given that gas 

sensors’ accuracy differs in different atmospheric conditions and involves complex chemical 

reactions such as oxidation, reduction, and absorption. To maintain a balance in the sensitivity and 

selectivity of the sensors, significant innovation and research effort in the composition of the sensing 

materials is needed to measure ultrafine dangerous gas particulates [11]. Highly sensitive sensors 

are needed in hydrogen storage facilities to measure the accuracy and capacity of the storage 

system based on either compression, liquification, absorption or physical trapping of hydrogen 

molecules [12].  

b. Processing Platform - Data processing hardware with multi-function data processing pipeline, AI 

and ML capabilities will enable data integration from different sensors and standards. Edge 

computing intelligence-driven innovations for fuel mix measurements will facilitate the extraction of 

insights and effective classification of gas data through deep neural networks (DNNs) and their 

offshoots. This means overcoming data availability and model selection challenges of AI 

implementation at the edge of gas networks [13]. Dataset relating to gas emissions could facilitate 

policy development and infrastructural planning for energy networks.  

c. Communication Protocol - Secure and reliable intelligent communication network infrastructure 

is needed for real-time data display in sensor networks. With wireless technology such as 5G, 4G, 

LoRa, Wi-Fi, and Bluetooth, remote connectivity and low/high-speed access to edge-processed 

sensor data will be achieved while maintaining the best possible data and information cyber security 

practices. In gas detection and measurement, 5G is one example that could enable automated 

control and monitoring of hydrogen infrastructure where parameters like pressure variations and 

leakage notifications must be timely and accurately reported.  

 



 

Conclusion 

The growing interest in hydrogen for energy decarbonisation has raised questions about reusing existing gas 

infrastructure for hydrogen and the complexity of gas blends for transportation and storage. It requires strategic 

innovations to achieve an efficient, low-cost, and fast response measurement solution able to classify interferences 

from gas mixtures. Intelligent sensor networks will provide comprehensive surveillance of the energy network for 

the safety of workers and users with high detection and localisation accuracy useful for gas emission hazard alert 

systems. This article highlights the need for innovations in sensor network technology for fuel mix measurement 

and detection in the emerging energy network. The importance of having low-cost intelligent sensors for hydrogen 

detection and measurements along its value chain (i.e. production, storage, distribution, and end-use) cannot be 

overemphasised.  
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