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AbstrAct

In 2020, while the USA was experiencing suc-
cessive waves of COVID-19, Universal Health 
Services experienced a major cyber attack that 
crippled electronic systems in over 200 hospitals, 
including a major academic medical centre that 
was playing a key regional role in COVID-19 
care and clinical trials. This paper discusses the 
impact of the attack on clinical operations, infor-
matics, research and teaching, contextualising 
the case study within more wide-scale trends 
driving the rise in cyber attacks on health-
care systems. The compounding relationships 
between COVID-19, healthcare workforce 
depletion and cyber-security vulnerabilities form 
the framework of the discussion and action 
plan. Commitments to institutional best prac-
tices, large-scale investments in infrastructure, 
and above all increasing support for the crit-
ical human actors carrying out the work, are 
urgently needed to secure the healthcare system 
against these destabilising threats. Within this 
context, this paper argues that information secu-
rity in the healthcare sector must be reimagined 
and integrated with greater support for the needs 
of frontline healthcare workers.

Keywords: COVID-19, cyber attacks, 
healthcare sector, information security

INTRODUCTION
In the USA the demand for medical 
resources is ever-increasing. Pre-dating the 
COVID-19 crisis, these conditions have 
been attributed to a growing, ageing pop-
ulation with higher medical complexity as 
advances in treatment and technology now 
allow individuals with chronic illnesses 
to live longer.1 Emergency department 
(ED) visits reflect this trend, outpacing 

population growth for two decades and 
increasing by 11 per cent between 2008 
and 2018 (ie prior to the mass disturbances 
driven by the COVID-19 pandemic).2 
Individuals seek care in the ED for a wide 
variety of reasons, including shortage of 
accessible physicians and services in other 
settings (including primary, mental health 
and substance use care), lack of insurance 
coverage, growing economic disparities 
and systemic under-investment in disease 
prevention, resulting in over-reliance on 
frontline care, even as powerful economic 
drivers channel this care into increasingly 
consolidated medical systems.3,4 The rise 
in demand has not been matched with a 
commensurate rise in supply, with projec-
tion models accurately anticipating nurse, 
physician and advanced-practice provider 
shortfalls for the past three decades; static 
residency class sizes have constrained the 
supply of newly trained physicians, even 
as the healthcare workforce has been 
ageing alongside the general population 
and veteran practitioners retiring.5–7 These 
shortage conditions were exacerbated by 
the arrival of the COVID-19 pandemic, 
hastening existing burnout and attrition in 
a time of increased need.

Further, the level of funding available for 
healthcare preparedness has been incon-
sistent and generally falling. The primary 
healthcare preparedness grant, the Hospital 
Preparedness Program, peaked shortly after 
the 9/11 attacks, at nearly US$500m per 
annum. Preparedness funding subsequently 
dropped by nearly half that amount (about 
US$229m), recovering only slightly to 
the current level of US$280m annually 
(Figure 1). This amount is far below 
the US$500m level recommended at the 
programme’s commencement.8–10 There 
have been intermittent funding surges 
for event-specific Congressional appro-
priations, such as responses to epidemic 
influenza H1N1 (2009), Ebola and Zika 
virus, among others, but such direct 
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response funds do not obviate the need 
for stability in health and medical pre-
paredness funding, which serves as the 
foundation on which response actions are 
surged.11

In parallel, cyber attacks on health-
care organisations have been increasing 
in both frequency and severity. Hospitals 
and healthcare organisations are increas-
ingly viewed by malicious actors as soft 
and lucrative targets, with sprawling digital 
infrastructure, multiple access points and a 
workflow increasingly reliant on computer 
systems.12 When successful, cyber attacks 
can disrupt and nearly paralyse normal 
operations, increasing the shock to organi-
sations that already operate under crisis 
conditions.13,14 Cyber attacks can be costly 
not only in terms of damaged hardware 

and software, but also from the perspective 
of patient safety, institutional reputation 
and human resources.15 Within the health-
care sector, the healthcare workforce 
— which encompasses a dazzling variety 
of roles, education levels and technological 
savvy — has historically shown shockingly 
low levels of cyber security awareness and 
practices.16 Planning for defence and miti-
gation against cyber attacks in the modern, 
highly connected healthcare ecosystem, 
must account for the possibility of acci-
dental or malicious breaches by the very 
people responsible for the safety and care 
of patients within it.

This paper considers the intersecting 
and compounding crises of cyber crime, 
the COVID-19 pandemic and workforce 
exhaustion in healthcare. As operating 

Figure 1 Funding for the US Hospital Preparedness Program (US$m), 2001–2021
Source: Trust for America’s Health, ‘Hospital Preparedness Program Public Health & Social Services Emergency Fund (PHSSEF) FY 2019 
Labor HHS Appropriations Bill’, available at: https://www.tfah.org/wp-content/uploads/2018/02/HPP-FY19-request.pdf (accessed 15th April, 
2022); Trust for America’s Health, ‘Hospital Preparedness Program Public Health & Social Services Emergency Fund (PHSSEF) FY 2020 
Labor HHS Appropriations Bill’, available at: https://www.tfah.org/wp-content/uploads/2019/02/HPP-FY20-request.pd (accessed 15th April, 
2022); Trust for America’s Health, ‘Hospital Preparedness Program Public Health & Social Services Emergency Fund (PHSSEF) FY 2022 
Labor HHS Appropriations Bill’, available at: https://www.tfah.org/wp-content/uploads/2021/03/FY22_HPP_Fnl.pdf (accessed 15th April, 
2022).
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under crisis conditions becomes the status 
quo, each new crisis risks catastrophic 
synergy with the existing crises. The 
healthcare workforce was stretched thin 
before the current pandemic; additional 
vertical crises, such as a system-wide cyber 
attack, exacerbate effects on an already 
stressed workforce, leading to decreased 
efficiency, revenue losses and poorer 
patient outcomes. Preparatory investment 
in infrastructure, both human and digital, 
can blunt these adverse outcomes and 
increase institutional resilience in the face 
of future crises.

STRESSORS CONTRIBUTING TO 
CYBER-SECURITY VULNERABILITIES 
IN HEALTHCARE

General stressors on healthcare 
settings
Writing for The Atlantic in November 
2021, pre-Omicron wave, Ed Yong 
described a dedicated but demoralised 
and depleted workforce seeking relief, 
in many cases by walking away.17 Cited 
in his article are US Bureau of Labor 
Statistics findings that 500,000 health-
care workers had quit since the pandemic 
began, along with predictions of more 
losses, including a report by the American 
Association of Critical Care Nurses that 
66 per cent of critical care and emergency 
nurses had considered leaving the field of 
nursing entirely.18 Outside of hospitals, for 
example in outpatient and skilled nursing 
facilities, a decrease of 1.1 million workers 
was observed from 2019 to 2020, fol-
lowed by a temporary rebound in 2021.19 
In the American Medical Association’s 
2020 ‘Coping with COVID’ study, 23.8 
per cent of ~9,000 physicians and 40 per 
cent of ~2,000 nurses planned to exit their 
practice within two years.20 In the recently 
released Elsevier Health ‘Clinicians of the 
Future’ report, based on responses by 

~3,000 clinicians from 111 countries, 31 
per cent of participants overall and 47 per 
cent of those in the USA said they planned 
to leave their current job by 2024.21

The reasons for healthcare worker attri-
tion are complex but COVID-19 is a clear 
proximate cause of the current crisis. After 
two years witnessing the deaths of patients 
young and old, often despite maximal 
medical therapy, the work of frontline phy-
sicians and clinical staff has become even 
more tragic and difficult due to the wide 
circulation of misinformation, vaccine 
hesitancy and outright pandemic denialism 
among many patients and their families. 
The toll of repeat trauma, compassion 
fatigue and social isolation, has manifested 
in high rates of depression, anxiety, post-
traumatic stress disorder and rising rates of 
healthcare worker suicides.22,23 Healthcare 
jobs are simply more difficult, more dan-
gerous and less rewarding now, even during 
lulls in COVID-19 transmission, with no 
time allotted to process and recuperate.24,25 
Before the pandemic, clinicians already 
faced increasing patient complexity as 
new technologies enabled patients to live 
longer even with advanced diseases, albeit 
with a high level of medical dependence. 
Since routine medical care was disrupted 
during the pandemic, patients have been 
presenting with decompensated and more 
advanced disease; this too has been exac-
erbated by decreased in healthcare worker 
staffing, particularly in primary care.26

Healthcare workers will frequently dis-
count risks to themselves to attend to 
patient safety. However, morale and staffing 
must be considered patient safety issues. 
According to ECRI, the top two threats 
to patient safety are workforce shortages 
and worker mental health.27 Indeed, there 
is a well-established negative correlation 
between burnout and patient safety, 28 
while adequate nursing staffing has been 
shown to considerably reduce in-hospital 
mortality.29 Clearly, this is a dangerous 
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time for healthcare in the USA. There is 
an overloaded workforce with high rates 
of demoralisation and burnout, creating 
an unsafe environment in which human 
error is more likely to occur. Given that 
human error is the most common vector 
for a successful cyber attack, it is these very 
conditions that make healthcare organisa-
tions particularly enticing targets for cyber 
criminals.30,31

Specific stressors and cyber attack 
vulnerability
Pandemics historically occur with waves 
of illness accelerating followed by tem-
porary waning.32,33 This cycle tends to 
continue until some sort of herd immu-
nity is reached (through vaccination, prior 
infection, or a combination of both), or a 
natural waning of the virus. The pattern 
from COVID-19 suggests continuing 
waves, necessitating vigilance against cases 
and hospitalisations driven by a myriad of 
factors including, but not limited to, new 
variant emergence, premature relaxing of 
protective measures and natural cycles in 
disease spread.34,35 Compounding events 
keep the healthcare system under a state of 
response, limiting the time and resources 
available for the sector to prepare for 
future emergencies, including subsequent 
pandemic waves and future cyber attacks..

Cyber attacks are not unforeseen, as 
hospitals have long been considered vul-
nerable.36 In 2018, the healthcare sector 
lost approximately US$3.6bn in revenue 
to one type of cyber attack, namely busi-
ness e-mail compromise. Not all costs 
are reported, but in 2020 UVM report-
edly lost US$63m in the space of 40 
days.38 The pandemic has made healthcare 
more vulnerable due to increasing remote 
work facilitated by use of remote desktops 
and VPNs, practices with known security 
risks.38

The incidence of attacks also appears to 
be growing: in 2021, 963 sites had been 

affected by August — up from 560 in the 
whole of 2020.39 In a review of healthcare 
cyber security for 2020, the US DHHS 
Office of Information Security reported 
significant increases in both ransomware 
attacks and data breaches of healthcare 
organisations, noting that ‘the COVID-19 
pandemic provides criminal opportuni-
ties on a scale likely to dwarf anything 
seen before’.40 Figure 2 summarises pub-
licly available data on major cyber attacks 
(defined by the Center for Strategic and 
International Studies as attacks with 
US$1m or more in reported losses), as 
well as a trend towards attacks on larger 
healthcare companies, demonstrating 
emboldened threat actors in 2018–2020. 
As Figure 3 shows, this is against a back-
ground of large-scale (defined as costing 
US$1bn or more) disasters in the country 
increasing in intensity.

In a Ponemon Institute survey of 597 
healthcare organisations, 67 per cent of 
surveyed organisations reported having 
experienced a cyber attack, with 33 per 
cent having experienced more than once.41 
These organisations are losing faith in 
their ability to handle such attacks: 61 per 
cent reported poor confidence in defence 
against attacks. In addition to economic 
losses, 25 per cent of the organisations 
surveyed reported an increase in patient 
mortality. Third-party contracting, which 
is associated with increased vulnerability, 
has been on the rise, with an approxi-
mately 30 per cent annual increase for 
tasks such as data storage, management 
and security; 43 per cent of third-party 
contractors handle patient health informa-
tion patient health information, presenting 
additional targets for hackers.42

Vulnerability to cyber crime is not 
unique to a any one health system, country 
or hemisphere. In 2017, the UK National 
Health Service was crippled by a WannaCry 
ransomware attack that exploited a vulner-
ability in Windows XP, which was still in 
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use despite the security patches having 
expired in 2015. An approximately US$7m 
deal with Microsoft to continue updating 
security patches had not been extended 
due to budgetary reasons; even if the deal 

had been extended, many NHS facilities 
were running equipment so outdated they 
would not have been compatible with the 
proposed patch. As such, the proposed 
costs of cyber security maintenance were 

Figure 2 (a) Cyber-attack incidents with US$1 million or more in reported losses, 2009–2021; 
(b) Trend towards larger-scale ransomware attacks on healthcare companies, 2018–2020
Source: Center for Strategic and International Studies (2022) ‘Significant cyber incidents’, available at: https://
www.csis.org/programs/strategic-technologies-program/significant-cyber-incidents (accessed 24th June, 2022); 
Goodin, D. (2021) ‘Hospitals hamstrung by ransomware are turning away patients’, Ars Technica, 16th August, 
available at: https://arstechnica.com/gadgets/2021/08/hospitals-hamstrung-by-ransomware-are-turning-away-
patients/ (accessed 20th March, 2022).
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at least US$7m, but that seems a bargain in 
retrospect; the recovery from WannaCry 
was estimated to have cost US$4bn.43,44

CASE STUDY: CYBER ATTACK ON 
UHS IN 2020

Event summary and frontline 
experience
In late September 2020, over 250 Universal 
Health Services (UHS) hospitals across the 
USA were affected by a ransomware attack, 
at that time the largest of its kind, leading 
to diverted ambulances, cancelled proce-
dures, delayed test results and significant 
patient safety concerns, not to mention 
high costs to the system.45,46 One of the 
affected facilities was George Washington 
University Hospital (GWUH), a large aca-
demic medical centre in Washington, DC 
and provider of such functions as level 

I trauma care, surgical subspecialty care, 
intensive care (including Extra Corporeal 
Membrane Oxygenation [ECMO]), the 
treatment of a large number of COVID-19 
patients including their enrolment in clin-
ical trials, and the education of hundreds 
of medical trainees.

Inpatient services at GWUH were 
affected for seven days of complete com-
puter downtime (including loss of wireless 
internet), another 14 days of partial infor-
mation technology (IT) recovery, and a 
longer period of downstream effects.47 
Ambulatory services relied on separate 
electronic medical records (EMR) and 
IT infrastructure and thus were shielded 
from direct impact, but indirect effects on 
shared patients and staff included delayed 
procedures, degradation in quality of care, 
resource competition and burnout.48,49 
Medical coding and billing were affected 
as well, requiring the use of back-up 

Figure 3 Disaster events with USD 1 billion or more in estimated losses, 1980-2021
Source: US National Oceanic and Atmospheric Administration, National Centers for Environmental Information (2022) ‘US billion-dollar 
weather and climate disasters’, available at: https://www.ncei.noaa.gov/access/monitoring/billions/ (accessed 20th March, 2022).
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paper forms during the incident and the 
additional commitment of staff time after-
ward, in order to capture charges for the 
care provided. As the impact of the attack 
on data ecosystems was harder to quantify, 
this case study focuses on disruptions to 
clinical care and the impact on staff, while 
the next section discusses the risks to data 
systems along with protective strategies.

Occurring during the upswing of the 
autumn 2020 wave of COVID-19 in the 
eastern USA, the cyber attack on UHS 
further disrupted an already disturbed 
process. The greatest immediate impact 
of the EMR outage was on the avail-
ability and timeliness of laboratory results 
and procedural reports as well as other 
types of clinical documentation. Standard 
downtime protocols, designed for brief 
scheduled downtimes, proved inadequate 
for providing long-term patient care at 
the existing levels of staffing and patient 
complexity, leading to potentially unsafe 
situations requiring further mitigation.50,51 
Risks specific to the care of COVID-19 
patients during EMR downtime, identi-
fied in the above published accounts as 
well as in an internal review process by 
the authors of the present paper included 
the delayed reporting of SARS-CoV-2 
PCR test results, increased risk of inad-
vertent exposure to COVID-19, difficulty 
in remotely monitoring unstable patients, 
increased likelihood of missing drug–drug 
interactions or errors in written orders for 
unfamiliar new products, missing windows 
for enrolment in clinical trials, and the deg-
radation of data available for institutional 
quality improvement or research activities.

Key elements of the response to the 
ransomware attack included activation of 
the emergency operations centre, initial 
diversion of transfers and postponement 
of non-emergent procedures, rapid imple-
mentation and adjustment of downtime 
protocols, adoption of multidisciplinary 
rounding and scheduled check-in practices 

by inpatient teams, and the promotion of 
closed-loop communication. These were 
grounded in existing emergency protocols, 
an institutional ‘culture of safety’ approach, 
and a commitment to restoring routine 
medical operations as quickly as possible. 
While some of these mechanisms over-
lapped with those employed in the response 
to COVID-19 earlier in the year, other 
aspects of the response revealed hitherto 
unknown gaps and areas for innovation. In 
an assessment of ‘lessons learned’, leaders 
of the GWUH medicine residency pro-
gramme highlighted the ‘importance of a 
hospital-wide, coordinated, multidiscipli-
nary downtime response plan’ including 
special focus on trainee support in areas 
of documentation, order entry, interdis-
ciplinary communication and centralised 
information.52 A separate reflection by 
the medical faculty group’s COVID-19 
response lead highlighted the domains of 
transparent communication by leader-
ship, multi-level stakeholder engagement 
in safety practices, a culture of ‘respectful 
attention’, and structural commitment to 
resilience with intentional dedication of 
resources in order to ‘move from front-
line heroism to sustained survival and 
recovery’.53

Extraordinary efforts by the medical 
staff, trainees, IT and other support staff at 
GWUH helped minimise harm and restore 
clinical operations in the weeks following 
the ransomware attack. Unfortunately, 
the timing of the attack and its imme-
diate aftermath consumed the period of 
time leading into the devastating winter 
2020/21 wave of COVID-19. By early 
November, reported cases in the USA 
were breaking 100,000 per day for the 
first time. Although a formal assessment 
of GWUH clinician morale was not per-
formed at the time, informal feedback 
from staff and trainees centred on feel-
ings of fatigue and emotional exhaustion 
from the succession of crises.54 Morale 
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received a much-needed boost with the 
approval and distribution of COVID-19 
vaccines starting in December 2020. The 
work of securing biologic and digital secu-
rity for the longer term is still ongoing. 
The overall costs of the incident to UHS 
were publicly reported as US$67m in lost 
revenue and recovery costs.55

Disruption of data systems
In addition to the immediate disruption 
to direct patient care and patient safety 
activities presented above, disruption 
to an electronic medical record inter-
feres with an institution’s ability to store 
data, recognise patterns, learn from mis-
takes, optimise performance and perform 
research. In other words, disruptions in 
the live environment create failure at the 
data storage level. For example, when-
ever a nurse administers medication, it is 
entered at point of administration in the 
EMR. Without the EMR, this medica-
tion administration is not available for 
review, cost analysis, resource manage-
ment, etc. Although the administration 
record will exist on paper, the review 
and use of data in this format is cumber-
some. More broadly, without an EMR 
record and timestamps, sentinel events are 
harder to identify and address, mandatory 
reporting is more burdensome, and the 
timing/sequencing of events is more dif-
ficult to verify and validate.

It is not uncommon for EMR outages 
and data systems to be offline for a pro-
longed period in such an attack. In 2020, 
a Coveware report found that ransomware 
causes an average of 15 days of downtime.56 
In a fast-moving crisis such as a pandemic, 
a lack of live data can be particularly 
destructive; there are only about two years 
of data regarding COVID-19, and rapid 
adjustments have been needed as the virus 
has swept the globe. GWUH participates 
in the worldwide collection of real-world 
data to help guide the global response. 

The interruption in data collection led to 
significant gaps in its data; as a result of the 
UHS cyber attack, relevant information 
on 30 patients was lost entirely.

More traditional research and clinical 
trials were also impacted by the cyber 
attack. Potential study participants, 
frequently identified by flags in EMR soft-
ware, could still be enrolled manually by 
pen and paper, but identifying, educating 
and enrolling can be a more cumber-
some and time-consuming process for an 
already overworked medical worker, and 
an unknowable number slipped through 
the cracks. Important clinical data, such as 
vital signs and precise medication admin-
istration times, can be lost during EMR 
downtime. Circumstances that affect study 
participant recruitment, protocol execu-
tion and follow-up must be documented; 
site investigators are responsible for com-
municating with the study sponsor, the 
institutional review board and all relevant 
regulatory entities, to ensure any protocol 
violations are documented and data integ-
rity is preserved.

To date, healthcare cyber security guid-
ance has focused on the prevention of 
breaches at the level of individual users, 
for example, by updating hardware and 
software, using encryption and two-factor 
verification technology, instituting ‘zero 
trust’ and ‘culture of safety’ policies, and 
reducing the number of people with access 
to sensitive information where possible.57 
Far less information is available on how 
institutions can best recover once a breach 
has occurred and what human resources 
outside of health IT roles are necessary for 
both prevention and recovery. Based on 
the guidance published by various insti-
tutional, professional and federal entities, 
general best practices for healthcare cyber 
security may be summarised as follows:58–62

• Implementation of validated cyber-
security measures (eg the National 
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Institute of Standards and Technology 
Cybersecurity Framework);

• use of the CIAA principles for cyber 
security (ie confidentiality, integrity, 
availability and accountability);

• multiple levels of security controls, 
including physical (locks), administrative 
(policies) and technical (encryption);

• use of a series of defensive mechanisms, 
such that if one were to fail another will 
take its place;

• frequent, secure backup of data;
• reduction in the number of parties, 

including external contractors, with 
access to protected information; and

• continued and targeted cyber security 
training.

Table 1 outlines how these may be applied 
to the challenges of a cyber attack on an 
academic medical centre, stratified by level 
of impact.

DISCUSSION AND IMPLICATIONS
As with disease, the prevention of cyber 
attacks is preferable to treatment. Even 
the most expedient appearing response 
— capitulation to the hackers’ demands 
— may be ineffective: 80 per cent of 
small to medium-sized organisations that 
paid the ransom either did not receive 
the decryption key or were asked for 
a second ransom. Further, even rapid 
capitulation means using a compromised 
system and time and difficulty returning 
to previous operations.63 However, the 
current models favoured by the healthcare 
industry do not lend themselves to preven-
tion. The widespread adoption of ‘lean’ 
models oriented toward short-term profit 
and efficient resource use has resulted in a 
system that is neither secure nor resilient 
when challenged. Today’s reality is one in 
which healthcare systems face recurrent 
and compounding crises from pandemic 
disease and cyber threats. Weathering 

these challenges and crises requires inter-
vention at the level of funding streams, 
strategic redundancies and contingencies, 
along with a culture of support for work-
force recovery.64,65

On a human level, in the age of COVID-
19, all healthcare issues must acknowledge 
and accommodate the pandemic crisis 
conditions. Most cyber-security breaches 
occur due to human error, eg clicking 
on a phishing e-mail or inappropriately 
accessing data from an unsecured device 
or network.66 Fatigued and disengaged 
workers are less likely to adhere to cyber-
security measures and more likely to fall 
prey to attacks in spite of routine reminders 
or modular training.67 Healthcare worker 
burnout and cognitive overload are well 
established as underlying factors contrib-
uting to medical error and patient safety 
violations; best practices by institutions 
that prioritise safety seek to minimise 
and mitigate these factors.68 These factors 
deserve to be studied formally as root 
causes contributing to cyber-security vul-
nerability, and existing planning for health 
systems security needs to incorporate the 
perspective of frontline and clinical stake-
holders. The present article calls for the 
concept of information security in the 
healthcare sector to be reimagined and 
integrated with greater support for the 
needs of frontline healthcare workers.

While the above statement is intended 
to prompt engagement and innovation, it 
draws on broader patient safety experi-
ence. Well-trained, supported, empowered 
and engaged healthcare workers are key to 
detecting medical errors and near-misses, 
and creating an institutional ‘culture of 
safety’.69 For example, nurses who have 
in-depth knowledge of facility and patient 
workflows, may be the first to iden-
tify cyber security pain points and issues 
that others might not see, and should 
play a key role in institutional planning 
and response to cyber emergencies.70 
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Table 1: Cyber attack on an academic medical centre — data ecosystem impacts and 
measures for protection or mitigation

Impact area Processes disrupted Protection and mitigation measures

Direct patient care; 
emergency medical records

Admission/transfer orders
Vital signs monitoring
Isolation status
Medication orders
Laboratory results
Pathology reports
Imaging/radiology reports
Clinician notes
Procedure reports and findings
Case management and care 
coordination notes
Medical coding and billing

Culture of safety
Downtime protocols and training
Downtime charts, paper prescriptions, 
order forms, etc.
Centralised communication boards
Scheduled and ad hoc in-person 
communication with laboratory, radiology 
and other departments
Multidisciplinary rounding
Closed-loop communication of key 
findings and orders
Support from additional staff (eg clinical 
pharmacists)
Additional training for less-experienced 
care team members
Decompression of facility and staff (eg 
diversion of ambulances, postponement of 
non-emergent procedures)

Data collection systems Timed uploads from ‘live’ EMR 
environment to data storage
Data availability for current and 
future retrieval/review

EMR-specific cyber-security measures
Scanning of paper records for long-term 
storage
Investigating use of standardised forms

Real-world data research Data on disease characteristics
Data on efficacy of interventions
Data on time-sensitive diseases 
(eg dominant COVID-19 variants 
or seasonal influenza strains)

Database creation for patients who were 
cared for during the outage
Use of retrospective data entry from paper 
records

Clinical trials Identification of eligible patients 
based on ‘live’ EMR information
Timely enrolment in clinical trials
Timely initiation of investigational 
drug or intervention
Data collection on enrolled patients

Communication between study staff, 
investigators and sponsor
Communication between study staff and 
clinical teams
Study eligibility ‘pocket cards’
Manual collection and entry of data by 
study staff

Patient safety & quality 
improvement

Deciphering handwritten 
documentation
Omission or miscommunication in 
verbal orders or reports
Detection of errors in prescribing
Drug–drug interaction checking
Reporting and review of sentinel 
events
Timely reporting to regulatory 
bodies

Culture of safety
Downtime protocols and training
Manual review of charts
Peer review of orders
Closed-loop communication
Support from additional staff
Additional training geared to specific 
team-member needs
Communication between healthcare 
leaders and regulatory bodies
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The pandemic has taken a particularly 
brutal toll on nurses, with unprecedented 
rates of burnout, turnover, retirement 
and disability.71 Institutions must there-
fore be prepared to make investments 
and structural changes in order to retain 
experienced skilled personnel. Highly spe-
cialised healthcare workers like doctors 
and nurses can be assisted and empowered 
with support by those less specialised, eg 
employing medical scribes has been shown 
to reduce staff burnout.72 In a similar 
vein, ensuring adequate staffing for health-
care-related tasks not requiring nursing 
or medical degrees, eg clerical, patient 
transporters, etc., can help offload work 
from overburdened highly credentialed 
workers requiring more extensive training. 
Preserving precious workforce means 
ensuring adequate recovery time and space 
for decompression after stressful or trau-
matic events. The US ASPR TRACIE, 
in discussion of the incident command 
structure on COVID-19 response, rec-
ommends encouraging paid time off or 
vacation time during ‘troughs’ in viral 
transmission to aid in recovery.73

Health IT specialists deserve recogni-
tion as another type of healthcare worker, 
and extending to them the same support 
given to patient-facing staff can improve 
resilience and improved response to digital 
challenges. Most cyber-security breaches 
are due to human error — a thoughtless 
click on an e-mail attachment can bring an 
entire health system to its knees. As such, 
integrating human and digital resilience 
is essential. Increased workload leads to 
a statistically significant increase in likeli-
hood to click on a phishing e-mail link.74 
Further, healthcare workers are not experts 
in information technology and security, 
and may not understand the importance 
of, for example, using IT approved devices 
as opposed to personal devices. Improved 
awareness of cyber threats can help align 
the various healthcare stakeholders in 

maintaining cyber security75 but must 
not come at the expense of exacerbating 
fatigue or burnout.76

On the digital level, investment in 
digital infrastructure is paramount to 
ensure that vulnerabilities in hardware and 
software are addressed, and have the neces-
sary security, redundancy and contingency 
to survive the unexpected. Healthcare 
organisations frequently lag other large 
companies dealing with sensitive data, 
such as financial institutions and Fortune 
1000 firms, on security ratings. Adopting 
best practices of such firms can provide 
benchmarks for improvement.77 However, 
there are unique challenges to managing 
healthcare data, and outsourcing cyber 
security to third-party firms is common, 
given that the expertise of healthcare 
organisations lies elsewhere. This has its 
own risks, including increasing the points 
via which malicious actors may gain access 
to a system, but allows scarce resources to 
be otherwise expended. 78 Ultimately, a 
reasonable goal of healthcare IT security 
to decrease end-point complexity: more 
varieties of devices and programs accessing 
the central system leads to more points of 
vulnerability. Reducing this complexity 
and variety streamlines security meas-
ures. When integrating systems, such as 
telehealth systems, the fewer unsecured 
devices and programmes with access to 
the broader system, the fewer points of 
access for hackers. Implementing such 
measures requires alignment among the 
many stakeholders with various goals and 
understanding of cyber security. A hospital 
has many teams, among them, informa-
tion security, information technology, 
administration, medical staff, materials 
management and others. Increased coor-
dination regarding security measures, why 
they are implemented and best practices 
for maintenance, reduces risk.79

The preceding case study of the cyber 
attack on UHS at GWUH incorporates 



Klindienst, Ayanian, Schlegelmilch and Akselrod

Page 115

two prior reports — respectively empha-
sising the experiential80 and operational81 
aspects of the event — in rough par-
allel with the human and digital domains 
in this discussion. The ‘lessons learned’ 
emphasise the importance of institutional 
culture, interdisciplinary collaboration, 
investment in human and technological 
infrastructure and giving special attention 
to the needs of trainees in the health-
care professions. A report from another 
US healthcare institution affected by the 
same attack likewise notes the impor-
tance of institutional memory and the key 
role of non-physician healthcare workers 
— in that case, critical care pharmacists 
integrated into an ICU team — in main-
taining patient safety during the crisis.82 
Another key aspect of the present case 
is the identity of GWUH as a teaching 
institution. Medical trainees are some of 
the least experienced, most vulnerable to 
burnout, but also most flexible and innova-
tive stakeholders in the system, and should 
be routinely included in institutional 

planning for safety and resilience. Potential 
educational interventions to improve 
cyber-security preparedness (in addition to 
now-standard individual training modules) 
include team-based exercises or simula-
tion trainings featuring cyber attack or 
downtime situations.83 More broadly, an 
institutional ‘culture of safety’ approach to 
cyber security would incorporate beliefs, 
attitudes and actions across all levels as a 
bulwark against other threats to patient 
safety. Figure 4 summarises some of the 
common mechanisms of vulnerability and 
protective factors shared by pandemic, 
cyber and workforce-related threats to 
healthcare.

At the national level, more consistent 
and substantial support of the healthcare 
sector for preparedness is necessary to build 
resilience for a wide range of threats. The 
long-term impacts from the COVID-19 
pandemic are not yet fully known, but 
certainly there will be degradation of read-
iness from non-stop pandemic response, in 
addition to cyber attacks and other stressors 

Figure 4 Common vulnerabilities and protective factors in pandemic, cyber and workforce 
shortage crises in healthcare
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on healthcare systems. Investments in pre-
paredness and resilience should be made 
at all levels, including at the national level 
as health is an important component of 
national security and is on the frontlines 
of homeland defence. While succes-
sive and compounding crises threaten to 
deplete the national healthcare workforce, 
large-scale investment in restorative and 
safety-focused interventions in this sector 
would present an opportunity to recover 
from a generational crisis and to pre-emp-
tively strengthen vulnerable systems ahead 
of the next crisis.

Ultimately, the above recommendations 
seek to proactively prepare for the next 
crisis at the same time as confronting those 
already here. COVID-19, staffing short-
ages and data vulnerabilities are all part of 
the healthcare landscape. None of these 
crises have a foreseeable endpoint at this 
time, and so must be addressed in the long 
term. To manage these crises and those 
yet to manifest, infrastructure and funding 
streams must shift away from short-term/
reactive approaches to compounding 
crises, including the ones discussed in this 
paper, in favour of building workforce 
and infrastructure for resilience. Crises 
need not be disasters and they need not be 
catastrophes, but absent forethought and 
planning, the only response to a crisis is 
short-term, reactive survival mode. As the 
short term stretches into the long, survival 
mode becomes less and less sustainable, 
and unless addressed, it becomes a crisis 
of its own.

CONCLUSION
Medicine is a hard job worth doing well, 
and the regular challenges of its prac-
tice have been exacerbated by trends 
towards staffing shortages and the unique 
difficulties of the COVID-19 pandemic. 
Cyber attacks on healthcare organisations 
were increasing pre-pandemic and have 

increased again during it, exploiting digital 
and human vulnerabilities. Economic 
trends and policies in healthcare have 
shaped the confounding reality of health-
care worker burnout, ‘lean’ staffing and 
the increased complexity of medical care, 
creating a field rife with risk and short on 
the redundancies that provide for a more 
resilient response. The sprawling digital 
health infrastructure and overburdened 
healthcare workforce have proven them-
selves vulnerable to cyber criminals, with 
painful impacts on patient care and safety, 
as well as on institutional finances and 
reputations. It is imperative that healthcare 
institutions begin to reverse these trends, 
not merely by creating cyber security 
plans and contingencies, but by centring 
the needs of healthcare workers in this 
planning. Ultimately, preparing for future 
crises is safer and more sustainable than 
reacting to current, cascading crises, and 
investing in human capital pays dividends 
in resilience for the future.
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