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Distributed Channel Access for Control Over
Unknown Memoryless Communication Channels

Tahmoores Farjam , Member, IEEE, Henk Wymeersch , Senior Member, IEEE,
and Themistoklis Charalambous , Senior Member, IEEE

Abstract—We consider the distributed channel access
problem for a system consisting of multiple control subsys-
tems that close their loop over a shared wireless network.
We propose a distributed method for providing determin-
istic channel access without requiring explicit information
exchange between the subsystems. This is achieved by
utilizing timers for prioritizing channel access with respect
to a local cost which we derive by transforming the con-
trol objective cost to a form that allows its local compu-
tation. This property is then exploited for developing our
distributed deterministic channel access scheme. A frame-
work to verify the stability of the system under the resulting
scheme is then proposed. Next, we consider a practical
scenario in which the channel statistics are unknown. We
propose learning algorithms for learning the parameters of
imperfect communication links for estimating the channel
quality and, hence, define the local cost as a function of this
estimation and control performance. We establish that our
learning approach results in collision-free channel access.
The behavior of the overall system is exemplified via a
proof-of-concept illustrative example, and the efficacy of
this mechanism is evaluated for large-scale networks via
simulations.

Index Terms—Bandits, distributed deterministic channel
access, exploration–exploitation, stability analysis, wire-
less networked control systems (WNCSs).

I. INTRODUCTION

MODERN control environments involve various control
loops, each containing numerous spatially distributed

smart devices with sensing, actuating, and computing capabili-
ties. In wireless networked control systems (WNCSs), the wire-
less medium is used for information exchange between these
devices, which greatly facilitates fast and easy deployments
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at lower installation and maintenance costs than their wired
counterparts. Nevertheless, incorporating wireless channels in
control loops introduces new challenges that need to be ad-
dressed for realizing the full potential of WNCSs [2].

One of the key challenges of WNCSs is the unreliable nature
of wireless communication which leads to packet dropouts. In
contrast to classical control settings, where the communication
is assumed to be ideal, the effect of such imperfections can
no longer be neglected. In the seminal work [3], the impact
of lossy communication links in control loops was thoroughly
investigated. It was shown that the certainty equivalence prin-
ciple holds as long as the adopted network protocols guar-
antee packet acknowledgements/negative-acknowledgements
(ACK/NACKs). In addition, when only the link between the
sensor and the controller is unreliable, the closed-loop perfor-
mance can be investigated by considering the impact of packet
dropouts on the corresponding Kalman filter. As a result, the
prominent results obtained for sensor scheduling in remote esti-
mation for various channel models, communication, and energy
constraints can readily be adopted in respective WNCS settings;
see, e.g., [4]–[11].

Typically, WNCSs contain several control subsystems which
share the same communication resources. Due to the limited
available bandwidth, the wireless devices need to coordinate
for sharing the scarce and unreliable communication resources
efficiently to accomplish the control tasks and with a good
performance. This has led to a surge of research on the design
of effective resource allocation schemes in the last decade; see,
for example, the recent survey [12] and references therein. It
has been shown that finding the optimal schedule for multiple
subsystems that have access to multiple lossy channels requires
solving a mixed-integer quadratic program which is computa-
tionally infeasible for large systems [13], [14]. In the presence
of a central coordinator in the network, this can be overcome by
employing priority-based resource allocation schemes, which
determine the priorities dynamically with respect to a finite-
horizon criterion. Try-once-discard is one of the most well-
known schemes of this type which, at each frame, allocates the
channels to the subsystems with the largest discrepancy between
the true and estimated state values [15]. For the linear quadratic
Gaussian (LQG) control problem, the value of information (VoI)
contained in the sensors’ current observations for the network
was proposed as the priority measure in [16] and [17]. In a
similar context, the contribution of the loss of data packet for
a controller on the increase of the quadratic cost of the entire
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system was labeled as the cost of information loss (CoIL) in [18].
For decoupled systems, it was shown that minimizing the linear
quadratic cost is equivalent to prioritizing channel access with
respect to CoIL. In case of sensors with limited energy budget,
the energy expenditure can also be included in the objective or as
a constraint for determining transmission priorities as proposed
in [19]–[21].

In some scenarios, a central coordinator is nonexistent, thus
requiring the subsystems to coordinate in a distributed manner
for accessing the channels. The channel access in such settings
is often provided by implementing random medium access
schemes, which are incapable of taking the control performance
into account, e.g., ALOHA. However, a limited number of novel
deterministic solutions have emerged for resolving contention
over perfect channels showing promising results [22], [23]. In
this article, we consider the LQG scenario and address how the
scarce and unreliable communication resources can be allocated
in a distributed manner by proposing a priority-based channel
access scheme. This is achieved by adopting a variant of the
timer-based mechanism for CoIL (TBCoIL), which was initially
proposed in [23] for contention resolution over ideal communi-
cation channels. The proposed variant of this mechanism allows
for distributed channel access in settings where sensors have
access to multiple wireless channels subject to independent and
identically distributed (i.i.d.) packet dropouts. Moreover, this
mechanism leads to control-aware channel access as long as the
timer values are defined accordingly. To this end, we utilize the
concept of CoIL and show that the optimal timer setup requires
knowledge of the rate of packet dropouts. In practice, however,
the sufficient statistics of the probability distributions according
to which the packet dropouts happen are unknown. To enable
implementation in such practical scenarios, we propose a method
for learning the essential channel parameters online and in a
control-aware manner.

Applying learning methods in control problems has a long
history, being mostly centered around learning the unknown
system dynamics by reinforcement learning; see [24] for a
thorough literature review. However, only a limited number of
works consider learning methods in the context of scheduling
for WNCSs. In [25], the problem of sensor scheduling with
communication rate constraints over a single channel is ad-
dressed. After proving the threshold-like structure of the optimal
scheduling policy, iterative algorithms are designed to obtain the
optimal solution without knowing the packet dropout rate. In a
similar context, the relationship between the sample complexity
and stability margin of a system over an unknown memoryless
channel was investigated in [26]. Most recently, a multiarmed
bandit (MAB) approach was proposed for near-optimal resource
allocation [27]. In the case of multiple stable systems hav-
ing access to multiple known identical channels, the optimal
scheduling problem was solved by deriving the Whittle’s index
leading to promising performance at low computational cost. In
this article, we also utilize the celebrated results obtained for
MAB problems. However, our setup poses unique challenges
since it includes unstable subsystems, which need to coordinate
in a distributed manner for accessing multiple available chan-
nels. Furthermore, each wireless link can have a distinct packet

dropout rate which is unknown. To overcome these, we cast our
problem as a MAB one and propose a novel distributed solution,
which also takes the control performance into account.

The main contributions of this article can be summarized as
follows.

1) We propose a distributed channel access method for
WNCSs with multiple unreliable communication links.
This is achieved by extending the application of TBCoIL
to multi-channel wireless networks. We then utilize the
concept of CoIL to formulate the channel access problem
for minimizing the stage cost and show that utilizing
timers for solving this problem in distributed manner
requires a priori knowledge of the packet dropout rates.

2) We propose a framework for verifying the mean square
stability of the system under the proposed channel access
scheme. By modeling the packet arrival sequence as a
Markov chain and investigating its stationary distribution,
we derive the sufficient conditions that guarantee stability.
Furthermore, we illustrate how the proposed framework
can be utilized to determine stability in practical settings
where analytical expressions for the stationary distribu-
tion cannot be derived.

3) We additionally consider the practical scenario in which
the channel statistics are unknown a priori. We first
demonstrate how the well-known indexing policies de-
veloped for single-player MABs can be employed in
timers to solve multiplayer MABs in a distributed and
collision-free manner. Next, we cast the channel access
problem as a multiplayer MAB and introduce time-
varying weights for scaling the indices with respect to
the control performance. The resulting control-dependent
indices are then utilized in timers to solve the chan-
nel access problem in a distributed and control-aware
manner.

The remainder of this article is organized as follows. The
necessary preliminaries and system model are provided in Sec-
tion II. The proposed distributed channel access mechanism
for channels with known statistics is described in Section III
and stability conditions are derived. In Section IV, we use
the MAB approach for learning the unknown channel param-
eters and propose a novel method for concurrent distributed
channel access and learning. In Section V, we evaluate the
effectiveness of the proposed method by numerical simulations.
Finally, we draw conclusions and discuss future directions in
Section VI.

Notation: Z≥0 (Z>0) denotes the set of nonnegative (positive)
integers. The transpose, inverse, and trace of a square matrix
X are denoted by XT , X−1, and tr(X), respectively, while
the notation X � 0 (X � 0) means that matrix X is positive
semidefinite (definite). Sn

+ is the set of n by n positive semidefi-
nite matrices and the n by n identity matrix is represented by In.
E{·} represents the expectation of its argument and P{·}denotes
the probability of an event. fn(·) is the n-fold composition of
f(·), with the convention that f0(X) = X . The Euclidean norm
of a vectorx is denoted by ‖x‖ andσmax(X) denotes the spectral
radius of a matrixX . Finally, the cardinality of a setX is denoted
by |X |.
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Fig. 1. Example of the WNCS layout where N subsystems compete
to access a shared wireless channel j. Pi represents the plant of
subsystem i ∈ {1, . . . ,N}, with Si, Ei, and Ci being its sensor, estimator,
and controller, respectively. Note that the timer is embedded in the smart
sensor and determines whether x̂s

i,k|k is transmitted from Si to Ei.

II. SYSTEM MODEL AND PRELIMINARIES

The schematic diagram of the WNCS under consideration
is depicted in Fig. 1. Each subsystem consists of an unstable
dynamical process, a dedicated local controller, smart sensor,
and estimator. We assume the actuators are collocated with the
controllers, but the sensors need to transmit their data over a
capacity-constrained time-slotted network. We consider the sce-
nario in which the subsystems exchange no explicit information
and they coordinate for channel access in a distributed manner.1

The effects of state quantization and transmission delays are
considered negligible and are thus ignored henceforth.

A. Local Processes and Measurements

The process dynamics are assumed to be unstable and mod-
eled by the following linear time-invariant (LTI) stochastic
process:

xi,k+1 = Aixi,k +Biui,k + wi,k, (1)

yi,k = Cixi,k + vi,k (2)

where xi,k ∈ Rni , yi,k ∈ Rpi , and ui,k ∈ Rmi are the states,
outputs measured by the sensor, and inputs of subsystem i
at time step k, respectively. Ai, Bi, and Ci are the system,
input, and output matrices of appropriate dimensions, and to
avoid trivial cases, we assume that σmax(Ai) > 1 for all i.
Moreover, wi,k and vi,k are the uncorrelated zero-mean Gaus-
sian disturbance and measurement noise, respectively, with
respective covariances Wi � 0, and Vi � 0. The initial state
xi,0 is also a Gaussian random variable with mean x̄i,0 and
covariance Xi,0 � 0, which is independent of wi,k and vi,k, i.e.,
E{xi,0w

T
i,k} = E{xi,0v

T
i,k} = 0 for all k.

Each sensor is assumed to have enough computational power
for preprocessing the measurement data. Similar to the typical
configuration considered in remote estimation, we consider
the scenario in which the sensors compute the state estimate

1The term decentralized control is often used to describe scenarios in which
determining the control inputs requires no explicit information exchange be-
tween subsystems. In this article, we use the term distributed to describe the
channel access problem in accordance with the WNCSs literature [12].

and transmit that rather than the raw measurement. The re-
sulting estimator outperforms the one based on raw (unpro-
cessed) measurements since it results in smaller error covari-
ance while offering tighter stability conditions [28], [29]. Let
Is
i,k = {yi,0, . . . , yi,k} denote the available information set at

the sensor of subsystem i at time k and define

x̂s
i,k|k−1 � E{xi,k|Is

i,k−1}, x̂s
i,k|k � E{xi,k|Is

i,k},
P s
i,k|k−1 � E{(xi,k − x̂s

i,k|k−1)(xi,k − x̂s
i,k|k−1)

T|Is
i,k−1},

P s
i,k|k � E{(xi,k − x̂s

i,k|k)(xi,k − x̂s
i,k|k)

T|Is
i,k}.

Due to the availability of complete observation history, the
sensor can compute the minimum mean square error estimate of
the state by running a local Kalman filter which computes x̂s

i,k|k
to be transmitted to the corresponding estimator recursively by

x̂s
i,k|k−1 = Aix̂

s
i,k−1|k−1 +Biui,k−1,

P s
i,k|k−1 = hi(P

s
i,k−1|k−1),

Ki,k = P s
i,k|k−1C

T
i (CiP

s
i,k|k−1C

T
i + Vi)

−1,

x̂s
i,k|k = x̂s

i,k|k−1 +Ki,k(yi,k − Cix̂
s
i,k|k−1),

P s
i,k|k = gi ◦ hi(P

s
i,k−1|k−1)

where the functions h, g : Sn
+ → Sn

+ are defined as

hi(X) � AiXAT
i +Wi,

gi(X) � X −XCT
i (CiXCT

i + Vi)
−1CiX.

By assuming that the pair (Ai, Ci) is observable and
(Ai,W

1/2
i ) is controllable, gi ◦ hi(X) = X has a unique posi-

tive semidefinite solution. We denote this solution by P i which
represents the steady-state error covariance of subsystem i. In
such settings, it is commonly assumed that the Kalman filter
has entered steady state since the a posteriori error covari-
ance converges to P i exponentially fast for any initial condi-
tions [30]. Since all the parameters for evaluating gi ◦ hi(X)=
X are known, we initiate the filter from P s

i,0|−1=hi(P i) and
x̂s
i,0|−1=0 to ensure that it is already in steady state.

B. Imperfect Communication

Let N and M denote the index set of subsystems and
available channels, respectively, with |N | = N and |M| = M .
The problem of scheduling typically arises when the shared
communication resources are limited, i.e., M < N , as is the
case considered here. Let the decision variable δi,j,k ∈ {0, 1}
represent whether subsystem i transmits on channel j at time
step k as follows:

δi,j,k =

{
1, x̂s

i,k|k is transmitted on channel j

0, otherwise.

We assume packet ACK/NACKs are guaranteed at each
time instant and define another binary variable γi,j,k such that
γi,j,k=1 corresponds to the event of successful packet recep-
tion given that δi,j,k = 1; otherwise, γi,j,k = 0. Similarly, to
represent whether a subsystem i receives the data packet at k,
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regardless of the selected channel, we define an additional binary
variable θi,k as

θi,k =

{
1,

∑
j∈M γi,j,k = 1

0, otherwise.

To ensure collision-free channel access, we impose a con-
straint on the network such that a channel can only be accessed
by one subsystem at a given time∑

i∈N
δi,j,k ≤ 1, ∀j,∀k. (3)

Moreover, since it is assumed that one slot is enough to convey
all the information from the sensor to the estimator at each time
slot k, each subsystem can use one channel at most, i.e.,∑

j∈M
δi,j,k ≤ 1, ∀i, ∀k. (4)

The communication channels in this work are nonideal and
thus prone to packet dropouts due to the effects of phenomena
such as multipath fading, shadowing, interference, etc. This un-
reliability can be taken into consideration by modeling the packet
dropouts over each channel as i.i.d. Bernoulli random sequences
and, consequently, the probability of successful transmission
satisfy a Bernoulli distribution with mean qi,j ∈ (0, 1]. Using
the introduced decision variables, the probability of successful
packet delivery over a wireless link is given by

P{γi,j,k = 1|δi,j,k = 1} = qi,j . (5)

C. Control and Estimation

In this article, the standard quadratic cost over the infinite
horizon is chosen as the performance metric. This cost is defined
as

J0:∞ = lim
K→∞

1

K
E

{
K−1∑
k=0

∑
i∈N

(
xT
i,kQixi,k + uT

i,kRiui,k

)}

(6)

whereQi � 0 andRi � 0 are weighting matrices of appropriate
dimensions. As long as the channel access decisions are inde-
pendent of the control inputs, the certainty equivalence principle
holds and the optimal controller for minimizing this cost is linear
and obtained by ui,k = Li,∞x̂k|k, where Li,∞ is the optimal
feedback gain given by

Li,∞ = −(BT
i Πi,∞Bi +Ri)

−1BT
i Πi,∞Ai

where Πi,∞ is the positive semidefinite solution of discrete-time
algebraic Riccati equation (DARE)

Πi,∞ = AT
iΠi,∞Ai +Qi − LT

i,∞(BT
i Πi,∞Bi +Ri)Li,∞

which always exists due to perfect actuation links and assuming
that the pairs (Ai, Bi) and (Ai, Q

1/2
i ) are controllable and

observable, respectively [31]. The local estimator computes
the state estimate, denoted by x̂i,k|k, based on the informa-
tion received from the sensor. Let ti,k � min{κ ≥ 0 : θi,k−κ =
1} denote the time elapsed since the most recent successful
transmission. Based on its locally available information, i.e.,

Ii,k = {θi,1, x̂s
i,1|1θi,1, . . . , θi,k, x̂

s
i,k|kθi,k}, the estimator com-

putes

x̂i,k|k = (Ai +BiLi,∞)ti,k x̂s
i,k−ti,k|k−ti,k

,

Pi,k|k = h
ti,k
i (P i)

where Pi,k|k � E{ei,k|keT
i,k|k|Ii,k} denotes the error covari-

ance at the estimator with the error being defined as ei,k|k �
xi,k − x̂i,k|k. Moreover, P i is the steady-state a posteriori error
covariance at the corresponding sensor.

D. Cost of Information Loss

The concept of CoIL was introduced in [18] to quantify the
additional cost incurred due to the loss of information. Let
Fk ⊆ N denote the set of subsystems that transmit their data
packet at k and Fk � N \ Fk. Furthermore, we define E0

i,k as
the cost of subsystem i in case it does not receive any data at k;
similarly, E1

i,k is the cost when this subsystem receives its data
packet. Let ji : Fk → M denote the index j with δi,j,k = 1 for
i ∈ Fk. At the beginning of time slot k, the expected value of
the stage cost, denoted by Jk, can be written as

E{Jk|Ik−1,Fk,Q}
=

∑
i∈Fk

E0
i,k +

∑
i∈Fk

(
E0

i,k(1− qi,ji) + E1
i,kqi,ji

)

=
∑
i∈N

E0
i,k +

∑
i∈Fk

(
E1

i,k − E0
i,k

)
qi,ji

=
∑
i∈N

E0
i,k −

∑
i∈Fk

CoILi,kqi,ji (7)

where Ik−1 � ∪i∈NIi,k−1 is the available information at the
beginning of time slot k, Q � {qi,j : ∀i ∈ N , ∀j ∈ M} con-
tains the probability of successful transmission over each
wireless link, and CoILi,k � E0

i,k − E1
i,k denotes the CoIL.

Consequently, minimizing the expected cost is equivalent to
finding Fk such that the last term is maximized. CoILi,k can
be construed as the amount a subsystem i increases the entire
cost, in case it receives no data packet at k.

E. Timer-Based Mechanism

The timer-based mechanism, denoted as TBCoIL, was first
proposed in [23] for providing channel access in networked
control systems (NCSs). This mechanism is able to provide
collision-free distributed channel access in capacity constrained
networks with no packet dropouts. TBCoIL is based on the idea
of assigning a local timer to each subsystem i. At each time step
k, the value of each timer is calculated by

τi,k =
λ

mi,k
(8)

where mi,k is a nonzero cost which represents how critical the
data packet of subsystem i is at time k. By choosing a cost
that can be calculated by the local information as mi,k, all
subsystems can set their timers without requiring any explicit
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information exchange. Note that λ in (8) can be interpreted as
a tuning parameter which allows for adjusting the duration of
the contention period based on the requirements. By using an
identical value for λ in all subsystems, the subsystem with the
largest cost will have the smallest timer.

At the beginning of each transmission slot, subsystems cal-
culate (8) and start their timer from the obtained value. The
timer of the subsystem with the largest cost reduces to zero first
and the corresponding subsystem sends a short-duration flag
packet on the network which informs the remaining contestants
to stop their timers and back off to avoid collisions. Then, this
subsystem transmits its data packet for the remaining duration of
the slot. As the next transmission slot begins, the timers are reset
to newly calculated values and the same procedure is repeated.
Note that the timer is embedded in the sensor where the local
computations are being done for deciding whether to access the
channel as depicted in Fig. 1. The idea of this mechanism in
which the timer is a function of the channel quality only is a
celebrated result in wireless cooperative networks [32].

III. DISTRIBUTED CHANNEL ACCESS MECHANISM

We first modify TBCoIL to extend its application to the case
where multiple imperfect channels are available. We assume that
each subsystem is equipped with M independent timers, i.e., a
separate timer for each channel. Similar to the original method,
the timer values are inversely proportional to the local cost and
are determined by

τi,j,k =
λj

mi,j,k
(9)

where λj is a constant specific to channel j ∈ M but is identical
for all i, and the nonzero local cost, denoted by mi,j,k, is
calculated individually for each channel. For simplicity, we will
assume that λj is the same for all channels, i.e., λj = λ for
all j.

As the transmission slot begins, subsystems start their timers
from (9). The smallest timer corresponds to the largest cost and
thus the highest priority. Let {i∗, j∗} = arg mini,j{τi,j,k}which
represent the indices of the smallest timer at k. As this timer
reaches zero, subsystem i∗ transmits a short-duration flag packet
on channel j∗ immediately, which informs other subsystems
to stop their timers for j∗ and back off. Simultaneously, i∗

stops the rest of its timers, i.e., withdraws from competition
for other channels, and transmits its data packet on j∗ without
collision. Meanwhile, the remaining subsystems compete for
the remaining available resources until all M channels have
been allocated. Therefore, this mechanism inherently satisfies
constraints (3) and (4). Similar to the original method, as the
time slot ends, all timers are reset (based on the newly calculated
local costs) and the entire procedure is repeated in the next time
slot.

Remark 1: The idea of assigning multiple timers to sub-
systems can be realized by assuming that each subsystem is
equipped with a single real-time clock. The value of an imag-
inary timer assigned to a specific channel can equivalently be
represented by a checkpoint on the elapsed time of the clock from

the beginning of the respective time slot. As the clock reaches
the first checkpoint, i.e., the smallest timer expires, the corre-
sponding channel is claimed and all the remaining checkpoints
are removed, which can be interpreted as withdrawing from
competition for the remaining resources. Furthermore, if a flag
packet is received on a channel, the corresponding checkpoint is
neglected which is equivalent to backing off for avoiding packet
collision.

A. Timer Setup

The main challenge for implementing the proposed channel
access mechanism is quantifying the local cost such that it
corresponds to control performance while, to avoid explicit
information exchange, it is a function of the local information
only. We first start by breaking down the quadratic cost of the
system to identify the components that are affected by channel
access decisions and derive the associated CoIL. As we will
show, local information is sufficient for computing CoIL, and
we can utilize it in timers for solving the control-aware channel
access problem in a distributed fashion.

Lemma 1: Consider the cost criterion defined in (6). The stage
cost at k is given by

Jk =
∑
i∈N

tr(Πi,∞Wi) +
∑
i∈N

tr(Γi,∞E{Pi,k|k}) (10)

where Γi,∞ = LT
i,∞(BT

i Πi,∞Bi +Ri)Li,∞.
Proof: Considering a finite horizon, the linear quadratic cost

(6) can be written as [33, Lemma 6.1, Ch. 8]

J0:K−1 = E

{∑
i∈N

xT
i,0Πi,0xi,0

}
+ E

{
K−1∑
k=0

∑
i∈N

wT
i,kΠi,kwi,k

}

+ E

{
K−1∑
k=0

∑
i∈N

(xi,k − x̂i,k|k)TΓi,k(xi,k − x̂i,k|k)

}

where Πi,k is determined by solving the standard DARE over
the finite horizon K and is used accordingly for obtaining the
associated matrices Li,k and Γi,k. Note that the covariance of
the process noise is time-invariant. Hence, using [33, Lemma
3.3, Ch. 8] yields

J0:K−1=
∑
i∈N

tr
(
Πi,0(x̄i,0x̄

T
i,0+Xi,0)

)
+

K−1∑
k=0

∑
i∈N

tr (Πi,kWi)

+
K−1∑
k=0

∑
i∈N

tr(Γi,kE{ei,k|keT
i,k|k})

=
∑
i∈N

tr
(
Πi,0(x̄i,0x̄

T
i,0+Xi,0)

)
+

K−1∑
k=0

∑
i∈N

tr (Πi,kWi)

+
K−1∑
k=0

∑
i∈N

tr(Γi,kE{Pi,k|k})

where the first equality results from the zero-mean property of
wi,k, the definition of ei,k|k � xi,k − x̂i,k|k and recalling that
Xi,0 and Wi are the covariance matrices of the initial state and
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process disturbance. Moreover, the last equality follows from the
law of total expectation and the definition of the error covariance.
Therefore, by considering the infinite horizon and using the
steady-state values Γi,∞ and Πi,∞ for all i, the stage cost at
k is determined by (10).

We are now ready to derive CoIL by examining how the
channel access decisions impact the stage cost in (10).

Lemma 2: The CoIL for each subsystem can be
formulated as

CoILi,k = tr
(
Γi,∞

[
h
ti,k−1+1
i (P i)− P i

])
. (11)

Proof: Following the same procedure as (7) yields

E{Jk|Ik−1,Fk,Q} =
∑
i∈N

tr(Πi,∞Wi)

+
∑
i∈N

tr
(
Γi,∞E

{
Pi,k|k|Ii,k−1,Fk,Q

})

=
∑
i∈N

tr(Πi,∞Wi) +
∑
i∈Fk

tr
(
Γi,∞h

ti,k−1+1
i (P i)

)

+
∑
i∈Fk

tr
(
Γi,∞P i

)
qi,ji

+
∑
i∈Fk

tr
(
Γi,∞h

ti,k−1+1
i (P i)

)
(1− qi,ji)

=
∑
i∈N

tr
(
Πi,∞Wi + Γi,∞h

ti,k−1+1
i (P i)

)

−
∑
i∈Fk

tr
(
Γi,∞

[
h
ti,k−1+1
i (P i)− P i

])
qi,ji . (12)

Thus, by comparing this result with the definition in (7), CoIL
is obtained by (11).

Since minimizing (12) is equivalent to maximizing the last
term, the optimal resource allocation at time slot k can be
formulated as

max
Δk

∑
i∈N

∑
j∈M

CoILi,kqi,jδi,j,k

subject to (3) and (4) (13)

where CoIL is given by (11) and Δk is a binary matrix that
includes all the optimization variables at time k, i.e.,

Δk �

⎡
⎢⎢⎢⎢⎣
δ1,1,k . . . δ1,M,k

δ2,1,k . . . δ2,M,k

...
...

δN,1,k . . . δN,M,k

⎤
⎥⎥⎥⎥⎦ .

Note that this optimization problem can be rewritten as a
generic assignment problem (see [18]) and solved efficiently in a
centralized manner by adopting methods such as the Hungarian
method [34]. Nevertheless, we aim at solving this problem in a
distributed manner. As mentioned earlier, if the local information
is sufficient for determining the cost mi,j,k in (9), implement-
ing the timer-based mechanism ensures that channel access is

granted to the subsystems with the highest cost in a distributed
fashion. Given that qi,j is known for all i and j, as computation
of CoIL in (11) only requires local information, the product in
(13) can be used as mi,j,k in timers, i.e.,

τi,j,k =
λ

CoILi,kqi,j
. (14)

The first M timers that expire, each for a different channel,
determine the transmitting subsystems and the corresponding
claimed channels. As a result, this setup provides a distributed
solution to (13). Since qi,j has Lebesgue measure zero, as-
suming negligible propagation delays and one-bit flags ensures
that channel access is collision-free. Even in homogeneous
networks, i.e., network containing subsystems with identical
dynamics, timers lead to collision-free channel access since
qi,j’s are distinct despite (possibly) identical values for CoILi,k.
Note that computation of CoIL only requires knowledge of
the system parameters, initial condition P i, and the age of the
last successfully received packet, i.e., ti,k. Therefore, it can be
determined independently of the measurements which allows
for implementing the timers away from the sensor that takes the
measurements, thus leading to more flexible architectures.

Remark 2: At each time instant κ, the optimal resource allo-
cation problem for minimizing (6) over a finite horizon can be
formulated as

min
Δκ,...,ΔK

K∑
k=κ

∑
i∈N

tr
(
Γi,kPi,k|k

)
(15a)

subject to Pi,k|k =
∑
j∈M

δi,j,kqi,jP i

+

⎛
⎝1−

∑
j∈M

δi,j,kqi,j

⎞
⎠hi(Pi,k−1|k−1)

(15b)

i ∈ N , k ∈ {κ, . . . ,K}, K ≥ κ, (3), (4).
(15c)

This is a mixed-integer optimal control problem (MIOCP)
formulated in discrete time. Due to the extreme difficulty of
solving this problem, approximate solutions can be obtained by
adopting the partial outer convexification approach and utilizing
numerical solvers as discussed in [13]. Although the formulation
in (13) provides the solution over a single time step, in addition
to computational efficiency, it facilitates distributed implemen-
tation as mentioned earlier.

Remark 3: Application of TBCoIL and its proposed variant
is not limited to networks consisting of LTI processes with LQG
controllers. Nevertheless, for the system described in Section II,
CoIL is only a function of locally available information, and,
thus, it enables control-aware distributed channel access with
timers. The same method can be applied in other scenarios, e.g.,
nonlinear systems, as long as the control objective is defined
such that computation of CoIL requires no explicit information
exchange between subsystems.
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B. Stability Analysis

We investigate the stability of the WNCS under the proposed
channel access scheme by considering the Lyapunov mean
square stability criterion. For ease of exposition, the subscript
corresponding to the index of the subsystem is dropped in
Definition 1 and Lemma 3 since only a single subsystem is
considered.

Definition 1 (Lyapunov mean square stability [35]): The
equilibrium solution is said to possess stability of the second
moment if given ε > 0, there exists ξ(ε) such that ‖x0‖ < ξ
implies

E{‖xk‖2} < ε. (16)

Lemma 3: For the closed-loop systems considered in this
work, there exists ϕ satisfying 0 < ϕ < ε, such that (16) is
equivalent to

tr
(
E{Pk|k}

)
< ϕ. (17)

Proof: LetAL = A+BL∞. The state dynamics can be writ-
ten as

xk+1 = ALx̂k|k +Aek|k + wk

which yields

E{‖xk+1‖2 |Ik} = tr
(
AT

LALx̂k|kx̂T
k|k

)
+ tr

(
ATAPk|k

)
+ tr(W )

since wk is zero-mean and independent of x̂k|k and ek|k, and
E{ek|k|Ik} = E{xk|Ik} − x̂k|k = 0. From the law of total ex-
pectation, it follows that

E{‖xk+1‖2} = tr
(
AT

LALE{x̂k|kx̂T
k|k}

)
+ tr

(
ATAE{Pk|k}

)
+ tr(W ) (18)

which, in accordance with Definition 1, must be bounded. Then,
for the second term, we obtain [36, Fact 8.12.28]

tr
(
ATAE{Pk|k}

) ≤ σmax(A
TA) tr

(
E{Pk|k}

)
which is bounded if E{Pk|k} < ∞. The certainty equivalence
principle holds, and, thus, the adopted controller ensures mean
square boundedness of the state estimate, which in turn ensures
boundedness of the first term in (18). Since the first and last terms
of (18) are nonnegative and bounded, the stability condition (16)
only depends on the boundedness of E{Pk|k}. Hence, xk is
Lyapunov stable in the mean square sense if and only if there
exists 0 < ϕ < ε such that tr(E{Pk|k}) < ϕ.

As a result of Lemma 3, stability of the WNCS under the pro-
posed channel access scheme can be guaranteed as long as, for all
i ∈ N , there exists 0 < ϕi < ∞ such that tr(E{Pi,k|k}) < ϕi.
To this end, we exploit the fact that the number of consecutive
packet dropouts determines the error covariance at the estimator,
i.e.,

Pi,k|k = hti,k(Pi) =

ti,k∑
c=0

Ac
iPiA

T
i
c
+

ti,k∑
c=1

Ac
iWiA

T
i
c

(19)

Fig. 2. Two-dimensional Markov chain modeling the evolution of
(t1,k, t2,k) in a WNCS where two subsystems share a single channel.
Here, the transition probabilities ρ1, ρ2, and ρ3 correspond to (21a),
(21b), and (21c), respectively.

where
∑0

c=1 � 0. By showing that the process ti,k is an er-
godic Markov chain, its stationary distribution can be utilized to
determine the boundedness of E{Pi,k|k}. We first demonstrate
how the Markov chain can be constructed and analyzed, through
an illustrative example, and subsequently derive the stability
conditions.

Example 1: Consider a WNCS consisting of two unstable
subsystems that share a single channel, i.e., N = 2 and M = 1,
where the timers are set according to (14) for providing channel
access. Let S = Z≥0 × Z≥0 denote the state-space of a two-
dimensional Markov chain. For any m ∈ Z≥0 and l ∈ Z≥0, we
denote the respective state by (m, l) ∈ S , which corresponds to
t1,k = m and t2,k = l. To determine the transition probabilities,
we define the state-dependent action by

a(m,l) =

{
0, if Subsystem 1 claims the channel

1, if Subsystem 2 claims the channel
(20)

which indicates the outcome of employing the timers in (14). For
each state (m, l), CoIL for each subsystem can be determined
from (11). Furthermore, the probability of successful transmis-
sion over each wireless link is known and time-invariant. Hence,
the timer values and the resulting channel access decision at each
state can be determined regardless of the time instant k which is
represented by the state-dependent deterministic action in (20).

Let 0 < qi ≤ 1 be the probability of successful transmission
for subsystem i ∈ {1, 2} and also let pi � 1− qi. Note that
subscript j is dropped since only a single channel is available.
The transition probabilities are given by

P
{
(0, l + 1) | (m, l), a(m,l)

}
� ρ1 = (1− a(m,l))q1, (21a)

P
{
(m+ 1, 0) | (m, l), a(m,l)

}
� ρ2 = a(m,l)q2, (21b)

P
{
(m+ 1, l + 1) | (m, l), a(m,l)

}
� ρ3

= (1− a(m,l))p1 + a(m,l)p2 (21c)
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where (m, l) ∈ S and P{·|·, a} = 0 for other cases. Fig. 2
depicts the Markov chain modeling evolution of ti,k’s.

In order to form the transition probability matrix in a compact
form, we define the state set Mm � ∪l∈Z≥0

(m, l) for a given
m ∈ Z≥0. In other words,Mm features all the states with t1,k =
m. The transition probability matrix from Mm to Mm+1 can
be expressed as

Pm =

⎛
⎜⎜⎝
ρ2 ρ3 0 . . .

ρ2 0 ρ3 . . .
...

...
...

. . .

⎞
⎟⎟⎠

where Pm(l, l′) = P{(m+ 1, l′)|(m, l)} and first row and col-
umn indices are zero, i.e., l, l′ ≥ 0. Moreover, the transition
probability matrix from Mm to M0 is given by

Qm =

⎛
⎜⎜⎝
0 ρ1 0 . . .

0 0 ρ1 . . .
...

...
...

. . .

⎞
⎟⎟⎠

where Qm(l, l′) = P{(0, l′)|(m, l)} and the row and column
indexing starts from zero. As a result, the transition probability
of the Markov chain can be expressed as

T =

⎛
⎜⎜⎝
Q0 P0 0 . . .

Q1 0 P1 . . .
...

...
...

. . .

⎞
⎟⎟⎠ .

Note that since M < N , the state (0, 0) exists only when the
system is initiated and can safely be ignored. This state can be
excluded from the analysis by removing the first row and column
of T , which is denoted by T̂ . Thus, the resulting Markov chain
has a single communicating class and is irreducible, aperiodic
and, since qi > 0, it is positive recurrent. As a result [37, Ch. 1],
this chain always has a limiting distribution π = [π0,π1, . . .]
where πm = [π(m,0), π(m,1), . . .], which is the unique solution
to

πT̂ = π π1 = 1 (22)

where1 is the all-ones column vector of appropriate dimensions.
The vector π found by solving (22) can be used to determine
μi(t) � P{ti,k = t} which is crucial in the remaining of this
section. For the illustrative case considered in this example, we
have

μ1(t) � P{t1,k = t} =

∞∑
l=0

π(t,l), (23)

μ2(t) � P{t2,k = t} =

∞∑
m=0

π(m,t). (24)

The method of Example 1 can readily be applied in larger
WNCSs to form the Markov chain that models the evolution of
ti,k’s. The states of the chain in such general settings represent
(m1,m2, . . . ,mN ), where mi = ti,k. Furthermore, the transi-
tion probabilities are determined by the state-dependent actions
that result from the interaction ofN×M state-dependent timers.

This leads to an N -dimensional irreducible, aperiodic, and pos-
itive recurrent Markov chain with a corresponding transition
probability matrix T̂ . Therefore, the limiting distribution of this
Markov chain can be used to determine the unique solution of
(22). Therefore, μi(t) can be determined for all i and t, which,
as we show next, is crucial for examining whether tr(E{Pk|k})
is bounded as required by Lemma 3.

Theorem 1: The proposed channel access method stabilizes
the WNCS in the sense of Definition 1, if, for all i ∈ N , the
following condition holds:

lim
t→∞μi(t)

1/t <
1

σ2
max(Ai)

. (25)

Proof: Due to the ergodicity of the Markov chain, taking the
limit of the expected value of (19) yields

lim
k→∞

E{Pi,k|k} =

∞∑
t=0

μi(t)

t∑
c=0

(Ac
iPiA

T
i
c
)

+

∞∑
t=0

μi(t)

t∑
c=1

(Ac
iWiA

T
i
c
). (26)

Subsequently

∥∥∥∥ lim
k→∞

E{Pi,k|k}
∥∥∥∥ ≤ (

∥∥Pi

∥∥+ ‖Wi‖)
∞∑
t=0

μi(t)

t∑
c=0

‖Ac
i‖2 .

(27)

Similar to the proof of [38, Theorem 1], by Cauchy’s root test,
this series is convergent if

lim
t→∞μi(t)

1/t
∥∥At

i

∥∥2/t < 1 (28)

and applying Gelfand’s formula yields

σ2
max(Ai) lim

t→∞μi(t)
1/t < 1. (29)

Hence, if (25) holds for all i ∈ N , the upper bound in (27)
exists which itself guarantees that 0 < ϕi < ∞ exists such that
tr(E{Pi,k|k}) < ϕi, thus concluding the proof.

In case the closed-form expression for μi(t) is known, The-
orem 1 can readily be utilized to verify stability. In general,
however, finding a closed-form expression might not be possible
as it is the case in Example 1. Nevertheless, as it will be
demonstrated in Section V, the p-series convergence test can be
used in practice to examine stability within the same framework.

Remark 4: It should be noted that although one of the tran-
sition probabilities in (21) is inevitably zero, all states can be
reached with a nonzero probability. This is due to the fact that
ht
i(X) is a monotonically increasing function of t [39, Lemma

A.3]. More specifically, assume that for a given state (m, l),
the parameters are such that Subsystem 1 has a smaller timer
which means that a = 0. From (21), it follows that P{(m+
1, 0)|(m, l), a} = 0. Nonetheless, there exists a state (m, l′)with
l′ > l such that CoIL of Subsystem 2 is large enough to result in a
smaller timer value than Subsystem 1. Therefore, in state (m, l′),
the actions is a = 1 and thus P{(m+ 1, 0)|(m, l′), a} = q2.
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IV. CHANNEL ACCESS OVER UNKNOWN

MEMORYLESS CHANNELS

A. Problem Statement

Optimal resource allocation requires knowledge of the exact
values of qi,j’s which describe the time-invariant distributions
of the time-varying channels. Due to the dynamic nature of
the considered subsystems and the changing environment, the
coherence time of the channel is relatively small and fast fading
occurs, rendering it impossible to have instantaneous channel
state information acquisition. In such settings, learning methods
can be applied to gain knowledge of the underlying channel
statistical parameters, which are assumed to change very slowly
with respect to the coherence time. Despite the abundance of
existing learning algorithms which are applicable to standard
wireless networks, adopting a suitable learning algorithm in our
problem is challenging due to two setup-related reasons: 1) the
considered WNCS structure allows no information exchange
between subsystems and thus the learning method should be
compatible with distributed implementation; 2 since the main
objective is minimizing the quadratic cost, the adopted algorithm
should be compatible with the proposed timer-based mecha-
nism. More specifically, channel statistics cannot be learned
separately without taking into account CoIL. We aim at devising
a novel distributed method which aims at maintaining a good
control performance while learning the channel statistics.

B. MAB Approach

MAB problem refers to optimal sequential allocation in un-
known random environments. In classic single-player stochastic
MAB, a player has access to multiple, sayM , independent arms.
The player pulls an arm j ∈ M at each round which yields a re-
ward drawn randomly from an unknown probability distribution
specific to that arm. Since the player has no prior knowledge of
the reward distributions, he might play an inferior arm in terms
of reward. We define regret as the difference between the reward
obtained from playing the best arm and the player’s choice. Let
rj,k and Ik denote the instantaneous reward obtained from arm j
and the selected arm at roundk, respectively. Then, the (external)
regret up to round K is defined by

RK = max
j∈M

E

{
K∑

k=1

rj,k

}
− E

{
K∑

k=1

rIk

}
. (30)

The objective is to find a policy for selecting the arms, i.e., to
determine Ik at each round k, such that this regret is minimized
over the game horizon. The performance of a policy relies on
how it addresses the exploration/exploitation dilemma: search-
ing for a balance between exploring all arms to learn their reward
distribution while playing the best arm more often to gain more
reward.

The channel selection problem for a single subsystem can
be conveniently cast as a single-player MAB. In this scenario,
channels represent arms and playing an arm corresponds to
claiming a channel for packet transmission. We adopt a binary
rewarding scheme (rj,k ∈ {0, 1}), where, in case of a successful

transmission, a unit reward is obtained over the corresponding
channel (rIk = 1); otherwise, no reward is earned (rIk = 0). The
channels are independent and packet dropouts are i.i.d. random
and, subsequently, the rewards are i.i.d. random. The mean of the
Bernoulli distribution of rewards over each channel corresponds
to the probability of successful transmission (5). Therefore, by
adopting a suitable policy, after an initial exploration phase, the
channel with the best quality is exploited for maximizing the
success rate or, equivalently, the reward.

Index policies are a class of solutions to this problem, which
assign an index to each arm and play the one with the largest
index. One of the main categories of the methods that belong to
this class are based on upper confidence bound (UCB). These
policies estimate an upper bound of the mean reward of each
arm at some fixed confidence level and determine the indices
accordingly. One of the celebrated results based on this idea is
UCB1, a policy introduced in [40]. In this policy, at each round
k, the UCB of the mean reward, denoted by q̂j,k, is calculated
and the arm with the largest q̂j,k is played. In this work, we
use a slightly modified version of UCB1 to ensure collision-free
channel access. More specifically, we calculate q̂j,k by

q̂j,k = r̄j,k +

√
2 ln zk

zj,k + εj,k
(31)

where, similar to the UCB1 algorithm, zk is the total number of
plays, zj,k denotes the number of plays of arm j up to k, and
r̄j,k is the average reward obtained from playing arm j up to k,
i.e.,

r̄j,k =

∑k
κ=1 rj,κ1Iκ=j

zj,k

where 1Iκ=j is 1 when arm j played at round κ is j. More-
over, differently from the original algorithm, we also employ
a uniformly distributed random variable εj,k ∼ U(a, b) in the
exploration term of (31). This ensures that the UCBs are distinct
during the initial exploration phase of the algorithm, thus en-
abling collision-free channel access with timers. Furthermore,
since zj,k ∈ Z≥0, choosing small values for a and b ensures
that convergence of (31) is not disrupted as demonstrated in
Section V-B. Note that the index of the played arm at k is given
by

Ik = arg max
j∈M

q̂j,k.

The problem of distributed channel access in standard wire-
less networks, unlike WNCSs, only concerns maximizing
throughput without considering the importance of the contents
of the data packets [41]. This problem can be cast as a multi-
player MAB where, given the aforementioned binary rewarding
scheme is adopted, the maximum reward at each time step k is
given by optimal resource allocation according to

max
δi,j,k∈{0,1}

∑
i∈N

∑
j∈M

qi,jδi,j,k (32)

subject to constraints (3) and (4). Since the reward distribution
over each wireless link is assumed to be time-invariant, the
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optimal decision variables are likewise time-invariant. Conse-
quently, subscript k is dropped and we denote the solution by
δq∗i,j . As a result, regret is given by

RK = K
∑
i∈N

∑
j∈M

qi,jδ
q∗
i,j −

K∑
k=1

∑
i∈N

qi,Ii,k (33)

where Ii,k denotes the index of the selected channel by subsys-
tem i at round k. By implementing suitable policies, one can
ensure that this regret grows logarithmically.

C. Distributed Channel Access Algorithm

We first cast our problem as a multiplayer MAB and then
propose a novel indexing policy for addressing the explo-
ration/exploitation dilemma with respect to the control perfor-
mance in a distributed manner. Since our goal is to minimize
the quadratic cost, with a slight abuse of notation, we define the
cost regret up to time K as

Rcost,K =

K∑
k=1

min
Fk

E{Jk|Ik−1,Fk}

−
K∑

k=1

min
Fk

E{Jk|Ik−1,Fk,Q}. (34)

The aim of the policy is to, without any prior knowledge
of the channel qualities, determine the subset of subsystems
that transmit and their respective channels; this corresponds to
the first term of (34). The last term of (34) is the minimum
cost that is incurred when Q is known; its solution is obtained
by solving the optimal resource allocation problem formulated
in (13). Performance of a channel access policy can now be
measured in terms of minimizing the cost regret.

Although the cost regret is fundamentally different from the
standard regret defined in (33), we propose a new method for
exploiting the well-established results for minimizing the latter
in our favor by introducing time-varying weights that reflect the
control performance. We still apply the aforementioned binary
rewarding scheme, i.e.,

ri,j,k =

{
1, if transmission is successful

0, otherwise
(35)

which is an i.i.d. random variable with E{ri,j,k} = qi,j , and
calculate the initial index of each channel by an index policy
that is compatible with distributed implementation. More specif-
ically, policies that require local information for calculating the
index of each arm and the resulting indices are distinct, e.g.,
as per (31). Nevertheless, in our policy, these initial indices
are then weighted by the control performance metric, namely
CoIL. Consequently, the index of the selected channel by each
subsystem is given by

Ii,k =

{
arg max

j∈M
δ∗i,j,k, if ∃j : δ∗i,j,k �= 0

∅, otherwise
(36)

where δ∗i,j,k is obtained by the following optimization problem:

δ∗k �
[
δ∗i1,1,k . . . δ∗iM ,M,k

]T

= arg max
δi,j,k∈{0,1}

∑
i∈N

∑
j∈M

CoILi,kq̂i,j,kδi,j,k (37)

subject to constraints (3) and (4). This ensures correct estimation
of the success probability of each channel, while at the same
time, the slot is allotted to the subsystem with the highest
cost. This policy can be implemented in a distributed manner
by adopting the timer-based mechanism for solving (37). By
using the weighted indices as the local cost, the timers are
determined by

τi,j,k =
λ

CoILi,k q̂i,j,k
. (38)

As a result, assuming that the duration of the flag packet is neg-
ligible, since q̂i,j,k has Lebesgue measure zero, this mechanism
guarantees collision-free channel access even for homogeneous
systems.

When the channel access policy is designed with respect
to regret as defined in (33), its implementation only maxi-
mizes the number of successful transmission. This translates
to sacrificing the control performance, which is the primary
objective in WNCSs, in favor of maximizing the throughput.
Nevertheless, the outcome of these policies can be manipulated
in favor of the control objective by applying the time-varying
weights, i.e., CoIL. This significantly improves performance
despite (possibly) higher packet dropout rates as shown by the
numerical results in Section V. Algorithm IV-C illustrates the
detailed distributed implementation of our proposed policy.

Remark 5: Before initiating the index calculation in (31), each
arm needs to be played once. This can easily be achieved by
temporarily adopting round-robin, where subsystems transmit
according to a random sequence for the first N×M time steps,
i.e., the number of subsystems times the number of channels.
Afterwards, by setting the reference time to N×M , the gen-
erated set of observations and accumulated rewards, denoted
by Zi,1 � {zi,j,1|∀j ∈ M} and Ri � {Ri,j |∀j ∈ M}, respec-
tively, are used for determining channel access according to
Algorithm IV-C.

V. NUMERICAL RESULTS

The results presented in this section are obtained by consider-
ing homogeneous WNCSs consisting of identical two-wheeled
balancing robots. The matrices in (1) are obtained from the
continuous-time model presented in [42] with a sampling of
0.02 s which yields

A =

⎡
⎢⎢⎢⎣
1 0.009 0.019 0.001

0 1.011 0.000 0.020

0 0.879 0.928 0.073

0 1.101 0.037 0.968

⎤
⎥⎥⎥⎦ ,
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B =

⎡
⎢⎢⎢⎣

0.001

−0.001

0.093

−0.062

⎤
⎥⎥⎥⎦ , C =

⎡
⎢⎢⎢⎣
1 0

0 1

0 0

0 0

⎤
⎥⎥⎥⎦
T

.

The states are the wheel angle, the tilt angle, and their respective
derivatives. The input is the voltage of the dc motors delivering
torque to the wheels and the output is the measurements given by
the encoder and the inertial measurement sensor. Furthermore,
the covariance of the process disturbance and measurement noise
are chosen as W = 0.1I4 and V = 0.01I2, respectively, and the
weighting matrices in (6) are Q = I4 and R = 0.1.

A. Stability Analysis

Considering the scenario of two balancing robots contending
for channel access as in Example 1, the truncated Markov chain
can be analyzed to provide insight on the stability of the system.
Due to the lack of a closed-form expression forμi(t), the stability
condition in Theorem 1 cannot be verified directly. Therefore,
we consider a truncated version of the Markov chain of Fig. 2
by letting 0 ≤ m, l ≤ m as graphically represented in Fig. 3. In
this scenario, we can form the transition matrices P̂m and Q̂m

by keeping only the first m rows and columns of Pm and Qm,

Fig. 3. Graphical representation of the truncated version of the Markov
chain depicted in Fig. 2.

Fig. 4. Convergence analysis of the left-hand side (40) by elementwise
comparison with the p-series (β = 100, p = 2) given that q1 = 0.40 and
q2 = 0.44.

respectively. As a result, the transition probability matrix of this
chain can be expressed as

T̂ =

⎛
⎜⎜⎜⎜⎝

Q̂0 P̂0 0 . . . 0

Q̂1 0 P̂1 . . . 0
...

...
...

. . .
...

Q̂m 0 0 . . . P̂m

⎞
⎟⎟⎟⎟⎠

which is row stochastic, irreducible, and aperiodic; therefore,
the stationary probability vector can be obtained by [43], [44]

π = 1T(T̂ − Im +D)−1 (39)

where D(m, l) = 1 for all m, l.
Although this is an approximation of the actual chain in Fig. 2,

by choosing sufficiently largem, (39) provides a highly accurate
approximation of the stationary distribution of the actual chain.
According to the p-series convergence test, the series on the
right-hand side of (27) is convergent if there exist p > 1 and
β < ∞ such that

lim
m→∞

m∑
t=0

μi(t) ‖Ai‖2t ≤ lim
m→∞

m∑
t=0

β

tp
. (40)

Fig. 4 depicts the values ofμi(t)‖Ai‖2t andβ/tp as a function
of t given that p = 2 and β = 100. The wireless link qualities
are assumed to be q1 = 0.40 and q2 = 0.44, and m = 52 is
chosen for computing (39) which is then used to calculate
μ1(t) and μ2(t) as per (23) and (24), respectively. As it can
be seen, μi(t)‖Ai‖2t is a monotonically decreasing function of
t for t ≥ 4 for both subsystems and it is upper bounded by β

tp .
This can be construed as convergence of the series in (40) and
thus stability. In sharp contrast, Fig. 5 shows the case where
q1 is reduced to 0.2. In this scenario, μi(t)‖Ai‖2t becomes an
increasing function of t which indicates that the right-hand side
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Fig. 5. Convergence analysis of the left-hand side (40) by elementwise
comparison with the p-series (β = 100, p = 2) given that q1 = 0.20 and
q2 = 0.44.

Fig. 6. Channel access decisions determined by adopting different
local measures in the timers in a network consisting of three subsystems
and two available channels.

of (27) is a divergent series, and, thus, stability of the system
cannot be guaranteed.

B. MAB Approach

In this subsection, it is assumed that all subsystems commu-
nicate with a central scheduler which prioritizes channel access
based on a measure mi,j,k. This enables us to also consider
policies which are not compatible with distributed implementa-
tion as well as the ones which might result in collisions. Fig. 6
illustrates how the choice of the prioritizing criterion affects
exploration/exploitation in a small network consisting of three
subsystems and two communication channels. The probability
of successful transmission over each wireless link is given in
Table I. Since the dynamics are identical, best performance is
achieved when Subsystems 1 and 2 transmit more frequently on
Channel 1 and Subsystem 3 on Channel 2.

In the first scenario, we consider using CoIL as the sole
priority measure without taking into account the different link
qualities. To this end, we use mi,j,k = CoILi,kq0 as the priority
measure, where q0 is chosen as an identical constant for all links,

TABLE I
PROBABILITY OF SUCCESSFUL TRANSMISSION OVER EACH WIRELESS LINK

IN THE WNCS CONSIDERED IN FIG. 6

Fig. 7. Average regret and average cost regret of three subsystems
competing for two available wireless channels based on various priority
measures.

and the higher priority subsystems choose the available channels
randomly. The top plot in Fig. 6 depicts the result of adopt-
ing this scheme where, as expected, subsystems transmit over
both channels equally often and the statistics are not learned,
thus leading to endless exploration. The next scenario concerns
adopting q̂i,j,k, which is the UCB1 index determined by (31), as
the only priority measure. As shown in the middle plot, although
the best channels are exploited in this scheme, the dynamics
are ignored for the exploration/exploitation. Therefore, despite
the identical dynamics, Subsystem 2 is rarely granted channel
access (starved) which could destabilize the system. Finally,
we consider the effect of prioritizing with respect to CoIL as
well as channel qualities by implementing the proposed policy
in (8). As the results illustrated in the bottom plot of Fig. 6
indicate, exploration in this scheme is done with respect to CoIL
while the outcome is exploited for minimizing the cost regret.
More specifically, all subsystems are frequently given channel
access due to their unstable dynamics. Meanwhile, Channel 1 is
allocated more often to Subsystems 1 and 2 to ensure the highest
probability of successful transmission, i.e., exploitation.

Performance of several policies in terms of average regret and
cost regret is depicted in Fig. 7. In addition to the aforementioned
measures, we also consider the case of granting channel access
based on the solution of (32) when channel qualities are known,
denoted by q. The solution of the MIOCP problem in (15)
is obtained by using the open-source nonlinear mixed integer
programming (BONMIN) solver with κ = 5. Moreover, we
consider the impact of using the indices in (31), denoted by
CoIL q̂, instead of the originally proposed algorithm of UCB1,
denoted byCoIL q̂−org, in the timer setup (38). As expected, the
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average regret while using the UCB calculated in (31) as the mea-
sure converges to zero, while allocating the resources without
considering the channel statistics, i.e., using CoIL q0, leads to
the largest average regret. On the other hand, when considering
the average cost regret, the latter outperforms the scenarios
where control performance is neglected. More specifically, the
system is destabilized and the cost regret is unbounded for q
and q̂ while CoIL q0 can stabilize the system despite its nonzero
average cost regret. Moreover, the average cost regret of our
proposed policy when channel qualities are unknown converges
to zero fast indicating satisfactory performance. A similar trend
is observed with the original UCB1 indices which shows that
our proposed policy enables distributed implementation without
adversely affecting the exploration/exploitation. Although using
the solution of MIOCP results in lower quadratic cost than
(13) as indicated by the negative cost regret, it can only be
realized in a centralized configuration and requires considerable
computational resources.

C. Distributed Implementation in Large Networks

To evaluate the impact of the adopted learning method on
performance of the timer-based mechanism, we consider three
additional setups where the channel statistics are taken into
account by implementing kl-UCB [45], kl-UCB++ [46], and
a Bayesian framework [47]. Similar to the method used for
modifying UCB1, a randomly generated number is added in the
exploration term of kl-UCB and kl-UCB++ and the resulting
indices, i.e., q̂i,j , are adopted in (38) for minimizing the cost
regret. The addition of the random number ensures that obtaining
identical indices has Lebesgue measure zero, and, thus, they
can be used in timers for providing distributed channel access
without collisions. Unlike the MAB approaches, the adopted
Bayesian method is based on the assumption that the channel has
memory, i.e., the packet dropouts are correlated rather than being
i.i.d. random. Nevertheless, it is capable of learning the belief
of successful transmission within the timer-based framework.
The cost incurred by a mechanism which ignores the channel
statistics, i.e., using CoIL q0 as the measure in (9), is chosen
as the benchmark for cost reduction achieved by other setups.
Additionally, we consider a centralized setup which prioritizes
channel access based on VoI, introduced in [16], rather than
CoIL. Since VoI is developed for resource allocation over per-
fect channels, we assume that one of the available channels is
assigned randomly to the subsystem with the highest VoI similar
to CoIL q0.

Fig. 8 depicts how much the average quadratic cost in (6)
is reduced by the aforementioned setups compared to adopt-
ing CoIL q0 for N ∈ {8, 16, 24, 40} and M = 0.75 N . As
expected, the best performance, i.e., lowest average cost, is
achieved when the probability of successful transmission over
each link is known and incorporated in (14). This setup can
reduce the incurred cost from 30% to 36% depending on the size
of the WNCS. When the exact values of qi,j’s are unknown, ig-
noring them as in VoI leads to the least amount of improvement.
Nevertheless, it offers up to 20% reduction in cost compared

Fig. 8. Reduction in the average quadratic cost achieved by adopting
various timer setups compared with mi,j,k = CoILi,kq0 in WNCSs with
M = 0.75 N channels.

withCoIL q0 due to utilizing the measured output for prioritizing
channel access rather than the statistics of the error. Using the
false assumption of Markovian packet dropouts and applying
the Bayesian learning method leads to better performance in
smaller networks, while its performance deteriorates in larger
settings. When qi,j’s are unknown a priori, using the indexing
policies for channel access results in the best performance. The
results indicate that regardless of the adopted indexing policy,
the setup in (38) leads to significant improvements ranging up
to 30%. Nevertheless, utilizing the indices obtained by kl-UCB
offers 1% better performance compared with kl-UCB++ and
UCB1.

VI. CONCLUSION AND FUTURE DIRECTIONS

A. Conclusion

In this article, we presented a novel distributed deterministic
channel access mechanism for WNCSs with imperfect (and pos-
sibly unknown) communication links. We adopted local timers
for prioritizing channel access and derived the optimal timer
setup for improving performance in terms of a linear quadratic
cost in a distributed manner. In case of unknown channel pa-
rameters, we cast the channel access problem as a MAB and
proposed a novel policy for distributed deterministic channel
access. This policy utilized well-known indexing policies for
estimating the success probability of channels and weighs them
by a time-varying control measure, namely CoIL, which were
then incorporated in timers. The simulations showed that the best
performance with the timer-based mechanism is achieved when
the channel parameters are known a priori. When the parameters
are unknown, however, implementing our proposed policy leads
to significant improvement when compared to policies in which
the channel statistics are ignored.

B. Future Directions

Part of ongoing research is the consideration of more ad-
vanced models for the communication channels; for instance,
channels with temporally correlated state variations. Another
ongoing direction concerns the scenario in which flag pack-
ets have non-negligible duration which results in nonzero
probability of collision between data packets. While for the
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deterministic case it can only result in deteriorated performance,
probabilistic models can become more relevant, especially in
cases where a large number of subsystems shares a limited
number of channels. Furthermore, extending the proposed chan-
nel access method to WNCSs which involve subsystems with
coupled dynamics poses another interesting yet challenging
problem.

REFERENCES

[1] T. Farjam, T. Charalambous, and H. Wymeersch, “Timer-based distributed
channel access for control over unknown unreliable time-varying commu-
nication channels,” in Proc. Eur. Control Conf., 2019, pp. 2975–2982.

[2] D. Zhang, P. Shi, Q.-G. Wang, and L. Yu, “Analysis and synthesis of
networked control systems: A survey of recent advances and challenges,”
ISA Trans., vol. 66, pp. 376–392, Jan. 2017.

[3] L. Schenato, B. Sinopoli, M. Franceschetti, K. Poolla, and S. S. Sastry,
“Foundations of control and estimation over lossy networks,” Proc. IEEE,
vol. 95, no. 1, pp. 163–187, Jan. 2007.

[4] J. Wu, K. H. Johansson, and L. Shi, “A stochastic online sensor scheduler
for remote state estimation with time-out condition,” IEEE Trans. Autom.
Control, vol. 59, no. 11, pp. 3110–3116, Nov. 2014.

[5] J. Wu, Q.-S. Jia, K. H. Johansson, and L. Shi, “Event-based sensor
data scheduling: Trade-off between communication rate and estimation
quality,” IEEE Trans. Autom. Control, vol. 58, no. 4, pp. 1041–1046,
Apr. 2013.

[6] M. Nourian, A. S. Leong, and S. Dey, “Optimal energy allocation for
Kalman filtering over packet dropping links with imperfect acknowledg-
ments and energy harvesting constraints,” IEEE Trans. Autom. Control,
vol. 59, no. 8, pp. 2128–2143, Aug. 2014.

[7] D. Han, J. Wu, H. Zhang, and L. Shi, “Optimal sensor scheduling for
multiple linear dynamical systems,” Automatica, vol. 75, pp. 260–270,
Jan. 2017.

[8] D. E. Quevedo, A. Ahlen, and K. H. Johansson, “State estimation over
sensor networks with correlated wireless fading channels,” IEEE Trans.
Autom. Control, vol. 58, no. 3, pp. 581–593, Mar. 2013.

[9] M. Huang and S. Dey, “Stability of Kalman filtering with Markovian
packet losses,” Automatica, vol. 43, no. 4, pp. 598–607, Apr. 2007.

[10] A. S. Leong and S. Dey, “Power allocation for error covariance minimiza-
tion in Kalman filtering over packet dropping links,” in Proc. IEEE Conf.
Decis. Control, 2012, pp. 3335–3340.

[11] S. Knorn and S. Dey, “Optimal energy allocation for linear control with
packet loss under energy harvesting constraints,” Automatica, vol. 77,
pp. 259–267, Mar. 2017.

[12] P. Park, S. C. Ergen, C. Fischione, C. Lu, and K. H. Johansson, “Wireless
network design for control systems: A survey,” IEEE Commun. Surv. Tut.,
vol. 20, no. 2, pp. 978–1013, Apr./Jun. 2018.

[13] M. Zanon, T. Charalambous, H. Wymeersch, and P. Falcone, “Optimal
scheduling of downlink communication for a multi-agent system with a
central observation post,” IEEE Control Syst. Lett., vol. 2, no. 1, pp. 37–42,
Jan. 2018.

[14] O. Hernández-Lerma and J. B. Lasserre, Discrete-Time Markov Control
Processes: Basic Optimality Criteria. New York, NY, USA: Springer,
1996.

[15] G. Walsh, H. Ye, and L. Bushnell, “Stability analysis of networked control
systems,” IEEE Trans. Control Syst. Technol., vol. 10, no. 3, pp. 438–446,
May 2002.

[16] A. Molin, C. Ramesh, H. Esen, and K. H. Johansson, “Innovations-based
priority assignment for control over CAN-like networks,” in Proc. IEEE
Conf. Decis. Control, 2015, pp. 4163–4169.

[17] A. Molin, H. Esen, and K. H. Johansson, “Scheduling networked state es-
timators based on value of information,” Automatica, vol. 110, Dec. 2019,
Art. no. 108578.

[18] T. Charalambous, A. Ozcelikkale, M. Zanon, P. Falcone, and
H. Wymeersch, “On the resource allocation problem in wireless networked
control systems,” in Proc. IEEE Conf. Decis. Control, 2017, pp. 4147–
4154.

[19] K. Gatsis, A. Ribeiro, and G. J. Pappas, “Optimal power management in
wireless control systems,” IEEE Trans. Autom. Control, vol. 59, no. 6,
pp. 1495–1510, Jun. 2014.

[20] K. Gatsis, M. Pajic, A. Ribeiro, and G. J. Pappas, “Opportunistic control
over shared wireless channels,” IEEE Trans. Autom. Control, vol. 60,
no. 12, pp. 3140–3155, Dec. 2015.

[21] A. S. Leong, D. E. Quevedo, T. Tanaka, S. Dey, and A. Ahlén, “Event-based
transmission scheduling and LQG control over a packet dropping link,”
IFAC-PapersOnLine, vol. 50, no. 1, pp. 8945–8950, Jul. 2017.

[22] M. H. Mamduhi, M. Vilgelm, W. Kellerer, and S. Hirche, “Prioritized
contention resolution for random access networked control systems,” in
Proc. IEEE Conf. Decis. Control, 2017, pp. 6689–6695.

[23] T. Farjam, T. Charalambous, and H. Wymeersch, “A timer-based dis-
tributed channel access mechanism in networked control systems,” IEEE
Trans. Circuits Syst. II: Exp. Briefs, vol. 65, no. 5, pp. 652–656, May 2018.

[24] B. Recht, “A tour of reinforcement learning: The view from continu-
ous control,” Annu. Rev. Control, Robot., Auton. Syst., vol. 2, no. 1,
pp. 253–279, May 2019.

[25] S. Wu, X. Ren, Q.-S. Jia, K. H. Johansson, and L. Shi, “Learning
optimal scheduling policy for remote state estimation under uncertain
channel condition,” IEEE Control Netw. Syst., vol. 7, no. 2, pp. 579–591,
Jun. 2020.

[26] K. Gatsis and G. J. Pappas, “Statistical learning for analysis of networked
control systems over unknown channels,” Automatica, vol. 125, Mar. 2021,
Art. no. 109386.

[27] J. Wang, X. Ren, Y. Mo, and L. Shi, “Whittle index policy for dynamic
multichannel allocation in remote state estimation,” IEEE Trans. Autom.
Control, vol. 65, no. 2, pp. 591–603, Feb. 2020.

[28] V. Gupta, B. Hassibi, and R. M. Murray, “Optimal LQG control across
packet-dropping links,” Syst. Control Lett., vol. 56, no. 6, pp. 439–446,
Jun. 2007.

[29] L. Schenato, “Optimal estimation in networked control systems subject
to random delay and packet drop,” IEEE Trans. Autom. Control, vol. 53,
no. 5, pp. 1311–1317, Jun. 2008.

[30] B. D. O. Anderson and J. B. Moore, Optimal Filtering. New York, NY,
USA: Dover, 2012.

[31] G. Chen, G. Chen, and S.-H. Hsu, Linear Stochastic Control Systems. Boca
Raton, FL, USA: CRC Press, 1995.

[32] A. Bletsas, A. Khisti, D. Reed, and A. Lippman, “A simple cooperative
diversity method based on network path selection,” IEEE J. Sel. Areas
Commun., vol. 24, no. 3, pp. 659–672, Mar. 2006.

[33] K. J. Astrom, Introduction to Stochastic Control Theory. New York, NY,
USA: Dover, 2006.

[34] H. W. Kuhn, “The Hungarian method for the assignment problem,” Nav.
Res. Logistics, vol. 52, no. 1, pp. 7–21, Feb. 2005.

[35] F. Kozin, “A survey of stability of stochastic systems,” Automatica, vol. 5,
no. 1, pp. 95–112, Jan. 1969.

[36] D. Bernstein, Matrix Mathematics: Theory, Facts, and Formulas. Prince-
ton, NJ, USA: Princeton Univ. Press, 2009.

[37] J. R. Norris, Markov Chains, Ser. Cambridge Series in Statistical and
Probabilistic Mathematics. Cambridge, U.K.: Cambridge Univ. Press,
1997.

[38] A. R. Mesquita, J. P. Hespanha, and G. N. Nair, “Redundant data trans-
mission in control/estimation over lossy networks,” Automatica, vol. 48,
no. 8, pp. 1612–1620, Aug. 2012.

[39] L. Shi, M. Epstein, and R. M. Murray, “Kalman filtering over a packet-
dropping network: A probabilistic perspective,” IEEE Trans. Autom. Con-
trol, vol. 55, no. 3, pp. 594–604, Mar. 2010.

[40] P. Auer, N. Cesa-Bianchi, and P. Fischer, “Finite-time analysis of the
multiarmed bandit problem,” Mach. Learn., vol. 47, no. 2-3, pp. 235–256,
May 2002.

[41] S. Maghsudi and E. Hossain, “Multi-armed bandits with application to 5G
small cells,” IEEE Wireless Commun., vol. 23, no. 3, pp. 64–73, Jun. 2016.

[42] M. Pezzutto, F. Tramarin, S. Dey, and L. Schenato, “Adaptive transmission
rate for LQG control over Wi-Fi: A cross-layer approach,” Automatica,
vol. 119, Sep. 2020, Art. no. 109092.

[43] I. Krikidis, T. Charalambous, and J. S. Thompson, “Buffer-aided relay
selection for cooperative diversity systems without delay constraints,”
IEEE Trans. Wireless Commun., vol. 11, no. 5, pp. 1957–1967, May 2012.

[44] P. Xu, Z. Ding, I. Krikidis, and X. Dai, “Achieving optimal diversity gain
in buffer-aided relay networks with small buffer size,” IEEE Trans. Veh.
Technol., vol. 65, no. 10, pp. 8788–8794, Oct. 2016.

[45] O. Cappé, A. Garivier, O.-A. Maillard, R. Munos, and G. Stoltz,
“Kullback–Leibler upper confidence bounds for optimal sequential allo-
cation,” Ann. Statist., vol. 41, no. 3, pp. 1516–1541, Jun. 2013.

[46] P. Ménard and A. Garivier, “A minimax and asymptotically optimal
algorithm for stochastic bandits,” in Proc. Algorithmic Learn. Theory
Conf., 2017, pp. 223–237.

[47] T. Farjam, T. Charalambous, and H. Wymeersch, “Timer-based dis-
tributed channel access in networked control systems over known and
unknown Gilbert-Elliott channels,” in Proc. Eur. Control Conf., 2019,
pp. 2983–2989.



FARJAM et al.: DISTRIBUTED CHANNEL ACCESS FOR CONTROL OVER UNKNOWN MEMORYLESS COMMUNICATION CHANNELS 6459

Tahmoores Farjam (Member, IEEE) received
the B.Sc. and M.Sc. degrees in mechanical en-
gineering from the Department of Mechanical
Engineering, Sharif University of Technology,
Tehran, Iran, in 2014 and 2017, respectively.
He is currently working toward the Ph.D. degree
in automation, systems and control engineer-
ing with the Distributed and Networked Control
Systems (DNCS) Group, Department of Elec-
trical Engineering and Automation, School of
Electrical Engineering, Aalto University, Espoo,

Finland.
His research interests include stochastic control and the scheduling

problem in wireless networked control systems.

Henk Wymeersch (Senior Member, IEEE) re-
ceived the Ph.D. degree in electrical engi-
neering/applied sciences from Ghent University,
Ghent, Belgium, in 2005.

He is currently a Professor of Communica-
tion Systems with the Department of Electrical
Engineering, Chalmers University of Technol-
ogy, Gothenburg, Sweden. He is also a Dis-
tinguished Research Associate with Eindhoven
University of Technology, Eindhoven, Nether-
lands. Prior to joining Chalmers, he was a

Postdoctoral Researcher from 2005 until 2009 with the Laboratory for
Information and Decision Systems, Massachusetts Institute of Technol-
ogy, Cambridge, MA, USA. His current research interests include the
convergence of communication and sensing in a 5G and beyond 5G
context.

Dr. Wymeersch served as an Associate Editor for IEEE Communica-
tion Letters from 2009 to 2013, IEEE TRANSACTIONS ON WIRELESS COM-
MUNICATIONS since 2013, and IEEE TRANSACTIONS ON COMMUNICATIONS
from 2016 to 2018. From 2019 to 2021, he was an IEEE Distinguished
Lecturer with the Vehicular Technology Society.

Themistoklis Charalambous (Senior Member,
IEEE) received the Ph.D. degree in power
control in wireless Ad-Hoc networks from
Control Laboratory, Engineering Department,
Cambridge University, Cambridge, U.K.

Following his Ph.D., he worked as a Research
Associate with the Human Robotics Group,
Imperial College London, London, U.K., as a
Visiting Lecturer with the Department of Elec-
trical and Computer Engineering, University of
Cyprus, Nicosia, Cyprus, as a Postdoctoral Re-

searcher with the Department of Automatic Control, School of Electrical
Engineering, Royal Institute of Technology (KTH), Stockholm, Sweden,
and as a Postdoctoral Researcher with the Department of Electrical
Engineering, Chalmers University of Technology, Gothenburg, Sweden.
He is currently an Assistant Professor leading the Distributed and
Networked Control Systems (DNCS) Group, Department of Electrical
Engineering and Automation, School of Electrical Engineering, Aalto
University, Espoo, Finland, and a Research Fellow with the Academy of
Finland, Helsinki, Finland. His research targets the design and analysis
of (wireless) networked control systems that are stable, scalable, and
energy efficient; the study of such systems involves the interaction
between dynamical systems, their communication, and the integration
of these concepts.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 900
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00111
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00083
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00063
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


