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ABSTRACT

Unmanned aerial vehicles (UAVs) are an
important component of next-generation wireless
networks that can assist in high data rate communi-
cations and provide enhanced coverage.Their high
mobility and aerial nature offer deployment flexibil-
ity and low-cost infrastructure support to existing
cellular networks and provide many applications
that rely on mobile wireless communications. How-
ever, security is a major challenge in UAV com-
munications, and physical layer security (PLS) is
an important technique to improve the reliability
and security of data shared with the assistance of
UAVs. Recently, the intelligent reflective surface
(IRS) has emerged as a novel technology to extend
and/or enhance wireless coverage by reconfigur-
ing the propagation environment of communica-
tions. This article provides an overview of how the
IRS can improve the PLS of UAV networks. We
discuss different use cases of PLS for IRS-enhanced
UAV communications and briefly review the recent
advances in this area. Then, based on the recent
advances, we also present a case study that utiliz-
es alternate optimization to maximize the secrecy
capacity for an IRS-enhanced UAV scenario in the
presence of multiple Eves. Finally, we highlight sev-
eral open issues and research challenges to realize
PLS in IRS-enhanced UAV communications.

INTRODUCTION

The great demand for high data rates, massive
connectivity, and protection from impending
security attacks challenge next-generation wireless
communication systems. In this regard, unmanned
aerial vehicles (UAVs) can play a vital role in sup-
porting reliable and secure communications with-
out infrastructure coverage. UAVs provide several
benefits in terms of cost-friendly rapid infrastruc-
ture deployment in low signal coverage zones,
mobile relay nodes to enhance coverage range,
communication access points in emergency areas,
and enabling physical layer security (PLS) [1].
Compared to traditional terrestrial communica-
tions, UAVs provide strong channel conditions
due to line-of-sight (LoS) transmission links. There-

fore, there is high demand for deploying large
numbers of UAVs to support next-generation
wireless networks [2]. UAVs can be used for dif-
ferent applications in transportation systems, cel-
lular communications, agriculture, and emergency
management. In addition, the use of UAVs will be
an integral part of next-generation wireless net-
works to support ultra-low-latency and extremely
reliabley applications [3].

Despite the promising features, several chal-
lenges exist in deploying UAVs for next-generation
wireless networks. Among different challenges,
energy efficiency, security, and reliability are the
major challenges in developing efficient UAV
communications. Due to limited energy reserves
onboard, intelligent energy usage and replenish-
ment mechanisms are required for energy-aware
UAYV deployments and operations. Furthermore,
with the increase in malicious attacks on static and
mobile networks, it is critical to use robust cryp-
tographic algorithms to mitigate them. However,
more complex cryptographic algorithms entail
significant overhead, thus increasing the pack-
et size. It also significantly increases the required
bandwidth and puts more transmission burden on
the available spectrum. As a result, transmission
reliability is compromised, and network capacity
is reduced.

Cryptography-based information confidential-
ity seems inapplicable for next-generation tech-
nologies and networks for the following reasons:
Cryptography algorithms are based on compu-
tationally hard problems, and today’s adversar-
ies have unlimited computing resources support
and can be disastrous for crypto-systems [4]. In
addition, conventional centralized key sharing
and management processes for distributed net-
works like the Internet of Things (loT), UAVs, and
vehicular networks are challenging. Moreover,
significant communication overhead is caused by
complex upper-layer operations and can increase
the cost and complexity of user equipments/
devices. To overcome the challenges faced by tra-
ditional cryptographic security techniques, phys-
ical layer security (PLS) is a valuable technique
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FIGURE 1. Different cases of IRS-enhanced UAV communication.

that can work in conjunction with cryptographic
techniques to secure UAV communications while
maintaining the reliability of transmissions [5]. PLS
uses the randomness of the wireless medium to
prevent transmissions from eavesdropping. How-
ever, as PLS-based UAV communications rely on
the strength of signal transmissions between users
and UAVs, their performance is degraded in low
signal coverage areas and non-LoS (NLoS) sce-
narios [6].

The intelligent reflective surface (IRS) has
recently emerged as a technology due to its high
energy efficiency. IRS is very effective for secure
coverage extension in non-line-of-sight commu-
nication scenarios. It can efficiently assist signal
delivery if the transmitter and receiver do not
have a direct link. IRS consists of a large number
of passive reflecting elements that can intelligently
reconfigure the signal direction toward the receiv-
er. According to the IRS principle, the phase of
the incident signal from the transmitter can be
smartly shifted toward the receiver without con-
suming any energy. IRS has recently been inte-
grated into UAV networks for energy-efficient and
secure communications. IRS can improve the PLS
of UAV communications by constructively adding
the signal to a user and destructively to an Eve [7,
6, 81. As a result, the secrecy performance of PLS
in many UAV-to-UAV and UAV-to-user communi-
cation scenarios can be improved using IRS. How-
ever, a major challenge that hinders widespread
adoption of PLS is the difficulty of accurately
detecting Eves and their locations. UAVs can be
equipped with cameras and sensors in such a way
that they can map the environment and detect
potential Eves.

This article provides an overview of IRS-en-
hanced PLS for UAV communications. We pres-
ent four major use cases of IRS-enhanced PLS
in UAV communications related to improving
secrecy rate in NLoS scenarios, satellite commu-

nications, mobile IRS-enhanced UAVs, and coop-
erative jamming. We also discuss the recent work
in the literature related to IRS-enhanced PLS for
UAV communications. Moreover, we present a
UAV communications-based case study highlight-
ing the significance of IRS for PLS. Further, we
propose an alternate optimization-based algo-
rithm to maximize the secrecy rate of UAV com-
munications in the presence of IRS. Finally, we
highlight several open research challenges to real-
ize IRS and PLS-based UAV communications.

IRS-ENHANCED PLS FOR UAV COMMUNICATION;
OVERVIEW, USE CASES, AND RECENT ADVANCES

This section provides an overview of IRS-en-
hanced PLS for UAV communications, and high-
lights several use cases and recent work in this
area (Fig. 1).

OVERVIEW OF IRS-ENHANCED PLS FoR
UAV CoMMUNICATIONS

PLS leverages wireless channel characteristics to
improve the information received at the legitimate
destination compared to Eve. There are differ-
ent techniques to achieve efficient PLS, includ-
ing coding, signal processing, transmission power
control, and jamming techniques [5, 9]. PLS can
provide efficient and secure key generation,
authentication, and defense against Eves. A signif-
icant advantage of using PLS for security is its low
cost of computation and packet sizes. PLS is thus
particularly useful for energy-constrained devices
such as UAVs and loT nodes.

IRS is composed of meta-surfaces that can
reflect an incoming signal toward the desired des-
tination. A key feature of IRS is its reconfigurability,
which allows controlling the phase shifts of its ele-
ments so that signal reception at the destination
can be maximized. IRSs can be placed as stand-
alone surfaces or installed at buildings and placed
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FIGURE 2. System model.

in areas where signal coverage is low. IRS can
be beneficial in NLoS communication scenarios,
improving the reliability of communications [6, 8].

IRS can play a vital role in improving infor-
mation confidentiality of UAV communications
by providing an enhanced secrecy rate. In fact,
UAVs can also be furnished with IRS and assist in
secure communication in low coverage areas on
the fly. With the help of reconfigurable reflecting
elements, IRS can significantly improve the PLS of
UAV communications. Specifically, IRS adds the
incident wireless signal constructively to the user
receiver but destructively to the Eve. Moreover,
it can also act as a green jammer to attack Eve
by producing jamming signals without consuming
external energy. Besides security problems, IRS-as-
sisted UAVs can provide reliable and energy-effi-
cient communications, thus improving the battery
life of UAVs.

USE CASES OF IRS-ENHANCED PLS
FOR UAV COMMUNICATIONS

IRS can provide multiple benefits to improve PLS
working in UAV networks. We discuss a few of
these use cases in this subsection as highlighted
in Fig. 2.

Mobile IRS-Enhanced UAVs: The mobility of a
UAV can be used in collaboration with the intel-
ligent signal reflection feature of IRS to enhance
ground-to-ground and air-to-air communications,
as presented in Fig. 2a. IRS can be placed on a
UAV to improve the communications and security
of vehicular networks (for vehicle-to-vehicle com-
munication). The base station (BS) can identify
the areas on the road where the secrecy rate is
low based on the channel quality values received
from different vehicles and Eves. The mobile IRS
can be directed to areas where PLS is compro-
mised and act as a relay to improve the desired
signal and the secrecy rate.

Improved Secrecy Rate in Non-LoS Scenari-
os: UAV communication faces challenges of diffi-
cult terrain and signal blockages. As shown in Fig.
2b, two UAVs connected in a mountainous area
can face signal disconnections, making PLS less
effective. An eavesdropper UAV can take advan-
tage of this scenario as the secrecy rate will be
reduced. Similarly, in air-to-ground communica-

tion between a UAV and a BS, such LoS blockag-
es can reduce the security levels. IRS can be very
effective in the above scenarios as it can improve
the LoS communications in case of signal block-
ages. IRS can be installed at strategic locations
such as buildings, or a mobile UAV IRS can be
used. IRS will improve the rate between the two
UAVs or between the UAV and BS, thus improv-
ing the secrecy rate.

Satellite Communications: Satellite communi-
cations use IRS as a relay for transmitting signals
to the ground BS as described in Fig. 2c. Gener-
ally, the downlink communication from UAV to
BS suffers attenuation and fading. Therefore, IRS
can be installed between the path of UAV and
BS (i.e., on buildings), thus facilitating better com-
munication of the BS with the satellite. Similarly,
UAVs equipped with IRS can be configured such
that satellite signals can reach the desired destina-
tion with high reliability.

Cooperative Jamming: Eavesdropper jamming
signals are a significant threat to PLS in UAVs. A
sample scenario is shown in Fig. 2d, where an
Eve sends jamming signals to the user. By using
IRS, the signal-to-noise ratio of the desired signal
can be further strengthened. In addition, intelli-
gent beamforming at IRS can decrease the signal
strength of the actual message received by the
Eve. Moreover, cooperative jamming in which
the BS generates artificial noise and IRS directs
it to the Eve can mitigate the impact of jamming
attacks by the Eve.

RECENT ADVANCES IN IRS-ENHANCED PLS
FOR UAV COMMUNICATION

Little work has been reported related to IRS-en-
hanced PLS for UAV communications (Table 1).
The work in [10] proposes physical security and
an IRS-enhanced UAV framework. The scenario
considers UAV transmission to the desired desti-
nation node in the presence of an Eve that can
intercept the message. The work aims to jointly
optimize the UAV’s transmit power and trajecto-
ry and control IRS’s phase shift to maximize the
secrecy rate using an alternate convex approx-
imation algorithm. The algorithm selects an ini-
tial transmit power and UAV trajectory values to
obtain an optimal solution and calculates the IRS
phase shift value. Then the secrecy rate for the
above parameters is also evaluated. The transmit
power and trajectory are evaluated alternately
until the algorithm converges and provides the
maximum secrecy rate. Results show that the
secrecy rate of the IRS-enhanced UAV network
is maximized. In [11], the authors consider a mil-
limeter-wave (mmWave) network in which a sin-
gle UAV BS transmits the message to the desired
destination node in the presence of a single Eve.
The article aims to design the position and beam-
forming of both UAV BS and IRS to maximize the
secrecy rate. The article assumes an ideal beam-
forming model in which the signal is received only
by the desired receiver, and the Eve cannot inter-
cept the message. The proposed algorithm is split
into two phases. In the first phase, the UAV and
IRS positions are designed to maximize the secre-
cy rate. An alternate optimization technique is
used in the second phase to optimize the UAV BS
beamforming vector and IRS passive beamform-
ing. Finally, a semidefinite relaxation technique is
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PLS aspect

IRS aspect

UAV aspect

Scenario

Technique

Results

Maximize
secrecy rate [10]

Maximize
secrecy rate []

Maximize
secrecy rate [12]

Maximize secure

EE [13]

Maximize
secrecy rate [14]

Maximize

Phase shift control

Beamforming design
Position design

Phase shift control

Phase shift control
User association

Beamforming design

Phase shift control

Trajectory control
Power control

Beamforming design
Position design

Power control
Position design

Power control
Trajectory design

Trajectory design

Position design

UAV to single receiver
Single Eve

UAV BS to receiver
Single Eve

UAV to ground user
Single Eve

BS to users; IRS-enhanced
UAV: single Eve

Alternate optimization

Ideal beamforming model; alternate
optimization; semidefinite relaxation

Fractional programming; alternate

optimization

Linear programming; SCA; alternate

optimization

secrecy rate [15]

UAV to ground user SCA S-procedure; semidefinite
Single Eve relaxation; alternate optimization
BS to users

: Iterative algorithm
Single Eve

TABLE 1. Recent advances in IRS-enhanced PLS for UAV communications.

used to reduce the complexity of the optimiza-
tion. As a result, the proposed protocol achieves
a higher secrecy rate than the other techniques in
the literature.

The work in [12] proposes an algorithm to
maximize the secrecy rate for UAV-to-ground-us-
er transmissions in the presence of a single Eve.
The optimized parameters to achieve the above
goal include the UAV’s transmit power and loca-
tion, and the IRS’s phase shift. At first, the transmit
power is selected for a fixed UAV location and
IRS phase shift. Then the UAV location problem
is solved using the convex algorithm’s difference,
and the IRS phase shift is optimized using frac-
tional programming. Finally, an alternate optimiza-
tion is applied to find the optimal values of three
parameters. The secrecy rate of the proposed
technique has been shown to outperform other
baseline algorithms.

In [13], the authors aim to maximize the net-
work’s secure energy efficiency (EE) consisting of
a BS, an IRS-equipped UAV, multiple users, and a
single Eve. EE is the value of the minimum secre-
cy rate per total power used by the network. The
user association problem is relaxed using continuous
variables and solved via linear programming. Fur-
ther, the user association problem’s integer output is
obtained using the rounding technique. The power
control is optimized using the Successive Convex
Approximation (SCA) method. The trajectory design
and phase shift control problems are solved using
alternate optimization. Simulation results verify the
improvement in the secure EE of the network.

The work in [14] considers a UAV and ground
user communication scenario assisted by an IRS
in the presence of a single Eve. A time-division
multiple access technique is used for uplink
and downlink communication. In addition, the
work considers imperfect channel state informa-
tion. The proposed algorithm jointly optimizes
the UAV trajectory, beamforming of IRS, and
users’ transmit power. To solve these problems,
three techniques, namely SCA, S-procedure, and
semidefinite relaxation, are used along with alter-
nate optimization. Performance evaluation of the
proposed algorithm highlights the significance of
IRS in improving PLS and secrecy rate.

In [15], the authors propose an iterative algo-
rithm to maximize the secrecy rate for BS-to-us-
er communications in the presence of a single

Eve. The proposed algorithm controls the phase
shift of IRS and the UAV’s position to improve the
transmissions’ secrecy rate. The role of the UAV
is to act as a passive relay and facilitate the PLS.

Most of the works in the literature consider a
single Eve for PLS and IRS-enhanced UAV com-
munications. Moreover, they also assume that the
location/position of the user and Eve is static. In
the next section, we present a more practical case
study highlighting the advantages of using IRS
when multiple Eves are considered in the vehicu-
lar network, that is, mobile users and Eves.

OpriMizING PLS oF IRS-ENHANCED UAV
CoMMUNICATIONS: A CASE OF MuLTIPLE
EAVESDROPPERS

As shown in Fig. 2, we consider a communication
system where a UAV communicates with a legit-
imate vehicle on the road in the presence of K
non-colluding Eve vehicles. The UAV and vehicles
are equipped with a single antenna. To improve
the channel capacity, the considered system model
also consists of an IRS with M passive elements
mounted on top of the building. Thus, the vehicle
receives a signal from a UAV through a direct link
and an IRS-assisted link. Further, it is assumed that
the transmitted signal is received by both the legit-
imate vehicle and the Eve vehicles through direct
and indirect links. We aim to maximize the system’s
secrecy capacity subject to the constraints of UAV
battery capacity and the phase designing matrix
of the IRS passive component, where the secrecy
capacity is defined as the difference in the rates
of the legitimate vehicle and the Eve vehicle with
maximum signal-to-interference-plus-noise ratio.
We formulate the secrecy capacity maximiza-
tion problem subject to the UAV battery capacity
and the IRS passive component. The considered
problem is non-convex, where obtaining the glob-
al optimal solution is challenging. However, alter-
nate optimization techniques can be employed to
solve such problems efficiently. Alternate optimi-
zation provides an efficient way of decoupling the
problem into the optimization variables. Then the
problem is solved for one variable at a time, while
alternating between the different variables multiple
times. This provides an effective method to find
efficient joint solutions for all the variables while

Improved
secrecy rate

Improved
secrecy rate

Improved
secrecy rate

Improved
secure EE

Improved
secrecy rate

Improved
secrecy rate
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FIGURE 3. The figure shows the impact of increasing available transmission

power at the UAV on the secrecy capacity of the system. This figure shows
the advantage of using IRS in communication systems clear.

considering a single variable at a time. Therefore,
an alternate optimization-based gradient descent
optimizer is adopted to find the suboptimal but
efficient solution to the formulated secrecy capaci-
ty maximization problem.

For the results, we adopt a Monte Carlo sim-
ulation where 10,000 independent experiments
were conducted, and the figures show the average
performance of the scheme. Further, we consider
independently and identically distributed Rayleigh
fading channels drawn from complex normal dis-
tribution with unity variance and 0 mean. Unless
stated otherwise the simulation parameters are set
as follows. The transmit power of UAV is 3 W, the
number of IRS passive elements is 10, the num-
ber of non-colluding Eve vehicles is 8, path loss
exponent is 3, height of UAV is 80 m, and noise
variance is 0.01. Moreover, we define a passive
reflection matrix of IRS as 0 =diag{qe/91, @,e/02,
.., MM}, where

j=v-1,

@u € 10, 1] denotes the amplitude, and 6,
[0, 2n] is the phase shift of element m. Finally,
we compared two scenarios: IRS-enhanced UAV
communication and conventional UAV communi-
cation without IRS. This comparison aims to high-
light the advantage of using the IRS to enhance
the system’s secrecy capacity.

To ensure positive secrecy capacity at all times,
many works in the literature considered that the
channel’s gain from the transmitter to Eve is always
less than the channel gain from the transmitter to
the user. Although this assumption is reasonable in
many cases, it is not always possible to have a bet-
ter channel to the user than the channels between
the transmitter and Eve. Therefore, we consider a
more practical scenario where the channels are
independent in the true sense, and Eve can have a
better channel than the user.

In the system without IRS, it was observed that
the channel conditions at the Eve vehicle are bet-
ter than the optimization results in 0 W transmit
power. However, as in this case, it is impossible to
have a greater rate value at the legitimate vehicle
than the Eve vehicle. Hence, to avoid a negative
value of secrecy capacity, the system decides not
to transmit, resulting in O secrecy capacity. How-
ever, when the system is equipped with an IRS,
even if the channel from UAV to Eve vehicle is
better than the channel between UAV and legiti-
mate vehicle, the IRS elements can be adjusted to
achieve positive secrecy capacity. Thus, a signifi-
cant gain in the secrecy capacity is obtained with
IRS, as shown in Figs. 3 and 4.

For the results in Fig. 3, we considered 10
reflecting elements at the IRS and three Eve vehi-
cles. Figure 3 shows that when the UAV’s available
power increases, the system’s secrecy capacity also
increases. However, the increase in secrecy is log-
arithmic as at the lower values of available power,
a more significant gain in secrecy is observed when
power is increased. Further, with the increase in
power, the gap in the secrecy provided by IRS and
non-IRS systems also increases. Similarly, for the
results in Fig. 4, we considered the available power
to be 3 W, and the number of Eve vehicles is also
3. The figure shows that increasing the number of
reflecting elements in the IRS improves the secrecy
performance of the system, and the gap in the per-
formance of IRS and non-IRS systems also increas-
es. However, just as in the previous case, when the
number of reflecting elements increases, the gain
in secrecy is logarithmic.

OPEN ISSUES AND FUTURE RESEARCH DIRECTIONS

IRS-enhanced UAV communication is an emerg-
ing area of research, and dealing with the security
challenges that come with it is key to achieving its
full potential. We list several open issues and chal-
lenges for future development and work.

PLS AGAINST MALICIOUS IRS-ENHANCED UAV ATTACKS

High mobility and flexibility are essential in the
case of IRS-enhanced UAV communication to
improve the PLS, intercept sensitive information,
and even jam the legitimate links of UAVs to
decrease their quality. In particular, in the case
when a malicious UAV is equipped with IRS and
can intercept the information of other UAVs,
safeguarding the communication of UAV systems
could provide more challenges than dealing with
a traditional terrestrial Eve. However, no research
works have been performed on this crucial topic
from the perspective of communication theory.
Therefore, it is preferred to explore advanced
methods in terms of PLS to protect against mali-
cious IRS-enhanced UAV attacks.

PLS AGAINST PILOT CONTAMINATION ATTACKS

Effective beamforming requires that accurate CSlI
for secure IRS-enhanced UAV communication
can be obtained by utilizing the pilot signals. How-
ever, in some cases, intentional deterministic pilot
samples are sent by an active Eve, similar to those
transmitted by legitimate transmitters to deceive
the UAV and facilitate eavesdropping. As a result,
the UAV formulates an ineffective transmission
technique that can benefit the signal reception of
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malicious Eves. For example, although information
leakage is possible for confidential data delivery,
the UAV may misunderstand the network environ-
ment and fly too close to the Eve. Thus, finding
some efficient guidelines to minimize the impacts
of pilot contamination attacks is complex but
essential for IRS-enhanced UAV safety.

COOPERATIVE JAMMING FOR
[RS-ENHANCED UAV COMMUNICATIONS

The IRS-enhanced UAV can act as a friendly jammer
to protect the user data by sending artificial noise
toward a malicious attacker. In this way, the PLS of a
system can improve; however, it requires additional
energy consumption of energy-constrained UAVs. It
is important to note that energy efficiency is crucial
for UAVs because of their limited onboard energy
reservoirs, which becomes a bottleneck and affects
the performance of UAVs. Thus, energy efficiency
solutions that reduce the total energy consumption
without affecting the system performance need to
be further investigated. Moreover, IRS mounted
over the UAVs can be used to tune the phase shift
of the signals smartly. As a result, the original and
reflected signal adds constructively to the legitimate
user to enhance signal-to-noise ratios. Further, IRS
can also be used as a friendly jammer to reduce
the effect of Eves. For instance, IRS can use differ-
ent phase shifts to produce destructive signals to
reduce signal strength in any specific direction and
decrease eavesdropping chances. In this regard,
more research on secure communication tech-
niques is needed when combining IRS and UAVs.

ARTIFICIAL INTELLIGENCE/MACHINE LEARNING

APPROACHES FOR IRS-ENHANCED UAV COMMUNICATION

Optimizing large-scale IRS-enhanced UAV com-
munications is challenging, especially when UAVs
are deployed in a partially unknown environment.
In particular, optimizing UAV trajectory, IRS
reflecting elements, and resource optimization of
the entire network is challenging to design due
to nonlinear models. Thus, designing approaches
with low complexity and efficient system perfor-
mance is challenging. Artificial intelligence/learn-
ing approaches are powerful tools for designing
and optimizing such networks. These approaches
are rapidly developing, and provide promising
and robust tools for designing and optimizing
challenging scenarios. Moreover, the hybrid mod-
els, data-driven methods, and hybrid offline and
online methods to improve secrecy performance
can be used to analyze the complex system. How-
ever, several challenges still need to be investigat-
ed — for example, large computational processing
power, high energy consumption, and latency.

KEY Size REDUCTION OF CRYPTOGRAPHIC ALGORITHMS

PLS can be useful to reduce the size of transmit-
ted data by reducing the reliance on complex cryp-
tographic algorithms. Furthermore, PLS can work
in conjunction with cryptographic algorithms to
improve the level of security at low transmission
cost. For example, the Elliptic Curve Digital Signa-
ture Algorithm (ECDSA) with a reduced key size
may be used for UAV communications if PLS also
provides defense against Eves. The advantage of
using low-key-size algorithms is twofold. One is the
reduced message size and improved use of the
available spectrum. The other advantage is reduced
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FIGURE 4. This figure shows that increasing the number of reflecting elements
of the IRS improves the secrecy capacity of the system.

latency as transmission delay and signature verifica-
tion delay are reduced. In the future, there is a need
to investigate the optimal key sizes that may be suffi-
cient for different UAV application scenarios.

RESOURCE OPTIMIZATION FOR
[RS-ENHANCED UAV COMMUNICATIONS

Optimal resource allocation is essential in wire-
less communications to enhance performance.
Compared to conventional UAV communica-
tion, IRS-enhanced UAV communication adds a
new dimension to improve PLS by optimizing IRS
phase shift of passive elements and beamform-
ing. Since IRS and resource allocation (trajectory
design, sub-carrier, power allocation, etc.) are fre-
quently connected, the design optimization issue
becomes intractable, and the existing designs are
sub-optimal. However, the performance varianc-
es between optimal and the current sub-optimal
solutions are not apparent. Therefore, optimal
techniques are needed to enhance the PLS of
IRS-enhanced UAV communication in different
applications while balancing computational com-
plexity and system performance.

AVAILABILITY OF CSI IN

IRS-ENHANCED UAV ComMUNICATIONS

The recent studies on PLS of IRS-enhanced UAV
communication assume the availability of perfect
CSI at the transmitter and/or the IRS. However,
estimating the channel for the IRS-enhanced UAV
system is challenging because of the large num-
ber of passive elements. More specifically, these
elements are passive in nature without signal pro-
cessing capabilities. Thus, they do not have active
transmitting and receiving abilities. Based on the
above observation, the transmitter can achieve
imperfect CSI in practice. Another critical point is
to note that the CSI of the legitimate user is only
available when it is active or registered with the
network. However, the CSI of the passive Eve is
not available.
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CONCLUSION

This article provides an introduction to IRS-en-
hanced PLS for UAV communications. The work
discusses the major use cases of IRS to improve
the PLS working in UAV communications. We
discuss recent works in this area, mainly related
to UAV and ground user communications in the
presence of a single Eve. We also present a case
study that maximizes the secrecy rate of UAV
communications in the presence of multiple Eves.
The proposed work uses alternate optimization
to control the phase shift of IRS and the UAVs’
trajectory to enhance UAV communications. Sim-
ulation results show that IRS significantly improves
the secrecy rate of UAV communications. We
also discuss future research challenges related to
IRS and PLS in UAV communication scenarios.
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