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Abstract

Various severe threats at national and international level, such as health crises, radi-
calisation, or organised crime, have the potential of unbalancing a nation’s stability.
Such threats impact directly on elements linked to people’s security, known in the
literature as human security components. Protecting the citizens from such risks is
the primary objective of the various organisations that have as their main objective
the protection of the legitimacy, stability and security of the state.

Given the importance of maintaining security and stability, governments across
the globe have been developing a variety of strategies to diminish or negate the
devastating effects of the aforementioned threats. Technological progress plays a
pivotal role in the evolution of these strategies. Most recently, artificial intelligence
has enabled the examination of large volumes of data and the creation of bespoke
analytical tools that are able to perform complex tasks towards the analysis of
multiple scenarios, tasks that would usually require significant amounts of human
resources.

Several research projects have already proposed and studied the use of artificial
intelligence to analyse crucial problems that impact national security components,
such as violence or ideology. However, the focus of all this prior research was exam-
ining isolated components. However, understanding national security issues requires
studying and analysing a multitude of closely interrelated elements and constructing

a holistic view of the problem.



iii

The work documented in this thesis aims at filling this gap. Its main contri-
bution is the creation of a complete pipeline for constructing a big picture that
helps understand national security problems. The proposed pipeline covers different
stages and begins with the analysis of the unfolding event, which produces timely
detection points that indicate that society might head toward a disruptive situation.
Then, a further examination based on machine learning techniques enables the in-
terpretation of an already confirmed crisis in terms of high-level national security
concepts.

Apart from using widely accepted national security theoretical constructions de-
veloped over years of social and political research, the second pillar of the approach
is the modern computational paradigms, especially machine learning and its appli-

cations in natural language processing.
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Chapter 1

Introduction

In many aspects, the information revolution has been a catalyst for rapid changes
that are transforming modern societies. New technologies, acting as a loudspeaker,
amplify discussions of political and social affairs in front of a worldwide audience,
and set the agenda of the most strategic topics of interest. Social movements, and
various other actors, take advantage of the available digital tools to disseminate
information at an unprecedented scale, with often unpredictable ramifications that
can be either positive or negative.

On the one hand, positive social traits, such as democratic deliberation, par-
rhesia! or even orderly social protests, can be facilitated. On the other hand, we
have the negative aspects, including propaganda of subversive groups, unsubstan-
tiated speculation, or deliberate disinformation aiming at creating fear amid the
population. These would often lead into disruptive situations, potentially evolve
into instability episodes and eventually, in some cases, affect the very integrity of a
state.

Social networking services as Twitter and Instagram can take simple text, image
or video messages and turn them into a viral phenomenon. key characteristics of such
a mechanism is a certain degree of parrhesia [2], which opinion leaders can convert it
into beliefs, sometimes leveraged by social anomie?. These types of phenomena are

usually unfolding in an environment characterised by a lack of individual confidence,

! According to [1], parrhesia refers to the frank of speech.
2Improper expressions with irregular words such as insults or offensive expressions [3].
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and the absence of social rules, as well as absence of the institutions of governance [3].

National Security is a complex social and political sciences term, examining those
factors that tend to undermine the stability of a nation, also called vulnerabilities,
or endangered elements. In national policy terms, and depending on the specific
nation’s interests, the identified vulnerabilities would usually cover a broad spec-
trum of events and activities, including, for example, natural disasters, man-made
accidents, terrorism and espionage. Due to the complexity and the ever changing
nature of real-world events, the development of a national security policy and, there-
fore, governance, has to deal with significant methodological challenges. On the one
hand, threats vary from country to country [4-6], and on the other, new types global
threats are emerging, which need to be dealt to maintain the sought after national
stability [5].

The risks/threats mentioned before can be analysed from multiple viewpoints,
through a variety of approaches. In a widely used framework, outlined in the United
Nations Development Program [7], seven elements, also called Human Security com-
ponents, describe the most common ways national security can be destabilised:
health security (linked to being free from disease or infection); food security (com-
plete access to food); economic security (linked to an assured basic income); personal
security (being protected from violence and other forms of threats); political secu-
rity (protection of fundamental human rights and freedoms); communal security
(security of cultural identities) and environmental security (access to sanitary water
supplies and other basic needs such as clean air).

Keeping the internal balance amongst these seven human security components
mentioned above, is a challenging national security task. From the increasingly
common now days street riots, to the unprecedented in our lifetime effects of the
recent pandemic, the adverse effects of an event can be observed in than one human
security component, in a variety of domains: health care, public order, environment,
employment, water, food, etc. (see Figure 1.1). Consistent with this observation
is the behaviour of the Global Peace Index [8], with the anti-government displays
increasing by 244% around the world from 2011 to 2019. These figures suggest

that national security components are becoming increasingly interconnected, and



are sensitive to a multitude of different situations.

Internal balance
amongst Human
Security
components is
affected

Triggering
Event

Figure 1.1: Human Security Components. The figure illustrates how once a trigger-
ing event starts unfolding, multiple human security components can be affected. As
the crisis evolves, the number of affected components increases, creating instability

scenarios that undermine national security.

Figure 1.1 illustrates the interconnection between national security components.
Once a triggering event has affected a human security element, other components
can be successively stricken as the crisis escalates, or even at the aftermath of it. The
COVID-19 pandemic gives a very characteristic example of this phenomenon. At
the beginning, it was the health that was severely disturbed. As the crisis unfolded,
in a knock-on effect, multiple other components were progressively contaminated,
such as economic security, food security, and personal security, creating instability

at levels that posed serious challenges to national security [12].
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1.1 Linking National Security and Human Secu-
rity

The term national security has been evolving at the same rate as the world is
changing, since a concept adopted ten years ago has rapidly changed a decade later.
This fact reflects the importance of keeping updated on those aspects that directly
impact a state’s security. A key fact to understand such an effect is to study the
relationship between national security and human security.

As described in [15], the main objective of national security is the defence of
territorial integrity and sovereignty from an external incident. By contrast, the
importance of human security lies in centring on the welfare of people, which is
branched into seven domains [7]: food security, economic security, health security,
environmental security, community security, personal security and political security.

Threats such as a pandemic, biological warfare or cyberterrorism, which uses
more sophisticated means [4], can create a significant imbalance amongst human
security components. Therefore, protecting people from the ravages of the alter-
ations of human security elements, such as lack of food, water or massive contagion
of diseases, represents a significant task since it strengthens the legitimacy, stability,
and security of a state [16]. By contrast, national security has a different scope
which is focused on contributing to maintaining the development of a country [17].
In connection with both contexts, state security and human security are mutually
supportive, which is why the view proposed by the United Nations [7] points out
that seven human security elements enable the detection and examination of those
vulnerabilities that might affect the stability of a nation. In addition, and to re-
inforce such a view, [17] described that without security, there is no development
of a state, and vice versa; without development state’s security will be altered (see

Figure 1.1).
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1.2 Data Analytics and Big Data in the Context
of National Security

Since ancient times, information has represented a critical asset that influences de-
cisions, and during the last decade, information volumes have increased to such an
extent that numerous techniques are required to explore and therefore extract valu-
able insights that contribute to the decision-making process. The examination of
vast volumes of data (Big Data), also called data analytics [18], enables identifying
significant aspects to solve a wide range of problems.

In the era of Social Media and Information Technologies, data has a myriad
of nuances as Internet users post messages, pictures and files, in such a way that
an idea can be conveyed in a muti-flavoured way. Then, the big challenge lies in
dissecting the information and unveil hidden patterns within the data.

Countries around the world are concerned about handling data since it represents
sensitive information, but in the context of maintaining the stability of a state, the
way in which data is processed creates a dilemma because, on the one hand, some
nations consider that technologies such as machine learning can process sensitive
data without human supervision, on the other hand, some countries contemplate
human-involvement is essential to decide over the way to collect and process such
information.

Irrespective of the posture, the interest in examining data through artificial in-
telligence has rapidly grown in areas such as defence or policymaking [19]. Govern-
ments worldwide have released ambitious programmes [19] in order to lead such a
field to address threats to national security [20].

As a result, there has been an intense fusion between artificial intelligence, de-
fence and intelligence concepts [19, 21] to create a broad range of tools to pin-
point pernicious threats that tend to destabilise the fragile balance amongst those
components that are linked to the stability of a state. Detecting patterns, identi-
fying anomalies or providing valuable insights that improve situational awareness
and decision-making are some of the avenues to contribute to the aspects men-

tioned above. However, categorising these tasks according to the type of problems



they solve can facilitate the dissection and, therefore, the examination of national-
security-related issues.

The categorisation proposed by [22] and depicted in Figure 1.2 provides an exam-
ination of artificial intelligence and national security based on three main processes:
Organisational Process Automation, Cyber Security, and Augmented Intelligence
Analysis. The former procedure (Organisational Process Automation) clusters those
tasks linked to automate organisational, administrative and data management pro-
cesses. The second process (Cyber Security) is focused on spotting abnormal network
traffic or malicious software and provide information to create a timely response to
anomalous behaviour. The third operation (Augmented Intelligence Analysis) de-
rives insights from unstructured data to improve the intelligence process workflow
by lowering the volume of content that is subject to human assessment.

In consonance with the Augmented Intelligence Analysis process, the Cognitive
Automation sub-process focuses on replicating the human sensory procedure to re-
duce the time required for human operators to interpret large volumes of data, such
as speech-to-text transcription, machine translation, video summarisation or object
classification.

The core of the Filtering, Flagging and Triage sub-process lies in analysing bulk
data using automated volume reduction systems to filter, query and select material
for examination by incorporating artificial intelligence to spot more connections and
correlations within data more efficiently than human operators.

The Behavioural Analytics sub-process relies on deriving insights and generating
forecasts about human behaviour in order to detect potential threats that might af-
fect public life. Moreover, and following the motivation described in Section 1.4, this
thesis is aligned to the Behavioural Analytics subprocess. Since the Alert Mecha-
nism described in Chapter 3 generates the detection of tipping points of an incident,
and the subsequent Chapters (4 to 6) detail different behavioural insights such as
radical behaviour, ideology and web insights which can be extracted to create a big

picture to enable the interpretation of the disruptive situation.
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Figure 1.2: National Security uses of Artificial Intelligence. Adapted from [22].
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1.3 (Gap analysis on the use of machine learning
to analyse new national security threats and
challenges

This section describes the current gap regarding the usage of machine learning tech-
niques to cope with national security problems. As described previously, the study
of national security represents a core task because the internal stability of a state is
a fragile environment that can be disrupted due to the sudden unbalance of human
security components.

However, the examination of such an imbalance requires complex processes that
link two fields. On the one hand, national security theories and, on the other hand,
machine learning techniques. This complex symbiosis of elements enables the study
and dissection of critical edges involved in maintaining the state’s stability and
detecting threats that tend to affect people’s security.

Creating the national-security-technology bonding implies the analysis of multi-
ple and intricate aspects, which in connection to the categorisation described in [22],
outlines the complexity to analyse such an essential issue.

Different efforts have been proposed to study national-security-related aspects
using the Behavioural Analytics view explained in [22] (see Table 1.1). All these
efforts have used different avenues, such as examining radical behaviour or ideol-
ogy. Yet thus far, the previous endeavours have been focused on addressing such
aspects separately. Nonetheless, to the best of my knowledge, no methodology has
been centred on gathering the study of multiple aspects/threats, enabling in such
a way the timely detection of tipping points and, then, the extraction of dissimilar
behavioural insights (web insights, radical behaviour and ideology) that contribute

to the creation of a holistic view of an incident.
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Table 1.1: Related Works aimed at analysing National Security using Artificial

Intelligence

Related Work

Description

Analysed Threat

Community Policing and the
Prevention of Radicalisation

(CoPPRa) [23].

Project financed by the European Union
and co-funded by the Belgian Federal Po-

lice, aims to enhance the capacity of first-

line police officers to prevent radicalisation. Radicalisation
Semantic Analysis against | A system centered on detecting early detec-
Foreign Fighters Recruitment | tion of foreign fighters’ recruitment by ter-
Online Network (SAF- | rorist groups in Europe, focusing on ISIS
FRON) [24]. and Al-Qaeda.
Detecting and  Analysing | The project is focused on detecting terrorist
Terrorist-related online con- | financing activity.
tents and financing activities
(DANTE) [25].
Partnership against violent | The project is centred on examining violent
radicalisation in the cities | radicalisation in European cities.
(PRACTICES) [26].
Terrorism pReventlon Via | The project is focused on understanding the
rAdicalisation countEr- | root causes of violent radicalisation
NarraTive  (TRIVALENT)
[27].
Early Model Based Event | The system was designed to forecast signif- | Radicalisation

Recognition using Surrogates

(EMBERS) [28-30].

icant societal events.

(Civil unrest incidents)
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1.3.1 Radicalisation

As described in [31], the term radicalisation has been extensively studied, and it
refers to the process through which an individual comes to support or be involved
in extremist ideologies. However, according to the Organisation for Security and
Co-operation in Europe [31], such a process does not necessarily reflect a threat to
society as long as it is not linked to violence or other types of behaviour that tend
to alter the internal stability of a state.

As part of these alterations to security, terrorism constitutes a critical aspect
since there have been numerous incidents worldwide where sophisticated methods
were used to spread radical ideologies and recruit people [32]. From a national
security perspective, terrorism constitutes a common threat that has been included
in different security programmes around the world [15,22], and they consider it
a severe emergency because it can affect the internal components that maintain
stability within the state.

Due to the importance of radical activities and their impact on national security,
different efforts have been proposed to address different tasks, such as violent activity
or unrest incidents, using artificial intelligence methods.

In line with this aspect, radicalisation diagnostic tools such as CoPPRa [23] pro-
vides an explanation of such an issue and its factors, followed by indicators focused
on identity (changing names, clothing, physical appearance), ideology (contact with
extremist groups, propaganda, secret meeting) and behaviour (travel patterns or
radical demonstrations).

One more approach is DANTE [25], which offers data mining and analytics
analysis aimed at detecting, retrieving, and analysing online terrorist-related content
from the Surface and Deep Web, including Dark Nets.

The EMBERS project [28,29] is a large-scale big-data analytics system aimed
at forecasting societal events, such as civil unrest incidents and disease outbreaks,

using publicly available data.
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1.3.2 Societal Event Forecasting

Societal events such as civil unrest or riots could significantly impact the fragile
balance that exists between the features that integrate the human security compo-
nents (see Figure 1.1): political security, personal security, economic security, food
security, health security, environmental security and communal security.
Forecasting such types of incidents provides crucial information that contributes
to timely decision-making and resource allocation [33]. Moreover, the importance
of such aspects lies in the fact that two main factors have leveraged and accelerated
the event prediction process: Firstly, the development of complex computational
algorithms (machine learning and deep learning), and secondly, the accessibility of
massive data, such as social media, blogs, news, etc. As a result, various approaches
that use deep learning have been proposed to predict incidents, as shown in Table

1.2.

Table 1.2: Related work to Deep Learning studies aimed at analysing civil unrest

events.
Method Dataset Type of task Reference
‘ LSTM ‘ GDELT ‘ Regression ‘ [34] ‘
‘ LSTM ‘ ICEWS, GDELT ‘ Regression ‘ [35] ‘
‘ CA-LSTM ‘ GDELT ‘ Regression ‘ (36] ‘
‘ GRU ‘ GDELT ‘ Binary Classification ‘ [37] ‘
‘ DynamicGCN ‘ ICEWS, News reports ‘ Binary Classification ‘ [38] ‘
‘ Cov-LSTM ‘ TARPA, GSR, Blogs, Google Trends ‘ Classification ‘ [39] ‘
‘ Glean ‘ ICEWS, News reports ‘ Classification ‘ [40] ‘
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1.3.3 Recurrent Neural Networks for predicting Civil Un-

rest events

Historical statistics of social indicators provide information about societal behaviour
over time. Due to the time sequence of events, predicting these types of episodes
requires computational models that can capture and predict how those indicators
will move in the future. Civil unrest events fall into this category since their evolution
can be studied as time series. Moreover, models such as Long Short-Term Memory
(LSTM) [41] or GRU [42] contribute to modelling them.

The idea behind LSTM lies in the fact that it can capture short- and long-term
dependencies in time series data, and its efficacy has been tested over traditional
methods such as autoregressive models. GRU is another flavour of recurrent neu-
ral networks that use fewer training parameters, and consequently, their training
consumes less memory leading to a faster training time than other models. The
efficacy of this model in addressing civil unrest prediction has been analysed in [37],
where the authors considered dissecting the problem into a feature selection process,
considering indicators such as social and economic features as their input.

One more effort is the one presented by [39], where an RNN-based model (Cov-
LSTM) was proposed. This model uses a combination of convolution layers and
LSTM layers to predict the incidents. The core of this computational model ex-
tracts high-level representations of the event in the form of time series; then, the
transformed features are passed to the LSTM model to make the prediction.

A context-aware attention based long short-term memory model (CA-LSTM)
is an additional prediction framework proposed by [36] to predict the amount of
unrest news of a state. The model used LSTM to learn the hidden representation
from the time-series data, then by using a fully connected layer, predict the unrest
news amount.

Due to the complexity of analysing societal disturbance events, graphs have
shown their effectiveness [38] by encoding structural information to model the re-
lationship between entities and uncover relevant insights into the data [43]. Graph

convolutional networks are a variant of Graph neural networks that take advantage
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of their structural information. Songgaojun et al. [38] proposed a dynamic graph
convolutional network (DyamicGCN) to forecast protests. The research described
an encoding method for historical news into a sequence of word graphs.

Finally, [40] proposed a temporal graph learning method aimed at capturing
data from historical data, which is based on event knowledge graphs that include
two main components: relational and context words. The focus of this research was

to predict concurrent events of multiple classes, including civil unrest episodes.
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1.4 Motivation and Research Questions

Security and development are two-related concepts that impact each other, and
where such a duo constitutes the foundation of national security [17]. Maintaining
the internal balance amongst the elements linked to national security, such as the
human security components: health security, economic security, food security, polit-
ical security, personal security, communal security and environmental security, can
help support the continuity of the state’s development and stability.

Numerous disruptive events around the world [9-11], such as protests, riots,
violent episodes or even the COVID-19 pandemic [12,13], have shown the profound
impact of disturbing one or more human security components and, as a result, the

affectation of other core elements (see Figure 1.3).

W et )

Figure 1.3: Lockdown protests amidst the COVID-19 pandemic in Edinburgh in
2021. Adapted from [14].

Different theoretical approaches to dissecting national security [16,17], and its
components [7] have been used to create policies to identify internal and external
threats [4-6]. Moreover, such a view has been complemented by technical efforts
aimed at detecting issues such as radicalisation, ideology or violent expressions [23—
25,28]. However, due to the complexity of studying topics linked to security together
with the importance of examining in detail the components of national security, a

comprehensive methodology that integrates theoretical high-level security concepts
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and computational models could contribute to spotting and therefore understanding
events that can alter the fragile balance between all human security components.
Envisaging the importance of such an aspect, this research project aims to create
a new methodology to examine the complex problem centred on analysing those
factors that tend to destabilise the internal components that maintain cohesion
within a state, namely, national security.

The core motivation to undertake this research is to address the global need to use
technology to study, spot and extract core features that enable examining such an
essential topic and provide helpful insights that facilitate the decision-making process
in the security context. In order to tackle this need, machine learning, together
with numerous computational techniques, has been used to create a fine-grained
methodology based on two main stages: Warning Period and Crisis Interpretation.

Throughout this work, the endeavour was focused on understanding how the
aforementioned computational techniques can be used to answer the following pri-

mary research questions:

e Warning Period
— RQ1. Can a Conceptual Framework be designed to examine disruptive
events? (addressed in Chapter 2)

— RQ2. Can an Alert Mechanism be created to detect when people head
towards a situation that evokes that both social stability and national

security components have been compromised? (addressed in Chapter 3)

e Crisis Interpretation

— RQ3. Can the analysis of virtual communication channels disclose that

national security has been affected? (addressed in Chapter 4)

— RQ4. Can radical behavioural traits be detected during a disruptive
incident? (addressed in Chapter 5)

— RQ5. Can ideological traits be detected during a disruptive incident?
(addressed in Chapter 6)



17

1.5 Thesis Contributions
This thesis presents contributions to the state-of-the-art in the following areas:

e The design of a conceptual framework centred on analysing disruptive events

by the use of supervised and unsupervised learning (Chapter 2).

e The development of an Alert Mechanism via a deep learning network and
supervised learning methods. The mechanism is focused on spotting points
(tipping points) that reflect that the society may be heading towards a situa-
tion where a disruptive event may unbalance those elements (human security

components) that tend to keep the stability of the state (Chapter 3).

e The creation of a new methodology to analyse virtual communication chan-
nels based on hybrid warfare concepts to detect national security instabilities
along with expressions of violence. The analysis of such web resources is sup-
ported via supervised learning methods, data analytics, and natural language

processing techniques (Chapter 4).

e The creation of a methodology to identify radical behavioural traits using nat-

ural language processing techniques, data analytics, and unsupervised learning

(Chapter 5).

e The creation of a methodology to spot ideological traits (authoritarianism and
hostility), using unsupervised learning, natural language processing techniques

and data analytics (Chapter 6).

e The evaluation of the methodologies described previously, using incidents with
dissimilar nature and nuance such as protests and a health crisis (COVID-19),

see Chapters 2-7.
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1.6 Publications

At the the time of submission, six Chapters of this thesis had been submitted for

publication or published in conferences.

e Cardenas P., Theodoropoulos G., Obara B. and Kureshi I.: A Conceptual
Framework for Social Movements Analytics for National Security. The Inter-

national Conference on Computational Science, (2018) (Chapter 2).

e Cardenas P., Theodoropoulos G., Obara B. and Kureshi I.: Defining an
alert mechanism for detecting likely threats to National Security. IEEE Inter-
national Conference on Big Data. USA, (2018) (Chapter 3).

e Cardenas P., Theodoropoulos G. and Obara B.: Web Insights for National
Security: Analysing Participative Online Activity to Interpret Crises, IEEE
International Conference on Cognitive Informatics and Cognitive Computing,

Italy (2019) (Chapter 4).

e Cardenas P., Theodoropoulos G. and Obara B. and I. Kureshi.: Analysing
Social Media as a Hybrid Tool to Detect and Interpret likely Radical Be-
havioural Traits for National Security, IEEE International Conference on Big

Data. USA, (2019) (Chapter 5).

e Cardenas P., Theodoropoulos G., Obara B. and Kureshi I.: Unveiling Ideo-
logical Features Through Data Analytics to Construe National Security Insta-
bilities, IEEE International Conference on Big Data. USA, (2020) (Chapter
6).

e Cardenas P., Theodoropoulos G., Obara B., Ivrissimtzis I. and Kureshi I.:
Big Data for National Security in the Era of COVID-19, The International

Conference on Computational Science, (2021) (Chapter 7).

e Cardenas P., Theodoropoulos G., Obara B., Ivrissimtzis I. and Kureshi I.:
Big Data for Human Security: The case of COVID-19, Journal of Computa-
tional Science, (2022).



19

These chapters are presented mostly as published, although referencing, and
notation has been altered and cross-referencing added for consistency throughout
this thesis. The majority of the text is verbatim; however, some stylistic changes
have been made for consistency, and some of the text has been extended to explain

or discuss certain points in more detail.



Chapter 2

Conceptual Framework

2.1 Introduction

Massive social gatherings and social networks underpinned by technology are two
concepts that walk on the same path, especially when the basic structures or essential
norms and values of a social system have been disrupted [44]. As a result of a set
of social instability issues, a crisis may be triggered and affect the “homeostasis” or
internal balance among those elements that maintain the stability of a state such
as the economy, public order, health, environment or even life. Social movements
are a clear example of these disruptive events because people’s behaviour change
according to the situation they face, and a violent crowd reaction may lead to an
instability scenario.

Microblogging websites and services have served as platforms to express ideas
as well as to organise and coordinate crowds during a crisis. Twitter, with over
300 million registered users [45], has seen itself at the centre of several large-scale
social movements, with individuals conveying their ideas and frustrations within 280
characters. Hence, understanding the way social movements use microblogs such as
Twitter to organise, disseminate ideas, collaborate, coordinate and connect groups
or cells of people linked to similar beliefs is, therefore, an essential task to appreciate
the evolution of these social events.

There are models that describe how online social movements evolve [46], which

parameters describe national security considerations [7,15], what computational

20
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techniques help to get the private state of individuals, and how to find topics within
a data corpus. However, no attention has been paid to create a holistic data analysis
framework that links all the above elements and processes it in a timely fashion, to
anticipate and detect the core stages of a social movement and when the incident

can affect one or more national security variables.

2.2 National Security in the Social Media Era

Security is a complex concept that has different facets depending on the person or
entity in question. At times the different types of security can be at odds with each
other. National security is one of these challenging dimensions. It can be qualified
by two main concepts: ensuring the security of the state; and ensuring the security
of its people (Human Security) [15]. [7,15] make arguments for how Human Security
and State Security are mutually supportive.

Human Security, being people-centred, can be broken down using the United Na-
tions Development Programme [7] into: Economic Security, Food Security, Health
Security, Environmental Security, Personal Security, Communal Security and Polit-
ical Security.

In the digital era, social media tools have been valuable to spread messages
related to those major disasters that have struck a society. Hence, social media
platforms can help to identify those human security vulnerabilities that have snow-
balled into a challenge and required immediate attention.

In the light of the Arab Spring revolutions, the Internet in general and social
media networks in particular have gained attention as essential instruments for or-
ganising people and communicating ideas and plans. This make social media the
catalyst that enables movements to mobilise hundreds of thousands of individuals
in a few hours [46,47]. Social media facilitates the link between social movements
and collective action theory, where individuals share common interests or objectives,
and they work as a single unit to accomplish their expectations [48].

One of the ways to analyse the evolution of Social Movements which use virtual

platforms is described in a circular flow model proposed by Sandoval et.al [46].
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Triggering —a Media — Viral —p Physical
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Figure 2.1: Model for Social Media Movements. Adapted from [46].

Figure 2.1 demonstrates the links between the four stages of this model, outlined

below.

1. Triggering Event: This conceives an opportunity in which individuals tend

to become active, as a result of a disruptive incident;

2. Media Response: This stage considers that the detonating event brings
about an instant response supported by a social media platform which allows
people and activists to convey ideas, but at the same time works as a nat-
ural channel to uncover important events and show them to a domestic or

international audience;

3. Viral Organisation: Once a detonating event opens a window for individuals
to express their political views using a citizen to citizen channel [2], they create
online communities where collective ideas of co-production and collaboration

are exchanged to reinforce the community engagement;

4. Physical Response: The final stage reflects the power of the massive re-
action, where protesters tend to organise resistance using different disruptive

actions.

2.3 Conceptual Framework Description (RQ1)

Figure 2.2 outlines an iterative cycle that comprises three main stages, forming the
core of our proposed model. These steps allow the dissection of the incident into
core elements that interpret the possible evolution of a National Security instability
scenario, and at the end, the results can be used to create a fine-grained strategy

(Crisis Scorecard) to deal with the event and determine the best course of action.
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Figure 2.3: Diagnostic Schema example.

This framework takes its root and can be better understood by looking at the
medical domain. Within a human health context, diagnosis, detection and interven-
tions are planned using an illness-treatment schema (see Figure 2.3). In line with
this idea, the process begins with the patient assessment, and in a national security
environment, the state plays the patient role. Therefore the illness can be seen as
the crisis event that triggered a crowd reaction (Detonating Event). The Diagnosis
involves a twofold process; the first step (Warning Period) detects the “symptoms”
such as changes in sentiments or opinions over time. When applying this model to
Social media, these symptoms activate a computational analysis to identify which
national security variables were affected (Economic Security, Food Security, Health
Security, Environmental Security, Personal Security, Communal Security and Polit-
ical Security).

Once the former analysis reaches a threshold based on domestic national security
policies, it starts a second step (Crisis Interpretation) which is focused on recognis-

ing and analysing other societal characteristics such as violence; coordination and
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cooperation for radical events; emotions and opinions spilt over virtual communities
(Web Insights), and a holistic view of the ideas and beliefs involved in the event
(Ideology).

These sets of results can avoid “collateral damages” when they are organised in a
“Crisis Scorecard” that works as a cluster of support decision indicators that decide
the treatment (course of action) that the specialist (decision makers) will prescribe.

When a disruptive event triggers an online crowd reaction, analysing data from
virtual platforms provides a rich source of information for understanding its genesis
and likely evolution. Hence, examining the steps involved using a holistic approach

is an essential point for examining national security instability episodes.

2.4 Framework Component Analysis

2.4.1 Detonating Event

As described in [46], once a political opportunity has triggered a radical societal
behaviour, digital information becomes the core asset to identify potential problems.

The preliminary task is to collect those messages or tweets related to the dis-
ruptive event; however, as suggested by [46] information flows in four ways: from
citizen to citizen, citizen to organisations, organisations to citizens and organisations
to organisations. Consequently, selecting the volume of messages that epitomises the
disrupting event is the crux of the process.

To tackle this multi-party information exchange process, retweets provide a crit-
ical conversational infrastructure as they knit all those voices that need to be heard,
and those posts are an adopted practice for those users that want to share and
spread thoughts, feelings and ideas to new audiences, as well as trying to engage in

conversations [49].

2.4.2 Warning Period

A central step that needs to be taken relies on detecting the probable danger that
follows the detonating incident. As proposed by [50] a disaster can be distinguished



25

according to functional time phases. One of these stages is the Warning Period which
refers to the length of time where information reveals a likely menace; however, the
detection has to be done just before the aftermath of the crisis becomes perceivable.

In a decision-making scenario, the Warning Period represents a core stage due
to the outcome that a correct diagnosis may yield, and can contribute to outlining
the “course of action” that has to be followed.

National security theory comprises a set of complex societal terms, and com-
putational techniques are a valuable tool to solve a high range of problems. Thus
in an attempt to couple both concepts to detect potential significant incidents, a
preliminary two-pronged strategy can be evolved, namely Event Polarisation and
Event Detection, which are the anteroom of a complex process aimed at spotting

when society may be heading towards a point of no return (Early Warning Alert).

Event Polarisation

As social media facilitates the interaction and communication with others [51], peo-
ple tend to be a primary source of crisis information during a mass emergency
event [52], because they use this social software infrastructure to inform their friends,
family and acquaintances about their private states (attitudes).

As a result of these set of messages, a significant challenge is to analyse the
subjective information to extract and categorise mass opinions that convey a radical
idea or oppression feelings [46] and would become the raw material in decision-
making.

A computational technique that may be used to detect and analyse Event Po-
larisation is sentiment analysis. This machine learning technique can be used to
classify sentiments into three categories: positive, negative and neutral.

The aim to include this process is not limited to detect opinion polarisations, as
sentiment fluctuations symbolise the occurrence of sub-events [53], and it can answer

questions that surround a collective negative feeling in a selected geographical region.
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Event Detection

A mass emergency event has a large number of individuals and stakeholders sharing
information which is why the volume of messages related to a specific topic increases.
However, all these disruptive events are not isolated because they include subevents
2] that can represent a significant milestone for an effective intervention.

Upon the Event Polarisation process, the system takes each sentiment stream
separately (positive, negative and neutral) and extract the topics related to them.
A potential clustering method is Latent Dirichlet Allocation (LDA) as it is one of
the most popular techniques for this task and has been used to extract topics in
major disasters [54-56].

The next step relies on creating a specialised dictionary that handles words
related to human security and is enriched with synonyms to get a reliable wordlist
(e.g. ammunition, ammo or munitions).

The fourth step deals with a semantic matching process, where the topics of each
cluster is semantically analysed against the wordlist previously created.

Finally, to identify the nature of the event, this component employs the percent-
age of topics that are related to each Human Security aspect (Economic Security,
Food Security, Health Security, Environmental Security, Personal Security, Commu-
nal Security and Political Security).

A core aspect is that national security policies are the main reference to evaluate

which set of Human Security components describe a local instability scenario.

2.4.3 Crisis Interpretation

A common problem that comes after detecting Human Security issues is to create a
“big picture” of the disruptive situation. Figure 2.2 shows in the Crisis Interpretation
stage three components focused on 1) analysing digital content to disclose disruptive
demeanour (Radical Behaviour), 2) examining virtual communication channels to

unveil core features (Web Insights) and 3) construing ideological traits (Ideology).
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Radical Behaviour

Violence is a radical expression that can be encouraged using social media tools, and
during a massive crisis, extreme groups tend to distribute their ideology through
Twitter users [57], generating in such a way mindsets or attitudes towards this
type of radical behaviour [58]. In accordance with [58], two behavioural markers
that enable to describe the way risk has been increased in the digital platforms are
Leakage and Fixation. The former expresses an intent to harm a specific target
(facility, person or any other critical objective), whereas the second one refers to
the tendency to mention with a higher frequency a critical objective; for this thesis,
the term Fixation will consider as critical entities: people, facilities, locations and
organisations.

Detecting these radical markers is a computational challenge because it requires
the extraction of a wide range of entities such as people, organisations, strategic
facilities or even locations along with the interpretation of intentions nuanced by
heterogenous actions.

As explained by [59], intentions can be identified using intention verbs which
are associated with an intention action (e.g. “I plan to stay at the Theater”);
whereas radical intentions comprise a combination of verbs that keep specific se-
mantic properties. In line with this idea, Levin’s analysis of verbs [60] provide a
strong background to create a radical intention structure which is shown in Table
2.1.

Based on the importance and impact of such aspects from a national security
perspective, chapters 5 and 6 will address in detail the dissection of the former radical
markers by using natural language processing coupled with other computational

techniques.

Table 2.1: Radical Intention Structure using Levin’s classification.

Radical Intention Structure Example

[Levin Verb (Desire)] + [Levin Verb (Killing)] + [Entity] | “I want to eliminate wild animals”

[Levin Verb (Desire)] + [Levin Verb (Destroy)] + [Entity] | “I desire to destroy the Police Station”

As suggested by Levin, verbs of desire are: want, crave, desire and need; while
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verbs of killing are: assassinate, eliminate, execute, immolate, kill, liquidate, mur-
der and slaughter and destroy verbs are: demolish, destroy, devastate, exterminate

and ruin.

Web Insights

When mining tweets, people post URL references related to the event they face,
and the frequency of these messages suggest the importance of the content. There-

fore crawling the information within those websites may disclose relevant data that

enable to comprehend the nature of a crisis (see Figure 2.4).

LIBYANS FOREVER IN UNITY. FROM BENGHAZI TO FEZZAN

17TH FEBRUARY 2011 17TH FEBRUARY 2011

adminglibyafeb17.com

Quick News Video: Gaddafi in serious denial while speaking to the BEC today Quick News Muammar Gaddafi demonstrated today that he was "delusi

Category Arehives: English translations b em

Mapping Pro-Democracy protests Translated: Saif Al Gaddafi rallies pro-regime

supporters. Promises weapons & aid.

‘The map of protests across Libya is still being updated

Translation: The noise guys, the noise Saif: Wait my brothers, we are busy

but I came here specifically. Everyone, morale needs to be up high! **Crowd
chants** Saif: My brothers, my brothers, I want to tell you something I want
Continue reading
1 Slivestream
@ . LIVEFROM BENGHAZI

A RVIDEOIGRIERY] ﬂ:i QVIDFOGATIERY)
START WATCHING Nalut fights and succeeds START WATCHING

Twitter: ShababLibya . \ Twitier: ShababLibya

” Clashes over the past few days: Celebrations today, after frecing the eity from a ¥

GavizRy Could ot connectio Ll ezime s safe (o cav that e Libvane love 1o make 2 Jot of Dok GaLLERY Coukd not connect to

Figure 2.4: Sample of a website created to share information regarding the Libyan

conflict in 2011.

The proposed framework requires an iterative loop because the content of these
websites needs a complete analysis (Detonating Event, Warning Period and Crisis

Interpretation) to identify radical ideology and uncover new events (see Figure 2.2).

Ideology

Tweets allow individuals and organisations to share information that ranges from
pictures, videos, weblinks and text. These set of resources can be used to dissemi-
nate ideas or beliefs that may influence people’s demeanour nuanced by emotional

states, namely (anger, disgust, sadness, surprise, fear, trust, joy and anticipation),

as described by [63].
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The analysis of ideological traits can disclose core aspects that enable to un-
derstand the evolution of an incident based on the examination of emotions, an
ideological attitude such as authoritarianism and hostility characteristics. At the
end of the process, the ideology stage will contribute to creating a holistic procedure
to construe the ideological features and radical actions that reign while a disruptive

case takes place.

2.5 Analysing the Libyan case

Twitter has been a valuable tool used by activists to “overthrow” established gov-
ernments. Libya made history when Gaddafi’s regime was removed in 2011, and this
microblogging service was used to broadcast pictures, telephone numbers, websites
and opinions that allowed the escalation of the Libyan uprising.

As a demonstration, this section shows the computational techniques and their
results at two sub-stages of the Warning Period: Event Polarisation and the Event
Detection (see Figure 2.2) using as input a set of tweets, related to the Libyan
conflict using the hashtag #libya, dated from Feb. 1st to Feb. 28th 2011.

As described in Section 2.5.1 only retweets were considered, and from a language
analysis standpoint, messages written in English were selected. Consequently, the

data corpus were reduced from 28,524 to 20,149 tweets.

2.5.1 Event Polarisation

Before analysing sentiments, the data was cleansed by following three preprocessing
steps: 1. URLs, RT and Mention terms were removed; 2. contractions and abbrevia-
tions were replaced, and 3. informal ways to convey information (short words) such
as: “plz”, “pls”, “ppl” , “peeps”’, “pleasert” or “prt” were replaced by its word of
origin (e.g. “plz” —> please or “ppl” —> people).

To begin with the Sentiment Analysis process, the Stanford CoreNLP library
was used with the Recursive Neural Tensor Network model [61] as our baseline to
compute sentiments measures (positive, negative and neutral).

Our data shows that 73% of the analysed messages have a negative polarisa-
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tion (see Figure 2.5), which is why these double figures suggest a clear negative

orientation.

0% 20% 40% 60% 80% 100%

M Negative M Positive Neutral

Figure 2.5: Sentiment Orientation

Once the polarisation has been detected, the next step focuses on identifying
sentiment fluctuations which can be represented as a positive linear correlation or
negative linear correlation. In a similar fashion to [53] we calculated the correlation
among the percentage of positive and the percentage of negative messages. A cor-
relation -0.296 suggests that both sentiments were moving towards opposite paths
(when positive sentiments tend to decrease, negative sentiments increase), see Figure
2.6). As can be seen in the Figure 2.7 (a), the ThemeRiver visualization [62] shows
that the volume of polarised messages (negative, positive and neutral) increased
from February 18th to February 25th, and this gives the chance to identify three
visible sentiment shifts (A,B and C) and two essential time frames (Feb. 18th to
Feb. 21st and Feb. 21st to Feb. 25th).

Figure 2.7(b) shows a timeline of the Libyan conflict, outlining the critical events

where the sentiment explosions appeared.

2.5.2 Event Detection

After identifying the sentiment bursts and considering those points as critical subevents,
two questions that come to mind are: (1) What topics were conveyed over those time
frames? Moreover, (2) are those topics related to national security?

The first question was tackled by using a topic modelling technique known as

LDA which was developed by [64]. However, one of the leading issues lies in de-
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Figure 2.6: Trends on sentiment polarisation during the Libyan incident (February

2011).

termining the number of topics. For this purpose Perplexity analysis was used to
evaluate the optimum number of topics, whereas the cross-validation methodology
proposed by [65] was used to assess the performance of the topic extraction model.

The second question requires a semantic component to associate those topics that
were found in the topic extraction phase, to a Human Security dictionary. One way
to deal with this semantic issue was to query the Integrated Public Sector Vocabulary
[66], which is a public wordlist that contains a set of terms related to a variety
of categories, and some of them are linked to Human Security aspects (Economic
Security, Food Security, Health Security, Environmental Security, Personal Security,
Communal Security and Political Security). However, to get an enriched dictionary,
synonyms were added by using the Wordnet lexical database.

As negative sentiments had a predominant role, the topics extracted from the
set of tweets were semantically matched to the expanded dictionary; however, as
the volume of tweets had different growth rates, and the number of topics was
dissimilar over time, the resulting matched topics were normalised by calculating
the percentage of each Human Security aspect per day (see Figure 2.9 ).

To understand the way Human Security variables behaved over time, a Nor-

malised Cross-Correlation analysis was calculated between all of them; but not only



32

2 4 6 8 10 12 14 16 18 20 22 24 26 28

Dates

Negative Neutral [ Positive

(a) Sentiment changes

Timeline

( " February 15: Between 500 and 600 demonstrators protested in front of Benghazi's police
headquarters. The protest was broken up violently by police [**].

February 16: About 200 demonstrators protesting the arrest of a human activist take to the
.streets in the coastal city of Benghazi [*]. /
February 18: In Benghazi, human rights groups and protesters claim they are under attack by
pro-government forces [*]. ]
February 21: In Benghazi, protesters took control of the streets, looting weapons from the
main security headquarters [**]. )

February 25: Thousands took to the streets of Tripoli to protest with the civilian death toll i
c. rising [**].

U.S. President Barack Obama signs an executive order freezing Moammar Gadhafi's assets
[*]. ;

. CNN (2011) A timeline of the conflict in Libya. Available at:

Eolices http://edition.cnn.com/2011/WORLD/africa/08/18/libya.timeline/index.html (Accesed: 22 November 2017).

A.

** Global News (2011) Timeline: Libyan civil war (February 15 — October 20, 2011). Available at:
https://globalnews.ca/news/168180/timeline-libyan-civil-war-february-15-october-20-2011/ (Accesed: 22
October 2020)

(b) Timeline of Events

Figure 2.7: Sentiment Fluctuations and Timeline of Events in Libya (February 2011).
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in those time frames where the sentiments burst, but a “step before” because it is
essential to understand what happened in those previous days. Hence, the Breakout
anomaly detection algorithm released by Twitter was used to identify those previous
variation points suitably.

As Figure 2.8 shows, the Breakout algorithm detected two time frames before
the changes in sentiment; however, the area shaded in red (AA) and the one shaded
in blue (BB and CC) were analysed to understand what happened before and during

the sentiment fluctuations appearance.

Negative Sentiments
Anomaly Sentiment
Detection Fluctuations
L2004 A
[%0]
2 1,000 : : — ' i
: I I 1 I A I
= 800 I 1 1 I /1 1
5 i i LA i i
= 600 1 I 1/ 1 .
el 1 I 1 /1 1 I
S D I
=) -y ) - BB
2w~ P I®i g
0 1 I I I I 1
! ! I A !
1 3 5 7 9 11 13 15 11 19 21 23 25 27
Dates

Figure 2.8: Sentiment Fluctuations and Breakout Detection during the Libyan con-

flict (February 2011).
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Table 2.2 illustrates the cross-correlation results between some of the Human
Security aspects such as Public Order, People and Information, and it outlines the
following relationships: Public Order — Defence, Public Order — Life, Public Order
— Information, People — Defence, People — Health, People — Life, Information —
Government and Information — Defence.

According to the Table 2.2 two scenarios can be identified. The first one (AA
to BB) shows that only four out of eight variables had positive increments. On the
other hand, the second scenario (BB to CC) shows in as many as seven out of eight
analysed variables had positive increases. Hence, the latest scheme suggests that
people were strongly engaged in topics related to Public Order and Life (224.96%),
Public Order and Information (209.13%) and People and Life (473.15%).

As a result, the more positive increments that have been found over a time
frame, the more attention that has to be paid to them. This is a key feature that
triggers the next stages (Alert Mechanism and Crisis Interpretation). However, the
nature of the event and National Security policies will decide which set of Human
Security aspects have to be considered to create the Crisis Scorecard and the suitable

percentages that have to be reached to activate the following phases.

2.6 Conclusion

In this chapter, we proposed a holistic conceptual framework that utilises computa-
tional techniques for examining Social Movements and detecting threats to Human
Security.

To demonstrate the feasibility of the framework, we presented a preliminary
analysis of tweets related to the Libyan events focussing in particular on the Warning
Period. This analysis has helped to identify two essential frames where critical events
occurred. Another core result was the detection of those Human Security variables
that had positive variations. This suggests that the more positive increments, the
more attention that has to be paid to them because these set of changes showed
which aspects epitomised the social disruption.

This preliminary experimental phase has already pointed to some challenges
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with regard to the components involved in the Warning Period phase. First, slang
expressions are still a great challenge because the language has semantic variations
from country to country. Hence, creating a robust dictionary may improve radical
behaviour detection. Second, spelling mistakes correction is an important issue that
Natural Language Processing (NLP) has to deal with because it can improve the
Event Detection Phase. Third, microblogging platforms tend to spread opinions,

but anonymity within this virtual communities is hard to probe.



Chapter 3

Defining an Alert Mechanism for
Detecting likely threats to

National Security

3.1 Introduction

Social Media as a means of communication, has changed the way society interacts
because individuals can convey messages, pictures and videos to a worldwide audi-
ence. When a society faces instability issues, information shared tends to pertain
to those aspects that have affected the internal balance of the state such as health,
public order, life, environment or economy [7].

As a result of this state of insecurity, the affected communities engender support
towards a groupthink, and this group of beliefs can reach an audience of critical
mass that may lead to a disruptive and chaotic scenario.

In line with this idea, in Chapter 2 a conceptual framework for social movements
analytics that might threat national security stability was presented focusing on
three interconnected stages, namely, Detonating Event, Warning Period and Crisis
Interpretation (see Figure 3.1).

The former stage called the Detonating Event relies on collecting those messages

that epitomise a disruptive incident.

38
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_____________________________________________________________________________________

Data » Event Event Early Warning ’ Radical . Crisis
Ingestion Polarisation Detection Behaviour WEblInS ghis Ideology » Scorecard

N~ -~

Figure 3.1: The proposed Conceptual Framework for Social Movements Analytics,

described in [67].

The second stage (Warning Period), analyses the probable danger that follows
the detonating incident by considering two essential features; the first one is the ex-
amination of opinion polarisations and the detection of the occurrence of subevents,
and the second one evaluates which national security components describe the local
instability scenario.

The third stage (Crisis Interpretation), comprises a set of complex computational
techniques to construe the crisis by creating a holistic picture of it, which runs from
radical behavioural elements to the analysis of the involved stakeholders.

This chapter focuses on the “Warning Period” phase of the proposed framework.
A mechanism is presented to decide whether a detected incident represents a likely
threat to National Security, and based on this assumption determine whether the
situation is heading towards a major disruption.

The Alert Mechanism can identify points where society may be heading towards a
situation where a major disruption may affect the “homeostasis” or internal balance

amongst those components that keep the stability of the state (i.e. a tipping point).

3.2 Towards an Alert Mechanism (RQ2)

A crisis event can be understood as a critical situation where large-scale events can
affect a community or a country where national security features are also affected,
namely Human Security aspects (Economic Security, Food Security, Health Secu-
rity, Environmental Security, Personal Security, Communal Security and Political
Security) [7] [67].

In the aftermath of a disturbing detonating event, citizens tend to use technology
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platforms such as microblogs to share crisis-related messages [67].

The information buried in these posts become a valuable asset that discloses
what people feel, exposing ideas that range from sympathy or emotional support to
disruptive suggestions that may create social instability [68].

This hidden context and the associated metadata can reveal the beginning of a
crowd reaction and unveil the fragile internal balance of the affected state. Detecting
when a critical mass of individuals feel “so” connected with that social stimuli
represents a core challenge.

According to [69] when individuals are in a fully engrossed or fixated state,
generate a measurable metric, “engagement”. Engagement is the consequence of
interest or disinterest towards a target. Hence, engagement is fully connected to a
crisis event because the people who are dealing with a disturbing incident are more
vulnerable to a disruptive groupthink (cognitive closure) [70].

Engagement is a multidimensional concept that comprises emotional and be-
havioural dimensions [71]. In light of social media and for this work, the emotional
component refers to the private state of individuals that is mirrored when messages
have been spread over the internet (emotions or opinions).

The second element (behaviour) focuses on capturing the ways in which the
balance of Human Security aspects is disturbed by the triggering on an incident.

In line with these concepts, the emotional and behavioural components may
enable the analysis of the affected Human Security facets and the nuances of the
emotional states.

A disruptive situation has to be analysed over a short-term time frame, to study
how people express their feeling of belonging and relatedness towards a situation as
described in [72].

We propose the term “Social Media Connectedness” (SMC) to refer to this
phenomenon. For the work described in this chapter, SMC represents the length of
time (hours or days) where a mass of individuals felt involved and engaged towards

a cause.

This chapter puts forward the hypothesis that SMC combined with the emo-
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tional and behavioural components can constitute the main elements of an analy-
sis that reveal when a society is headed towards a critical national security event, due
to individuals having reached a tipping point and the state potentially collapsing.
The next section presents the analysis that we have conducted to provide a basis
to this hypothesis. For this analysis, the emotional component is modelled using
the Global Polarisation index [73], while the behavioural part is captured by the

Human Security Impact parameter [7].

3.3 Analysis

For the experimental investigation tweets from four different national contexts and
dissimilar triggering incidents were collected as shown in Table 3.1.

The data corpus was built by extracting tweets linked to trending hashtags, using
the historical Tweet API. As a result, two data clusters were created to separate the
disruptive from the non-disruptive events.

All the disruptive cases were selected because the society reached a tipping point
that led to riots, unrest and violent events (see Figure 3.2). In the disruptive cases,
we have included the Syrian conflict. Although this is not a case of directly predicting
social unrest, it provides important and useful insights into society’s reaction and
state, as a result of violent events.

The analysis focuses on examining the data before such tipping points in order
to investigate the different key parameters for the proposed Alert Mechanism.

Tweets are a means of communication in the digital era, and a retweet is the
mechanism to spread a message that because of its viral content is spread to new

audiences for the purposes of engagement [74].
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For this work, tweets written in English that have been retweeted at least once
were selected to construct a new data corpus as described in [67]. As a result of
this process, the Disruptive and Non-Disruptive datasets were condensed as shown

in Table 3.1.

3.3.1 Global Polarisation

After selecting retweets, a cleansing process was performed to remove stop words and
punctuation. Therefore the disruptive and non-disruptive datasets were analysed to
measure the mood states and classify them into three categories: positive, negative
and neutral as described in [67], by using a lexicon-based approach.

The Polarisation procedure discloses the first clue as it unveils which set of sen-
timents had a predominant role and eased the detection of elaborate disagreements
towards a selected topic.

As illustrated in Figure 3.2, disruptive incidents showed that negative polarisa-
tion fluctuated above 60% of total related tweets before the main event, whereas the
non-disruptive dataset (see Figure 3.2 (Drawing while Black, USA)) had gradual
increments over time, but the Global Polarisation index remained below 60%. This
polarisation index revealed that disturbing incidents tend to hold a stable negative

perception, while a non-disruptive event presents an irregular pattern.

3.3.2 Social Media Connectedness

As described above, the SMC process is focused on quantifying the length of time
(hours or days) where a mass of people feel connected towards a cause, and a con-
tinuous dialogue amongst citizens has begun.

However, spotting those behavioural patterns is non trivial, but a starting point is
by classifying the tweets into the ten categories of Human Security aspects, as defined
by the United Nations [7], namely Defence, Economy, Environment, Government,
Information, Health, Life, Transport, Public Order and People.

For this purpose, a multiclass classification model was trained using the archi-

tecture shown in Figure 3.3. As a preliminary step, text coming from a specialised
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dictionary by the UK Local Government Association [66] that handles words related
to human security variables was transformed using sentence embeddings which were
used as the input for the neural network. The dictionary was enriched by getting
synonyms in the Wordlist lexical database to get a trustworthy wordlist, as described
in Chapter 2. Then, three fully connected layers were used as part of the architec-
ture. Finally, the output layer had ten neurons which is in line with the number of
human security components. This multiclass classification model was used to clas-
sify the tweets from the disruptive and non-disruptive datasets, and the percentage
of each Human Security component was calculated per day.

As described above, Human security components are critical indicators to main-
tain the stability of a state, but understanding the relationship amongst them be-
comes a significant task. A Granger causality analysis was performed on the dis-
ruptive datasets, where similar to [75], this analysis was used to examine whether
one Human Security aspect has predictive information about the other one. This
approach was adopted as Granger causality between two variables cannot be inter-

preted as formal causation [75].

‘ Human Security Components ‘ p-value ‘
‘ Business -> Defence ‘ 4.07E-06 ‘
‘ Health ->> Defence ‘ 0 ‘
‘ Defence ->> Environment ‘ 0.03914484 ‘
‘ Business ->> Health ‘ 0.02018019 ‘
‘ Defence -r> Health ‘ 0 ‘
‘ Public Order ->> Information ‘ 0.04565287 ‘
‘ Defence -I> People ‘ 0.14683295 ‘
‘ Environment ->> People ‘ 0.58523553 ‘
‘ Defence -> Public Order ‘ 0.07491134 ‘
‘ Environment ->> Public Order ‘ 0.02676013 ‘

Table 3.2: Statistical significance (p-values) of bivariate Granger Causality correla-

tion amongst Human Security components
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Based on the results of the Granger causality analysis (see Table 3.2) it can be
observed that Defence - People, Environment -People and Defence - Public Order
had the highest Granger causality relation (p-value > 0.05), whereas the rest of the
variables did not present a significant correlation.

Moreover, before the tipping point (significant situation) has been reached there
is a crowd reaction, observable as an activity ramp-up [2]. Therefore, it is required to
examine which of the variables with the highest Granger causality relation increased
or maintained a stable behaviour over time.

Hence, People, Defence, Environment and Public Order were investigated further
as shown in Figure 3.4, Figure 3.5, Figure 3.6 and Figure 3.7, respectively. It can be
observed that the variable People behaved consistently since it stayed above 10%,

while the other parameters demonstrated a more random behaviour.
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Figure 3.4: Percentages of one Human Security Component (People) across three

disruptive cases (Aleppo, Libya and Egypt) and one non-disruptive case (Drawing
while Black, USA).

This result is clearly linked to the fact that national security is a people-centred

topic [7], and it suggests that individuals were using words related to human beings
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Figure 3.5: Percentages of one Human Security Component (Defence) across three

disruptive cases (Aleppo, Libya and Egypt) and one non-disruptive case (Drawing
while Black, USA).

to invite other groups to join the groupthink. Some indicative examples of real

tweets are: “Hate groups are active” and “The war is against vulnerable people”.

Therefore, the component “People” can be considered as an important indicator
of intergroup behaviour. The next step of the analysis was focused on creating a
model to correlate the behaviour of this component, based on the negative perception
of the rest of the Human Security components.

The creation of this model is an important step because high values for “People”
is not indicative of a disruptive incident, as non-disruptive events such as a sports
game or a music concert would lead to a similar sharing of messages that contain
words related to human beings.

Three popular models were selected and trained (Gradient Boost Machine, Ran-
dom Forest and a Long-Short Term Memory model (see Figure 3.8).) by using the
three datasets described above (Libya, Syria and Egypt). In each case, the response
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Figure 3.6: Percentages of one Human Security Component (Environment) across

three disruptive cases (Aleppo, Libya and Egypt) and one non-disruptive case (Draw-
ing while Black, USA).

variable (People) was labelled by setting it to 1 when it was above 10%, the thresh-
old identified in Figure 3.4, and 0 when it was below this threshold. The remaining
Human Security aspects were used to input parameters to the model.

The LSTM model was selected because the prediction of civil unrest events can
be seen as a time series prediction problem and the alteration of human security
components change over time as the incident escalates. Moreover, such a model is
well suited to categorise, process and make forecasts based on time series information
and predict near-future events [41].

The accuracy of each model was calculated by using the AUC metric (Area
Under the Curve), and the results are shown in Table 3.3. Consequently, the Deep
Learning Model presented the best performance and its relative variable importances
are shown in Table 3.4.

These results suggest that individuals can get involved towards a national secu-

rity cause when negative messages related to defence, health and government



Model Accuracy

Random Forest 74.47%

Gradient Boost Machine 76.98%

LSTM 94.60%

Table 3.3: Model Accuracy

Human Security Component | Importance (%)
Defence 21.05
Health 18.76
Government 16.74
Information 16.6
Environment 12.6
Public Order 7.38
Life 6.87

Table 3.4: Human Security components influence
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Figure 3.8: LSTM architecture used for the Alert Mechanism.

have been conveyed.

As described by [2] real-world events have increases in activity due to external
causes also known as an “exogenous” variable. By contrast an “endogenous” variable
is not related to a real event, because this kind of element is originated and spread

within the social media environment.
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As negative messages had the predominant role, in this case “defence”, “health”
and “government” can be considered as exogenous variables since they work as an
external cause, while the variable “information” can be considered as an endoge-
nous component, as it includes words related to technology, and these set or words

are not linked to the disruptive situation.

3.3.3 Human Security Impact

Violence, blood, injuries or medicines are some terms that can be found when min-
ing unstructured data (tweets) after a detonating event. The variable importances,
shown previously, indicate that “Defence” is the primary aspect that citizens
shared while a disruptive event is being organised, which is why in this work the

Human Security Impact will be based on this specific component.

Figure 3.5 illustrates that while “Defence” had a variable pattern in the studied
disruptive incidents, it always measured above 5%. Whereas in non-disruptive events
it remained below 1.5%, despite a burst of activity. Hence, the threshold for the
measurement of “Defence” is set to negative posts above 5% of total, to indicate

that Human Security has been compromised.

3.4 The Proposed Alert Algorithm

Based on the analysis and the results described above, the proposed Alert Mecha-
nism is shown in Algorithm 2.

The mechanism has three component phases, namely Global Polarisation, SMC
and Human Security Impact. In the first phase, tweets are ingested and processed
to get the sentiment polarisation. This step unveils the real nature of the event
because when negative opinions are present, a clear proof of unhappiness towards
an incident begins to flow.

If the polarity outcome exceeds a certain threshold (T1) then the spotted incident
can be considered a likely threat and the second phase will be initiated.

The second step quantifies the length of time (hours or days) where a mass of
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Data: Tweets

Result: Trigger an Alert

/* Tl= Negative Sentiments Threshold; T2= Time span (days/hours); T3=
Human Security Component Threshold x/

begin

Global Polarisation (GP)

if GP >= T1 then

Social Media Connectedness (SMC)

if SC >= T2 then
Human Security Impact (HS)

if HS >= T3 then
| Trigger an Alert

end

end

end

Algorithm 1: Alert Mechanism

people feel attracted towards a cause, and afterwards, the result will be analysed in
the light of a different threshold (T2) to decide whether the set of disruptive beliefs
have been on the trends site for a long time.

The third phase deals with the analysis of the Human Security Parameters,
to decide if the mass of people were highly engaged, namely they were above a
predefined threshold (T3) and are heading towards a tipping point in which case an
alert will be triggered.

From the results described in Section 4.3, T1 was considered as critical value
when it was above 60%, whereas T2 was set to four hours since a topic can be
considered as a popular one when it was on trends site for more than four hours
(a figure consistent with the analysis provided in [76]), and T3 was considered as
significant when the human security component “Defence” was above 5%.

It should be noted that the lower the thresholds are, the earlier the mechanism
will issue an alert; however, that would also increase the probability of false positive
outcomes.

In practice of theory, the alert mechanism could utilise a learning component

to allow T1, T2 and T3 to be dynamically adapted and calibrated to reduce false
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positives in different contexts.

3.5 Validation

To demonstrate the validity of the proposed mechanism, we have utilised it in the
context of one additional case related to a disruptive incident namely the Ferguson
Riots, USA.

The purpose of this exercise is to verify the following: if the proposed mechanism
had been available during that event, with the prescribed threshold values, would it
have issued an alert, and if yes, when would the notification point occur?

The Ferguson case examines the events in 2014 in the USA, where protests and
riots began after the fatal shooting of a man called Michael Brown by police officers.

The analysed time span comprises from November 11th to 29th, 2014 and as
Figure 3.9-1 illustrates two critical situations need to be outlined, the former is
when the governor declared the state of emergency and the second one when the
grand jury decided not to indict the officer.

In this case, the Alert Mechanism was used to analyse the first critical event,
from November 12th to November 17th, 2014 before the declaration of the state of
emergency took place (see Figure 3.9-1I).

Therefore, the Global Polarisation index was calculated from November 12th —
16th, 2014, and it shows that negative sentiments remained above 60% (see Figure
3.9-III). This result suggests that individuals were conveying messages with more
negative emotions.

Secondly, SMC was calculated by using the Deep Learning model described
above, and it reveals that five days before the main event, people were “engaged”
with the incident for 22 out of 24 hours per day (see Figure 3.9-1V).

Based on the analysis in [76] a topic is considered as a very popular one when it
was on trends site for more than four hours. Consequently, the outcomes described
above