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Abstract

A key feature of the non-orthogonal multiple access (NOMA) technique is that users with better channel

conditions have prior knowledge about the information of other weak users. Given this prior knowledge, the

idea that a strong user can serve as a relay node for other weak users in order to improve their performance,

is known as cooperative NOMA. In this paper, we study the physical layer security of such a cooperative

NOMA system. In order to reduce the complexity of the analytical process, the considered system in this

paper has three users, in which the performance of the weaker users are enhanced by the stronger users.

Given that there is an eavesdropper in the system that can hear all the transmissions, we study the secrecy

performance of all the users. More specifically, we make an attempt to derive the ergodic secrecy capacity

(ESC) and secrecy outage probability (SOP) of all the users. Due to the intractable nature of the exact

analysis for the weak users, we provide the closed form expressions of the ESC and SOP for these users at

the high SNR regime, while providing the exact analysis for the strongest user. Targeting on the optimality,

we further reveal that better secrecy performance of the system is achievable through an appropriate power

control mechanism. Finally, based on the analytical methodology of the three-user cooperative system, we

provide insightful observations on the performance (in terms of ESC and SOP) of a multi-phase cooperative

NOMA system with N users at the high SNR regime. Through rigorous numerical simulations, we verify

the correctness of our analytical derivations under different practical scenarios while providing evidence of

achieving optimal secrecy performance with the proposed power control scheme.
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1. Introduction

Non-orthogonal multiple access (NOMA) [1] is considered one of the breakthrough technologies for 5G

systems because of its ability to achieve superior spectral efficiency. Typically, this technique utilizes the

information in the power domain for achieving the outcome of multiple-access strategies, which is unlike

the conventional orthogonal multiple access structures, such as frequency division multiple access. Because

of having less power level, users with better channel condition can decode the information of other weaker

users by applying the successive interference cancellation (SIC) technique [2]. As a result, these stronger

users can improve the performance of the weaker users by re-transmitting the decoded information using

the decode-and-forward (DF) relaying technique via conventional short-range communication technologies,

such as Bluetooth and Ultra Wide Band (UWB). Consequently, a weak user can use the maximum ratio

combining (MRC) technique to combine all information sent to itself. Therefore, in NOMA systems, a strong

user can play the role of a relay node for weaker users, and thus additional relay nodes are not required to

be deployed in order to obtain the benefit of the cooperation concept in wireless communications [3, 4].

The expected benefits of cooperative NOMA transmission have drawn extensive research interest. With

this idea, numerous works appeared in the literature from different technological perspectives. For example,

in [5], the outage probability and diversity order are analytically studied. For the similar type of two-user

system, in [6], the average block error rate (BLER) is derived for both the users. For the similar type of

model, in [7], the amplify-and-forward (AF) relaying ability is considered for the strong user instead of the

DF relay. A variant of two-user cooperative NOMA system is studied in [8], in which the base station (BS)

jointly with the strong user transmit data to the weak user following the uplink NOMA strategy. Besides

considering the strong user as a relay, a multi-relay cooperative two-user NOMA system is also studied

in [9]. While assuming the strong user as a relay with the full-duplex and energy harvesting communication

capabilities, one more similar type of work is [10]. For another such a system [11], in which near NOMA users

that are close to the source node act as energy harvesting relays to help far NOMA users, outage probability

and system throughput are studied. Cooperative NOMA concept in a multi-cast and multi-user system [12],

[13] is studied as well. In [14], the authors have proposed a dynamic NOMA strong user selection scheme

for each weak user that can improve its reception reliability. Moreover, since conventional multiple-input-

multiple-output (MIMO)-NOMA systems have higher power consumption and implementation complexity,

a much lower complexity cooperative MIMO-NOMA system is designed in [15] with the assistance of the

spatial modulation idea.

Wireless communication networks are more vulnerable to security threats due to the broadcast nature of

the wireless medium. Unlike the strategies at the higher layer, physical layer security (PLS) techniques can

enhance the security of wireless communication networks [16] in a more convenient manner. In this paper,

on the presence of a passive eavesdropper, we study the secrecy performance of a cooperative NOMA system.

Many works came out recently for NOMA-equipped networks that studied the PLS. For example, in [17],

secrecy performance is studied for a multi-relay NOMA system with the presence of an eavesdropper using
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the relay selection idea. In [18], the security problem of preventing multi-cast receivers from intercepting uni-

cast messages was considered. By applying the full duplex technology and artificial noises, the instantaneous

and ergodic secrecy rates of a secure NOMA-based two-way relay network were analyzed in [19]. Under

the presence of multi-eavesdropper, the authors in [20] have studied the secrecy performance of a uplink

NOMA system. In [21], the authors have studied the maximization of the strong user secrecy rate under

some user-specific constraints. Besides conventional NOMA systems, there are some works that studied the

secrecy performance of cooperative NOMA networks. For example, in [22], the authors have studied the

tradeoff between security and reliability in such a network with the cognitive ability. Another similar type of

work with the cognitive ability is [23]. Under the presence of a passive eavesdropper, there is one work [24],

that is similar to ours and studied the secrecy performance. However, unlike us, the authors in this work

implemented the cooperation concept via deploying one real relay node either with the AF or DF mode.

Relay-based cooperative NOMA has been used for emerging networks like vehicular networks [25].

Besides studying the theoretical secrecy performance, there are some works that designed a secure NOMA

system. Along this line, in [26], the authors have proposed a secure SIC technique so that a strong user

cannot hijack or eavesdrop the information of a weaker user. In [27], the authors have proposed a downlink

cascaded zero forcing (ZF) beamforming technique to secure communications in a two-cell MIMO-NOMA-

based network with the cognitive ability. The secrecy performance of both the single-antenna and multi-

antenna networks can be enhanced by artificial noises, in which part of the transmit power is used to

generate artificial jamming signals to confuse potential eavesdroppers. For example, in [28], an artificial-

noise-aided cooperative jamming scheme was proposed to improve the security of a primary user network. A

NOMA equipped two-way relay network was studied in [29], where all user pairs transmit jamming signals

simultaneously in the multiple access phase. In [30], the PLS was studied under the presence of a full-

duplex active eavesdropper. For multiple-input-single-output (MISO)-NOMA networks, there are works

[31, 32] as well that enhance the secrecy performance using the jamming technique. Besides the usage

of the jamming technique, the secure beamforming and power level optimization algorithm was designed

for NOMA systems in [33][34]. In [35], for a large-scale NOMA-based 5G system, two different structures

were proposed to improve the secrecy performance for single antenna and multiple-antenna networks via

the stochastic geometry concept. A new design of the NOMA technique under secrecy considerations was

proposed in [36], the objective of which is to determine the optimal decoding order, transmission rates and

power level allocated to each user. In [37], inter-user interference and NOMA techniques were combined

to deliberately confuse any eavesdropper. In [38], the authors proved that the mobility feature of a node

improves the secrecy performance of a NOMA-based network. For a system similar to ours, in which a strong

user acts as a relay for a weaker user, there are couple of works [39, 40] that attempt to enhance the secrecy

performance. In [39], a full-duplex separate relay is equipped to enhance the secrecy performance via the

jamming signal. Despite having the similar type of system model, in [40], the secrecy performance of two

separate data streams, generated by the original source node and the strong user, are studied which is not
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actually the achievable rate of any user in the system. Furthermore, the system in this work has only two

users, and hence this is a two-phase cooperative NOMA system. On the other hand, in this paper, we have

studied the secrecy performance (i.e., ergodic secrecy capacity (ESC) and secrecy outage probability (SOP))

of all the users separately in a three-phase cooperative NOMA system.

In this paper, we study the secrecy performance of a three-user cooperative NOMA system without

deploying any real relay. The cooperation concept is achieved through the stronger users of the system, which

act as the relay for the other weaker users with the objective of enhancing their message decoding reliability.

More specifically, on the presence of a passive eavesdropper, we have studied the secrecy performance of

all the users in the system in terms of ESC and SOP. Although we have provided the exact closed form

expressions of the ESC and SOP for the strongest user, that for the weak users are provided in the high

signal-to-noise-ratio (SNR) regime due to the intractable nature of the exact analysis. With the objective of

achieving the best possible performance for all the users in the system, we reveal that the optimization of the

ratio between the transmit and the noise power at the BS and the stronger users is critical in maximizing the

secrecy performance. Besides studying the performance of such a three-phase cooperative NOMA system,

we study a general system with N users, where the channel gain of the users follow some order. Specifically,

we provide insightful observation on the performance (in terms of ESC and SOP) of all the users in such a

multi-phase cooperative NOMA system. The key contributions of this paper are listed as follows.

• Under the presence of a passive eavesdropper, we study the secrecy performance of a three-user cooper-

ative NOMA system, in which the strong user acts as a relay for the other weak users. More precisely,

we derive the closed-form expressions of the SOP and ESC for all the users in the system. Since the

exact analytical derivation is intractable for the weak users in the system, the analytical outcome for

them are provided in the high SNR regime while the exact analytical outcome are provided for the

strongest user. Although the derivation of SOP for a two-user cooperative NOMA system is presented

already in our conference version [41], the derivation of the ESC and SOP for a three-user cooperative

NOMA system are the new and key contributions in this paper.

• To the best our knowledge, this is the first work that studies the user-specific secrecy performance for

a three-user cooperative NOMA system. Apparently, although the work in [40] has the same system

model as ours, they studied the secrecy performance of two separate data streams generated by the

original source node and the strong user, which are not the achievable performance of either the weak

user or the strong user. Furthermore, the system in this work has only two users, and hence this is

a two-phase cooperative NOMA system. On the other hand, we study the secrecy performance of all

the users separately and individually in a three-phase cooperative NOMA system.

• Based on the analytical methodology of the three-phase cooperative system, we also provide insightful

observation on the performance of a multi-phase cooperative NOMA system in terms of ESC and SOP.

Given certain assumption on the placement and wireless channel of the users, at the high SNR regime,
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the ESC and SOP of any weak user is a function of the transmit SNR of the last cooperative user at

the last cooperative phase from which it receives signal, and the distance between the last transmitting

user (at the last cooperative phase) and itself. Moreover, these metrics of this user are independent

of the transmit SNR of the other cooperative users in other cooperative phases and the transmit SNR

of the BS, but the functions of power allocation factors of all the cooperative and direct transmission

phases from which it receives signal. On the other hand, the exact closed form expressions of the ESC

and SOP for the strongest user are achievable, which are the functions of the BS transmit SNR and

the distance between the BS and itself.

• Extensive numerical simulations have been conducted in order to verify the correctness of the analytical

results under different scenarios. We further reveal that the optimal secrecy performance can be

achieved through tweaking the ratio between the transmit and noise power at the BS and the stronger

users. This insightful observation has also been verified by the numerical simulation.

The rest of the paper is organized as follows. In Section 2, we elaborately describe the components and

functionalities of the system, and then formulate the problem. The exact analysis of the proposed system is

provided in Section 3. In Section 4, we evaluate the performance of the proposed analytical model. Finally,

Section 5 concludes the paper.

For the sake of clarity and in order to improve the readability of this work, we summarize all the

mathematical operators as follows. Fx(.) and fx(.) represent the cumulative distribution function (CDF)

and probability density function (PDF) functions of variable x, respectively. E[x] is the expectation function

of variable x, and finally Ei(x) is the exponential integral function of x.

2. System Model and Background Information

Let us consider a NOMA-equipped cellular system, in which there are a pico BS, three users and a passive

eavesdropper. It is assumed that time is slotted and there is one frequency channel in the system. The BS

is located at the center of the cell, and a sample system model described herein is provided in Figure 1. The

strong and weak users of the system are denoted by UEz, UEy and UEx, respectively. The BS adopts the

superposition coding (SC) technique to transmit information of all the users over a dedicated fixed channel.

As a result, at this phase, user z is able to decode its and the information of both user x and user y using

the successive interference cancellation (SIC) technique. Then, in the next time slot, the strong user applies

the SC technique on the decoded signal of both the weak users, and broadcasts over the same fixed channel.

At this phase, the MRC technique is adopted at the weak user y to realize the enhanced performance while

combining the signals obtained from the BS and the strongest user. At the same time, this user is able to

decode the information of user x transmitted by the strong user z. In order to realize the cooperation benefit

of the NOMA technique, the weaker user y re-transmits the decoded information of user x spontaneously over

the same channel. At this final stage, user x adopts the MRC technique to combine the signals transmitted
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Figure 1: A sample three-phase cooperative NOMA system under a passive eavesdropping scenario.

by the BS, user z and then user y, which is obviously the enhanced and stronger signal compared to the

original signal transmitted by only the BS. Thus, the cooperative concept is implemented via the stronger

users in the system without employing any real relay nodes. The maximal transmit power level of the BS

and the stronger users (i.e., user z and user y) are denoted by Pb, Pz and Py, respectively. We assume that

all nodes in the network are equipped with a single omni-directional antenna and all the channels follow the

conventional path loss model accompanied with small scale fading. Moreover, the block fading channel model

is assumed, in which the channel state information (CSI) of the users remain constant in a time slot, but

vary over different time slots. The CSI can be obtained through the existing channel estimation technology

at the user nodes (e.g., MMSE and its variants [42][43]) and feedback to the transmitters (the BS and strong

users in the system). The eavesdropper in the system is considered to be an untrusted user, which is curious

about the information of other users and has the perfect knowledge of the entire system2. The transmission

in this network is accomplished in three phases, the description of each one is given in the following.

2.1. Direct Transmission Phase

In this phase, the BS broadcasts the SC-coded mixture, χb =
√
axsx +

√
aysy +

√
azsz, where sx, sy and

sz are the unit power signal received by user x, user y and user z, respectively, and ax, ay and az are their

power allocation coefficients, respectively. While taking the quality-of-service (QoS) constraints of all the

users into account, we assume that ax > ay > az and ax + ay + az = 1. As a result, the received signals

at user x, user y, user z and the eavesdropper can be given, respectively, by ζθ = hθ
dαθ

χb
√
Pb + ωθ, where

θ ∈ {x, y, z, e}, and hx, hy, hz and he are the channel gain associated with the small scale fading from the

BS to user x, user y, user z and the eavesdropper, respectively. dx, dy, dz and de are the distance from the

2All the legitimate users in the system are trustworthy to each other, and hence there is no any secrecy concern to any of

the users. It is noteworthy that some other recent work in the literature considered security concerns between legitimate users

with different security clearance but this is out of the scope of this paper [44].
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BS to user x, user y, user z and the eavesdropper, respectively. ωx, ωy, ωz and ωe are the additive white

Gaussian noise (AWGN) with zero mean and variance N0, and α is the path loss exponent. User z first

decodes sx by treating sy and sz as the interference, and then decodes sy by treating sz as the interference,

and finally obtains sz by applying the SIC technique. For the sake of simplicity, we assume that ρb = Pb/N0.

As a result, the signal-to-interference-plus-noise-ratio (SINR) of signals sx, sy and sz at user z can be given

by

γzsx =
ax|hz|2

ay|hz|2 + az|hz|2 + dαz /ρb
, γzsy =

ay|hz|2

az|hz|2 + dαz /ρb
and γzsz =

azρb|hz|2

dαz
, respectively.

User y decodes the signal of user x, sx, while considering signals sy and sz as interference, and then

decodes its own signal while taking sz as the interference, via the adoption of the SIC technique. The

resultant SINRs are given by

γysx =
ax|hy|2

ay|hy|2 + az|hy|2 + dαy /ρb
and γysy =

ay|hy|2

az|hy|2 + dαy /ρb
, respectively.

Finally, user x decodes its own signal while taking sy and sz as the collective interference, and hence its

SINR is given by

γxsx =
ax|hx|2

ay|hx|2 + az|hx|2 + dαx/ρb
.

On the other hand, since the eavesdropper is aware of the entire information of the system, it first decodes

signal sx by treating signals sy and sz as the interference, then decodes signal sy while taking signal sz as

the interference, and finally decodes signal sz deliberately, using the SIC technique. As a result, the SINR

of signals sx, sy and sz at the eavesdropper can be given by

γesx =
ax|he|2

ay|he|2 + az|he|2 + dαe /ρb
, γesy =

ay|he|2

az|he|2 + dαe /ρb
and γesz =

azρb|he|2

dαe
, respectively.

2.2. Cooperative Phase I

In this phase, the strong user z broadcasts the SC-coded mixed signal of the weaker users from the

first phase, χ̄u =
√
azxszx +

√
azyszy, where szx and szy are the unit power signal received by user x and

user y, respectively, and azx and azy are their power allocation coefficients, respectively. Similar to the

first transmission phase, we assume that azx > azy and azx + azy = 1, that are based on the fairness

criterion. As a result, the received signal at user x, user y and the eavesdropper can be given, respectively,

by ζzθ = ḡθ
dαzθ

χ̄u
√
Pz + ωzθ, where θ ∈ {x, y, e}, and ḡx, ḡy and ḡe are the channel gain associated with the

small scale fading from the strong user to user x, user y and the eavesdropper, respectively. dzx, dzy and dze

are the distance from the strong user to user x, user y and the eavesdropper, respectively. ωzx, ωzy and ωze

are the AWGN with zero mean and variance N0. User y first decodes szx by treating szy as the interference,

and then obtains szy by applying the SIC technique. As a result, the SINR of signals szx and szy at user y

can be given by

γyzx =
azx|ḡy|2

azy|ḡy|2 + dαzy/ρz
and γyzy =

azyρz|ḡy|2

dαzy
, respectively,
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where ρz = Pz/N0. User x decodes its own signal szx while considering signal szy as interference, and hence

its SINR is given by

γxzx =
azx|ḡx|2

azy|ḡx|2 + dαzx/ρz
.

On the other hand, the eavesdropper first decodes signal szx by treating signal szy as interference, and

then decodes signal szy deliberately. As a result, the SINR of signal szx and szy at the eavesdropper can be

given by

γezx =
azx|ḡe|2

azy|ḡe|2 + dαze/ρz
and γezy =

azyρz|ḡe|2

dαze
, respectively.

2.3. Cooperative Phase II

In this phase, the weaker user y broadcasts the extracted weakest user signal from the previous phases,

χ̂u = syx with its full power Py, where syx is the unit power signal received by user x. Consequently, the

received signal at user x and the eavesdropper are given by ζyθ = ĝθ
dαyθ

χ̂u
√
Py + ωyθ, where θ ∈ {x, e}, and

where ĝx and ĝe are the channel gain associated with the small scale fading from user y to user x and

the eavesdropper, respectively. dyx and dye are the distance from user y to user x and the eavesdropper,

respectively. ωyx and ωye are the AWGN with zero mean and variance N0. Given that ρy = Py/N0, we

obtain

γxyx =
ρy|ĝx|2

dαyx
and γeyx =

ρy|ĝe|2

dαye
,

where γxyx is the SINR of user x decoded by itself, and γeyx is the SINR of user x decoded by the eavesdropper.

Using the maximal ratio combining technique, the combined SINR of user x decoded by itself (i.e., γxx) and

the eavesdropper (i.e., γex) can be given by

γxx = γxsx + min (γzsx, γ
x
zx) + min

(
γyzx, γ

x
yx

)
and

γex = γesx + min (γzsx, γ
e
zx) + min

(
γyzx, γ

e
yx

)
.

In the similar manner, the combined SINR of user y decoded by itself (i.e., γyy ) and the eavesdropper (i.e.,

γey) are given by

γyy = γysy + min
(
γzsy, γ

y
zy

)
and γey = γesy + min

(
γzsy, γ

e
zy

)
.

2.4. Instantaneous Secrecy Capacity

Using the Shannon’s capacity formula [45], in an arbitrary time slot, the instantaneous secrecy capacity

of user z, user y and user x can be given by

Cz = [Izz − Iez ]
+
, Cy = 1

2

[
Iyy − Iey

]+
and Cx = 1

2 [Ixx − Iex]
+
,

where [x]+ = max(x, 0), and

Izz = log2 [1 + γzsz]
+
, Iez = log2 (1 + γesz) , I

y
y = log2

(
1 + γyy

)
, Iey = log2

(
1 + γey

)
,

Ixx = log2 (1 + γxx) , and Iex = log2 (1 + γex) .
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3. Performance Analysis and Implications

In this paper, we study the ESC and SOP of the aforementioned system. ESC is one of the prominent

secrecy measures for a system in which encoded messages experience random channel fading. The ergodicity

of the fading channel in such a system can be captured through the evaluation of secrecy capacity or rate. SOP

is defined as the probability that the instantaneous secrecy capacity is lower than a predefined threshold.

Both the ESC and SOP are important in the context of cooperative NOMA systems since this system

transmits multiple data streams over a time slot via the same frequency channel. Given that the fading

nature of the wireless channel follows some distribution, ESC and SOP are the appropriate performance

metrics to evaluate the achievable performance of the individual data streams or the individual users. In

this section, we first derive the closed form expression of the SOP and ESC for all the users in the system,

then study the analytical derivation for developing an optimal secure cooperative NOMA system, and finally

provide insightful observation on the performance (in terms of ESC and SOP) of a general multi-phase

cooperative system with N users.

3.1. Derivation of ESC

Let denote the ESC of user x, user y and user z by C̄x, C̄y and C̄z, respectively. For the sake of analysis,

we assume that |hx|2, |hy|2, |hz|2, |he|2, |ḡx|2, |ḡy|2, |ḡe|2, |ĝx|2 and |ĝe|2 all follow the exponential distribution

with mean 1/λ. We derive the ESC of each user as follows.

3.1.1. User x

According to the definition, the ESC of user x, C̄x is given by

C̄x = E
[
(Ixx − Iex)+

]
≥ (E[Ixx ]− E[Iex])

+
. (1)

The inequality in (1) is the lower bound of C̄x. The simulation results in [46] reveal that this lower bound

is close to C̄x under many realistic simulation settings. Now, we know that

E[Ixx ] ∼=
1

2 ln(2)
E [ln(1 + γxx)]

=
1

2 ln(2)
E
[
ln
(
1 + γxsx + min (γzsx, γ

x
zx) + min

(
γyzx, γ

x
yx

))]
.

While letting Πx = min(ax/(ay + az), azx/azy), at the high SNR regime, we can write

E[Ixx ]∼= 1

2ln(2)
E
[
ln
(

1 + Πx + ax
ay+az

+ min
{
azx
azy

,
ρy|ĝx|2
dαyx

})]
= 1

2ln(2)
[D1 +D2] ,

where

D1 = E
[
ln

(
1

ay + az
+ Πx +

azx
azy

)
|azx
azy

<
ρy|ĝx|2

dαyx

]
, and

D2 = E
[
ln

(
1

ay + az
+ Πx +

ρy|ĝx|2

dαyx

)
|azx
azy

>
ρy|ĝx|2

dαyx

]
.
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While letting ξxĝ = azx
azyµxĝ

and µxĝ =
ρy
dαyx

, D1 is rewritten as

D1 = E
[
ln

(
1

ay + az
+ Πx +

azx
azy

)
| |ĝx|2 > ξxĝ

]
=

∫ ∞
ξxĝ

ln

(
1

ay + az
+ Πx +

azx
azy

)
f|ĝx|2(m)dm

= λe−λξ
x
ĝ ln

(
1

ay + az
+ Πx +

azx
azy

)
.

On the other hand, for D2, we can write

D2 = E
[
ln

(
1

ay + az
+ Πx +

ρy|ĝx|2

dαyx

)
| |ĝx|2 < ξxĝ

]
=

∫ ξmĝ

0

ln

(
1

ay + az
+ Πx +

ρy
dαyx

m

)
λe−λmdm

= ln

(
1

ay + az
+ Πx

)
− λe−λξ

x
ĝ ln

(
1

ay + az
+ Πx +

azx
azy

)
− e

1+Πx(ay+az)

(ay+az)µx
ĝ

[
Ei

(
−1 + Πx(ay + az)

(ay + az)µxĝ

)
− Ei

(
−azy + (azx + Πxazy)(ay + az)

(ay + az)azyµxĝ

)]
.

where Ei(.) is the exponential integral function, i.e., Ei(x) ∼=
∫ x
−∞(e−t/t)dt. Now, for the other part of (1),

we have

E [Iex] = E [ln (1 + γex)]

= E
[
ln
(
1 + γesx + min (γzsx, γ

e
zx) + min

(
γyzx, γ

e
yx

))]
.

At the hign SNR regime, this can be simplified as

E[Iex] ∼=
1

2ln(2)
E
[
ln

(
1

ay + az
+ Πx + min

{
azx
azy

,
ρy|ge|2

dαye

})]
.

Similar to the derivation of E[Ixx ], we can write

E [Iex] = − 1

2ln(2)
e

1+Πx(ay+az)

(ay+az)µe
ĝ

[
Ei
(
− 1+Πx(ay+az)

(ay+az)µeĝ

)
− Ei

(
−azy+(azx+Πxazy)(ay+az)

(ay+az)azyµeĝ

)]
,

where µeĝ =
ρy
dαye

. Thus, the derivation of C̄x is completed, which is given by

C̄x ∼= − 1

2ln(2)
e

1+Πx(ay+az)

(ay+az)µx
ĝ

[
Ei(−1 + Πx(ay + az)

(ay + az)µxĝ
)− Ei

(
−azy + (azx + Πxazy)(ay + az)

(ay + az)azyµxĝ

)]

+
1

2ln(2)
e

1+Πx(ay+az)

(ay+az)µe
ĝ

[
Ei(−1 + Πx(ay + az)

(ay + az)µeĝ
)− Ei

(
−azy + (azx + Πxazy)(ay + az)

(ay + az)azyµeĝ

)]
.

3.1.2. User y

Similar the derivation of user x, the ESC of user y can be derived as

C̄y ∼= − 1

2ln(2)
e

1−ax
azµ

y
ḡ

[
Ei(−(1−ax)

azµ
y
ḡ

)− Ei
(
− 1−ax+ay

azµ
y
ḡ

)]
+ 1

2ln(2)
e

1−ax
azµ

e
ḡ

[
Ei(−(1−ax)

azµeḡ
)− Ei

(
− 1−ax+ay

azµeḡ

)]
,
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where µyḡ = ρz
dαzy

and µeḡ = ρz
dαze

.

3.1.3. User z

Finally, we derive the ESC of user z, C̄z, as follows.

C̄z = E [Izz−Iez ]
+

=
Pr{γzsz > γesz}

ln(2)
E [ln(1+γzsz)−ln(1+γesz)] .

Let p = γnsz = µp|hz|2 and q = γesz = µq|he|2, where µp = azρb/d
α
z and µq = azρb/d

α
e .

C̄z =
1

ln(2)

[∫ ∞
0

ln(1 + p)fP (p)FQ(p)dp−
∫ ∞

0

ln(1 + q)fQ(q)(1− FP (q))dq

]
=

1

ln(2)
[M1 +M2 −M3] ,where

M1 =

∫ ∞
0

ln(1 + p)fP (p)FQ(p)dp

M2 =

∫ ∞
0

ln(1 + q)fQ(q)FP (q)dq

M3 =

∫ ∞
0

ln(1 + q)fQ(q)dq.

Note that fP (p) = λ
µp
e−λp/µp , fQ(q) = λ

µq
e−λq/µq , FP (p) = 1 − e−λp/µp , FQ(q) = 1 − e−λq/µq , FP (q) =

1− e−λq/µp and FQ(p) = 1− e−λp/µq . Now,

M1 =

∫ ∞
0

ln(1 + p)
λe−λp/µp

µp

(
1− e−λp/µq

)
dp

=

∫ ∞
0

λln(1 + p)

µp
e−λp/µpdp−

∫ ∞
0

λln(1 + p)

µp
e
−λp( 1

µp
+ 1
µq

)
dp.

Based on the fact

∫ ∞
0

e−µmln(β +m)dm =
1

µ

[
lnβ − eµβEi(−µβ)

]
, we can write

M1 = −λeλ/µpEi

(
−λ
µp

)
+
λµqe

λµpµq
µp+µq

µp + µq
Ei

(
− λµpµq
µp + µq

)
.

In the similar manner, we can write M2 and M3 as

M2 = −λeλ/µqEi

(
−λ
µq

)
+
λµpe

λµpµq
µp+µq

µp + µq
Ei

(
− λµpµq
µp + µq

)
and

M3 =

∫ ∞
0

ln(1 + q)
λe−λq/µq

µq
dq = −λeλ/µqEi

(
− λ

µq

)
, respectively.

While combining M1, M2 and M3, the derivation of C̄z for user z is completed.
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3.1.4. Comparison with [40]

The system in [40] is a two-phase cooperative NOMA system, while our one is a three-phase cooperative

NOMA system. The work in [40] has derived only ESC of the transmitted data streams destined to only

one user, while we derive both ESC and SOP of all the users in the system individually. Moreover, the

authors in [40] derive the achievable secrecy rate of these two data streams separately while considering the

minimum one achieved over the direct transmission and relay transmission links. On the other hand, in our

case, each data stream belongs to each user in the system. Since the strong users in our system can decode

the information signal of other weak users, in order to improve the signal reliability of these weak users,

the strong users broadcast the decoded information of these users at the following cooperative transmission

phases. At the end of all transmissions, each weak user adds up the information signal received from all the

strong users (stronger than the corresponding weak user) and the BS using the MRC technique. Then, we

derive the ESC and SOP of all the users individually based on their instantaneous achievable rate obtained

at the end of all transmissions. Because of the aforementioned difference between our system and that in

[40], we have not compared the performance of our system with that of [40] in the evaluation section (i.e.,

Section 4).

3.2. Derivation of SOP

The partial content of this section is taken from our conference paper [41]. For the sake of derivation, let

us denote the threshold capacity of user x, user y and user n by Cthx , Cthy and Cthz , respectively. Therefore,

according to the definition, the outage probability of the system can be given by

SOP = Pr{Cx < Cthx OR Cy < Cthy OR Cz < Cthz }

= 1− Pr{Cx ≥ Cthx , Cy ≥ Cthy , Cz ≥ Cthz }.

As a result, the individual SOP of user x, user y and user z can be given by 1− Px, 1− Py and 1− Pz,

respectively, where Px = Pr{Cx ≥ Cthx }, Py = Pr{Cy ≥ Cthy } and Pz = Pr{Cz ≥ Cthz }. It is noteworthy that

the system SOP can be formulated as SOP = 1− Px Py Pz at the high SNR regime due to the absence of

correlation among different users. We derive the SOP of each user as follows.

3.2.1. User x

We first explore the probability Px for user x as follows. According to the definition, we have Px =

Pr{ 1+γxx
1+γex

≥ 22Cthx }. If ζthx = 22Cthx , the expression
1+γxx
1+γex

≥ ζthx can be written as

min (γzsm, γ
x
zx)+min

(
γyzx, γ

x
yx

)
≥ ζthm (1+γesx)+ζthx min (γzsx, γ

e
zx)+ζthx min

(
γyzx, γ

e
yx

)
−1−γxsx. (2)

Because of the “min” function and the interference term of γxsx, γzsx, γxzx, γyzx, γesx and γezx, the closed form

expression of Px is not tractable. However, at the high SNR regime, we can write γxsx = γzsx = γesx = ax
ay+az

and γxzx = γyzx = γezx = azx
azy

. In this case, while letting Πx = min(ax/(ay + az), azx/azy), the expression in

12



(2) can be written as

min

(
azx
azy

, γxyx

)
≥ ζthx − 1

ay + az
+ Πx(ζthx − 1) + ζthx min

(
azx
azy

, γeyx

)
. (3)

Let Bx =
ζthx −1
ay+az

+ Πx(ζthx − 1), the probability of the expression in (3) is equivalent to

Px = P 1
x + P 2

x + P 3
x + P 4

x , (4)

where

P 1
x = Pr{γxyx ≥

azx
azy

AND
azx
azy
≥ ζthx γeyx +Bx}

P 2
x = Pr{γxyx ≥

azx
azy

AND
azx
azy
≥ ζthx

azx
azy

+Bx}

P 3
x = Pr{azx

azy
≥ γxyx AND γxyx ≥ ζthx γeyx +Bx} and

P 4
x = Pr{azx

azy
> γxyx AND γxyx ≥ ζthx

azx
azy

+Bx}.

The values of P 2
x and P 4

x are 0 as the expressions associated with these probabilities are impossible to

happen in practice. However, the simplified value of P 1
x can be written as

P 1
x = Pr{|ĝx|2 ≥ ∆12, |ĝe|2 ≤ ∆13}, where

∆11 =
dαye

azyζthx ρy
, ∆12 =

azxd
α
yx

azyρy
and ∆13 = ∆11 −

Bxd
α
ye

ρyζthx
.

This in turn is equivalent to

P 1
x = Pr{|ĝx|2 ≥ ∆12}×Pr{|ĝe|2 ≤ ∆13}.

After the expansion and then simplification, this can be written as

P 1
x =

λe−λ∆12
(
1− e−λ∆13

)
, ∆13 > 0

0 , Otherwise.

On the other hand, the simplified expression of P 3
x is given by

P 3
x = Pr{|ĝx|2 < ∆12, |ĝx|2 ≥ ∆31|ĝe|2+∆32}

=



∫ ∆o

0

f|ĝe|2(n)

∫ ∆12

m=∆31n+∆32

f|ĝx|2(m)dmdn

, ∆12 > ∆32

0 , Otherwise

(5)

where ∆31 = ζthx d
α
yx/d

α
ye, ∆32 = Bxd

α
yx/ρy and ∆o = ∆12−∆32

∆31
. By solving the integration in (5), we can

express P 3
x as follows

P 3
x = e−λ∆12

[
e−λ∆o − 1

]
− e−λ∆32

1 + ∆31

[
e−λ(1+∆31)∆o − 1

]
.
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3.2.2. User y

Following the derivation of user x, for user y, Py can be derived in a straightforward manner as follows.

Py = P 1
y + P 3

y ,

P 1
y =

λe−λ∇12
(
1− e−λ∇13

)
, ∇13 > 0

0 , Otherwise

P 3
y = e−λ∇12

[
e−λ∇o − 1

]
− e−λ∇32

1+∇31

[
e−λ(1+∇31)∇o − 1

]
,

where By =
(1−ax)(ζthy −1)

az
, ∇11 =

dαze
azζthy ρz

, ∇12 =
ayd

α
zy

azρz
,

∇13 = ∇11 − Byd
α
ze

ρzζthy
, ∇31 =

ζthy dαzy
dαze

,∇32 =
Byd

α
zy

ρz
and ∆o = ∇12−∇32

∇31
.

3.2.3. User z

Finally, the value of Pz for user z is given by

Pz = Pr{Cz ≥ Cthz } = Pr{1 + γzsz
1 + γesz

≥ ζthz }

= 1− Pr{|hz|2 < Ψ1|he|2 + Ψ2}

= 1−
∫ ∞
m=0

F|hz|2(Ψ1|he|2 + Ψ2)f|he|2(m)dm

= 1−
∫ ∞
m=0

[1− exp{−λ(Ψ1m+ Ψ2)}]λe−λmdm

=
e−λΨ2

1 + Ψ1
, where

Ψ1 =
ζthz d

α
z

dαe
,Ψ2 =

(ζthz − 1)dαz
ρbaz

and ζthz = 22Cthz .

3.3. Optimal Secure State through Power Control

Given the aforementioned analysis, we would like to see whether we can achieve the optimal secrecy

performance by tuning any of the system parameters. If we look at the effective SINR of both the strong

user (γzsz) and the eavesdropper (γesz), these are proportional to ρb in a straightforward manner. Therefore,

following the principle of number theory, the better the value of ρb, the better its secrecy rate. On the other

hand, for the weak users, their effective SINR (γxx and γyy ) and that for the eavesdropper (γex and γey) are

connected by the “min” function. As a result, this is not straightforward to find the values of ρb, ρz and

ρy at which point the secrecy capacity of user x and user y achieve the maximal value (the point at which

the corresponding SOP is minimal). Before applying the conventional convex optimization tools in order to

obtain the optimal values of ρb, ρz and ρy, we would like to study the convexity property of the ESC for user

x. Since the objective of this system is to maximize the ESC of user x (which is essentially a maximization

problem), we require to transform it to a minimization problem by introducing a negative sign in front of

C̄x. In order to prove that the negative value of ESC for user x (i.e., −C̄x) is convex, the corresponding

Hessian matrix of (−C̄x) has to be positive semi-definite. With the aim of finding the Hessian matrix, we
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have

dC̄x
dρy

= 1

2ρ2
yln(2)

∑
b∈{e,x}

(−1)b
[
Θb

1e
Θb2{Ei(−Θb

2)− Ei(−Θb
3)} − e−ξ

b
ĝ + 1

]
, where

Θb
1 =

dyx[1+Πx(ay+az)]
ay+az

,Θb
2 =

1+Πx(ay+az)

(ay+az)µbĝ
and Θb

3 =
azy+(azx+Πxazy)(ay+az)

(ay+az)azyµbĝ
.

d2C̄x
dρy2 = 1

2ln(2)

∑
b∈{e,x}

(−1)b − 2

ρ3
y

[
−Θb

1

ρ2
y

eΘb2{Ei(−Θb
2)− Ei(−Θb

3)}+ e−ξ
b
ĝ − 1

]

+ 1
ρ2
y

[
Θb

1

(
Θb1
ρ2
y
eΘb2{Ei(−Θb

2)− Ei(−Θb
3)} − e−ξ

b
ĝ + 1

)
+

ξbĝ
ρy
e−ξ

b
ĝ

]
,

dC̄x
dρb

= 0, dC̄x
dρz

= 0, and d2C̄x
dρbdρy

= 0.

Note that the value of (−1)b is 1 for b = e, and −1 for the other case. Using the aforementioned expressions,

it is straightforward to construct the Hessian matrix of (−C̄x). Since the resultant Hessian matrix is a

function of complex term Ei(.), we approximate this by Ei(−m) ≈ Ec + ln(m). Upon the approximation, we

find that the Hessian matrix is neither positive semi-definite nor negative semi-definite, which implies that

(−C̄x) is not a convex function with respect to (w.r.t.) ρb, ρz and ρy. Still, we have tried another way to

find the optimal values of ρb, ρz and ρy at which the instantaneous capacity (while taking average power

gain of all links into account) of user x (i.e., Cx) achieves the maximal value. Intuitively, the values of ρb,

ρz and ρy at which Cx achieves the maximal value is approximately equivalent to that at which C̃x has the

maximal point, where C̃x is constructed by the average power gain of all links (i.e., |hx|2, |hy|2, |hz|2 |he|2,

|ḡx|2, |ḡy|2, |ḡe|2, |ĝx|2 and |ĝe|2). The corresponding optimization problem is provided in (6)-(13). For the

sake of clarification, |hx|2 is the average power gain of the link between the BS and the weak user x. Similar

definition goes with the other links.

arg min
ρb,ρz,ρy,χ1,χ2,χ3,χ4

1 + ax|he|2
ay|he|2+az|he|2+dαe /ρb

+ χ2 + χ4

1 + ax|hx|2
ay|hx|2+az|hx|2+dαx/ρb

+ χ1 + χ3

(6)

ax|hy|2

ay|hy|2+az|hy|2+dαy /ρb
≥ χ1,

azx|ḡx|2
azy|ḡx|2+dαzx/ρz

≥ χ1 (7)

ax|hy|2

ay|hy|2+az|hy|2+dαy /ρb
≥ χ2,

azx|ḡe|2
azy|ḡe|2+dαzx/ρz

≥ χ2 (8)

azx|ḡy|2

azy|ḡy|2+dαzy/ρz
≥ χ3,

ρy|ĝx|2
dαyx

≥ χ3 (9)

azx|ḡy|2

azy|ḡy|2+dαzy/ρz
≥ χ4,

ρy|ĝe|2
dαyx

≥ χ4 (10)

0 ≤ ρb ≤ ρmaxb (11)

0 ≤ ρz ≤ ρmaxz (12)

0 ≤ ρy ≤ ρmaxy , (13)

where χ1 = min(γ̄zsx, γ̄
x
zx), χ2 = min(γ̄zsx, γ̄

e
zx), χ3 = min(γ̄yzx, γ̄

x
yx) and χ4 = min(γ̄yzx, γ̄

e
yx). γ̄zsx, γ̄xzx, γ̄ezx, γ̄xyx

and γ̄eyx are also constructed based on the average power gain of all links (i.e., |hx|2, |hy|2, |hz|2 |he|2, |ḡx|2,

|ḡy|2, |ḡe|2, |ĝx|2 and |ĝe|2). According to the definition of geometric programming (GP) [47, 48] technique,
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the objective function in (6) is the ratio of two posynomials. Moreover, the constraints in (7), (8), (9) and

(10) can also be written in terms of posynomial functions. Therefore, the entire problem in (6)-(13) can be

mapped to a problem that is solvable via the GP-based heuristic methods. Consequently, we have adopted

the GP-based single condensation method to solve this problem in order to obtain the optimal values of ρb,

ρz and ρy.

3.4. Investigation of General Multi-Phase Cooperative NOMA Systems

In this section, we provide some possible insights about the performance of a general scenario, i.e., a

cooperative NOMA system with N users. The node placement and the wireless communication channels

are designed in such a way that the weakest user can be benefit from N − 1 cooperative phases including

the direct transmission one from the BS. We already have detailed investigation about the detailed wireless

communications from the signal-level at the direct and cooperative transmission phases. Moreover, due

to the scarcity of space, we only provide the resultant final SINR outcome of each user for the general

scenario. Let denote all users in the system are indexed by 1, · · ·, N , and the index of the BS is 0. We

denote the channel gain associated with the small scale fading from node m to node n at phase s by Hs
mn.

The transmitting node could be the BS or any user, and phase s is any cooperative phase or the first

phase (i.e., the direct transmission from the BS). The lower and upper bounds of m are 0 and N − 1,

respectively, that for n are 1 and m+ 1, respectively, and that for s are 0 and N − 1, respectively. For any

phase s, no matter what the transmission node is, the order of |Hs
mn|2 follow the |Hs

mN |2 ≤ |Hs
m(N−1)|

2 ≤

· · · ≤ |Hs
m(m+2)|

2 ≤ |Hs
m(m+1)|

2 trend. Correspondingly, for the sake of QoS constraint in NOMA-based

communications, AsmN ≥ Asm(N−1) ≥ · · · ≥ Asm(m+2) ≥ Asm(m+1) should hold. Pm, m = 0, 1, · · · , N − 1 is

the highest power level of nodem. Similar to the description in Section 2, the noise level of all links are AWGN

with zero mean and N0 variance. For the sake of simplicity, we have ρm = Pm/N0, m = {0, 1, · · · , N − 1}.

Moreover, Dmn, m = {0, 1, · · · , N − 1}, n = {1, 2, · · · , N} is the distance between node m and node n. On

the other hand, Dm(e), m = {0, 1, · · · , N − 1} is the distance between node m and the eavesdropper. The

final SINR of the users in the decreasing order of their index are listed as follows.

γNN = γN(0)(N) +

N−2∑
m=0

min
(
γm+1
mN , γN(m+1)N

)
+ min

(
γN−1

(N−2)N , γ
N
(N−1)N

)
γN−1
N−1 = γN−1

(0)(N−1) +

N−3∑
m=0

min
(
γm+1
m(N−1), γ

N−1
(m+1)(N−1)

)
+ min

(
γN−2

(N−3)(N−1), γ
N−1
(N−2)(N−1)

)
...

γ2
2 = γ2

(0)(2) + min
(
γ1

(0)(2), γ
2
(1)(2)

)
γ1

1 =
ρ0A

1
(0)(1)|H

1
(0)(1)|

2

Dα
(0)(1)

.

On the other hand, from the perspective of the eavesdropper, the corresponding SINR of the users are listed

as follows.

γeN = γe(0)(N) +

N−2∑
m=0

min
(
γm+1
mN , γe(m+1)N

)
+ min

(
γN−1

(N−2)N , γ
e
(N−1)N

)
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γeN−1 = γe(0)N−1 +

N−3∑
m=0

min
(
γm+1
m(N−1), γ

e
(m+1)(N−1)

)
+ min

(
γN−2

(N−3)N , γ
e
(N−2)N

)
...

γe2 = γe(0)(2) + min
(
γ1

(0)(2), γ
e
(1)(2)

)
γe1 =

ρ0A
1
(0)(1)|H

1
(0)(e)|

2

Dα
(0)(e)

,

where

γN(0)(N) =
A1

(0)N |H
1
(0)N |

2

N−1∑
n=1

A1
(0)n|H

1
(0)N |

2 +
Dα

(0)N

ρ0

γm+1
mN =

Am+1
mN |H

m+1
m(m+1)

|2

N−2∑
n=1

Am+1
mn |Hm+1

m(m+1)|
2 +

Dα
m(m+1)

ρm

γN(m+1)N =
Am+2

(m+1)N
|Hm+2

(m+1)N
|2

N−2∑
n=1

Am+2
(m+1)n|H

m+2
(m+1)N |

2 +
Dα

(m+1)N

ρm+1

γN(N−1)N =
ρN−1A

N
(N−1)(N)|H

N
(N−1)(N)|

2

Dα
(N−1)(N)

γN−1
N−1 =

A1
(0)(N−1)|H

1
(0)(N−1)|

2

N−2∑
n=1

A1
(0)n|H

1
(0)(N−1)|

2 +
Dα

(0)(N−1)

ρ0

γm+1
m(N−1) =

Am+1
m(N−1)

|Hm+1
m(m+1)

|2

N−3∑
n=1

Am+1
mn |Hm+1

m(m+1)|
2 +

Dα
m(m+1)

ρm

γN−1
(m+1)(N−1) =

Am+2
(m+1)(N−1)

|Hm+2
(m+1)(N−1)

|2

N−3∑
n=1

Am+2
(m+1)n|H

m+2
(m+1)(N−1)|

2 +
Dα

(m+1)(N−1)

ρm+1

γN−1
(N−2)(N−1) =

ρN−2A
N−1
(N−2)(N−1)

|HN−1
(N−2)(N−1)

|2

Dα
(N−2)(N−1)

...
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At the high SNR regime, we have

γNN =
A1

(0)N

N−1∑
n=1

A1
(0)n

+

N−2∑
m=0

min

 Am+1
mN

N−2∑
n=1

Am+1
mn

,
Am+2

(m+1)N

N−2∑
n=1

Am+2
(m+1)n


+min

(
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In the similar manner, we can derive γeN , γeN−1, · · · and γe2 at the high SNR regime. Following the derivation

in Section 3.1, the ESC of the weakest user is written as

C̄N ∼= 1

2ln(2)
(−1)b

∑
b∈N,e

(−1)bexp
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b
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 ,

where

µbHN
(N−1)N

=
ρN−1

Dα
(N−1)b

, ΠN =

N−2∑
m=0

min

 Am+1
mN

N−2∑
n=1

Am+1
mn

,
Am+2

(m+1)N

N−2∑
n=1

Am+2
(m+1)n

 and b ∈ {N, e}.

Note that the value of (−1)b is 1 for b = e and −1 for the other case. Thus, we see that the ESC of the

weak user with index N is a function of the transmit SNR of the last cooperative user (i.e., ρN−1) at the last

cooperative phase from which it receives signal, and the distance between the last transmitting user (at the

last cooperative phase) and itself. Moreover, the ESC of this user is independent of the transmit SNR of the

other cooperative users in other cooperative phases and the transmit SNR of the BS as well, but the function

of power allocation factors of all the cooperative and direct transmission phases from which it receives signal.

Under the deployment of users discussed in this section, following the analytical methodology in Section 3.2,

we can derive the SOP of the weakest user with index N , which is a function of the transmit SNR of the

last cooperative user (i.e., ρN−1) at the last cooperative phase from which it receives signal and the distance
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Figure 2: A sample simulation scenario for a three-phase cooperative NOMA system under the presence of an eavesdropper.

between the last transmitting user (at the last cooperative phase) and itself. In the similar manner, we can

conclude the closed form expressions of the ESC and SOP for all the other weak users in the system. The

ESC and SOP of the strongest user are the functions of the BS transmit SNR (i.e., ρb) and the distance

between the BS and itself (i.e., D(0)1).

4. Performance Evaluation

In this section, via simulation, we evaluate evaluate the correctness of the proposed analytical schemes

under different settings. Followed by the methodology, we exhibit the detailed outcome of the simulation in

order to verify the effectiveness of the proposed schemes.

4.1. Simulation Settings

As of the setup, the model of the system is as same as that in Section 2. The pico BS is at the center of

the cell, there are an eavesdropper and two legitimate users in the system. The strongest and weaker users

stay on the straight lines which are parallel to the X-axis, however the line that holds the strongest user is

slightly upward of the X-axis, and the line that holds the weaker user is slightly downward of the X-axis.

Moreover, the weaker user is farther away from the BS compared to the strongest user. The weakest user is

on the line that makes −30◦ with the X-axis. Finally, while listening to these three users, the eavesdropper

stays on the straight line that makes 26◦ angle with the X-axis. To summarize, the exact coordinates of all

the nodes in the system are shown in Fig. 2. Unless otherwise specified, we assume az = 0.4, ax = ay = 0.3,

azx = 0.6 and azy = 0.4. Moreover, the channel between two nodes in the system suffers both the small scale

fading and path loss effect. Small scale fading follows the exponential distribution with the mean value 1

(i.e., λ = 1). The noise signal of all channels has the Gaussian distribution with 0 mean and variance 1. The

path loss exponent α is set to 3. The simulations are conducted over 10000 independent channel realizations

for each data point.
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Figure 3: Comparison of ESC with the increasing BS transmit SNR (ρb), where ρz = ρy = 0 dB.
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Figure 4: Comparison of ESC with the increasing strong user transmit SNR (ρz), where ρb = 60 dB and ρy = 0 dB.

4.2. Simulation Results

We first exhibit the results in the context of ESC, and then that related to the SOP under different

settings.

4.2.1. The Evaluation of ESC

In Figure 3, we present the ESC of each individual user with the increasing value of ρb. The increasing

value of ρb implies the increasing value of SNR. As presented in Section 2, the effective SINR of both the

users as well as the eavesdropper are positively proportional to ρb. Therefore, the effective SINR of all

the nodes are increased with the increasing ρb. In such circumstances, although the definition of secrecy

capacity (presented in Section 2.4) produces confusion on whether it will increase or decrease with the

increasing ρb, the principle of the number theory affirms that the secrecy capacity should increase with the

increasing ρb. As a result, given that the eavesdropper is relatively far away, the ESC for the strongest user

follows the increasing trend as both the effective SINR (at both the user and the eavesdropper sides) are

positively proportional to the increasing ρb. On the other hand, as discussed in Section 3.3, due to the “min”
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Figure 5: Comparison of ESC with the increasing weaker user transmit SNR (ρy), where ρb = 60 dB and ρz = 20 dB.

function in the SINR expression of the weaker users and the eavesdropper, the resultant ESC does not have

a straightforward trend w.r.t. ρb. Rather, the ESC for this case has a concave trend with the increasing ρb.

The optimal point in the simulation is consistent with the optimal outcome (i.e., ρb = 0 dB) obtained from

the solution of the problem in (6)-(13) while keeping the values of ρz and ρy constant. These results verify

the effectiveness of the proposed solution technique in the context of obtaining optimal ρb at which the ESC

for the weakest user has the maximal value. Moreover, the derived analytical expressions for the weak users

are valid only at the high SNR regime, and hence we see that the analytical results just match with the

simulation ones at around ≥ 50 dB. On the other hand, regarding the correctness of our analytical results

at the high SNR regime, we plot the results of the simulation that is conducted in the high SNR regime as

well. Since the analytical derivation of the strongest user is exact (no matter the value of ρb is), it matches

with the exact simulation results. In the following subsequent results, we set ρb to 60 dB, as the analytical

derivation of the weak users are based on the assumption that the value of ρb is very high (around 60 dB).

The system ESC is the sum ESC of the individuals users, and we skip this outcome in this plot due to the

sake of clarity.

In Figure 4 and Figure 5, we present the ESC with the increasing value of ρz (i.e., the transmit SNR of

the strong user) and ρy (i.e., the transmit SNR of the weaker user), respectively. Since the instantaneous

secrecy rate as well as the ESC of the strong user is independent of ρz and ρy, this remains constant under

the varying ρz and ρy in these two figures. On the other hand, we see the interesting concave trend for both

the weak users in Figure 4, and that for only the weakest user in Figure 5. This is due to the “min” function

in the effective SINR expressions of both the weak users and the eavesdropper. For example, at the lower

value of ρz, the effective SINR of UEy and the eavesdropper are dominated by the second parameter (which

is a proportional function of ρz) of the “min” function. Consequently, at a lower value of ρz, the ESC has an

increasing trend. However, at a higher value of ρz, the effective SINR is dominated by the first parameter of

the “min” function which is equal for both the weaker user and the eavesdropper. Consequently, the ESC

of the weaker user is reduced due to the equality nature of the second parameter between this user and the
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Figure 6: The ergodic secrecy capacity of the weakest user (i.e., UEx) under the varying ρb, ρz and ρy .
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Figure 7: Comparison of ESC with the increasing strong user power allocation factor (az) (first phase) and weaker user power

allocation factor (azy) (second phase), where ρb = 60 dB and ρz = ρy = 40 dB.

eavesdropper. For the similar reason, we see such a concave trend for the weakest user both in Figure 4

and Figure 5. In Figure 5, the ESC of the weaker user remains constant with the increasing ρy as the ESC

expression is independent of ρy in this case. On the other hand, in Figure 6, we compare the simulation

outcome of UEx with the optimal point obtained from our proposed solution technique shown in Section 3.3

for different values of ρb, ρz and ρy. Interestingly, the optimal outcome of the joint optimization (ρb = 20 dB

and ρb = 20 dB) match with that of the individual optimization results presented in Figure 4 and Figure 5.

In Figure 7a, we present the ESC of each individual user with the increasing strong user power allocation

factor az. Apparently, one can argue that the ESC of the strong user should be increasing in this case as

the SINR expressions of both this user and the eavesdropper are positively proportional to az. However,

due to the definition of ESC (which is a function of log function) and the small changing range of az, we

see such a non-convex trend for the ESC of the strong user in Figure 7a. On the other hand, increasing az

implies decreasing value of ax and ay as ax + ay + az = 1 holds. Moreover, the ESC of UEy and UEz are

positively proportional to ay and az, respectively. Therefore, intuitively, the ESC of both the users should
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Figure 8: Comparison of ESC with the increasing strong user horizontal distance from the BS, where ρb = 60 dB and ρz =

ρy = 40 dB.

be decreasing with the increasing az, and so thus we observe in this figure. In fact, when the value of az

is close to 0.4, the weakest user outperforms the weaker user. This is due to the fact that the weakest

user is further benefit from the third transmission phase. To see the effect of the power allocation factor

at the second transmission phase (i.e., cooperative phase II), we plot Figure 7b. Since the performance of

the strong user is independent of the subsequent cooperative phases, the ESC of this user remains constant

with the increasing azy. On the other hand, we see the decreasing trend for the weakest user as the ESC

for this user is negatively proportional to the value of azy. Although the performance of the weaker user is

positively proportional to the value of azy, due to the “min” function in the SINR expression of this user,

the first term (which is independent of azy) of the min operator becomes its effective SINR. On the other

hand, the effective SINR of the far-away eavesdropper remains the second term of the “min” operator, which

is increasing with the increasing azy. As a result, the ESC of the weaker user is slightly decreasing with the

increasing azy. Intuitively, due to the “min” function in the ESC expression, based on the position of the

eavesdropper, it is possible that the performance of the weaker user could have a concave trend with the

increasing azy, and so thus we observe in this figure.

In Figure 8, we plot the ESC of each individual user with the increasing horizontal distance of the strong

user from the BS. The increasing horizontal distance of this user from the BS implies the increasing dz. The

effective SINR of the strong user is inversely proportional to its distance from the BS (i.e., dz), and hence

the corresponding ESC has a decreasing trend with the increasing dz. On the other hand, the weak users

in the system receive information from both the BS and the strong user in two phases. In the first phase,

when it receives information from the BS, the corresponding effective SINR of the weak user is independent

of dz. However, in the second phase, with the increasing value of dz, the distance between the strong user

and the weak users decrease. Therefore, at this stage, their effective SINR are inversely proportional to their

distance towards the strong user. As a result, the ESC of the weak users increase with the increasing value

of dz.
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Figure 9: Comparison of ESC with the increasing eavesdropper horizontal distance from the BS, where ρb = 60 dB and

ρz = ρy = 40 dB.
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Figure 10: Comparison of SOP with the increasing BS transmit SNR (ρb), where ρz = ρy = 0 dB.

The system setup of Figure 9 is made in such a way that the eavesdropper remains on a line which makes

26o angle with the X-axis, but its horizontal distance is varied. The increasing horizontal distance implies

the increasing distance of the eavesdropper from the BS as well as the strong and weaker users. The effective

SINR of all the users at the first transmission phase are positively proportional to the distance between the

eavesdropper and the BS. Moreover, at the subsequent cooperative transmission phases, the effective SINR

of the weak users are positively proportional to the distance between the eavesdropper and the strong user

and that between the two weak users, respectively. Since the strong user and the weaker user always remain

fixed in their positions, as the eavesdropper goes far away, their distance from the eavesdropper increase.

As a result, we see that the ESC of all the users increase with the increasing horizontal distance of the

eavesdropper.
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Figure 11: Comparison of SOP with the increasing strong user transmit SNR (ρz), where ρb = 60 dB and ρy = 0 dB.

4.2.2. The Evaluation of SOP

In Figure 10, we plot the SOP of each individual user as well as the system with the increasing value of

ρb. As we saw in Figure 3, the ESC of both the users is a function of ρb. For the strong user case, we saw

that the ESC is the increasing function of ρb. On the other hand, from the definition of SOP, the higher the

ESC level, it is less likely that the ESC drops below some predefined threshold. Moreover, the relationship

between the ESC and the SOP of any of the users is inversely proportional in a linear manner. Therefore,

for UEz, the SOP is a decreasing function of ρb, which is just the opposite trend of that in Figure 3. For

the weak users, in Figure 3, we saw that their ESC are the concave function of ρb. Therefore, the SOP of

these users should be a convex function of ρb, and this is what exactly observed in this figure. Interestingly,

the point at which (ρb) the ESC of UEx and UEy is maximal, is the point at which the corresponding SOP

is minimal. Similar to the ESC, the SOP is also approximated at the high SNR regime. Therefore, we

see that the analytical results just match with the simulation ones at around ≥ 50 dB for both the weak

users. Regarding the correctness of our analytical results at the high SNR regime, we plot the results of the

simulation that is conducted at the high SNR regime as well. Since the analytical derivation of the strong

user is exact (no matter the value of ρb is), it matches with the exact simulation results. The system SOP

occurs if either of the users fails to achieve its threshold secrecy rate. Consequently, the system SOP is even

larger compared to that of either of the users and its analytical results just match with the simulation ones

at the high SNR regime. Since the analytical derivation of the weak users is based on the assumption that

the value of ρb is high, in the following subsequent results, we set ρb to 60 dB.

In Figure 11 and Figure 12, we show the SOP of each individual user as well as the system with the

increasing value of ρz (i.e., the transmit SNR of the strong user) and ρy (i.e., the transmit SNR of the weaker

user), respectively. As we saw in Figure 4 and Figure 5, the ESC of the strong user is independent of ρz and

ρy, this remains constant no matter the values of ρz and ρy are. As a result, the SOP of this user should

remain constant with the increasing ρz and ρy, which is exactly observed in Figure 11 and Figure 12. On
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Figure 12: Comparison of SOP with the increasing weaker user transmit SNR (ρy), where ρb = 60 dB and ρz = 40 dB.
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Figure 13: Comparison of SOP with the increasing strong user power allocation factor (az) (first phase), where ρb = 60 and

ρz = ρy = 40 dB.

the other hand, we see the interesting convex trend for both the weak users in the former figure and only

for the weakest user in the latter figure. This is due to the fact that the ESC of these user are the concave

functions of ρz and ρy, which were shown in Figure 4 and Figure 5, respectively. Similar to the relationship

between the ESC/SOP of the weak users and ρb, the point (ρz = 20 dB) at which the ESC is maximal, it is

the same point at which the SOP is minimal. Since the SOP of the strong user is constant, the trend of the

system SOP is dominated by that of the weak users.

In order to show the variation of the SOP with different power allocation factors among the strong and

weak users at the first transmission phase, we plot Figure 13. The increasing value of az means the decreasing

value of ax and ay (ax+ay+az = 1), and the ESC of both the users are a function of ax and ay, respectively.

As we saw in Figure 7a, the ESC of the weak users are the decreasing function of az, and that of the strong

user is a non-convex function of az. Therefore, to hold the truth about the relationship between the ESC

and SOP, the SOP of the weak users are the increasing functions of az and that of the strong user is the
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Figure 14: Comparison of SOP with the increasing strong user horizontal distance from the BS, where ρb = 60 and ρz = ρy = 40

dB.
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Figure 15: Comparison of SOP with the increasing eavesdropper horizontal distance from the BS, where ρb = 60 and ρz =

ρy = 40 dB.

non-convex function of az, as shown in Figure 13. In this figure, we see that the increasing trend of the

weakest user is not that much obvious. This is due to the fact that the effective SINR of this user is mostly

dominated by the SINR obtained from the subsequent cooperative phases rather than the first transmission

phase. As a result, with the increasing az, the ESC as well as the SOP of this user is not that much visibly

varying. On the other hand, since the change of SOP for the strong and the weakest users are not that much

obvious with the increasing value of az, the system SOP has the same trend as that of the weaker user.

In Figure 14, we plot the SOP of each individual user as well as the system with the increasing horizontal

distance of the strong user from the BS. As we saw in Figure 8, the ESC of the strong user is inversely

proportional to its distance from the BS, and hence the corresponding SOP has an increasing trend with the

increasing value of dz. On the other hand, since both the weak users receive information from the strong

user at the second transmission phase, the ESC of these users become better as the strong user gets closer

to the weak users with the increasing dz. As a result, the SOP of the weak users get better (i.e., decreasing)

with the increasing dz. Although the SOP of the strong user is increasing, the system SOP is decreasing.
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This is due to the fact that the SOP of the weak users are much higher compared to that of the strong user

which is decreasing with the increasing dz. Basically, the system SOP is mostly dominated by that of the

weak users although the decreasing rate is not exactly same to that of the weak users. This is due to the

fact that the SOP of the strong user is increasing with the increasing dz.

The system setup of Figure 15 is as same as that of Figure 9. Similar to the previous figure, in this

figure, we present the results in the context of SOP with the horizontal distance of the eavesdropper from

the BS (i.e., desin(26◦)). As we saw in Figure 9, the ESC of all the users are decreasing with the increasing

horizontal distance of the eavesdropper from the BS. As a result, we see the decreasing trend of the SOP for

all the users with the increasing desin(26◦). Consequently, the system SOP follows the same trend as that

of all the users, but obviously has higher value compared to any of the users.

5. Conclusion

Being motivated by the inherent cooperative feature of NOMA systems, we studied the PLS of a three-

user system in which the strong users act as the relay for the other weaker users. Given the assumption that

there is a passive eavesdropper in the system, we derived the closed form expressions of the ESC and SOP for

all the users in the system. Since the exact derivation of the ESC and SOP for the weak users are intractable,

we derived these metrics at the high SNR regime while keeping the exactness for the strongest user. Based

on the analytical methodology of the three-user cooperative system, we provided insightful observations on

the ESC and SOP of a general multi-phase cooperative NOMA system at the high SNR regime. Extensive

numerical simulations were conducted to verify the correctness of the analytical derivations as well as to find

the optimal setup at which the most secured communication is possible. Via both the analytical arguments

and simulation, we showed that the optimal security can be achieved via an appropriate power control scheme

at the BS and the stronger users in the system.
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