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Abstract 

Industry 4.0 technologies are transforming the factory in an “intelligent” or “smart” factory. In a such context, a greater 
efficiency and innovative relationship is basically demanded within the whole production chain, including suppliers, 
producers, and customers.  
To be more competitive, companies are becoming increasingly aware that maintenance plays a key role during the 
digital transformation from the perspective of both technology and management. In this work, we perform a literature 
review of published cases to investigate how maintenance is changing through technologies of Industry 4.0 currently 
used in maintenance. We found 34 papers in literature involved in analyzing relations between maintenance and 
Industry 4.0 technology. The analysis of such studies let us to establish the current technology state-of-art and identify 
the most suited technology that today is employed in maintenance tasks. In particular Industrial Internet of Things and 
Cloud Computing are more common in the analyzed studies, confirming how these concepts and technologies are at 
the basis of Industry 4.0 
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manufacturing process environment [1,2]. They represent the natural evolution of previous computerization and 
automation of the third revolution [3]. Industry 4.0 is enabled by the so called “nine pillars” of advanced technology 
alongside relevant changes in management for manufacturing and human resources [2-5]. 
Such technologies are able to convert a conventional factory into a “smart” factory [6], characterized by automation 
and optimized manufacturing processes, they include: 1) Industrial Internet of Things (IIoT); 2) Big Data; 3)Horizontal 
and vertical integration of systems; 4) Simulations; 5) Clouds; 6) Augmented Reality; 7) Autonomous Robots; 8) 3D 
printing and 9) Cyber Security. 
According to [7], Industry 4.0 priorities include a full integration between maintenance planning and production, 
allowing companies a more economic production system. 
Maintenance is part of main value supports of Industry 4.0, they are “Asset utilization” and “Services and aftersales” 
[8]. Furthermore, maintenance management is commonly considered the first step to take in Industry 4.0 environment 
to have technical and economic advantages [9]. 
A literature review allows to create a solid base for all members of the scientific community [10]. Although in a 
synthetic form, it is generally included as “background” section in the article introduction. As it is possible to see in 
recent articles [11-19], it generally identifies gaps in knowledge or provides theoretical foundations for the proposed 
study. 
The aim of this study is to perform a literature review to investigate the implications of Industry 4.0 technology in 
maintenance activities.  
 

2. Method 

In order to investigate the implications of Industry 4.0 technology in maintenance activities, a comprehensive literature 
review was carried out.  
The literature search included Scopus, Science Direct and Google Scholar, using exploratory keywords, such as 
“industry 4.0”, “maintenance”, and names of all the industry 4.0 pillars. 
Such keywords were used both singularly and in conjunction among themselves, by the use of Boolean operators 
“OR” and “AND”. Additional keywords, that are raised during the first search phase, have been used for further 
literature explorations. The time period considered for research is from January 2015 to July 2020. 
Only articles from journals were collected, because of their relevance and availability. Relevant studies with title and 
abstract that matched the scope of this review were first collected and, after a carefully analysis, definitively included 
for the final analysis. Results are presented in the next Section 3 and they consist in a descriptive analysis and a 
thematic synthesis. The methodology and the criteria adopted for identification of the papers are detailed in table 1, 
while the number of papers identified in each step is shown in table 2. 
 
 

Table 1. Summary literature review process. 

Step 1 and Step 2 
Finding and evaluation 
of articles 

Electronic databases 
Scopus (scopus.com), IEEE (ieeexplore.ieee.org), Google Scholar 
(scholar.google.com)  
Search Period 
2015 - 2020 
Inclusion Criteria 
Articles with title and abstract that matched the aim of our study have been first 
collected and, after analyzing the entire contents of the article, they were 
assessed for considering their final inclusion in our database. Exclusion 
Criteria 
Articles and conference papers and in languages different from “English” 
Search Strings 
“industry 4.0” AND “maintenance” 
Other combinations with: 
“operator 4.0”, “human factor”, “augmented reality”, “Big Data Analysis”, 
etc… 

Step 3 
Assessment of findings 

Analysis phase 
Iterative collection of articles within the database 

http://crossmark.crossref.org/dialog/?doi=10.1016/j.procs.2021.01.259&domain=pdf
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manufacturing process environment [1,2]. They represent the natural evolution of previous computerization and 
automation of the third revolution [3]. Industry 4.0 is enabled by the so called “nine pillars” of advanced technology 
alongside relevant changes in management for manufacturing and human resources [2-5]. 
Such technologies are able to convert a conventional factory into a “smart” factory [6], characterized by automation 
and optimized manufacturing processes, they include: 1) Industrial Internet of Things (IIoT); 2) Big Data; 3)Horizontal 
and vertical integration of systems; 4) Simulations; 5) Clouds; 6) Augmented Reality; 7) Autonomous Robots; 8) 3D 
printing and 9) Cyber Security. 
According to [7], Industry 4.0 priorities include a full integration between maintenance planning and production, 
allowing companies a more economic production system. 
Maintenance is part of main value supports of Industry 4.0, they are “Asset utilization” and “Services and aftersales” 
[8]. Furthermore, maintenance management is commonly considered the first step to take in Industry 4.0 environment 
to have technical and economic advantages [9]. 
A literature review allows to create a solid base for all members of the scientific community [10]. Although in a 
synthetic form, it is generally included as “background” section in the article introduction. As it is possible to see in 
recent articles [11-19], it generally identifies gaps in knowledge or provides theoretical foundations for the proposed 
study. 
The aim of this study is to perform a literature review to investigate the implications of Industry 4.0 technology in 
maintenance activities.  
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“OR” and “AND”. Additional keywords, that are raised during the first search phase, have been used for further 
literature explorations. The time period considered for research is from January 2015 to July 2020. 
Only articles from journals were collected, because of their relevance and availability. Relevant studies with title and 
abstract that matched the scope of this review were first collected and, after a carefully analysis, definitively included 
for the final analysis. Results are presented in the next Section 3 and they consist in a descriptive analysis and a 
thematic synthesis. The methodology and the criteria adopted for identification of the papers are detailed in table 1, 
while the number of papers identified in each step is shown in table 2. 
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Search Strings 
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Step 4 
Reporting of findings 

Synthesis phase 
Relevant aspects are extracted from database and discussed 

 
 

Table 2. Summary of the literature review search process 

 Keywords Identified 
articles 

Articles post 
removing 
duplicates 

Articles post 
abstract review 

Articles post full 
text review 

Total “Industry 4.0” and “maintenance”  527 221 69 34 

 

3. Results: descriptive analysis and thematic synthesis 

We collected and analyzed a total of 34 articles present in literature from 2015 to 2020. 2015 was chosen because it 
represents the beginning of the academic discussion about maintenance in an Industry 4.0 context. Most of the 
papers involve case studies or conceptual works. Case studies generally aim to validate theoretical aspects by the use 
of empirical applications.  
As previously described, Industry 4.0 is enabled by the so called “nine pillars”, but only some of them play a key role 
in maintenance activities. In particular Industrial Internet of Things and Cloud Computing are almost present in each 
study, confirming how these concepts and technologies are at the basis of Industry 4.0[23], while it would seem that 
Cybersecurity technology is not relevant for maintenance purposes.  
The Industrial Internet of Things (IIoT) refers to Cyber Physical Systems (CPS), that consist in systems interconnected 
via internet, allowing exchange of data in a local or global scale and without any human intervention [20-22].   
Such machine-to-machine interaction represents a technological driver for innovative forms of collaboration and 
information within the farm. CPSs have a direct effect on maintenance, allowing to improve it in terms of efficiency 
and quality. In fact, thanks to multiple sensory input/output devices, they provide triggering and predicting services, 
promoting a remote diagnostic [23,24]. 
Big Data is defined as “the amount of data just beyond technology's capability to store, manage and process 
efficiently” [25]. In an Industry 4.0 context, where a relevant amount of real time data is collected from CPSs, Big 
Data analysis assumes a key role also for maintenance planning [26]. 
For instance, in [27] authors study a monitoring system for conditions of bearings and gears based on diagnostic 
algorithms and wireless data transmission. Qiao and Weiss  present a prognostic system for industrial robots based on 
an advanced sensor system with the purpose to optimize maintenance strategies [28]. In particular, available Big Data 
technologies allow to support predictive maintenance, providing a framework for data processing able to solve several 
weaknesses related to such strategy [29]. 
Simulation refer to a digital tool able to assist the production systems design. Simulations are used in value networks 
and for the optimization of real time data from intelligent systems [30]. 
Simulations techniques can be used in predicting performance of manufacturing systems and supporting maintenance 
decisions [31,32]. According to [32], simulations reduce cost and time of maintenance, easily adapting to changes or 
to the level of available information. For example, Susto et al. (2018) apply simulation to predict maintenance 
operations basing on historical database [33]. 
Cloud technology includes “on-demand” digital storage solution and cloud computing [6,34]. Therefore, cloud 
technology plays a key role for maintenance, allowing to share data from CPSs and using “on-demand” processing 
resources and devices when necessary [35-37]. 
Augmented Reality (AR) consists in an interaction among humans and machines for superimposing digital data on 
reality, merging them in a coherent way [38]. According to [39], AR can be considered the most relevant technology 
of Industry 4.0 and it represents an effective support for maintenance, being able to guide operator for diagnostics, as 
well as inspection and training [23]. For example, Gattullo et al. (2019) discussed a methodology to obtain an AR-
based technical documentation that consists in the conversion of texts or pdf files [40]. Tablet AR are often used for 
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maintenance purposes [23,40,41]. However, tablets have relevant limitations, such as battery power requirement and 
not being a hand-free technology. For this reason, wearable AR or head mounted devices (HMD) are becoming ever 
more popular [23].  
Robotic applications can fulfil several services, interacting with both cobots and operators in performing their tasks 
[42,43]. In fact, “Cobots” are robots that interact with other robots and humans, and they are also able to learn from 
them. Robots can be used in acquiring data during inspections or to execute maintenance tasks. In this context, Human-
Robot interaction can be considered as a key aspect to perform maintenance [44], while in [45] the authors see in 
Unmanned Aerial Vehicles (UAVs) a proper tool for engineering structures that are distributed in long distances. 
Additive manufacturing refers to the possibility to obtain 3D printed physical objects, converting digital designs, such 
as 3D CAD [46]. 
Additive manufacturing allows to generate 3D-printed prototypes that are useful for study and understand production 
techniques and maintenance tasks in an easier and faster way [30]. 
Finally, Cyber Security is the technology used for protecting shared information and CPSs from the well-known cyber-
attacks [47]. Finally according to [23] security can be considered a relevant aspect to take into account and it should 
be always guaranteed. Furthermore, the authors state that also maintenance of complex and advanced systems requires 
security features for both hardware and software parts. 
As discussed in previous sections, Industry 4.0 technology naturally meets the requirement of a predictive, proactive 
or prescriptive maintenance policy. Innovative and effective solutions, as remote or self-maintenance, are enhanced 
by Industry 4.0 technology, offering to industrial practitioners, senior managers and decision makers attractive 
solutions. 
Each of the nine technologies previously described can have a role in maintenance, indicating how maintenance 
management can change to take advantages from a digitalized factory. Furthermore, new skills are demanded to 
Operator 4.0, that can interact with autonomous robots, additive manufacturing and augmented reality by use of 
wearable, HMD, glass data or tablets. The main key factors and criticalities in implementing Industry 4.0 technologies 
are summarized in table 3. 
 

Table 3. Overview for the implementation of Maintenance 4.0 technologies. 
 

Key factors for maintenance 4.0 

-CPSs, Big Data Analytics, Cloud 
databases, Simulations 

- AR (wearable, HMD, glass data, tablets) 

- Autonomous robots 

Critical Aspects 

 

- Accuracy of simulations 

- Reliability of health indexes 

- Reliability of artificial intelligence 

- Potential lack of complete wireless 
connection  

 

4. Conclusion 

The main purpose of this literature review was to obtain the state-of-the-art of Industry 4.0 technologies used today in 
maintenance tasks and to understand how it is changing to fit into the Industry 4.0 context. To do this, we selected 
and analyzed 34 articles present in literature from 2015 to 2020.  
Industry 4.0 technology offers relevant possibilities for supporting maintenance and, as emerged from literature, we 
realized how a proper and modern design for maintenance is highly demanded in a smart factory. 
We found that Industrial Internet of Things and Cloud Computing are generally included as enabler technologies in 
each study analyzed, let us to affirm that such technologies are not only the basis for Industry 4.0 but also for the so 
called “Maintenance 4.0”. 
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- Reliability of artificial intelligence 

- Potential lack of complete wireless 
connection  

 

4. Conclusion 

The main purpose of this literature review was to obtain the state-of-the-art of Industry 4.0 technologies used today in 
maintenance tasks and to understand how it is changing to fit into the Industry 4.0 context. To do this, we selected 
and analyzed 34 articles present in literature from 2015 to 2020.  
Industry 4.0 technology offers relevant possibilities for supporting maintenance and, as emerged from literature, we 
realized how a proper and modern design for maintenance is highly demanded in a smart factory. 
We found that Industrial Internet of Things and Cloud Computing are generally included as enabler technologies in 
each study analyzed, let us to affirm that such technologies are not only the basis for Industry 4.0 but also for the so 
called “Maintenance 4.0”. 



434 Antonio Forcina  et al. / Procedia Computer Science 180 (2021) 430–435
 Forcina et al./ Procedia Computer Science 00 (2019) 000–000  5 

On the other hand, the most suitable technology for maintenance purposes seems to be AR. In particular, AR tablet 
play a key role for maintenance, although their relevant limitations in terms of practicality and safety. In fact, they are 
a no hand-free solution and then wearable AR, such as smartwatches, are preferred. 
The study also brings to light some critical aspects of maintenance transformation. Complexity of the technology and 
the need of advanced decision-making algorithms are important aspects to consider in the design of maintenance 
strategy. Also important is the reliability of artificial intelligence, health indexes and the accuracy of simulations. 
Furthermore, some smart devices have physical limitation as weight and a potential lack of complete wireless 
connection. 
Finally, our literature review did not find significative studies that discuss maintenance from a perspective of the 
aforementioned technology of “horizontal and vertical system integration” pillar. We believe that the complexity of 
such technological pillar represents the starting point for a further review, analyzing the way in which maintenance 
tasks are integrated in the whole supply chain. 
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On the other hand, the most suitable technology for maintenance purposes seems to be AR. In particular, AR tablet 
play a key role for maintenance, although their relevant limitations in terms of practicality and safety. In fact, they are 
a no hand-free solution and then wearable AR, such as smartwatches, are preferred. 
The study also brings to light some critical aspects of maintenance transformation. Complexity of the technology and 
the need of advanced decision-making algorithms are important aspects to consider in the design of maintenance 
strategy. Also important is the reliability of artificial intelligence, health indexes and the accuracy of simulations. 
Furthermore, some smart devices have physical limitation as weight and a potential lack of complete wireless 
connection. 
Finally, our literature review did not find significative studies that discuss maintenance from a perspective of the 
aforementioned technology of “horizontal and vertical system integration” pillar. We believe that the complexity of 
such technological pillar represents the starting point for a further review, analyzing the way in which maintenance 
tasks are integrated in the whole supply chain. 
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