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Abstract
Internet of Medical Things (IoMT) systems are envisioned to provide high-quality healthcare services to 
patients in the comfort of their home, utilizing cutting-edge Internet of Things (IoT) technologies and medical 
sensors. Patient comfort and willingness to participate in such efforts is a prominent factor for their adoption. 

Corresponding author:
Mara Nikolaidou, Department of Informatics and Telematics, Harokopio University, 70 El. Venizelou Street, Kallithea, 
Athens, Attica 17671, Greece. 
Email: mara@hua.gr

982640 JHI0010.1177/1460458220982640Health Informatics JournalNikolaidou et al.
research-article2020

Original Article

https://uk.sagepub.com/en-gb/journals-permissions
https://journals.sagepub.com/home/jhi
mailto:mara@hua.gr
http://crossmark.crossref.org/dialog/?doi=10.1177%2F1460458220982640&domain=pdf&date_stamp=2021-02-11


2 Health Informatics Journal 00(0)

As IoT technology has provided solutions for all technical issues, patient concerns are those that seem to 
restrict their wider adoption. To enhance patient awareness of the system properties and enhance their 
willingness to adopt IoMT solutions, this paper presents a novel methodology to integrate patient concerns in 
the design requirements of such systems. It comprises a number of straightforward steps that an IoMT designer 
can follow, starting from identifying patient concerns, incorporating them in system design requirements as 
criticalities, proceeding to system implementation and testing, and finally, verifying that it fulfills the concerns 
of the patients. To showcase the effectiveness of the proposed methodology, the paper applies it in the design 
and implementation of a fall detection system for elderly patients remotely monitored in their homes.
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Introduction

The advent of Internet of Things (IoT) has resulted in the proliferation of ambient intelligence, 
smart devices and novel computing technologies, envisioned to improve life quality. The particular 
incorporation of increasing IoT characteristics in Healthcare,1 has led to the emergence of the 
Internet of Medical Things (IoMT) systems. These systems are composed of sensor-based medical 
devices, integrated with cutting-edge IoT technologies; their combination promises better patient 
health outcome, easier access to medical information, and reduced healthcare expenses.2 Medical 
monitoring systems are indicative examples of IoMT-based systems, which enable the remote 
monitoring of the daily activities and medical conditions of patients in real-time. These systems 
facilitate a patient to lead an autonomous, high-quality life.3,4

However, the existence of cutting-edge IoT solutions does not necessarily coincide with the 
successful adoption of IoMT systems by the patients. Patients, especially, become part of the 
IoMT system, as they often should wear or carry medical devices. As explored in Martínez-Caro 
et al.5 the capability of patients to effectively use medical devices (aka e-skills), and even more 
their attitude toward IoMT-based services (aka e-loyalty), primarily affect their willingness to 
adopt such solutions. The technological advances in the field do not seem to change their attitude. 
Concerns related to the convenience of the wearable device(s) in terms of size and weight, data 
availability and security, and ease-of-use constitute a greater determinant of patient acceptance of 
IoMT-based services.6

To this end, the patient concerns on system usage should also be identified and taken into 
account during system design. These concerns correspond to critical design requirements that 
restrict the functionality of the system. In the work presented in, Kotronis et al.7 we proposed a 
comprehensive approach to evaluate IoMT systems from a human-centric perspective. Patient 
and caregiver concerns were identified and transformed into associated design requirements, 
named criticalities.

The term criticality is associated with the severity of the consequences to the human user, should 
a system component or a provided service fail. The term was extended to include “soft” properties, 
like privacy and ease-of-use, crucial for patients, named human criticality. Human criticalities 
were analyzed in order to evaluate the capability of IoMT systems to fulfill them. This resulted in 
the identification of ways to further improve such systems.

In the light of the above, the challenge still remaining is to design an IoMT system taking human 
criticalities into account from the start. Such a system would contain patients’ and caregivers’ con-
cerns, as identified in, Kotronis et al.7 and enhance their e-loyalty, as defined in, Martínez-Caro 
et al.5 while coping with their e-skills, described as human restrictions, in an effort to promote their 
willingness to adopt IoMT systems.
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In this paper, we put into effect the human concerns and criticalities identified in, Kotronis et al.7 
and introduce a comprehensive model-based design methodology incorporating human criticalities 
as design requirements, that the IoMT system should satisfy, emphasizing patient concerns. Wearing 
medical devices results in making patients part of the IoMT system, thus their willingness to prop-
erly use their devices directly reflects on the operation of the system. Thus, they should become the 
focus of attention. However, caregivers’ concerns should also be taken into account, since IoT 
devices such as smartphones should also be used by them to monitor patient health remotely and 
intervene when appropriate. In the following we focus on patient concerns, though the same meth-
odology could be applied to explore caregivers’ concerns as well. Testing the system implementa-
tion against patients’ concerns is also incorporated into the proposed methodology, to enable IoMT 
system designers to select and configure medical devices based on these concerns. The methodol-
ogy consists of the following steps that an IoMT designer can follow in a straightforward fashion.

1. It enables the interaction with patients to depict their concerns in a simple, yet straightfor-
ward, semi-quantitative fashion.

2. It facilitates the concerns’ transformation into quantitative design requirements associated 
to IoMT system components.

3. It provides the effective design and configuration of the system.
4. It verifies the satisfaction of patient concerns regarding specific system implementations 

and configurations.

The proposed methodology is employed for the design and implementation of a fall detection 
system; this is an indicative IoMT system, since patients, that is, usually elderly individuals, wear 
medical sensors and deploy monitoring IoT devices to remotely monitor their medical condition 
while at home.8

The paper is structured as follows: a short overview of state-of-the-art IoMT applications is 
presented in section 2. In section 3, the proposed methodology is described in detail. In section 4, 
its application in a fall detection system implementation is discussed. Corresponding results are 
provided in section 5, while concluding remarks are drawn in section 6.

Research background

The rapid breakthrough of IoMT technologies has drawn the attention of researchers in the 
direction of intelligent and efficient design for healthcare. The common scope of these advances 
is that they seamlessly connect sensors and devices to improve information delivery and the 
care-giving process in healthcare services.9 A prominent example of such systems, increasing 
the level of independence of the patient, is the Remote Health Monitoring System. Such a sys-
tem provides remote monitoring and diagnosis for the sensitive demographic subjects, dealing 
with the real-time diagnosis of medical incidents. Wearable sensors collect the medical infor-
mation of patients and transmit them to healthcare professionals for further assessment and 
recommendations7,10,11

The implementation of innovative sensing technologies such as wearable or implantable force 
sensors,12 or flexible e-skin pressure sensors13 for monitoring human physiological signs provide 
the infrastructure to build appealing IoMT applications. Low cost and easily implementable IoT 
based health monitoring systems that offer accurate measurement of heart rate, blood pressure, 
glucose level and other health parameters of patients are also proposed in, Moghadas et al.14 and 
Savaridass et al.15 Increasing demands of current IoMT-driven applications require leveraged solu-
tions for effective health monitoring, decision making and data storage.16
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In such a context, the highly dynamic and real-time nature of IoMT systems can be enhanced by 
AI-based methods which can endow IoMT systems with several degrees of intelligence17 in deci-
sion making and provide a higher degree of robustness and accessibility.18 Moreover, the advan-
tages of AI-driven innovation can extend the boundaries of healthcare outside of hospital settings 
by transforming the hospital-centric to patient-centric ecosystem.16 A wide range of AI approaches 
can be effectively adopted for the IoMT concept, as discussed in, Fouad et al.19, Mohan et al.20 and 
Kumar et al.21 in order to enhance decision making, anomaly detection, predictive risk monitoring, 
treatment support and so on.

All above efforts have contributed significant functional features to create more efficient 
IoMT systems from a technical point of view. As the adoption of IoMT systems is strongly 
related to the willingness of patients to employ and use medical devices,22 it is essential for 
such systems to ensure that patients are the focal point of all healthcare solutions, in order to 
achieve patient satisfaction and a greater adoption. To this end, recent studies have explored the 
involvement of the humans to healthcare systems. In Wesley et al.23 both patient and healthcare 
caregiver perceived facilitators were explored for successfully implementing healthcare appli-
cations. Specifically, a number of factors such as usability, flexibility, privacy and data availa-
bility were identified as critical barriers to the applications’ adoption. Human concerns have 
also been identified in Muzny et al.24 for the integration of wearable health devices; conveni-
ence and possible functionalities were concerns essential to patients, while healthcare providers 
valued data reliability, device certification, and data transmission risks. The importance of 
convenience and usability of wearable devices for the elderly have been also recognized in 
Kekade et al.25 and Talukder et al.26

Patients are part of the IoMT system, as they often should wear or carry medical devices. As 
explored in, Martínez-Caro et al.5 the capability of patients to effectively use medical devices 
(aka e-skills), and even more their attitude toward IoMT-based services (aka e-loyalty), primar-
ily affect their willingness to adopt such solutions. While there are works that attempt to explore 
the willingness of patient to adopt such services and identify their concerns after system imple-
mentation,7,24 none of them indicates an effort to take patients’ concerns into consideration while 
designing and implementing an IoMT-based service. In addition, there is not a comprehensive 
methodology that takes into account the activities of patients and their active role in IoMT sys-
tems success. To fill that gap, we propose a model-based methodology for the effective design 
and implementation of IoMT systems taking the preferences, that is, the concerns and derived 
criticalities of patients into account for the design, implementation and testing of such systems. 
Such concerns may focus on the proper operation of the system, as well as privacy, cost and 
comfort.7

Methodology

The concept of the human criticality was introduced by the authors7 in order to depict human con-
cerns. In the case of IoMT systems, the concerns that a patient or a caregiver has, indicate restric-
tions or specifications regarding humans themselves (e.g. e-skills) or their expectation of the 
system (e.g. provided comfort or affordability). Different criticality types were also introduced. In 
the following, we introduce a comprehensive model-based design methodology, incorporating 
human criticalities as design requirements, to design, implement, and test an IoMT system. Testing 
the system implementation against human criticalities is an important feature, enabling the IoMT 
designer to demonstrate to patients that their concerns have been taken into account during the 
configuration of the system, enhancing their willingness to use it. The basic concepts, used to 
model human criticalities that are related to design requirements and are associated with IoMT 
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system components, are shown in Figure 1. Human criticalities are described by the patients or the 
caregivers in a textual form. In addition, they are assigned a criticality level that is described in a 
graded fashion (e.g. “low,” “medium,” “high”), representing levels of user satisfaction; these levels 
are redefined by the IoMT designer. Each criticality level is captured by a levels property. Different 
types of criticalities, introduced in the work of, Kotronis et al.7 are also depicted in Figure 1. 
Although in, Kotronis et al.7 privacy of the medical data was included within the Data Preservation 
criticality type, privacy is treated as a separate criticality type, referring to the restriction of the 
ownership, management, and transmission of the medical data between the components within the 
system, as medical data are extremely sensitive according to recent legislation applied in Europe 
(GDPR).27 Human criticalities are associated to corresponding IoMT system components by 
patients; these components should satisfy the criticalities. The IoMT designer is responsible for 
defining all the properties of the components, prescribing their functionality, and translating criti-
calities into design requirements, using Criticality verification formulas. In turn, these criticalities 
are associated to the components’ properties. This way, the designer specializes the human criti-
calities, defined by patients, into specific requirements where a system configuration can be tested 
against. In order to facilitate this, the Verification Data is used, extracted by the actual IoMT sys-
tem and included within the system design model.

The methodology enables an IoMT system designer to follow specific steps, as depicted in 
Figure 2; these steps are described in the following.

Figure 1. Basic IoMT system design concepts.
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Step I. Define system structure and human criticalities

Using the design model, the IoMT designer defines basic system components, described by structural 
properties whose values can be set during later steps. For example, an IoMT system comprises various 
medical sensor devices that hold properties such as size, battery consumption, etc. Note that there may 
be composite components, comprising others and forming the hierarchy of the structure of the system.

Having the system components at hand, the designer may include human criticalities, as pre-
scribed by the patient. For example, the patient of an IoMT system may require “low price” as an 
affordability criticality.

Furthermore, the designer defines design requirements, describing criticality verification for-
mulas that are refined by patient criticalities, and associates them to IoMT system component 
properties; these requirements can be verified at a later step (v).

Step II. Configure the system

In order to further enhance the design process, the designer provides value ranges for all IoMT 
system component properties. These values represent alternative configuration sets of the real 
IoMT system. Different combinations of the values represent different configurations of the sys-
tem; these combinations are tested in step (iv).

Step III. Implement real system

Based on the system model, the real system can be configured; note that its basic components can 
be manufactured or purchased.

Figure 2. A model-based design methodology for IoMT systems incorporating patient concerns.
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Step IV. Test system implementation

System implementation tests may be conducted on both hardware and software, leading to the vali-
dation of the hardware devices and software applications of the implemented system. Specifically, 
during system testing, the list of values, created in the configuration step (step ii), is employed. 
Different combinations of values for each component are tested in real-world scenarios, achieving 
different output metrics (e.g. real-time execution requires minimal processing time). The values 
with the most favorable metrics are candidates for further criticality verification (see final step).

Step V. Instantiate system model and criticality verification data

In this step, the system components are populated with a specific set of values, chosen during sys-
tem testing; at this point specified instances of the system are being modeled. The values of the 
components’ properties are in turn used as input to criticality verification formulas; the computa-
tion of these formulas generates the real criticality level of the human concerns. The latter value is 
stored within a corresponding criticality verification data element; this element serves two pur-
poses: it hosts the computed level and compares it against the one desired by the user, leading to 
the final criticality verification outcome.

Step VI. Verify human criticalities

To verify human criticalities, their desired levels are compared to the computed levels. In case the 
respective criticality is not verified, the system cannot meet the patient concern.

The methodology can be iterated according to the preferences of the designer, starting from the 
system structure, implementing the system and ending with its verification against the patient con-
cerns. Thus, the designer is enabled to reconsider the system structure or the related criticalities and 
their levels (i.e. setting a lower level), re-configure the system in case they are not verified, or run 
another testing scenario and instantiate different design alternatives—in coordination with the 
patient—, resulting to a better solution for the system design. When this solution is reached, the 
IoMT system may be purchased by the patient, who in turn will have everything at hand to com-
mence the respective healthcare process.

Case study: Implementing a fall detection system

We demonstrate the feasibility and applicability of the proposed model-based methodology in the 
design of a fall detection IoMT-based system, where elderly patients reside and may operate appro-
priate medical equipment in the comfort of their home; we focus on the fall detection case, where 
the position and stance (sitting, lying, etc.) of elderly individuals should be recorded and monitored 
via specific medical sensor device(s). Should a patient fall, the system alerts remote healthcare 
providers to act.

In an example Home scenario, a post-surgery elderly patient with heart failure can live indepen-
dently at his residence and recover, although frequent monitoring of his position and stance (sit-
ting, standing, falling) is mandatory. For this purpose, an IoMT-based system was designed and 
implemented by Hamad Medical Corporation and the College of Engineering at Doha University 
as part of EMBIoT project,28 in Qatar. The system installed at patients’ homes consists of the fol-
lowing components: (a) a fall detection sensor, suitable for recording the position and acceleration 
of the patient’s body and (b) a data aggregator that is used to collect sensor-generated data and 
transmit it to a remote healthcare facility (e.g. a hospital) for monitoring and assessment. After 
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acquiring these devices, the patient can start the monitoring process and receive remote healthcare 
services.

The application of the proposed methodology had two purposes: (a) to enable the researchers in 
the College of Engineering at Doha University to provide an implementation of the system that 
matches patient concerns and test its performance accordingly and (b) to assist the IoMT system 
designers employed in Hamad Medical Corporation, to configure an acceptable solution, properly 
initializing EMBIoT equipment for patients, taking into account their specific concerns.

The overall process is depicted in Figure 3. Note that each step as well as the frame of the ele-
ments that are associated to this step have the same distinct color, while steps are shown in the 
legend of the figure.

Define system structure and human criticalities

The Hamad Medical Corporation in collaboration with the College of Engineering, Doha University, 
decided to employ the Shimmer3-IMU29 as the medical sensor device that the patient wears for the 
detection of occurrence and severity of sudden falls. The Odroid-XU430 was the data aggregator 
chosen to collect all sensor-generated data and transmit it to the remote healthcare facility. Both 
devices were employed in similar applications, however they should be tested and properly config-
ured to satisfy fall detection requirements.

A two-layer model represents the patient home, ElderlyPatientHome composed of the device(s) 
and the aggregator, forming a structural hierarchy (see black shapes in Figure 3). Each component 
holds specific properties, describing it. They are defined in the next step.

System components are associated to human criticalities, representing patient concerns, often in 
conflict to each other. They are described in a textual form and graded in levels, to be easily described 
by patients. Indicatively, in Figure 3, two conflicting patient concerns are explored. The first one, 
MonitoringInRealTime, is of monitoring type and depicts the need to realize possible fall with no 
delay. It is graded in three levels: “real time,” “best effort,” and “non important.” Depending on the 
patient condition, a small delay (e.g. up to one minute) could be tolerable, thus “best effort” may be 
selected. This concern is related to IoMT system as a whole, thus is associated to the Home layer. The 
second criticality is SWaP (i.e. Size, Weight and Power) of comfort type that restricts the size and 
energy consumption of the wearable device, in this case Shimmer3. Comfortable wearables lead to a 
greater willingness to adopt and use a remote monitoring system. Monitoring concerns automatically 
generate (indicated as arrows in Figure 3) Time restrictions associated to all system components. In 
practice, they indicate the time frame that all the system components should operate in. Regarding 
Time criticalities, the Elderly Patient Home is connected to the Real Time Transmission criticality 
that describes the requirement of all components to communicate in real-time. The Odroid Aggregator 
is associated with the Real Time Aggregator Operation describing that real-time collection and pro-
cessing of sensor data is required in order to decide whether the patient has fallen. The Shimmer 
Device satisfies the Real Time Device Operation criticality that points out the need for real-time 
generation and transmission of fall detection data. All these requirements are described in a qualita-
tive fashion using graded levels, by the patient with the assistance of IoMT system designer. They are 
further analyzed in a quantitative fashion by the system designer with the assistance of the system 
constructor (e.g. Doha University researchers) in Step V (blue-colored shapes is Figure 3).

Configure the home IoMT system

Fall detection system designer identifies system component properties, relevant to system design 
(e.g. those that their values reflect on the setup of the system) and constructs values lists in 
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collaboration with the system constructor. For example the Odroid data aggregator property value list 
is depicted in Figure 3, as an orange-color-framed rectangle (Step II of the methodology). According 
to this list, the core type property of the Odroid aggregator may obtain the “A7” (i.e. low-powered, 
medium-performance CPU core) or the “A15” (i.e. high-power, maximum-performance CPU core).

These values are restricted by the device characteristics, as for example for core type property, 
while they may also be restricted by the system constructor implementation decisions, as for 

Figure 3. Model-based methodology applied to Home fall-detection scenario.
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example for reconstruction algorithm property. As described in Djelouat et al.31 the reconstruction 
algorithm of the compressed signal received by the sensor plays an important role on the aggrega-
tor performance when deciding when a fall occurred or not. In this case two well-known greedy 
algorithms, the orthogonal matching pursuit (OMP)32 and subspace pursuit (SP)33 were selected for 
reconstructing the compressed acceleration data. Greedy algorithms are widely considered for real-
world applications as they exhibit a simple implementation architecture, a fast convergence to the 
solution and a sub-optimal recovery.

Implement and test real system

Following its design, the actual system is composed, as depicted in Figure 3 with a green-colored 
frame. The system constructor is now aware of all the properties of the system that affect design 
decisions. These properties are defined in Step II. Thus, the constructor may test the behavior of 
the actual system in a controlled environment, to explore how these properties affect each other and 
the graded levels of related criticalities, with the collaboration of the system designer. Different 
sampling rates may be used in the sensor to identify the position of the body, while data is com-
pressed to be transmitted to Odroid-X14 aggregator, where the signal is recovered and based on 
training samples, the aggregator decides whether a fall may have occurred. Implementation details 
are provided in Djelouat et al.31 One of the primary performance metric explored while testing the 
operation of Odroid-X14 aggregator was the execution time needed to make a decision on whether 
a fall occurred. The execution time metric is directly related to the estimation of real time operation 
criticality level for the aggregator and is related to all the properties of the aggregator, identified in 
Step II (see the orange-colored frame is Figure 3). As agreed between Hamad Medical Corporation 
(system designer) and Doha University (system constructor), execution time less than 0.02 s 
ensures real time operation (real time level of the RealTimeAggregatorOperation criticality). The 
core type, number of cores, core frequency and data reconstruction algorithm affect execution 
time. Thus, different combinations of their values should be explored during testing. Testing results 
are presented in Figures 4 and 5, indicating the execution time using “A7” cores and “A15” cores, 
respectively. The execution time has been estimated for different combinations, and based on that, 
the three RealTimeAggregatorOperation criticality levels, namely “real-time” (execution time less 
than 0.02 s), “best-effort” (execution time less than 0.2 s) and “non-important” are extracted. One 
should note that the “A7” core may not perform in real time. The “A15” may perform in real time 
using more that two cores in any frequency when SP reconstruction algorithm is used, while using 
OMP this may be performed using more than 1.2 GHz frequency.

Testing the actual system against patient criticality requirements prior to its installation, elimi-
nates system configurations that do not quarantee the efficient operation of the system. This ena-
bles the system constructor to provide solution that may be more acceptable by patients, since the 
system is configured and tested taking patient concerns into account as well.

Instantiate system model and criticality verification data

In this step, the blue-color-framed blocks, shown in Figure 3, representing instantiated system 
elements, obtain specific values after system testing. For example, the Shimmer device holds 
distinct values regarding size or data generation and transmission properties (e.g. 
reconstruction accuracy HighQuality HQ =  ( )" " ) (see Figure 3).

According to our methodology, each defined human criticality, representing patient concerns, is 
associated with a respective verification criticality formula, describing criticalities in a quantitative 
fashion, and a verification data entity, containing data extracted by the actual system testing to 
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Figure 4. Execution time using the “A7” cores based on number of cores and operating frequency.

Figure 5. Execution time using the “A15” cores based on number of cores and operating frequency.

verify the criticalities. For example, the Real Time Aggregator Operation criticality is linked to the 
Real Time Aggregator Operation Verification formula and is verified using data stored in VRD 
Real Time Aggregator Operation verification data associated with Odroid-XU4 aggregator (see 
Figure 3). These are also represented as blue-color-framed blocks in Figure 3.

The Real Time Aggregator Operation Verification formula is constructed by the system designer 
to calculate Real Time Aggregator Operation criticality level. The formulas provide a quantitative 
description of the human criticality, associating Odroid-XU4 properties based on the results of 
system testing provided by system constructor. Real Time Aggregator Operation Verification for-
mula is based on the data presented in Figures 4 and 5. The criticality computation results in “real-
time” level value, based on the values of Odroid-XU4 properties, which are retrieved by the actual 
system, and is stored in the VRD Real Time Aggregator Operation verification data entity.

Verify patient criticalities

In Figure 3, the Device Battery Lifetime human criticality, representing comfort patient concern, is 
not verified by the proposed configuration. Thus, it is annotated by red color. The desired criticality 
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level is set as “occasionally,” indicating the patient’s preference to charge the device once in a while. 
The related verification data element holds the computed level value and is estimated as “fre-
quently”, indicating the need to charge the device frequently. This is reasonable, since the Shimmer 
device should be operating in real-time, consuming the battery. When these two values are com-
pared, the criticality is not verified. In addition, the verification data and the connection between the 
criticality and the component are also annotated, depicting that the instantiated component cannot 
satisfy its criticality. The monitoring patient concern, represented as Monitoring Real Time human 
criticality, which is related to the whole system, is in fact satisfied, thus not annotated.

It is worth mentioning that in case there is an inconsistency (annotated criticality), the modeling 
environment alerts the system designer, exhibiting appropriate information. The patient may be 
informed that not all concerns can be satisfied by the available system configurations and decide 
with the assistance of the system designer which of them should be relaxed. In this case, real time 
monitoring needs frequently battery charging.

Results and discussion

Although patient’s concerns may be recorded as part of the system requirements, aka criticalities, 
(Steps I and II of the proposed methodology), the tricky part is to find a way to associate them with 
the characteristics (structural and behavioral) of the system implementation (Steps III and IV). The 
criticality verification formulas defined by the system designer (Step V) relay on the combination 
of specific system properties and the system behavior under different conditions. The latter may 
only be obtained as the result of complex system testing. Thus, the system designer may only 
obtain this information in collaboration with the system constructor.

In most cases, system constructors study their system behavior (for example system performance, 
security or energy consumption) under different conditions and provide metrics important to them, 
not directly linked to patient concerns. The system designer should be able to relate these metrics to 
specific patient concerns depicted in an abstract manner, as criticality levels. To do this, system 
designers construct criticality verification formulas. However, they are restricted to the metrics avail-
able by the system constructors. If the patient concerns are incorporated in the system requirements, 
even in an abstract, graded fashion, the system constructor may take them into account, while testing 
the system, and, thus, provide the system designer all the necessary metrics.

Take the MonitoringRealTime criticality for example. The patient needs to be monitored in real-
time. No delays, however small, are tolerable. The question the system designer has to solve is under 
which conditions this might be possible. Thus, the designer associates restrictions to all the devices 
operating in the patient’s home. For example, the RealTimeAggregatorOperation criticality imposed 
to Odroid data aggregator component, indicating that it should detect possible fall detection in real-
time. However, this requirement may mean little to the system constructor. How fast is real-time? 
Thus, time limitations should be explored during system testing. Although the designer may realize 
that the verification of RealTimeAggregatorOperation criticality may relay on the combination of the 
aggregator’s properties, the actual result may not be determined unless the real system is tested com-
bining these properties to determine the execution time. Having this in mind, the Qatar University 
team tested the Odroid-XU4 component, using several combinations of processors, number of cores, 
their respective frequencies and reconstruction algorithms. The corresponding results are presented 
in Figures 4 and 5, assessed by averaging the experiment over “100” trails.

The following observation can be deduced from the obtained results. (i) The “A15” outperform 
the “A7” cores regardless of the frequency and number of cores used. (ii) For the “A7” cores, the 
core frequency does not play an important role in the acceleration of the computation process. In 
fact, the number of cores govern entirely the performance in terms of execution time. (iii) The 
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“A15” cores exhibit a faster performance. Moreover, both “SP” and “OMP” algorithm respond 
well to the increase of frequency and the number of cores. In general, for a particular CPU (core) 
frequency, when the number of cores is doubled, the execution time is halved. For instance, using 
“0.4” GHz and doubling the number of “A15” cores (“1” → “2” → “4”) reduces the execution time 
(“0.17” s → “0.119” s → “0.088”  s) and (“0.97”  s → “0.68”  s → “0.061”  s) for “OMP” and “SP,” 
respectively. (iv) Regardless of the number, type and operating frequency of cores, the processing 
time is always below the real-time window of “2”  s. Therefore, more analysis can be further 
applied to the data without compromising the real-time critical metrics. Finally, it may be deducted 
that the optimal configuration for the data aggregator to operate in real-time, contains the “A15” 
core type, “4” cores and “2” GHz frequency, using the “SP” as a suitable algorithm for collected 
data reconstruction and compression.

Not all of this information is depicted by the system designer, when constructing the corre-
sponding condition of the RealTimeAggregatorOperation verification formula. Designers utilize 
the information necessary to validate specific configuration of the system, made available to 
patients (see for example that not all possible frequencies are made available when instantiating the 
system).

Conclusion—Future work

To increase patient adoption of IoMT systems, patient awareness of the system properties should 
be taken into consideration. To this end, a model-based methodology was explored to integrate 
patient concerns as system requirements, so that possible system configurations may be tested 
against them. These concerns are depicted as criticalities, verified by criticality formulas, defined 
by system component properties and behavior metrics, obtained through system testing. Apparently 
there are different metrics (e.g. performance, security, energy consumption) provided by the sys-
tem manufacturers/constructors. However, these metrics may not be suitable to verify a patient 
concern, depicted in a human criticality described using graded levels. The main aim of the pro-
posed methodology is to provide a way to fill this gap.

Furthermore, the paper demonstrated the applicability of the methodology on the IoMT fall 
detection scenario. All the stakeholders involved may be benefited by the proposed methodol-
ogy. Patients actively participate in the design of the IoMT system they should use and explore 
solution that can meet their concerns. Their active involvement may increase their willingness to 
use such technology. System designers may record and match patient concerns to specific sys-
tem configurations. To do so, they are enabled to identify all metrics they need by the system 
components manufacturers/constructors to verify the system requirements, while the system 
manufacturers/constructors themselves have a solid knowledge on how to test their products and 
the metrics they should provide. Thus, they may provide all the information needed to ensure 
patient concerns and adopt them while improving their products, (e.g. battery life vs speed, secu-
rity vs ease of use).

Several areas can be further explored in future work. The perspective of the caregivers and 
medical personnel will be integrated, leading to a more complete and efficient design and operation 
of IoMT systems. Although caregivers do not become part of the system as patients do, wearing 
medical devices, they play an important role in the efficient operation of such systems and their 
willingness to support patients this way is of equal importance.

Indicatively, leveraging the proposed methodology with caregivers concerns, we plan to explore 
alternative IoMT system case studies of various scales, such as a Smart Ambulance System (SAS). 
Furthermore, we also plan to explore the application of our methodology on case studies focusing 
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on patient data privacy and security. In these cases, one should test regulations and procedures fol-
lowed by organisations rather the operation of sensors and other IoMT products.
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