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Abstract

Neuroscience research is producing big brain data which informs both advancements in

neuroscience research and drives the development of advanced datasets to provide

advanced medical solutions. These brain data are produced under different jurisdictions in

different formats and are governed under different regulations. The governance of data has

become essential and critical resulting in the development of various governance structures

to ensure that the quality, availability, findability, accessibility, usability, and utility of data is

maintained. Furthermore, data governance is influenced by various ethical and legal princi-

ples. However, it is still not clear what ethical and legal principles should be used as a stan-

dard or baseline when managing brain data due to varying practices and evolving concepts.

Therefore, this study asks what ethical and legal principles shape the current brain data gov-

ernance landscape? A systematic scoping review and thematic analysis of articles focused

on biomedical, neuro and brain data governance was carried out to identify the ethical and

legal principles which shape the current brain data governance landscape. The results

revealed that there is currently a large variation of how the principles are presented and dis-

cussions around the terms are very multidimensional. Some of the principles are still at their

infancy and are barely visible. A range of principles emerged during the thematic analysis

providing a potential list of principles which can provide a more comprehensive framework

for brain data governance and a conceptual expansion of neuroethics.

Introduction

Neuroscience research is producing brain data [1, 2] which can be described as data generated

from the direct monitoring of the brain itself [3] which informs both advancements in neuro-

science research and drives the development of advanced datasets [4] in order to provide

advanced medical, technological, and engineering solutions [5] such as the development of

brain-computer interfaces (BCI) [5] for consumer electronics and neurowearables. These

brain data are produced under different jurisdictions in different formats and as such are gov-

erned differently. Various brain data collaborative platforms have also been developed as tools

for neuroscientists to share, use, study and analyse brain data [6] because the brain is consid-

ered to be the most important and complex human organ [7]. Considering that many of these

data have different levels of sensitivity [3] and are multidisciplinary in nature stemming from

PLOS ONE

PLOS ONE | https://doi.org/10.1371/journal.pone.0273473 December 29, 2022 1 / 29

a1111111111

a1111111111

a1111111111

a1111111111

a1111111111

OPEN ACCESS

Citation: Ochang P, Stahl BC, Eke D (2022) The

ethical and legal landscape of brain data

governance. PLoS ONE 17(12): e0273473. https://

doi.org/10.1371/journal.pone.0273473

Editor: Nicolae Morar, University of Oregon,

UNITED STATES

Received: January 16, 2022

Accepted: August 9, 2022

Published: December 29, 2022

Copyright: © 2022 Ochang et al. This is an open

access article distributed under the terms of the

Creative Commons Attribution License, which

permits unrestricted use, distribution, and

reproduction in any medium, provided the original

author and source are credited.

Data Availability Statement: All relevant data are

within the paper and its Supporting Information

files.

Funding: This work was supported by the

European Union’s Horizon 2020 Framework

Programme for Research and Innovation under the

Specific Grant Agreements No. 945539 (HBP

SGA3). The funders had no role in study design,

data collection and analysis, decision to publish, or

preparation of the manuscript

Competing interests: The authors have declared

that no competing interests exist.

https://orcid.org/0000-0002-4853-6547
https://orcid.org/0000-0002-4058-4456
https://doi.org/10.1371/journal.pone.0273473
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pone.0273473&domain=pdf&date_stamp=2022-12-29
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pone.0273473&domain=pdf&date_stamp=2022-12-29
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pone.0273473&domain=pdf&date_stamp=2022-12-29
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pone.0273473&domain=pdf&date_stamp=2022-12-29
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pone.0273473&domain=pdf&date_stamp=2022-12-29
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pone.0273473&domain=pdf&date_stamp=2022-12-29
https://doi.org/10.1371/journal.pone.0273473
https://doi.org/10.1371/journal.pone.0273473
http://creativecommons.org/licenses/by/4.0/


multiple species and organisms [8], the application of brain data across different jurisdictions

for a variety of purposes present various challenges to researchers and collaborations [1, 9]

especially due to the lack of a clear data governance framework for brain data which should

depict ethical and legal compliance [2, 8].

Data governance itself is influenced by various ethical and legal principles which underline

the moral and legal obligations when managing data [10] and has been considered as an essen-

tial catalyst in highlighting the ethical and legal issues that needs to be addressed to advance

neuroscientific collaborations through ethical neuroscience and neuroethics [11–14]. How-

ever, it is still not clear what ethical and legal principles should be used as a standard or base-

line when managing brain data [14, 15] due to varying practices and evolving principles.

Therefore, this study asks what ethical and legal principles shape the current brain data gover-
nance landscape?

Our analysis of 89 articles reveals 24 overarching principles in the brain data governance

landscape which include Consent, Privacy, Trust, Transparency, Fairness, Protection and

Security, Engagement, Ownership, Accountability, Autonomy, Integrity, Confidentiality,

Anti-Discrimination, Beneficence and Non-Maleficence, Dignity and Respect for Persons,

Legal basis, Bias, Justice, Solidarity, Responsibility, Proportionality, Independence, Retention

and Destruction, and Neurorights.

This study provides a key contribution to neuroscience research and innovation by provid-

ing additional insights into the foundational principles that can shape the practice and imple-

mentation of data governance in the context of brain data. The study will inform researchers

and research institutions, brain research initiatives and projects, governmental and intergov-

ernmental organizations, funding organisations and other relevant stakeholders involved in

the advancement of brain data and neuroscience research. With the application of brain data

in the development of neurotechnologies such as direct to consumer neuro-wearables gaining

momentum, this study also brings important ethical and legal discussions under the radar of

industry leaders at the forefront of brain data related technologies.

This paper structure is as follows; the next section presents an overview of the concepts

which forms the foundation of this study. This includes a discussion around brain data, its

complex nature and application and how they raise multiple ethical challenges. This is fol-

lowed by an overview of data governance and principles of data governance in the context of

brain data and neuroethics which is followed by a methods section. The methods section also

covers the literature search strategy and analysis. This is followed by the results of the analysis,

discussion of results and conclusion.

Concepts

To provide a background of the study an overview of brain data, data governance, and neu-

roethics is presented in the next section to frame an initial understanding of the overarching

concepts that support the focus of the study.

Brain data

The field of neuroscience has witnessed the advancement of various brain related projects and

the development of brain data platforms for the purpose of collection, storage and analysis of

brain data [4]. Some of these brain data have been used for research in various initiatives [2] to

study the complexity of the brain and to advance biomedical research. There are many forms

of data based on the reflection of processes in the human brain therefore making the definition

of brain data complicated. However, in a bid to simplify brain data it can be described as data

coming from direct monitoring of the brain itself [3]. Brain data can be complex and can be
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distinguished from other biomedical data because it is multidisciplinary in nature bringing

together researchers from psychology, anatomy, medicine, and computational science. By

bringing together these multiple disciplines different types of brain data are generated with dif-

ferent techniques and modalities thereby increasing complexity [8]. As researchers use

advanced techniques in the generation of brain data, state of the art technological infrastruc-

tures are also required for the storage and processing of brain data. Researchers are no longer

dealing with gigabytes or terabytes but with petabytes of brain data with a 20 minutes neural

activity capable of generating about 500 petabytes of brain data [1]. Curating, storing, and

moving such large complex data becomes challenging and this sometimes requires multiple

storage infrastructures which also needs to circumvent cross national boundaries and jurisdic-

tions if sharing is to take place. Due to this complexity of brain data, there is a perception that

current data protection regulations and governance frameworks which apply to normal data

cannot be applied to brain data because it exhibits complex characteristics. With the advent of

advanced neurotechnological devices as well there can be uncontrolled and commodification

of brain data thereby creating social, ethical and legal challenges due to the collection, storage

and analysis of an individual’s brain data using consumer-directed neurotechnological devices

[4]. Research aimed at driving the responsible use of big brain data has pointed out that there

has been an inadequate classification of different brain data types and their sources especially

biomedical data with respect to a proportional regulatory framework [3]. The presence of a

classification especially with regards to sensitivity will promote better privacy and access strate-

gies. In the absence of this inadequate classification, identifying and understanding the princi-

ples associated with brain data will lead to better governance of brain data.

Data governance

In the last two decades, data governance has gained popularity because data serves as a critical

element in the operation of organisations [10]. Data influences both strategic operations in

any organisation and enhances decision making and collaboration [16]. The governance of

data has become essential and crucial resulting in the development of various governance

structures to ensure that quality of data is maintained. Data governance has had multiple defi-

nitions and each description of data governance varies greatly with the related discipline [2]

with no clear universal definition. An analysis of various definitions of data governance shows

an alignment with business organisations rather than research environments [17, 18]. Otto

[18] defined data governance as a framework in a company in order to assign tasks and deci-

sion related duties for the purpose of handling data adequately as a company asset, while Kha-

tri and Brown [19] defined data governance as who holds the decision rights and is held

accountable for an organization’s decision-making about its data assets. Data governance defi-

nitions have also been influenced by information and communications technology and infor-

mation system governance [20]. Weber et al. [17] pointed out the lack of academic definitions

of data governance and adopted an IT governance definition which defined data governance

as the framework that specifies decision rights and accountabilities to encourage desirable

behaviours in the use of data. This definition is also reflected by Weill and Ross [21] who

derived the definition out of the context of corporate governance. In all definitions there is an

acknowledgement that data is an asset. However, the field of neuroscience generates brain data

which reflect unique properties and is inconsistent with regular data types in traditional infor-

mation systems environments [3]. It is also possible that practices in data governance may seek

to align with the adopted definition of data governance by an organisation and with organisa-

tions or researchers having different definitions, practices may differ [10, 20]. Therefore, the

study aims to develop a definition of data governance in the context of brain data through the
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analysis of existing definitions in neuroscience which is presented in the discussion section of

the paper.

Neuroethics in the context of data governance

Data governance is influenced by various ethical and legal principles [10] which have been

adopted in brain data research and discourse. Some principles underline the importance of

moral rules and obligations and the importance of identifying general considerations [22]

when managing data from collection to deletion. Ethics which is an important element in data

management has to do with values, therefore ethical principles are considered as the basic

form of guidelines in the management of data [11]. Despite an agreement that brain data

research should be ethical, there has been a debate about what ethical requirements should be

the acceptable standard which will depict ethical compliance [2] especially in the context of

data governance. Societies have different ethical vocabularies, expectations and understanding

[23], therefore principles like privacy, consent, and justice may mean different things and exist

in different forms in different jurisdictions [24]. Therefore, identifying ethical and legal princi-

ples in the context of brain data governance is essential and justifies the definition and impor-

tance of neuroethics as not just merely a division of bioethics but as a distinctive field with

concepts peculiar to neuroscience research.

The broad definition of neuroethics which is concerned with the ethical, legal and social

policy implications of neuroscience [11] aligns with data governance and provides a theoretical

perspective to the aims of this study. This is because neuroethics attempts to provide collective

answers to ethical, legal and social implications of neuroscientific research [25]. Neuroethics

overlaps with traditional biomedical ethics to a substantive level and all too often it is taken to

be a subfield of applied ethics [26]. However, previous research has shown that neuroethical

research is larger in scope and in methodological approaches and calls for a conceptual expan-

sion of neuroethics to accommodate progress being made in neuroscience. This study aims to

follow a conceptual neuroethical perspective which although may be prescriptive but is consid-

ered as primarily theoretical and foundational [26]. A conceptual neuroethical approach pro-

vides a framework for integrating both scientific, philosophical, and social concepts thereby

expanding neuroethics in the context of data governance. Building on a conceptual approach

will focus on the construction of scientific, ethical, social, and legal analysis and the legitimacy

of diverse interpretations of concepts or principles therefore overcoming the fundamental con-

ceptual challenges generated by the advancement of brain research. Therefore, in attempting

to answer the research question what ethical and legal principles shape the current brain data
governance landscape, the study directly aims to identify the principles that exist in the current

landscape. The study also indirectly attempts to answer the call for an expansion of neuroethics

but in this case in the context of brain data governance. Finally, the study provides a platform

for collaborating with neuroscience to get a shared definition of key notions which are relevant

to the data governance discourse.

Methods

To answer the research question, it is necessary to understand and synthesize the nature of

research evidence while identifying key concepts in the field of brain data governance that will

guide future research. The focus of the study is to embody the state of the field and provide

clarity on what is known about the research question and field of interest. The approach sits

well with a literature review which attempts to answer questions regarding the nature of the

evidence for an intervention or what is known about a concept [27] while providing a synthe-

sized summary of all evidence within a particular domain [28]. A literature review is expected
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to provide insights to answer questions such as what are the key theories, concepts, and ideas

in the context of the domain and how have approaches to these questions increased our under-

standing and knowledge [29]. To explore the research question, a scoping review [27, 28] is

conducted to examine the range, variety and nature of existing evidence and ongoing research

activities in the field of interest which in this context is brain data governance.

Search strategy

This scoping review focuses on two popular databases which include Scopus and Pubmed for

the collection of academic literature. Scopus is considered as the largest citation database for

peer reviewed academic literature and covers a majority of information system journals where

the field of data governance is usually situated while PubMed is considered as the largest data-

base for medical and biological science literature containing about 27 million articles and

accessed by approximately 2.5 million users daily [30]. This scoping review focuses on brain

data which is a form of biomedical data [31] therefore PubMed provides an index of a variety

of research themes in the biomedical field which enables the capture of literature containing

practices in neuroscientific research. The following inclusive and exclusive criteria is devel-

oped based on the indicative search strategy.

Inclusion criteria:

• PubMed and Scopus

• Centred on data governance principles but solely focused on biomedical data, brain data or

neuro data.

Exclusion criteria

• Not substantially about principles of data governance, i.e. data governance is not the topic of

investigation, but referenced and relevant empirical research involving data governance but

focused on other topics not related to brain data, neuro data or biomedical data

• Centred on data structure and ontologies

• Not in English Language

• Centred on governance (e.g., government policy) involving data

This study adopts the Preferred Reporting Items for Systematic reviews and Meta-Analyses

(PRISMA) 2020 framework [32] which is a reporting guideline or framework designed to

address poor reporting of reviews which are systematic in nature to promote reproducibility.

The search for academic literature was carried out using the search function of the selected

databases using the keyword criteria of having either “biomedical data governance or “neuro

data governance” or “brain data governance” in either the abstract or title and this resulted in

230 publications. Date restrictions were not enforced in the search. The results of the search

were exported into the Zotero reference management software for initial screening. The

abstracts of the publications in the results were manually screened by reading to identify

abstracts that fall into the exclusive or exclusive criteria. Include and exclude tags were devel-

oped in Zotero which were assigned to included or excluded publications respectively. The

screening of the abstracts resulted in the exclusion of 115 publications, and after the removal

of 26 duplicates the publications in the inclusive criteria were 89. Fig 1 below shows the

PRISMA flowchart for the identification, screening, and inclusion of studies to be used for the

analysis.
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Analysis

The 89 publications were exported to Nvivo 12 for Windows [33] to carry out a content analy-

sis of the publications. One cycle of manual coding and one cycle of code mapping was carried

out within the Nvivo qualitative data analysis software. Before the coding cycle A top-level cod-

ing scheme was developed to deductively and inductively capture the themes pre-empted by

the focus of this study as follows.

Top level coding scheme

• Definition of Data Governance

• Ethical and Legal Principles

• Type of Biomedical Data

◦Neuro/Brain

◦ General

Fig 1. PRISMA flowchart for the identification, screening, and inclusion of studies.

https://doi.org/10.1371/journal.pone.0273473.g001
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The study intended to capture definitions of data governance by identified literature to pro-

vide insights on the different definitions of data governance in the context of brain data or

neuroscience.

For the theming [34] of ethical and legal principles two iterations of theming were carried

out and we relied deductively and inductively on normative ethical literature. These includes

baseline ethical principles used in data ethics, data governance, and biomedical ethics. Princi-

ples used in the field of neuroscience ethics stem from normative ethical concepts [11, 35].

These principles are reflected in the complex mechanics of various international declarations,

policies, and regulations [36]. This study takes the view that none of these principles provide a

normative direction in isolation, therefore they must be interpreted with reference to how they

interact with one another and other principles which are not normative but are considered to

be essential in the management and governance of data. During the coding cycle one of the

authors intensively mapped and tagged relevant text inductively to the themes while also

inductively identifying new themes. The final themes were then inspected by two researchers

with primary expertise in ethics to validate the single coding cycle.

The type of biomedical data coding process was used to highlight the articles and the

respective biomedical data fields which they addressed. This approach was used to capture

how much research carried out in data governance focused on brain data or neuro data.

Results

Following the content analysis of the included publications using the coding scheme designed

above, the results of the analysis are presented below.

Definition of data governance

Out of the 89 articles analysed only four [A 2, 14, 37, 38] provided a definition of data gover-

nance. This highlights the contribution of this study and shows that there is need for more

contribution to the definition of data governance in the context of brain data. Holmes et al. [A

37] defined data governance as the high level, corporate, or enterprise policies or strategies

that define the purpose for collecting data and intended use of data. They went further to spe-

cifically define data governance as the process by which responsibilities of stewardship are con-

ceptualized and carried out, where such stewardship may include methods for acquiring,

storing, aggregating, de-identifying, and releasing data for use. Stahl et al. [A 14] defined data

governance as all processes related to the collection, storage, processing, curation, use, and

deletion of data. They also went further to state that data governance refers to who holds the

decision rights and is held accountable for an organization’s decision-making about its data

assets. Fothergill et al. [A 2] defined data governance as a strategy for the overall management

of the availability, usability, integrity, quality, and security of data to ensure that the potential

of the data is maximised whilst regulatory and ethical compliance is achieved within a specific

organisational context. Willison et al. [A 38] defined data governance as the overarching

polices and processes to optimize and leverage information while keeping it secure and meet-

ing legal and privacy obligations, in alignment with stated organizational business objectives.

Type of biomedical data

Out of the 89 articles analysed only 11 explicitly focused on brain data based on their title. This

shows that in the context of data governance, further contribution is required from the field of

brain data. This also justifies the important contribution of this study due to the fact it contrib-

utes to the understanding of data governance in the context of brain data.
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Ethical and legal principles

A total of twenty-four overarching ethical and legal principles emerged from the analysis of

the publications as illustrated in Table 1 below.

While the study notices that no single principle exist across the entire publications analysed,

it could be noticed during the thematic analysis that some of the principles are reflected in the

publications in various dimensions. This also include variations in the conceptualisation and

recommendations reflected in the publications. Therefore, we present a thematic evaluation

below to illustrate the findings under each identified principle.

Accountability. Accountability [A 38–48] according to most of the sources refers to

mechanisms through which an organization makes itself answerable for its operations which

includes being capable of giving account to stakeholders for the actions it has undertaken [A

46]. Some sources also point out that it also involves answering stakeholders when they ask for

explanations about the conduct of the organisation or research and be under the condition of

being affected by stakeholders’ judgment of the operations of the organisation. Accountability

also demands that an organisation or a research body clearly identifies and discloses who is

accountable for the management of data [A 43]. Some of the sources present accountability in

terms of data use [A 44–46, 48] while some highlight accountability in terms of organisational

accountability [A 43, 46]. Some sources also reference how the principle is reflected in data

laws, for example, the GDPR’s principle of accountability of data controllers moves the onus of

proof onto data controllers, thereby reducing the need for data subjects to demonstrate causa-

tion in many contexts [A 47]. Sources state that robust and transparent accountability

Table 1. Ethical and legal principles identified.

PRINCIPLE NUMBER OF DOCUMENTS

Accountability 11

Anti-Discrimination 7

Autonomy 10

Beneficence and Non-Maleficence 6

Bias 5

Confidentiality 8

Consent 45

Dignity and Respect for Persons 6

Fairness 12

Integrity 9

Justice 5

Privacy 26

Proportionality 3

Protection and Security 12

Retention and Destruction 1

Transparency 14

Trust 21

Neurorights 1

Solidarity 5

Independence 3

Responsibility 4

Engagement 12

Ownership 12

Legal basis 6

https://doi.org/10.1371/journal.pone.0273473.t001
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mechanisms provide ways to ensure the precise identification of responsibility for data uses

and their consequences on research subjects and key actors in research. Furthermore, account-

ability provides mechanisms for communicating health relevant information to data subjects

[A 45]. Sources also agree that accountability can increase public trust in situations such as

data reuse [A 48, 49]. One author pointed out that it is necessary as a good governance practice

to establish an accountable decision-making body that can provide assurances that data are

being used and linked appropriately and responsibly [A 44]. However, some of the sources

stated that some biomedical institutions such as biobanks do not offer clear indications as to

how the organisation renders account of its operations to interested stakeholders and the pub-

lic in general as part of their governance practices [A 46].

Anti-discrimination. References to anti-discrimination [A 42, 47, 50–54] focuses on anti-

discrimination along with equitable treatment as central principles of international human

rights law. Sources also focus on profiling and racial discrimination which may be caused by

data processing. Human rights instruments must allow for meaningful sanctions for persons

and organisations who misuse personal data [A 51]. In the European context for example, the

GDPR provides protection against the processing of data which may cause discriminatory

effects on people on the basis of racial or ethnic origin, political opinion, religion or beliefs,

trade union membership or health status [A 47] and categorises health data as special data [A

55]. Some sources suggest that with the advent of machine learning algorithms it is still possi-

ble that not all potential discriminatory effects will be reasonably foreseeable to allow pre-emp-

tive action due to the way such algorithm works [A 47]. Sources also state that it is also

possible that these non-foreseeable discriminatory effects are based on cultural assumptions

and it is known that cultural assumptions are sometimes considered to be statistically invalid

and somewhat based on ideology and can therefore be discriminating [A 54]. Furthermore ref-

erence to anti-discrimination shows that laws have often been considered to be ineffective due

to the fact that it can only be applied when it can be proved that a decision was made on dis-

criminatory presumptions which is usually difficult [A 54].

Autonomy. While there was no clear definition of autonomy [A 36, 43, 53, 56–62] pro-

vided, most of the sources pointed out situations that could undermine autonomy. For exam-

ple one author pointed out that the use of patient data without transparency or consent may be

seen to violate the principle of respect for autonomy [A 60] while the other states that decisions

about data that describe who we are and how we live do indeed concern us directly and not

being able to make those decisions can thus undermine our autonomy [A 43]. References to

autonomy by some of the sources pointed out that there has been a focus on the use of privacy

as a principle for promoting autonomy [A 58, 61]. One of the sources pointed out that research

on guidelines on data sharing issued over the past two decades identified autonomy and pri-

vacy of people, and the quality and management of their data as the three most common

themes [A 61]. This is supported by another author who stated that anonymisation often is

portrayed as an effective mechanism to guarantee both privacy and autonomy [A 43]. While

another argues that they are two core principles in the law and ethics of biomedical research

which include informed consent and ethical approval and both are aimed at safeguarding the

right to autonomy and privacy [A 53]. Another argues that assessing what is ethical in data

access goes beyond a simple opposition between being open and protection of the autonomy

and privacy of data subjects [A 57]. Laws that promote autonomy usually reference the princi-

ple of justice as pointed out by one of the authors [A 36]. One of the sources argued about the

limit of neural processing pointing out that neuroscience is currently only beginning to under-

stand how meaning is represented in the brain and it will be difficult to build machines that

act autonomously [A 62].
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Beneficence and non-maleficence. According to the sources the principle of beneficence

and non-maleficence [A 36, 41, 56, 59, 60] promotes the welfare of research participants and

seeks to protect participants from individual or future harm. Beneficence is usually considered

as the primary goal researchers should abide by especially towards research participants who

are vulnerable as deduced form the analysis. One source defines beneficence as researchers

having the welfare of research participants as a primary goal, particularly those who are vulner-

able[A 41]. References to beneficence state that medical ethicists seem to have certain prob-

lems with finding a moral basis for beneficence [A 56]. Sources also point out that beneficence

promotes public participation and data sharing. One of the sources argues that studies have

shown that there is a widespread willingness to share data for secondary purposes based on the

fact that it promotes the common good and this willingness and belief are due to the fact they

may be a general expectation that members of the public involved in the generation and stor-

age of brain data can contribute to each other’s welfare by data sharing [A 60]. One author

argues that the public therefore might feel justified in objecting to irresponsible, insecure or

unclear future use of data which puts its members in a vulnerable state and is likely to cause

individual or future harm of unknown magnitude which is a direct violation of the principle of

non-maleficence [A 60]. One of the sources stated that potential participants in research usu-

ally have no say on the good being pursued in a type of research and are usually in a dilemma

when considering whether or not to support a particular research based on the mission state-

ment of the research [A 36].

Bias. From the analysis two major definitions or descriptions of bias [A 4, 56, 63–65] are

provided. The first described bias as systematic skews in the way data is collected, annotated

and categorised [A 4] while the other defines bias as any systematic error that affects the esti-

mates of the association under study, and can emerge from the identification of subjects [A

63]. From the analysis, references to bias is usually made citing the examples of observation

bias and selection bias [A 4, 63, 64]. One of the sources points out that there is sufficient evi-

dence that observational research often leads to bias especially for less privileged groups [A

56]. Some of the sources argue that with the advent of large data repositories and data silos,

data bias may be inevitable because bias operates at the level of human cognition [4] which

may result to the creation of implicitly biased models and can limit data generalisation and the

creation of new data [A 65]. Sources also argue that more often constructs such as race and

ethnicity are being used to carry out research about a people and not by the indigenous people

themselves [A 66] which results to such constructs being used uncritically when dealing with

brain data.

Confidentiality. Preservation of confidentiality [A 39, 43, 51, 57, 59, 67–69] is viewed by

the analysed sources as a cornerstone of good practice in brain banks or brain data repositories

[A 68]. In order to maintain a confidential biorepository containing brain data, confidentiality

and security are considered as essential [A 69]. Confidentiality, use restrictions and security

procedures are applied to mitigate incidents that may undermine trust in repositories [A 70].

Confidentiality generates areas of concern in the context of data sharing which include physi-

cal security, handling of identifiers and transfer of both samples and information [A 67] and

storage. Confidentiality may also generate arguments when used in conjunction with consent

[A 67]. For example, deciding whether donors of data or tissue samples should get feedback

where research reveals a serious medical condition is sometimes conflicting with the original

intended use and consent of such data and the obligation to confidentiality. References to con-

fidentiality by sources also highlight privacy as an accompanying principle [A 39, 51, 57, 59].

Some sources argue that the obligation of confidentiality when not clearly provided by law

should rests with the organisation or institution involved in the usage of data either in its poli-

cies or guidelines [A 67]. A study which was conducted to determine if Research Ethics Boards
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(REBs) provided ethical guidance in research involving stored biological specimens revealed

that, although most of them mentioned the issue of confidentiality, fewer than 30% suggested

steps for protecting confidentiality [A 67].

Consent. According to most sources Consent [A 4, 14, 15, 36, 39, 41–47, 50–54, 56–60,

64, 65, 67, 71–90] to having a participant’s biomedical data used in research forms a basis for

best practices and codes of conduct. Consent serves as the cornerstone of bioethics and is con-

stantly reflected as a core principle in law and ethics of biomedical research promoting auton-

omy [A 36]. Consent involves obtaining valid, freely given, informed, specific, unambiguous

approval from a data subject indicating the data subject’s agreement to the processing of his or

her personal data [A 80]. One of the sources argues that when it comes to research involving

humans, consent has arguably been the dominant ethical doctrine with concerns being

expressed about the consent obsession [A 88]. Our analysis identified the following major con-

sent models which include

a. Specific or Traditional consent [A 36, 65, 80, 84]

b. General or Blanket or Broad [A 36, 43–46, 58, 64, 74, 80, 89],

c. Dynamic consent [A 15, 36, 43, 75, 82], and

d. Altruistic consent [A 76, 90].

Some sources also argue that when it comes to brain data it is possible current consent models

may not sufficiently protect privacy [A 71]. It is possible for data subjects to misunderstand the

full purpose of a brain scan and may sometimes confuse it for being for therapeutic purposes

therefore giving rise to the problem of therapeutic misconception [A 71]. The above consent

models also present challenges in various scenarios for example traditional or specific consent is

challenged by future oriented research infrastructures because it is not possible to disclose to the

data subject the entire range of researchers and research projects that will make use of a partici-

pants data [A 15]. General, broad or blanket consent involves consenting to a general governance

framework rather than a specific research purpose [A 80]. It is also consent given to an unspeci-

fied range of future research subject to minor process restrictions [A 46]. While this promotes

data reuse [A 91, 92] for secondary purposes it also leaves room for misuse and has a problematic

relationship with the principle of autonomy because it is unclear what is being consented at the

initial stage of the consent process. Dynamic consent involves recontacting and maintaining a

steady evolving communication with participants preferences which is tailored to promote indi-

vidual control. Although this is an adaptive process [A 43] it is heavy reliant on resources and

may not favour data use for secondary purposes [A 15]. Altruistic consent involves consent by

data subjects to process personal data relating to them, or authorisations of other data custodians

to allow the use of their non-personal data without seeking a reward, for purposes of general

interest, such as scientific research purposes or improving public services [A 90].

An important debate about consent also centres on the opt-in and opt-out models [A 4, 43,

60, 71, 76, 81, 83] being adopted. Extensive opting-out options in research may result in the

bias of datasets and may influence the reproducibility and reliability of results [A 43]. An opt-

in model is seen as a more ethical approach to promoting autonomy according to one source

[A 81] but is not usually considered as a more scientifically valid approach for population

based studies. Sources argue that with consent moving from paper-based form to a more elec-

tronic ecosystem [A 43, 86] many services have a default opt-in policy with regards to the use

of personal data rather than an opt-out policy.

Dignity and respect for persons. While there was no definition of dignity and respect for

persons [A 41, 50, 52, 53, 67] most of the sources mention words like autonomy, wellbeing and
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safety in association with dignity and respect [A 41, 52, 53]. With some saying that it entails

that research participants should be valued and respected and they should be respected both as

beings who are capable of exercising decisions, and also as members in communities who

make choices in the context of their relationships [A 41]. Some argue that in Europe the

GDPR seeks to secure the dignity of people in terms of specific rights [A 61] which will in turn

promote autonomy and privacy.

Fairness. The analysis provided the principle of fairness in two dimensions which include

fair access and procedural fairness [A 14, 39, 41, 42, 48, 51, 52, 76, 84, 93–95]. Fairness in

terms of fair access has to do with the requirements for users being allowed to look at and use

the data [A 14], and should address concerns about fair or equitable access to data, research

results, and public health benefits derived from those results [A 51]. Some authors state that

fairness may involve using the FAIR principles [A 96] to achieve FAIRification of data [A 95].

This sometimes means that Individuals should be provided with a simple and timely means to

access and obtain their individually identifiable health information in a reliable form and for-

mat [A 42]. Governance frameworks may allow for information to be exchanged in certain

scenarios including data subjects or research participants being able to access their own bio-

medical data e.g via patient portals to facilitate fair access [A 84]. However, how custodians or

data stewards or even clinicians react to such access by patients and other data consumers

need to be addressed in governance frameworks to promote fair access. According to one

source the use of data access committees may be a good strategy to promote oversight of fair-

ness in data access [A 44]. However one author highlighted that one of the most time-consum-

ing tasks in the access process is obtaining the necessary local scientific and ethical approvals

[A 97]. According to the sources Procedural fairness [A 41] involves fairness in processes

related to regulatory treatment of research projects [A 51].

Integrity. The analysis presented integrity [A 38, 41, 42, 52, 53, 62, 67, 75, 94] to be two

dimensional with the first being towards protecting the wellbeing of research participants and

the second involving maintaining data quality. While there is a need to request for additional

samples from the same participants and the storage of these additional samples in certain

repositories for an indefinite number of years, there is thus an increasing need to deploy ade-

quate measures of confidentiality and protection of the integrity of the research participants

without jeopardizing information that could benefit the entire research process [A 67]. Some

of the sources states that to achieve data integrity, data must also be findable, accessible, inter-

operable and reusable thereby following the FAIR principles of data management [A 95, 98]. If

samples are used in a research project, they must be collected, stored, and processed in a way

that preserves their long-term stability, searchability, and integrity in order to reduce data

waste [A 41]. Some of the sources state that standardisation of high quality data brain data [A

99] and how data should look like should be enforced at a curatorial level which will serve as a

measure for building community standards and maintain integrity [A 94]. Persons and entities

should take reasonable steps to ensure that research information is complete, accurate, and

up-to-date to the extent necessary for the person’s or entity’s intended purposes and has not

been altered or destroyed in an unauthorized manner [A 42]. In order to promote integrity,

Individuals or entities should be provided with a timely means to dispute the accuracy or

integrity of their individually identifiable information, and to have erroneous information cor-

rected or to have a dispute documented if their requests are denied [A 42]. One author points

out that appropriate measures need to be taken to maintain the integrity of brain research due

to situations like dual-use of neurorobotics for civilian and military applications [A 62].

Justice. Justice [A 4, 36, 41, 60, 76] according to one of the sources can be defined in

terms of the widely held and acceptable legal safeguards which ensure that decision makers

conform to a pattern of procedural fairness that ensures that the rights of research participants
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or stakeholders are respected so that public confidence in the decision making process is main-

tained [A 36]. This definition is referred as natural justice by the authors. Refences to justice

also point out that the principle of justice ensures that the benefits and burdens of a research

project should be distributed equitably among all groups in society [A 41]. The use of data for

private gains and for commercialisation or private use as pointed out by some sources [A 49]

is considered to be in violation of justice because it is unfair to use data for purposes other

than the original intended use [A 60]. This concern of misuse and violation of justice continues

to resurface especially when it comes to how private organisations use brain data. Sources also

point out that the processing and benefits of biomedical big data may be placed on specific

social, cultural and economic groups and it may be possible to express such divides as ethically

problematic in terms of justice [A 76].

Privacy. References to privacy described how the anonymity of participants from whom

data is collected are protected [A 14]. Privacy is usually used to describe the preservation of a

participant’s integrity and the ability of participants to have control over what they reveal

about themselves and includes concepts of appropriate protection and use of information [A

100]. Some of the sources emphasize that privacy preservation in data collection and integra-

tion is essential when handling big health data [A 98, 101] due to the fact that there is always

an ethical tension between the need to share data and maintaining privacy in the process.

Although the sharing of data is largely seen as being for the overall common good, it also has

the potential to create new risks, and increase existing ones [A 60]. References to privacy also

highlight whether existing privacy regulations (ie, the Health Insurance Portability and

Accountability Act, or HIPAA) provide sufficient protection to patients while balancing access

to data for researchers [A 102]. The various perceived risks involved in sharing brain data

which may lead to privacy concerns may include routes to harm like neurohacking [A 4], leak-

age or loss, unauthorised access, errors in repository records and aggregating data to a group’s

disadvantage. One of the authors stated that collection and commodification of neural data

that may put vulnerable individuals at risk with respect to the privacy of their brain states can

be considered as a threat to neuroprivacy [A 4]. Therefore achieving the highest level of data

safety and data privacy is crucial [A 103].

Sources recommend the following approaches to privacy: privacy of personal information,

privacy of the person, privacy of personal behaviour and privacy of personal communications

[A 100]. This can be extended by adding the following privacy interests and concerns for bio-

banks and repositories: physical privacy (example may include gathering and storing biospeci-

mens and testing them without consent), informational privacy (such as possible misuse of

information), decisional privacy (e.g., control or influence over what is done with data and

biospecimens), and proprietary privacy (e.g., ownership of biospecimens and the control of

identity) [A 15]. Sources argue that as more data sources become available such as data from

consumer neurotechnological devices and advanced analytics being applied for various pur-

poses, protecting privacy is becoming a complicated task. What contributes to this complica-

tion and complexity is that standard mechanisms of protection such as anonymisation, de-

identification, pseudonymization, notice and consent are excessively stretched in this environ-

ment of new capabilities [A 45]. Also a substantial difference in data sharing and data regula-

tions of different countries contributes to the complexity of providing privacy [A 104].

References to privacy also highlights adopting privacy as a feature by design as a good practice

[A 84, 87].

Proportionality. According to some of the sources proportionality [A 39, 41, 53] involves

balancing the risks and benefits of research and the entire research process. According to one

of the sources proportionality involves ethics review and oversight being commensurate with

the risks and benefits for research participants [A 41]. Some of the sources indicate that a
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governance framework must contain processes that are proportionate, consistent, and targeted

only at cases in which action is needed. These include it being clear, coherent, efficient, effec-

tive, proportionate, and properly targeted so that the system is neither over-inclusive nor

under-inclusive, nor unduly onerous where differing levels of regulation are warranted [A 39].

Protection and security. From the results of the analysis, references to protection focused

more on the protection of research participants than on the protection of data, while references

to security focused more on the security of infrastructure and data [A 4, 36, 39, 41, 42, 45, 52,

67, 94, 105, 106]. One of the sources recommended that security should be a guiding principle

in ethical frameworks and described security as state-of-the-art measures which must be

employed to minimise the risk of research projects’ data becoming lost, misused, or unjustifi-

ably altered or destroyed [A 41]. Some of the sources recommend that data should be pro-

tected with reasonable administrative, technical and physical safeguards to ensure its

confidentiality, integrity, and availability and to prevent unauthorized or inappropriate access,

use, or disclosure [A 42]. Sources also identify that the security and protection of data has

always been a challenge, with cyber-attacks, hacking of databases, and data kidnapping being

reported frequently [A 4, 45]. Some of the arguments point out that protection and security

measures can be put in place to prevent such misguided uses of data, but they are often per-

ceived by researchers as constraining users’ freedom to analyse the data as they see fit [A 105].

References to security, protection and privacy are high priorities for research participants as

highlighted by some sources, particularly when it is proposed that data may be shared with

commercial companies and governmental organisations [A 106] with research participants

pointing out that governance and security is what will build trust and not consent and privacy

which is usually talked about [A 94].

Retention and destruction. References to retention and destruction focused on what

manner brain data is stored, how long such brain data is stored and whether such data must be

destroyed after use [A 14].

Transparency. Some of the sources describe transparency as the availability of informa-

tion about an actor that allows other actors to monitors the working performance of such

actor [A 46] while some describe transparency in the context of governance as the accessibility

and visibility of the governance structures of consortia [A 107]. Sources also referred to trans-

parency as openness [A 42, 107, 108] References to transparency include using community

engagement activities to promote trustworthiness and visibility [79, 106, 108] and using trans-

parency to strengthen public confidence in institutions or research projects which ensures

accountability while facilitating public trust [A 41, 46, 48, 54, 79, 108]. This can include sharing

information about the proposed use of data, expected societal benefits, harm-minimisation

strategies, degree of security and encryption and research results [A 16, 108]. Transparency is

almost ubiquitously regarded as a positive feature of itself and is believed to be a mechanism to

facilitate accountability and participatory governance [A 38, 46, 48]. Sources also emphasize

that greater transparency is needed in safeguarding of data and in data sharing agreements [A

60, 107, 108]. Transparency is considered as benchmark in assessing the adequacy of good reg-

ulation for databases housing biomedical data [A 39]. Further recommendations to achieve

transparency as suggested by some sources include making all policies, decisions, and practices

regarding data used in a particular initiative freely accessible by members of the public in an

understandable format [A 38].

Trust. From the analysis, references to trust focused highly on the call for trustworthiness

[A 36, 45, 46, 79, 88, 94, 105] and transparency [A 36, 41, 45, 60, 88, 94]. One of the sources

argues that trust underscores data governance policies and involves respect for human auton-

omy, prevention of harm, fairness and explainability, while using a human-centred approach

to building and sustaining trust [A 61], while another points out that mechanisms to increase
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public trust include transparency of motivation, data handling, and data flow [A 60]. Refer-

ences to trust is also multi-dimensional, complex, and usually varies according to different

context. Furthermore, from the analysis it was seen that there are many recommendations on

how to achieve trust. Some of the sources state that common qualities of trust and trustworthy

institutions include:

• Integrity (which means that the institution is fair and just)

• Dependability (this depicts that the institution will do what it says it will do) and

• Competence (the institution has the ability to do what it says it will do) [A 79]

Existing bioethical literature emphasize the importance of public trust in data production,

collection, usage, and sharing [A 36]. References to trust also show that research participants

views on storing and using their data is linked to the kind of trust or distrust the public has in

an organisation or individual who is using and accessing their data. Participants distrust

towards organisations who handle their data generally occurs along two dimensions. The first is

distrust of a party’s ability, or competence, to ensure data security, while the second is distrust

of a party’s motivations [A 60]. However, there is an agreement on trust with regards to using

societal benefits as a justification for sharing data [A 78, 83]. To merit and garner trust, guard-

ians of citizens’ health data ought to ensure that they respect the values of the people who are

expected to trust them with their data. Sources also point out that the public or research partici-

pants should not have any fear that they are being manipulated into sharing their health data [A

78]. Lack of public trust in the use of data is important and can derail large scale initiatives and

a typical example as provided by the analysed sources is the UK care.data initiative which shows

how mistrust on the part of the public can derail large-scale data initiatives [A 45].

Neurorights. Neurorights featured in only one of the articles analysed. References to neu-

rorights provided questions around if brain data should be treated as any other type of biomet-

ric data or should be treated as a special type of data with special rights [A 4].

Solidarity. While there was no definition of solidarity [A 36, 47, 56, 76, 83] provided by

the sources, solidarity was mostly referenced together with justice and consent. According to

one of the sources, solidarity displays a dominant emphasis on people’s willingness to engage

in activities that benefit others [A 36]. One of the sources argue that new approaches to big

data governance should be based on the principle of solidarity [A 47] and that they should

include three main pillars to reflect solidarity which includes placing greater emphasis on

whether or not specific instances of data use are in the public interest, strengthening of harm

mitigation instruments, and developing new legal mechanisms to ensure that significant parts

of financial profits created on the basis of data use go into the public purse [A 47].

Independence. While there was no clear definition of independence A [38, 44, 109] by the

sources, there were recommendations of what independence should entail. One of the sources

highlights independence as a guiding principle to their recommended governance process [A

38]. One of the references pointed out that one way of safeguarding the right to privacy and

the right to benefit from science is to ensure a robust and independent data access process for

complex and sensitive research resources as this may reduce data hoarding [A 44]. Another

source recommended that to promote participatory governance all actors involved in the gov-

ernance process should be able to able to operate in a zone of bounded independence and a

good governance process should be able to operate independently from management to ensure

that decisions are free from institutional conflicts of interest [A 38]. Another source points

that independence from funders is considered as a crucial element of governance and pro-

motes the trust and participation of the public in research initiatives [A 109]. One source rec-

ommended that through the use of Independent committees who make determinations about
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new uses of data, practices related to hoarding of data or data hugging by researchers may be

reduced [A 44].

Responsibility. The idea of responsibility [A 2, 52, 62, 107] as presented by most of the

sources is to provide a principled and responsible approach to research and data governance

which is reflective of societal needs. A major approach in achieving responsibility as pointed

out from the analysis is the concept of Responsible Research and Innovation (RRI) which is an

approach to governance that aims to unite and respond to various stakeholders and their

expectations [A 2]. RRI includes components which improve the dynamics of research and

innovation such as public engagement, open access, gender equality, ethics, and governance

[A 107]. According to one source RRI can hold governance to high ethical standards bridging

the communication between researchers and society [A 62]. Sources point out that although

RRI is currently gaining momentum, it lacks collective meaning globally [A 107] and is mostly

an approach adopted by scientist and initiatives in the European Union on the development of

technological innovations [A 62]. Sources also pointed out that with the adoption of RRI, a

major challenge which involves the governance of consortia especially after the end of research

projects can be overcome [A 107]. Sources agree that integrating responsibility in governance

to achieve responsible data governance [A 2, 110] may structure governance in a way that pro-

motes reflexivity, foresight and consideration of future impacts.

Engagement. The sources indicate that ongoing engagement [A 38, 40, 45, 59, 73, 78, 82,

85, 88, 106, 108, 111] and involvement with stakeholders, communities, researchers, and scien-

tists is integral to the governance of data. Citizens are gradually becoming the driving forces of

digital health applications, innovations and data [A 45]. The failure of the care.data initiative is

a good illustration of the current boom of appeals for engagement and also shows how lack of

engagement can deter large scale data intensive initiatives [A 85]. Engagement is seen as a way

to foster trust especially with the public and overcome data use barriers while encouraging

accountable and responsible research [A 88]. However, some sources pointed out that ways of

enhancing engagement and involvement of the public and stakeholders is usually poorly artic-

ulated and defined [A 78, 85, 88]. Significant confusion exists regarding concepts such as

engagement, involvement, and participation which generates confusion on the application of

these concepts and makes the citizen science rhetoric to pose even a greater risk for confusion

[A 78]. Furthermore, although there are some semantic overlaps between terms which involve

participant-centric initiatives, the role these concepts assign to participants in research is nei-

ther consistent or clear [A 85]. Some sources recommend the inclusion of data subjects as co-

decision-makers, co-researchers and as co-principal investigators stating that this can be seen

as the most straightforward realisation of engagement [A 85] and may also involve the use of

participant association models which may involve participant boards [A 40]. References to

engagement also pointed out that in multicultural societies where the views on acceptable data

use differ, research initiatives involved in the use of large data repositories may use a social

licence with the parameters of the social licence changing over time as citizens became more

comfortable with, or more suspicious of various uses of the research and its data [A 108]. The

analysis also discovered that public discourse and engagement has been implemented as an

ethical requirement in some emerging biotechnologies [A 111].

Ownership. References to ownership argued that the clarity of the ownership [A 14, 43,

45, 76, 81, 82, 108, 112–116] of data should be considered as an essential governance element

as it provides insights to rights regarding the modification and redistribution of data, along

with benefiting from intellectual property and innovations developed from its analysis [A 76].

The analysis also shows that there is a tension between ownership and access. Some of the

authors stated that they has been an increase in the call for the empowerment of stakeholders

(participants and researchers alike) through data ownership because this gives rights to
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individuals to be the guardians of their own data allowing them to access, modify and set

access rules [A 82]. Another author pointed out that although there is a debate around owner-

ship and access, recent empirical research revealed a substantial lack of availability of access

policies in practice [A 115]. Moreover, with regard to access requirements, available access pol-

icies vary widely and are neither standardized nor harmonised [A 97, 99, 115]. Some of the

sources argue that sometimes literature discusses ownership in terms of control [A 43, 76],

while another argues that ownership can undoubtedly be viewed in terms of owning products

and intellectual property, which raises future debates around the ownership of intellectual

property generated form the analysis of aggregated big datasets [A 76]. Some sources also state

that while the basic structure of ownership can be strengthened by a calculated emphasis on

the ethical value of the protection of personality [A 113], who receives various benefits from

the provision or use of data, is relevant in academically-oriented research and various owner-

ship structures of compensation in terms of authorship, compensation, acknowledgements

should be reflected in governance structures [A 14, 115]. One of the sources also suggests that

policies and governance structures should reflect clear ownership elements and should not be

restricted to only copyright notices [A 14].

Legal basis. Sources pointed out that the collection, curation, processing and deletion of

data should be done on the grounds of sufficient legal basis [A 38, 53, 60, 74, 81, 90]. Refer-

ences to legal basis describe legal basis in governance as the foundation that ensures that

appropriate legal frameworks, applicable laws, regulations, and standards are behind the rea-

sons for certain data governance actions [A 38]. One author pointed out that some countries

have been left with the choice of either requiring specific consent for research or using other

legal grounds such as public interest as a lawful basis for processing data due to the tension

between legal basis and broad consent [A 90]. Sources also argue that legal basis for the pro-

cessing of data is important in research which makes use of secondary data because data is

used for a different purpose than that originally intended for and this is important even when

identifiers in the data are stripped and if individuals are still potentially re-identifiable by a

pseudonymisation code [A 60]. One source also highlighted that there are key differences in

the legal basis for certain actions across various jurisdictions [A 74].

Discussion

The results show that a lot of discussions are ongoing around most of the identified principles

and are mentioned repeatedly as identified in the analysis of the study set of literature. How-

ever, the results showed that some ethical and legal principles were still at their infancy and

have low visibility regarding discussions around them as shown in Fig 2 below which shows

the visibility of the various principles based on the level of discussions identified during the

analysis. The level of visibility was determined by the number of references to each principle

and the number of sources or articles which each principle featured in. We used the top 2 most

referenced principle as having the highest visibility and the least two as having very low visibil-

ity. For example, the principle of neurorights was mentioned only by one article calling for the

need for special rights for neuro data. This means that the discourse around neurorights is per-

haps moving at a pace slower than anticipated or perhaps neurorights is a new concept that

has not been considered as an essential principle. With the advancement of neuroscience and

neurotechnological devices neurorights should be an important legal discourse and it will be

interesting how it is reflected in legal documents of projects associated with brain data. Ques-

tions as to whether national governments should hold exclusive rights to the processing of

brain data is also another dimension to answering the questions posed by adopting neuro-

rights. The underrepresentation of neurorights might be problematic considering recent
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evidence that some countries like Chile have enacted a neurorights law [117, 118]. With the

emergence of data protection regulations around the world (such as GDPR, PIPEDA and

HIPAA), the rights of data subjects have become more pronounced in theory and in practice

[119, 120] however, there still remains a dearth of literature on neuro (data) rights. With only

one reference of this principle in the reviewed literature one can deduce that either neuro

researchers are slow in the uptake or the underlying argument behind the principle has not

been accepted within the community. The same goes for the principle of retention and

destruction of data which was mentioned rarely which raises questions about deletion policies

of projects involved in the collection of brain data. The underrepresentation of retention and

destruction shows that perhaps research projects, brain data repositories and stakeholders are

more focused on the collection of brain data than in the definition of well laid down structures

for the appropriate deletion or destruction of data at the end of consent validity. The destruc-

tion of data is important as it is part of the data management lifecycle and part of curation

which is a data governance practice. Although it is challenging to provide clear retention and

destruction strategies especially with the use of broad consent procedures for obtaining such

data, providing retention and destruction information in policies and guidelines provides clar-

ity on data storage strategies and procedures used for the destruction of acquired data. This is

important as it highlights various practices that may be used for brain data retention and dis-

posal. It showcases what data format is used in storing the acquired brain data, were such data

is stored, how long it will be stored for, and if such data is to be destroyed after use what ethical

procedure is used for destruction and disposal. This is an essential element of the brain data

life cycle and may be adopted as an ethical principle for ethical governance of brain data. The

underrepresentation of neurorights, retention and destruction suggest that these issues maybe

flying under the radar of mainstream ethical neuroscience and data governance debates.

The results show that there are few definitions of data governance in the context of brain

data. We consider this as having a low visibility as shown in Fig 2 above because the definition

of data governance provides more clarity on how to advance neuroscience collaborations and

Fig 2. Data governance, ethical and legal principles visibility.

https://doi.org/10.1371/journal.pone.0273473.g002
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practices in the management of brain data. The definition of data governance influences stake-

holder activities and assists in the development of policies and guidelines. Without an accept-

able definition of data governance achieving standardisation and harmonisation may be

challenging for stakeholders globally when handling brain data. This is reflected in the results

which shows the various identified definitions of data governance portraying different con-

cepts. For example, a definition talks about de-identification and conceptualises stewardship

as the highlight of data governance. While some highlight availability, usability, integrity as

part of the governance process. By deducting the important keywords from the definitions

identified, we contribute to the definition of data governance in the context of brain data by

presenting a comprehensive data governance definition as follows

Data governance can be defined as the policies and strategies that define responsibilities of
accountable stewardship which include acquiring, aggregating, deidentifying, processing,

curation, retention, deletion, use and the overall availability, usability, integrity, security, and
privacy of data in alignment with ethical, legal, and social obligations.

Our proposed definition integrates the key concepts identified in existing definitions and

extends the definition of data governance for brain data. It highlights the important concepts

which may be overlooked in the management of data such as the deletion of data because the

future use of data is usually not clear in research projects and researchers may want to acquire

data without proper data retention and destruction strategies in place. Our definition high-

lights the ethical, legal, and social issues that are associated with brain data and ensures that

stakeholders, research consortia, ethics review boards and data stewards reflect on these issues

while developing policies and guidelines. This approach embeds in data governance the need

for moral reflexivity and responsibility by stakeholders involved in neuroscience research.

The study provides interesting findings in terms of the variation of how principles are pre-

sented and defined. Most of the principles are presented in multiple dimensions and interpre-

tations in terms of how they should be applied or considered. For example, fairness is

presented in some form as fair access to data by both research participants and other research-

ers interested in using such data. Another form of fairness is presented as procedural fairness

which discusses regulatory hurdles and involves fairness in processes related to regulatory

treatment of research projects. Integrity in some form is viewed as protecting the interest of

research participants and in another form as only maintaining data quality. The multiple varia-

tion in interpretations justifies the call for harmonisation of concepts and standards which has

been raised by various ethical commentators. The misalignment of concepts and frameworks

and the inconsistent if not incomprehensible terminologies used in describing practices pro-

duces challenges in data sharing, data reuse and research practices [15, 121, 122]. The study

shows that disjointed approaches to principles and practices still exist [102], and researchers

must deal with these disjointed concepts which are sometimes based on local regulatory

requirements. Unless there is a harmonisation of principles at an acceptable international level

of concordance these concepts will continue to form challenges [123]. For example, how are

researchers who access data from multiple sources which may be from various jurisdictions to

know if a de-identified, coded, unlinked or pseudonymised data is equivalent to a reversibly

anonymised data [15]. This issue may also affect inconsistent interpretation by research ethics

committees and ethics review boards and may lead to conceptual and procedural divergencies

as to which ethical and legal principles should be prioritised. Furthermore, it may provide dif-

ficulties as to how ethical conflicts may be resolved and undermine the drive for global reci-

procity in scaling ethical and legal hurdles.
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A particular issue of importance is the different concepts of privacy discovered in the study

set of literature. Based on the results, concepts of privacy should include privacy of personal

information, privacy of the person, privacy of personal behaviour and privacy of personal

communications. This can be extended by adding the following privacy interests and concerns

for biobanks and repositories: physical privacy (example may include gathering and storing

biospecimen and testing them without consent), informational privacy (such as possible mis-

use of information), decisional privacy (e.g., control or influence over what is done with brain

data and biospecimens), and proprietary privacy (e.g., ownership of biospecimens, datasets

from brain repositories and the control of identity). Floridi [124, 125] offers a similar typology

but argues that informational privacy is central. This shows that there are different perceptions

of privacy which can influence privacy practices in relation to managing brain data. For exam-

ple, some brain repositories may not provide user authentication mechanisms to allow access

to brain data sets while some may require approval by a research ethics board and justification

for use of data by the principal investigator as a form of access control. This can be challenging

because it can result to different approaches to privacy. However, Privacy by design is encour-

aged as a good approach for enabling more opportunities as a research project progresses [84].

Privacy by design is embedded under data protection by default and by design which is

enshrined under the General Data Protection Regulation (GDPR). Data protection by design

involves the use of data protection impact assessments (DPIAs) and promotes the privacy of

the research data and participants because the future uses of data may not be fully predicted.

This ensures a proactive approach rather a reactive approach to brain data privacy and ensures

that there is full protection of data in the data lifecycle. However, the GDPR is under the Euro-

pean jurisdiction, and it will be interesting to see how laws in other jurisdiction embed DPIAs

and data protection by default in their regulations.

The results also show that there is a heavy discourse in terms of consent and there seems to

be no consensus. The pro-ethical nature of consent as the cornerstone of bioethics might be

the reason for its prevalent nature as consent is interwoven with the sensitive nature of brain

data. The arguments about various consent models being inappropriate for various forms of

biomedical and neuroscience research, especially for brain data shows that brain data should

be treated as a unique type of data. Most of the arguments support the use of broad consent as

an appropriate consent mechanism for research that has unknown secondary range of usage.

However, results also identified misuse as a concerning factor with broad consent. To promote

harmonisation and reduce the inconsistent use and interpretation of consent terms, we identi-

fied the various forms of consent based on the presentation of the analysis as, specific or tradi-

tional consent, general or blanket or broad consent, dynamic consent, and altruistic consent.

Some of the research argued that the use of data for altruistic purposes should be considered as

the best consent model. Another important debate about consent is based on the opt in and

opt out models being used together with consent. A lack of synergy between opt in and out

models may reduce the validity of consent and trust. For example, the use of electronic form of

consent was highlighted as usually providing ways of opting in by default but fewer ways of

opting out by default and sometimes opt out models of consent are mistaken to be ethically

equivalent to informed consent and may sometimes take advantage of vulnerable persons [76].

With the development of more advanced neurotechnologies and BCI for multiple purposes,

consent may become more complex especially when it is done electronically without the

known future purposes of acquired brain data. Furthermore, some of the services use End

User Licence Agreements (EULAs) which are difficult to understand and the services for data

sharing may prove to be unusable when opting out especially when sharing brain data [4].

This study shows that there is a need to clarify the ownership of brain data at various stages

of the research process. Researchers, participants, and research projects may misunderstand or
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misinterpret ownership due to lack of clear ownership structures which may result to lack of

trust or data hoarding. It is also necessary to see how the ownership of brain data in reposito-

ries is not just limited to copyright licences or creative common licenses. This may result in

making the datasets open source without due acknowledgement to the contributors of such

data. To provide clarity around the arguments, considerations about ownership should include

how and which data are made available, who is the owner of the data? does a participant still

have governance of this own datasets? or does the researcher govern it, and if so, which

researcher, or principal investigator, the data generator, or is it the person who tries to make

sense out of the data? Furthermore a clear distinction between ownership and stewardship

should be embedded in governance structures or policies as sometimes stakeholders do not

understand the difference [112]. In terms of public private partnerships, the clarity of owner-

ship is essential. A major concern about public private partnerships is that private partners are

provided with the chance to appropriate public datasets which may involve extraction of

undue value from their access to public data [108]. This raises questions of ownership of raw

data and ownership of research outputs which needs to be addressed in such partnerships.

These findings have implications for guidelines and policies on neuroscience research and

collaborations. With the advent of large-scale neuroscience projects such as the International

Brain Initiative, there is a need for the various stakeholders in neuroscience to mutually align

various brain data research agendas. This mutual alignment should be done around harmo-

nised ethical and legal principles in order to attain ethical and legal reciprocity. A mutual

alignment of principles will provide a global convergence of neuroscience practices around the

identified legal and ethical principles. However, this does not imply that that to achieve global

consensus the moral and cultural pluralism which identifies various practices should be abol-

ished but should be used as an avenue for positive engagements and deliberations with stake-

holders in order to understand various ethical and legal standpoints and how they should be

reciprocity. Furthermore, with the diverse use of data and neurotechnological advancements

such as neurowearables, brain data may not be used only by researchers or scientist who are

bound to a sense of moral responsibility but by private sector initiatives and commercial inter-

ests who may use brain data for other purposes. It is therefore necessary to achieve standardi-

sation and harmonisation using a top-down approach through the use of intergovernmental

organisations, stakeholders, influential international standardisation bodies and the Interna-

tional Brain Initiative. Such efforts will reduce the time lag between technological innovation

and ethical appropriation under the radar of equivalent regulation.

Although this paper cannot say the principles identified are exhaustive in nature; however,

it provides insights on the current landscape of principles around brain data, neuroscience

and neuroethics which also applies to the governance of brain data. It also complements the

call for the identification, harmonisation and standardisation of principles and expands the

data governance discourse by attempting to collate the principles and definitions in the current

brain data governance landscape.

Conclusion

The development of a data governance framework for the governance of brain data is a key

concern in enhancing collaboration and data sharing in brain research. The premise of this

paper was to identify to a large scale the ethical and legal principles used in governance discus-

sions around brain data. By focusing on published literature through a scoping review and

content analysis, this paper provides more insights on the principles that reflect governance

with regards to brain data. It also indirectly attempts to carry out a conceptual expansion of

neuroethics and, identification and harmonisation of principles. The identification of these
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principles provides insights into using these principles to design practical decision-making

approaches in neuroscience which can be called an ethical principalism.

The study has several limitations. First, only Pubmed and Scopus were the databases used

for the search of literature. Expanding the search other excluded databases may provide more

literature to include in the analysis. However, we believe that most of the literature used have

been indexed in other excluded databases due to random checks. The quality of the coding

process may be a bit skewed, and it is possible some principles were unintentionally not identi-

fied due to the fact that the content analysis and coding process was carried out by one author.

Our study also presents the typical limitations with regards to theory and practice when using

academic literature as opposed to grey literature such as policies and guidelines. Using grey lit-

erature may provide what is in practice by projects involved in brain research. Finally, a lan-

guage bias may have tilted the results towards English results and non-English publications

containing information relevant to the study may have been left out

Despite the limitations highlighted, this paper provides a significant contribution through

its demonstration of data governance principles in the context of brain data and an attempt to

synchronise neuroethics in the context of data governance. The study discovers the visibility of

data governance definitions and principles in the landscape. Finally, the study identifies argu-

ments, suggestions, and dimensions of ethical and legal principles. Further research is required

to understand how brain research projects, initiatives and consortia display the identified prin-

ciples of this paper in their governance structures and policies globally. This will provide an

understanding of brain data governance around the convergence or divergence of the princi-

ples identified in this paper. Determining convergence or divergence will provide clarity on

the development of a brain data governance framework. Also, further research is needed to

understand the key differences in private and public sector use of big brain data as this will

identify how principles are applied in both sectors. Furthermore, by understanding the percep-

tions of stakeholders from different jurisdictions around the identified principles in this paper

an understanding of brain data governance from a global cultural context can be achieved.
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97. Simell BA, Törnwall OM, Hämäläinen I, Wichmann HE, Anton G, Brennan P, et al. Transnational

access to large prospective cohorts in Europe: Current trends and unmet needs. New Biotechnol.

2019; 49:98–103. https://doi.org/10.1016/j.nbt.2018.10.001 PMID: 30342241

98. Deshpande P, Rasin A, Furst J, Raicu D, Antani S. DiiS: A biomedical data access framework for aid-

ing data driven research supporting FAIR principles. Data [Internet]. 2019; 4(2). Available from: https://

www.scopus.com/inward/record.uri?eid=2-s2.0-85070852759&doi=10.3390%2fdata4020054&

partnerID=40&md5=07fd84565ecef7135e3bef58ccb7e08d

PLOS ONE Understanding brain data governance

PLOS ONE | https://doi.org/10.1371/journal.pone.0273473 December 29, 2022 27 / 29

https://doi.org/10.1186/s40246-018-0147-5
https://doi.org/10.1186/s40246-018-0147-5
http://www.ncbi.nlm.nih.gov/pubmed/29636096
https://www.scopus.com/inward/record.uri?eid=2-s2.0-85043249366&doi=10.1186%2fs12910-018-0261-x&partnerID=40&md5=9973c60023850c5a7d741a48ba086764
https://www.scopus.com/inward/record.uri?eid=2-s2.0-85043249366&doi=10.1186%2fs12910-018-0261-x&partnerID=40&md5=9973c60023850c5a7d741a48ba086764
https://doi.org/10.1055/s-0038-1641218
http://www.ncbi.nlm.nih.gov/pubmed/30157519
https://www.scopus.com/inward/record.uri?eid=2-s2.0-85065299747&doi=10.1186%2fs12911-019-0799-7&partnerID=40&md5=ce2d8a3ec2f88254a8cced06ecd98368
https://www.scopus.com/inward/record.uri?eid=2-s2.0-85065299747&doi=10.1186%2fs12911-019-0799-7&partnerID=40&md5=ce2d8a3ec2f88254a8cced06ecd98368
https://www.scopus.com/inward/record.uri?eid=2-s2.0-85065299747&doi=10.1186%2fs12911-019-0799-7&partnerID=40&md5=ce2d8a3ec2f88254a8cced06ecd98368
http://www.ncbi.nlm.nih.gov/pubmed/31023321
https://www.scopus.com/inward/record.uri?eid=2-s2.0-85074144728&doi=10.1177%2f2053951719853858&partnerID=40&md5=e83258a1929a0a95fe694ccba06b130a
https://www.scopus.com/inward/record.uri?eid=2-s2.0-85074144728&doi=10.1177%2f2053951719853858&partnerID=40&md5=e83258a1929a0a95fe694ccba06b130a
https://www.scopus.com/inward/record.uri?eid=2-s2.0-85074144728&doi=10.1177%2f2053951719853858&partnerID=40&md5=e83258a1929a0a95fe694ccba06b130a
https://doi.org/10.3389/fgene.2019.00191
http://www.ncbi.nlm.nih.gov/pubmed/30984233
https://www.scopus.com/inward/record.uri?eid=2-s2.0-85092797300&doi=10.1136%2fmedethics-2020-106530&partnerID=40&md5=88cdf549faca6b0e1a1f4b074650b678
https://www.scopus.com/inward/record.uri?eid=2-s2.0-85092797300&doi=10.1136%2fmedethics-2020-106530&partnerID=40&md5=88cdf549faca6b0e1a1f4b074650b678
https://www.scopus.com/inward/record.uri?eid=2-s2.0-85092797300&doi=10.1136%2fmedethics-2020-106530&partnerID=40&md5=88cdf549faca6b0e1a1f4b074650b678
http://www.ncbi.nlm.nih.gov/pubmed/33023977
https://doi.org/10.1186/s13195-020-0584-y
http://www.ncbi.nlm.nih.gov/pubmed/32005135
https://search.proquest.com/scholarly-journals/data-governance-act-eus-move-towards-facilitating/docview/2506672179/se-2?accountid=10472
https://search.proquest.com/scholarly-journals/data-governance-act-eus-move-towards-facilitating/docview/2506672179/se-2?accountid=10472
https://search.proquest.com/scholarly-journals/data-governance-act-eus-move-towards-facilitating/docview/2506672179/se-2?accountid=10472
https://doi.org/10.15252/msb.202110229
http://www.ncbi.nlm.nih.gov/pubmed/33755313
https://doi.org/10.3414/ME17-02-0025
https://doi.org/10.3414/ME17-02-0025
http://www.ncbi.nlm.nih.gov/pubmed/30016814
https://www.scopus.com/inward/record.uri?eid=2-s2.0-85020536872&doi=10.5334%2fdsj-2017-021&partnerID=40&md5=85346c992bd2f72e9f5a3d8e758d1526
https://www.scopus.com/inward/record.uri?eid=2-s2.0-85020536872&doi=10.5334%2fdsj-2017-021&partnerID=40&md5=85346c992bd2f72e9f5a3d8e758d1526
https://www.scopus.com/inward/record.uri?eid=2-s2.0-85020536872&doi=10.5334%2fdsj-2017-021&partnerID=40&md5=85346c992bd2f72e9f5a3d8e758d1526
https://doi.org/10.1177/1073110519840483
https://doi.org/10.1177/1073110519840483
http://www.ncbi.nlm.nih.gov/pubmed/30994065
https://doi.org/10.1055/s-0040-1709158
https://doi.org/10.1055/s-0040-1709158
http://www.ncbi.nlm.nih.gov/pubmed/32349157
https://doi.org/10.3233/SHTI190231
http://www.ncbi.nlm.nih.gov/pubmed/31437933
https://doi.org/10.1016/j.nbt.2018.10.001
http://www.ncbi.nlm.nih.gov/pubmed/30342241
https://www.scopus.com/inward/record.uri?eid=2-s2.0-85070852759&doi=10.3390%2fdata4020054&partnerID=40&md5=07fd84565ecef7135e3bef58ccb7e08d
https://www.scopus.com/inward/record.uri?eid=2-s2.0-85070852759&doi=10.3390%2fdata4020054&partnerID=40&md5=07fd84565ecef7135e3bef58ccb7e08d
https://www.scopus.com/inward/record.uri?eid=2-s2.0-85070852759&doi=10.3390%2fdata4020054&partnerID=40&md5=07fd84565ecef7135e3bef58ccb7e08d
https://doi.org/10.1371/journal.pone.0273473


99. Tosetti P, Hicks RR, Theriault E, Phillips A, Koroshetz W, Draghia-Akli R. Toward an international ini-

tiative for traumatic brain injury research. J Neurotrauma. 2013; 30(14):1211–22. https://doi.org/10.

1089/neu.2013.2896 PMID: 23731282

100. Ward HJT. Privacy and governance implications of wider societal uses of brain imaging data. Cortex.

2011; 47(10):1263–5. https://doi.org/10.1016/j.cortex.2011.04.016 PMID: 21620388

101. Andreu-Perez J., Poon C. C. Y., Merrifield R. D., Wong S. T. C., Yang G. Big Data for Health. IEEE

Journal of Biomedical and Health Informatics. 2015 Jul; 19(4):1193–208. https://doi.org/10.1109/JBHI.

2015.2450362 PMID: 26173222

102. Lopez MH, Holve E, Sarkar IN, Segal C. Building the informatics infrastructure for comparative effec-

tiveness research (CER): a review of the literature. Med Care. 2012 Jul; 50 Suppl:S38–48. https://doi.

org/10.1097/MLR.0b013e318259becd PMID: 22692258

103. Haarbrandt B, Schreiweis B, Rey S, Sax U, Scheithauer S, Rienhoff O, et al. HiGHmed—An Open

Platform Approach to Enhance Care and Research across Institutional Boundaries. Methods Inf Med.

2018; 57(S 01):e66–81. https://doi.org/10.3414/ME18-02-0002 PMID: 30016813

104. Dagliati A, Malovini A, Tibollo V, Bellazzi R. Health informatics and EHR to support clinical research in

the COVID-19 pandemic: an overview. Brief Bioinform. 2021 Mar 22; 22(2):812–22. https://doi.org/10.

1093/bib/bbaa418 PMID: 33454728

105. Tempini N, Leonelli S. Concealment and discovery: The role of information security in biomedical data

re-use. Soc Stud Sci. 2018; 48(5):663–90. https://doi.org/10.1177/0306312718804875 PMID:

30322372

106. Shah N, Coathup V, Teare H, Forgie I, Giordano GN, Hansen TH, et al. Sharing data for future

research-engaging participants’ views about data governance beyond the original project: a DIRECT

Study. Genet Med. 2019 May; 21(5):1131–8. https://doi.org/10.1038/s41436-018-0299-7 PMID:

30262927

107. Morrison M, Mourby M, Gowans H, Coy S, Kaye J. Governance of research consortia: challenges of

implementing Responsible Research and Innovation within Europe. Life Sci Soc Policy [Internet].

2020; 16(1). Available from: https://www.scopus.com/inward/record.uri?eid=2-s2.0-85095984089

&doi=10.1186%2fs40504-020-00109-z&partnerID=40&md5=8b12f647e53a1f21460beb2104c6e938

108. Ballantyne A, Stewart C. Big Data and Public-Private Partnerships in Healthcare and Research: The

Application of an Ethics Framework for Big Data in Health and Research. Asian Bioeth Rev. 2019; 11

(3):315–26. https://doi.org/10.1007/s41649-019-00100-7 PMID: 33717319

109. Nicol D, Critchley C, McWhirter R, Whitton T. Understanding public reactions to commercialization of

biobanks and use of biobank resources. Soc Sci Med. 2016; 162:79–87. https://doi.org/10.1016/j.

socscimed.2016.06.028 PMID: 27343817

110. Dzobo K, Adotey S, Thomford NE, Dzobo W. Integrating Artificial and Human Intelligence: A Partner-

ship for Responsible Innovation in Biomedical Engineering and Medicine. OMICS J Integr Biol. 2020;

24(5):247–63. https://doi.org/10.1089/omi.2019.0038 PMID: 31313972

111. Bossert S, Kahrass H, Strech D. The public’s awareness of and attitude toward research biobanks—A

regional German survey. Front Genet [Internet]. 2018; 9(MAY). Available from: https://www.scopus.

com/inward/record.uri?eid=2-s2.0-85047506782&doi=10.3389%2ffgene.2018.00190&partnerID=

40&md5=515f764dc75c043061f8917a81f27e46

112. Manion FJ, Robbins RJ, Weems WA, Crowley RS. Security and privacy requirements for a multi-insti-

tutional cancer research data grid: An interview-based study. BMC Med Informatics Decis Mak [Inter-

net]. 2009; 9(1). Available from: https://www.scopus.com/inward/record.uri?eid=2-s2.0-679491

24695&doi=10.1186%2f1472-6947-9-31&partnerID=40&md5=df6aad301fa8a4f981f62b 3741b2bf81

PMID: 19527521

113. Ireni-Saban L. Genomics governance in the United States and the United Kingdom. European J Comp

Law Gov. 2014; 1(3):244–6.

114. Salter B, Salter C. Controlling new knowledge: Genomic science, governance and the politics of bioin-

formatics. Soc Stud Sci. 2017; 47(2):263–87. https://doi.org/10.1177/0306312716681210 PMID:

28056721

115. Langhof H, Kahrass H, Illig T, Jahns R, Strech D. Current practices for access, compensation, and pri-

oritization in biobanks. Results from an interview study. Eur J Hum Genet. 2018; 26(11):1572–81.

https://doi.org/10.1038/s41431-018-0228-x PMID: 30089824

116. Willems SM, Abeln S, Feenstra KA, de Bree R, van der Poel EF, Baatenburg de Jong RJ, et al. The

potential use of big data in oncology. Oral Oncol. 2019; 98:8–12. https://doi.org/10.1016/j.

oraloncology.2019.09.003 PMID: 31521885
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