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1. I ntr o d u cti o n

T h e F o u rt h I n d u st ri al R e v ol uti o n ( 4I R), c all e d “I n d u st r y 4. 0 ” i n E u r o p e, “I n d u st ri al

I nt e r n et of T hi n g s ” i n N o rt h A m e ri c a, o r “ M a d e i n C hi n a 2 0 2 5 ” i n C hi n a, bl u r s t h e b o u n d-

a ri e s b et w e e n t h e p h y si c al, di git al a n d bi ol o gi c al w o rl d s, p a vi n g t h e w a y t o t h e c o nti n u o u s

i m p r o v e m e nt of m a n uf a ct u ri n g p r o c e s s e s. T h e 4I R- e n a bli n g t e c h n ol o gi e s s u c h a s I n d u st ri al

C y b e r – P h y si c al S y st e m s (I C P S), I n d u st ri al I nt e r n et of T hi n g s (II o T) t e c h n ol o gi e s, n o v el

c o m p uti n g p a r a di g m s ( e. g., f o g, mi st, a n d e d g e c o m p uti n g), Di st ri b ut e d L e d g e r Te c h n ol o-

gi e s ( D L Ts) ( e. g., bl o c k c h ai n), di git al t wi n s, a n d a u g m e nt e d / mi x e d r e alit y t e c h n ol o gi e s,

e n a bl e n o v el c y b e r- s e c u r e, r e sili e nt, c oll a b o r ati v e a n d h u m a n- c e nt ri c a d v a n c e d m a n uf a c-

t u ri n g s y st e m s. S u c h s y st e m s f o c u s o n t h e c o nti n u o u s i m p r o v e m e nt of t h e m a n uf a ct u ri n g

p r o c e s s e s, b y t a ki n g a d v a nt a g e of s e v e r al r el e v a nt di git ali z ati o n- r el at e d a s p e ct s: ( 1) at

t h e d at a l e v el, i. e., c oll e cti o n, c o m m u ni c ati o n, a n d st o r a g e; ( 2) at t h e s y st e m’ s o p e r ati o n al

l e v el, i. e., r eli a bilit y, s c al a bilit y, r e al-ti m e, a n d e n e r g y ef fi ci e n c y; a n d ( 3) at t h e s y st e m s’

i nt e g r ati o n l e v el, i. e., i nt e r o p e r a bilit y, st a n d a r di z ati o n, a n d s e c u rit y b y d e si g n.

T hi s S p e ci al I s s u e ai m s t o r e p o rt t h e l at e st b r e a kt h r o u g h s i n a r c hit e ct u r e s, p a r a di g m s,

a n d a p pli c ati o n s i n t h e e v e r-i n c r e a si n g c o m pl e x e c o s y st e m of s m a rt m a n uf a ct u ri n g. A t ot al

of el e v e n r e s e a r c h p a p e r s w e r e p u bli s h e d i n t hi s S p e ci al I s s u e, a p p r o a c hi n g s e v e r al fi el d s

of I n d u st r y 4. 0 p a r a di g m, s u c h a s L o w- P o w e r Wi d e- A r e a N et w o r k ( L P W A N) t e c h n ol o gi e s,

a d diti v e m a n uf a ct u ri n g, e n e r g y h a r v e sti n g, I n d u st ri al I nt e r n et of T hi n g s (II o T), C y b e r –

P h y si c al S y st e m s ( C P S), A rti fi ci al I nt elli g e n c e ( AI) o r c y b e r s e c u rit y.

S p e ci fi c all y, i n [ 1 ], t h e a ut h o r s a n al y z e d t h e c h all e n g e s r el at e d t o t h e d e pl o y m e nt of

f ut u r e i n d u st ri al n et w o r k s f o r p r o c e s s a ut o m ati o n. T o ill u st r at e s u c h a n a n al y si s, t r af fi c

m e a s u r e m e nt s h a v e b e e n p e rf o r m e d wit h a p ul p a n d p a p e r mill, w hi c h all o w t h e m t o

d et e r mi n e r e p r e s e nt ati v e t r af fi c c h a r a ct e ri sti c s f o r p r o c e s s a ut o m ati o n.

M a n y f ut u r e i n d u st ri al n et w o r k s will h a v e t o d e al wit h e n o r m o u s a m o u nt s of d at a

t h at will b e l at e r p r o c e s s e d a n d a n al y z e d t h r o u g h Bi g D at a t e c h ni q u e s, w hi c h will r e q ui r e

m a s si v el y p a r all el c o m p ut e r s ( M P C s), w h o s e i nt e r c o n n e cti o n t h r o u g h c o n v e nti o n al t o p ol o-

gi e s i s u nf e a si bl e. F o r s u c h a r e a s o n, i n [ 2 ], R a h m a n et al. h a v e st u di e d t h e hi e r a r c hi c al

i nt e r c o n n e cti o n n et w o r k s ( HI N s), p r o p o si n g a n o v el HI N t h at i s a T o ri- c o n n e ct e d Fl att e n e d

B utt e r fl y N et w o r k ( T F B N). S u c h a n et w o r k a r c hit e ct u r e i s fi r st d e s c ri b e d a n d t h e n it s

p e rf o r m a n c e i s a n al y z e d i n t e r m s of st ati c n et w o r k p e rf o r m a n c e a n d c o st- eff e cti v e n e s s.

L o w- p o w e r n et w o r k s h a v e b e e n st u di e d i n [ 3 ,4 ]. I n [4 ], t h e a ut h o r s p r e s e nt t h e

d e v el o p m e nt of a n o pti mi z e d A d a pt ati v e D at a R at e ( A D R) m e c h a ni s m f o r t h e L o R a W A N

u pli n k a n d d o w nli n k, w hi c h h a s b e e n e v al u at e d i n a n i n d u st ri al s c e n a ri o i n t e r m s of

p a c k et l o s s a n d e n e r g y. R e g a r di n g [ 3 ], t h e a ut h o r s fi r st f o c u s e d o n r e vi e wi n g t h e s e c u rit y

v ul n e r a biliti e s t h at e xi st i n L P W A N s, a n d t h e n p r e s e nt a n att a c k v e ct o r a n al y si s s p e ci fi c all y
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designed for the IoT ecosystem. Thus, the paper identifies security vulnerabilities that
impact LPWAN communications technologies and suggests mitigation measures to tackle
with the identified vulnerabilities.

Cybersecurity for industrial systems is the common theme in [5–7]. With respect to [5],
the authors focus on the development of time-predictable and secure embedded systems,
and then extend the discussion to time-critical and secure CPSs. Moreover, the presented
work identifies the gaps in the existing frameworks and techniques for the development
of time- and safety-critical CPSs and analyzes the opportunities that artificial intelligence
can provide in the development of such systems. Regarding the work described in [6],
it is proposed a certificate-based authentication system that uses a secondary device in
IIoT scenarios. In the proposed system, the user’s sign key is encrypted with a secret
key that can be computed with his/her password, while a secret parameter is stored in a
secondary device to protect the key. The feasibility of such a system is shown through a
prototype that made use of standard cryptographic algorithms (AES-256, RSA-3072, and
ECDSA-256), whose performance and security are evaluated. In [7], the authors propose a
novel methodology to learn Industry 4.0 and IIoT cybersecurity through practical use cases
carried out with the help of free online tools such as Shodan. The described approach was
tested during the COVID-19 pandemic lockdowns, showing that students were able to find
that 13% of the analyzed IIoT/Industry 4.0 systems could be accessed really easily. Thus,
the article provides useful guidelines for teaching industrial cybersecurity and thus trains
the next generation of security researchers and developers.

Other relevant Industry 4.0 technologies were studied in [8–10]. In [8], the authors
analyze the problem of how to monitor and control additive manufacturing processes in
real-time. With such a purpose, the paper identifies real-time machine learning algorithms
to analyze the received data and then execute control functions, and then proposes a new
architecture, which is illustrated through a practical industrial example. Regarding the
work detailed in [9], it analyzes in detail the operation principles of a wind harvester to
obtain its characteristic parameters and to create an equivalent electromechanical model.
The accuracy of such a model is verified through a prototype, whose AC/DC converter
architecture was optimized in terms of parameters such as efficiency, voltage levels, opera-
tion frequency, duty cycle, or load. With respect to [10], a perceptual system is proposed
to simulate the ventral flow of the human perception system. The main objective of the
proposed solution is to simulate human senses that can be later used to estimate user
comfort. For such a purpose, a Spatio-temporal Convolutional Neural Network (S-CNN)
and a concatenated HoppingNet temporal CNN (T-CNN) are used. The shown results
indicate that the proposed system is highly accurate and robust.

Finally, in [11], the authors provide an integrated reference model for digital manufac-
turing platforms, which is based on cutting-edge reference models for IIoT. Thus, the article
analyzes the most relevant reference models for IIoT systems to align their definitions and
to determine to what extent they are complementary. As a result, the Industrial Internet
Integrated Reference Model (I3RM) for digital manufacturing platforms is presented, to-
gether with general recommendations that can be applied to the architectural definition of
any digital manufacturing platform.
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Abbreviations
The following abbreviations are used in this manuscript:

4IR Fourth Industrial Revolution
AI Artificial Intelligence
CPS Cyber–Physical System
IIoT Industrial Internet of Things
ICPS Industrial Cyber–Physical System
DLT Distributed Ledger Technology
LPWAN Low-Power Wide-Area Network
HIN Hierarchical Interconnection Network
MPC Massively Parallel Computer
TFBN Tori-connected Flattened Butterfly Network
ADR Adaptative Data Rate
S-CNN Spatio-temporal Convolutional Neural Network
T-CNN Concatenated HoppingNet temporal CNN
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