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Chapter

Quality 4.0: Data Quality and
Integrity: A Computational
Approach
Rob Christiaanse

Abstract

The use of modern techniques, such as IOT, AI, and machine learning, revolution-
ized the idea of quality and quality control. Auditors face a tidal wave of data. One of
the key challenges is how to determine the quality of the data, systems and processes
produce. We propose a computational model to learn the inherent uncertainty to data
integrity subsumed in the claims actually done by stakeholders within and outside the
organization. The decision procedure combines two strong forms of obtaining audit
evidence. These two forms are external conformation and re-performance. The pro-
cedure fits in the current modern computational idea data-driven assurance, which is
consistent with quality 4.0 concepts in quality control and quality audit practices.

Keywords: data integrity, measurement, uncertainty, quality control, quality audit,
quality standards, assurance, data quality

1. Introduction

It is to be expected that emerging technologies will have a profound impact on how
we produce products, grow our food, use resources, organize services, and so on. We
call these systems cyber-physical systems (CPS). A key characteristic of CPS is that
information is infused in physical infrastructures to improve performance, flexibility,
up-time of machines, product quality, minimize rejection rates, and improve the
perceived product and service quality by end users, such as customers, regulators, and
other stakeholders coined as society at large [1].

The key idea buttressing these developments lies in the realm of measuring things.
In our daily lives, the act of measuring things is very important. Think of the simple
act of buying groceries, in our case tomatoes, at your local grocery store. You enter the
store and ask for 2 kilograms of tomatoes shown on the counter display. The grocer
will pick the tomatoes and put them on a scale. He or she reads from the device the
weight in grams. After having done this, the grocer will calculate the amount due in
the local currency. You pay the amount due to the grocer, and he or she will hand over
the tomatoes you have just bought. The problem you might face is whether the
measured quantity is correct, which is the physical quantity in metrology subject to
measurement. In general, metrology is the science of measurement and its
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applications. A measurement is said to be traceable when an unbroken chain of
calibrations is established to a specific reference measurement standard, in particular
realizations of the measurement units of the international system of units (SI) [2]. So,
the grocer must be aware that the scale he or she uses does, in fact, measure grams in
the correct way. Needless to say that this is far from simple to establish by him or
herself. So, the grocer trusts the claim of the manufacturer of the scale. But there is an
extra problem you might be aware of. The tomatoes you have just bought must be
compliant with the regulation (EC) No 178/2002 of the European Parliament and of
the council of 28 January 2002 laying down the general principles and requirements of
food law, establishing the European Food Safety Authority and laying down proce-
dures in matters of food safety. The general food law regulation is the foundation of
food and feed law. It sets out an overarching and coherent framework for the devel-
opment of food and feed legislation both at union and national levels. To this end, it
lays down general principles, requirements, and procedures that underpin decision-
making in matters of food and feed safety, covering all stages of food and feed
production and distribution. Food manufacturers, that is, tomato growers must make
sure that their products are safe and do not endanger a human health. In North
America, similar legislation is applicable, see Ref. [3]. Businesses involved with food
must meet national safety and hygiene requirements in order to safeguard consumer
health. So, the grocer again trusts the claim made by the tomato grower(s).

Clearly, there is a relationship between you buying tomatoes from the grocery
store and the trust you must have in the measuring capabilities of the grocer using a
scale and the quality of the tomatoes provided by the grocer trusting him or her that
the tomatoes will not endanger your health. On a more abstract level, we face a
network of interconnected entities like humans and objects like things interacting
with each other. An ecosystem characterized as a communication and information
exchange network in the world coined as social material systems (SMS) [4].

1.1 Research question and research approach

A quality control system (QCS) typically involves monitoring the performance of
measuring instruments, standards of reference, and measurement information sys-
tems within the scope of the QCS. One might ask “How are ecosystems characterized
as a communication and information exchange network, linked to a QCS so that we
can trust the claim of suppliers making up the network?” In fact, this question is really
about whether we can trust the data we use in the assertion of whether the claim of
suppliers in a network is accurate. In this chapter, we propose a computational
approach as a computational model to learn the inherent uncertainty to data integrity
subsumed in the claim of stakeholders within and outside the organization. This
research is in the realm of design science research and is to be characterized as design
theory [5]. In this respect, this research coined as design relevant explanatory/predic-
tive theory (DREPT) augments the “How” part or question with explanatory infor-
mation on “Why” one should trust the proposed design will actually work. The key
point is that the explanatory information is obtained using kernel theories. Kernel
theories are established theories from social sciences, economics, mathematics, com-
puter science, logic, and so on. We are interested in theory building on how to design
effective and efficient governance and control systems, which may be interpreted as
experimental scientific investigation. The ultimate unit of analysis is the individual
coined as methodological individualism [6]. This chapter is outlined as follows. In
chapter 2, we elaborate upon measurement, uncertainty, and how to model exchange
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relationships mathematically. Next, we define what data integrity actually entails. In
chapter 4, we elaborate on modeling decisions as evaluation procedures in auditing
and quality control. The last two paragraphs put the procedure in the context of the
strength of the audit evidence followed by conclusions.

2. Measurement and uncertainty

NIST defines measurement as an experimental or computational process that by
comparing with a standard as a norm, produces an estimate of the true value of a
property of a material, a (virtual) object, a collective of (virtual) objects, a process, an
event, and a series of events, together with an evaluation of the uncertainty associated
with that estimate and intended use in the support of decision making [7]. Measure-
ment uncertainty concerns, that is, express the doubt about the true value of the
measurand as the estimate of the true value of a property as defined after a measure-
ment. The doubt relates to or is associated with the level of rigor to be determined on
the level of uncertainty and what is needed to demonstrate its credibility that deter-
mines the adequacy to meet users’ needs and wants. Most probably the adequacy is
influenced by regulatory rules and regulations set by governmental bodies, such as
governments, customers, demand, reputation of the company, ethical standards, and
so on. This makes traceability to standards and assurance a complex endeavor to reach
and maintain traceable performance standards.

Traceable to (SI) standards is not the same as counting objects. A claim that
counts, as a result of a sample, are traceable to (SI) standards is not correct because it
neglects the fact that counting inextricably involves the definition of what is being
counted which definition is not a part of the (SI) standard, but when some character-
istic of the object is measured then it might be possible that this particular measure-
ment result is traceable to the (SI) standard. Making counting traceable to the (SI)
standard is very important for economic life, one’s health, one’s security, and so on.
The value lies in the precision of the measurement and therefore the measurement
result. Put in other words: “Knowing the measurement uncertainty contributes to
one’s belief whether a measurement result as a count represents the quantity one has
measured traced back to the (SI) standard.”

Note that the noun phrase value like the noun clause traceability of measurement
results has different meanings considering the situations in which the notions as
concepts are used by humans interacting with artifacts, such as machines, software,
and so on. This is why we must address the importance of measuring correctly when
we evaluate the operational performance of some (organizational) entity that uses the
measurement result for some purpose. Measuring correctly is inextricably related to
data quality, but first, we have to model a standard that inextricably defines what is
counted making it possible to make what is counted to be traceable to the (SI)
standard.

2.1 Canonical model of exchange relationships

Exchanges are by definition reciprocal in nature and come in a large variety of
what we coin as means like signed contracts, shaking hands, etc. For example, signing
a contract by both parties is performative in nature; by the act of signing, we com-
municate that the exchange is done. Hence, a signed contract affords exchange. An
affordance establishes the relationship between an object or an environment and an
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organism here a (human) agent through a stimulus to perform an action. In our
example, the stimulus is the signed contract and the detectable change in the external
environment. We assume that the agent is sensitive and therefore able to respond to
external (or internal) stimuli [8, 9].

Bilateral contracts are commonly used in business transactions. You buy 2 kilo-
grams of tomatoes in our introductory example is a type of bilateral contract. The
grocer promises to deliver the tomatoes and you promise to pay for the tomatoes by
giving the grocer the indebted amount you have agreed upon when receiving the
tomatoes. More formally, we can depict the canonical description of a value exchange
cycle as in Figure 1. We use the following notation.

Notation 1.1: (Bilateral contract—canonical model), we will use the left and right
harpoons exclusive for a bilateral contract between two agents S ⇌ B. Furthermore,
actions are denoted as round-edged rectangles. Action nodes are connected via arrows
that specify the control, that is, the information and communication flow. Together
with the initial and the final node depicted as a solid circle and a solid circle
surrounded by a hollow circle, we have a correct descriptive model of the value
exchange cycle.

Note that money is exchanged for goods and or services. The exchange will
actually occur in practice when parties agree upon a contract, that is, the
transaction governance, the transaction structure, and the transaction contents, by
the act of signing denoted by the initial node depicted as a solid circle. The contents
reflect the objects of exchange. In our case tomatoes, now it is possible to extend the
bilateral contract from a market point of view as depicted in Figure 1 into a value
exchange cycle from an organizational point of view. The final result is depicted in
Figure 2.

Remark 1.2: (Bilateral contract—organizational view): Mark that the value
exchange model described the sell-side of agent A and the buy-side of agent B. Now, it

Figure 1.
Value cycle exchange.

Figure 2.
Value exchange cycle double.
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is easy to see that agent A as an organization must also have a buy-side otherwise he
would not be able to deliver the ordered goods or services. The same type of reasoning
does apply to buyer B who must have a sell-side otherwise or has enough budget to
consume the goods or services. By simply doubling the model of the value exchange
cycle (i.e., the bilateral contract—Marker view) we get the precise description of the
value cycle of an organization in which organizational boundaries are denoted as the
dashed line in red. For a more detailed exposition, we refer to Ref. [10].

This concludes our informal description of bilateral contracts used in value
exchange situations. We will see that under specific conditions the market view model
is equivalent to the organizational view model. It is also easy to see that the organiza-
tional point of view is easily extended in a net(work) of contracts similar to supply
chain models commonly used in logistics [11, 12].

2.1.1 Bilateral contract—Market graph

It is quite straightforward to translate the give-and-get relationship depicted in
Figure 1 in a mathematical graph. More specifically a give-and-get relationship is a
directed graph. Formally a graph is defined as follows [13].

Definition 1.3: (Graph): A graph G = (V, E) is a mathematical structure consisting
of two finite sets V and E. The elements of V are vertices (or nodes), and the elements
of E are the edges. Each edge has a set of one or two vertices associated with it, which
are called endpoints. A formal specification of a general digraph D = (V, E, endpoints,
head, and tail) is obtained from the formal specification of the underlying graph by
adding the functions head: EG ! VG and tail: EG ! VG, which designate the head
vertex and the tail vertex of each arc.

Translating the value cycle exchange market view of the bilateral contract into a
directed graph gives us the following result.

In a bilateral exchange relationship, money is exchanged for goods and or services.
This is true from the buyers’ perspective as well as from the sellers’ point of view. We
say that the proportion of goods and or services to money equals the proportion of
money to the goods and or services. So, we get the following equality:

Goods

Money
¼

Money

Goods
(1)

Let χ denote the goods and μ denote the money, so, we get:

χ

μ
¼

μ

χ
(2)

Nodes S and B are in fact rationals, defined as follows [14]:
Definition 1.4 (Rational number): A rational number is an expression of the form

a//b, where a and b are integers and b = nonzero; a/0 is not considered to be a rational
number. Two rationals are considered to be equal, a//b = c//d, if and only if ad = bc.
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Given the definition of a rational remark that money, goods and services are not
equal objects, but that the exchange relationship itself is equal. We observe that

S ¼
χ

μ
)

χ

μ
�
μ2

χ2
)

μ

χ
¼ B (3)

and

B ¼
μ

χ
)

μ

χ
�
χ2

μ2
)

χ

μ
¼ S (4)

It follows that the following equality holds:

B � S ¼
μ2

χ2
�

χ2

μ2
(5)

Remark 1.5 (Equality—bilinear): Equality (5) is not that easy to understand. For
now, it suffices to state that the multiplication symbol as a connective is to be under-
stood as a multiplicative B⊗ S which is the bilinear version of and, dominated by the

linear negation �ð Þ⊥, which is a constructive and involutive negation defined in linear
logic [15].

To be precise, the bilateral exchange relationship preserves the identity of the
objects denoted as rationals. Consequently, S delivers χ, denoted as S � μ and B pays the
money μ, denoted as B � χ. Mark that ι denoted as a loop in the graph serves as an
explicit precondition(s). Now, we can label the nodes and edges.

Remark 1.6 (Equality—linear): It is important to note that S � μ and B � χ are
additives in linear logic, which is the linear version of and denoted as S&μ and B&χ.

Returning to our example, suppose you have to pay 4 € for 2 kilograms of tomatoes.
The grocer will hand you the 2 kilogram tomatoes expressed by S � μ. You pay 4 euros
expressed by B � χ. Both actions will take place under the strict condition that you and
the grocer agreed upon the contract denoted by ι and the unit tomatoes per euro

preserving the identity expressed as: S � μ
2

χ2
and B � χ

2

μ2
. Mind that S and B are rationals.

Up till now, our notions of goods, services, and money are in fact dimensionless.
Parties will also have agreed upon the unit of measurement of the goods or services
the seller will deliver and get paid for, respectively, the buyer will receive and is
obliged to pay for the received goods or services from the seller. We will use the
following notation.

Notation 1.7 (Units: measures and measurement): The quantity of the object O is
measured in some standard unit expressed as a number and a reference denoted as
superscript st and superscript m, the dimension quality denoted as (q) of object, and
the dimension absolute frequency as a number of objects. Standard units expressed as
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a number and a reference Q st
OQ

m
O can be denoted as U Oqð ÞS for the sell-side and U Oqð ÞB

for the buy-side, where U denotes the standard unit expressed as a number and a
reference. The quantity of the object O is measured in some standard unit U and the
measurement is expressed as a product Q � U, the dimension quality denoted as q of
object, and the dimension absolute frequency as a number of objects.

We denoted χ for the goods and services and μ for money. For the sell-side we get:

Sellerχ≔ QS
χq
� US

χq
� US

χ (6)

Sellerμ≔ QS
μq
�US

μq
� US

μ (7)

For the buy-side we get:

Buyerχ≔ QB
χq
�UB

χq
� UB

χ (8)

Buyerμ≔ QB
μq
�UB

μq
� UB

μ (9)

We stated earlier that traceability to (SI) standards is not the same as counting
objects. A claim that counts are traceable to (SI) standards is not correct in the case
one neglects the fact that counting inextricably involves the definition of what is being
counted which definition is not a part of the (SI) standard. The canonical model of the
bilateral contract ensures that all characteristics of an object can be identified and thus
be measured, so that the particular measurement results are by design traceable to the
(SI) standards. Remark that money is considered as an abstract object alike goods and
services. As we will see later on in this chapter it is this particular characteristic which
is very convenient, that is, helpful, but first, we have to extend our model to fit the
organizational view.

2.1.2 Bilateral contract: Organizational graph

From a business perspective, we have to translate the value cycle exchange market
view of the bilateral contract into a directed graph representing the bilateral contract
organizational view. To do so, we have to extend our definition for rational numbers
for sum, product, negation, subtraction, and quotient.

Definition 1.8 (Rational number—sum, product, negation, subtraction, and quo-
tient). If a//b and c//d are rational numbers, we define:

sum½ � a==bð Þ þ c==dð Þ≔ adþ bcð Þ== bdð Þ (10)

Product½ � a==bð Þ � c==dð Þ≔ acð Þ== bdð Þ (11)

Negation½ � � a==bð Þ≔ �að Þ==b (12)

Subtraction½ � a==bð Þ � c==dð Þ≔ ad� bcð Þ== bdð Þ (13)

Quotient½ �x=y≔x � y�1 (14)

Next, there are basic properties of order on the rationals. Following Tao
they are [14]:

Proposition 1.9 (Basic properties of order on the rationals): Let x, y, and z be
rationals, then the following properties hold:
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Laws 1.10 Order trichotomy. Exactly one of the three statements x = y, x < y or
x > y is true.

Laws 1.11 Order is antisymmetric. One has x < y if and only if y > x.
Laws 1.12 Order is transitive. If x < y and y < z, then x < z.
Laws 1.13 Addition preserves order. If x < y, then x + z < y + z.
Laws 1.14 Positive multiplication preserves order. If x < y and z is positive,

then xz < yz.
Via law 1.10 order trichotomy, we know that it must be the case that exactly one of

the three statements x = y, x < y or x > y is true. It follows that:
Laws 1.15: In the case S=B, then it must be the case that x equals y. In the case S 6¼

B, then it must be the case that x < y or x > y.
Now, we introduce the notion of distance.
Definition 1.16 (Distance δ): Let x and y be rational numbers. The quantity |x - y| is

called the distance between x and y denoted as d(x,y), thus d(x,y): =|x-y|.
It follows that d(x,y) = 0 if and only if x = y and d(x,y) 6¼ 0 if and only if x 6¼ y.
Translation of the value cycle exchange market view of the bilateral contract into a

directed graph representing the bilateral contract organizational view we get the
following result.

Subtraction of rationals is defined in eq. 13. When we apply subtraction of B and S0

and take the absolute value, then we get the distance:

∣
μ

χ
�

χ

μ
∣ ¼ ∣

μ � μ� χ � χ

χ � μ
∣ ¼ δ (15)

Extending the graph gives us the following result.

Remark 1.17 (Equality - δ): To see that the extended graph—organizational view is
equivalent to the canonical model of the bilateral contract—market view we take eq.
3, 4, and 15 into account. Eq. 15 gives the definition of δ:

∣
μ

χ
�

χ

μ
∣ ¼ ∣

μ � μ� χ � χ

χ � μ
∣ ¼ δ (16)
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The formulas χ � μ

χ2
⊗ μ � χ

μ2
can be rewritten by substituting χ by S �μ and

substituting μ by B �χ. We get:

S ¼ S � μ �
μ

χ2
) S �

μ2

χ2
)

χ

μ
�
μ2

χ2
¼

μ

χ
¼ B (17)

and

B ¼ B � χ �
χ

μ2
) B �

χ2

μ2
)

μ

χ
�
χ2

μ2
¼

χ

μ
¼ S (18)

Now, it is easy to see that both models—market vs. organizational view—are
equivalent, that is, isomorphic.

When we interpret the graph, then it is easy to see that δ is only meaningful if and
only if the units of measurement are identical. The following axioms must hold:

Equality of units of measurementχ US
χq
�US

χ ¼ UB
χq
� UB

χ (19)

Equality of units of measurementμ US
μq
�US

μ ¼ UB
μq
� UB

μ (20)

In the case, B and S0 are the same agents as S and B0, then δ = 0. In the case, they are
not the same agents then δ can have three values of which exactly one of the three
statements x = y, x < y, or x > y is true. It follows that when x = y that the following
laws hold:

Equality B ¼ S (21)

Equality S ¼ B (22)

If x < y or x > y is true, then the following equalities hold, respectively:

Equality Bþ δ ¼ S (23)

Equality B ¼ Sþ δ (24)

Remark that we are interested in the proportionality and not in the quotient
arithmetically.

With this description, we are complete to elaborate on the notion and role of data
quality in a rigorous way, but first, we have to elaborate on the notion of data
integrity.

3. Data integrity

Making counting traceable to a (SI) standard contributes to the precision of the
measurement itself and it determines whether the measurement result is acceptable to
the adhered standards, implying that there exists a decision procedure as an evalua-
tion procedure warranting that the standards are met.

A decision procedure as described assumes that the data quality is up to stan-
dards. To understand the concept of data quality, one needs to understand data
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integrity. Data integrity in itself is defined as “the state that exists when data are
unchanged from its source and has not been accidentally or maliciously modified,
altered or destroyed” [16]. This view is consistent with the model proposed by
Boritz in Ref. [17, 18] in which data integrity is subsumed in the notion of infor-
mation integrity. Boritz defines information integrity as the representational
faithfulness of information to the true state of the object that the information
represents. His aim was to define and validate a general purpose framework that
can be used for controlling and as well as for auditing purposes. In this way,
information integrity impairments can be addressed in an organized and rigorous
manner to guide management risk assessments and control deployment on the
criteria to be addressed to attain reasonable assurance of whether information
integrity objectives are met. Information integrity really concerns the validity and
completeness aspects of the representation itself. Indeed, the object actually
measured.

Boritz distinguishes (core) attributes from enablers, helping realize representa-
tional faithfulness. In his view, representational faithfulness is viewed as a degree of
achievement of it rather than absolute quality. Practically it is all about accuracy/
correctness, which has two dimensions viz. completeness on one side and validity on
the other side. In the case, these dimensions are flawed, then it has negative conse-
quences for the accuracy/correctness assertion. Obviously, there is a trade-off. Con-
sequently, representational faithfulness is subject to some degree of imperfection,
with the tolerable degree of imperfection being defined differently in different
domains and contexts. In Figure 3, this trade-off relationship is depicted by the
pointed arrows.

Now, it is quite logical how these core attributes help in realizing the
representational faithfulness of information to the true state of the object that the
information represents. From an user perspective, granularity enables under-
standability and relevance buttressing the decision-useful approach in decision-
making. From a systems view is it essential that all data are available and accessible
as enablers helping to warrant that the data are complete, current, and timely.
From a data integrity perspective, security warrants as an enabler that the proper
authorization is realized subsumed in validity. The attributes predictability, con-
sistency, and neutrality preserve the informational quality as measurement. Neu-
trality warrants from this point of view that the information is free from biases,
that is, neutrality preserves that objective standards are met. Verifiability as an
enabler warrant the ability that independent observers, applying the same pro-
cesses and tolerances for completeness, currency, timeliness, and validity that are
used to produce the information, to replicate substantially the same result. Where
auditability refers to the possibility to trace information back to its source and
confirms the representational faithfulness of the information. It applies to all
enablers that we design and implement controls to assure that the core attributes
are fulfilled and therewith the representational faithfulness is attained. In Fig-
ure 4, we have extended Figure 3 with the attributes which determine and influ-
ences the accuracy of the data.

Figure 3.
Accuracy data.
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4. Modeling the decision procedure as in auditing and quality control

In describing the decision procedure we use a pseudo-code format as in Ref. [19].
Our motivation is to reveal the algorithmic idea behind quality auditing and quality
control practices within a business context but not limited to so. We happily leave it to
the reader to make a final choice on how to implement algorithms using the program
technology of his or her choice. It is important to be aware of what is to be considered as
the object language. An object language is used to denote the language talked about for
example formal expressions of propositional logic, linear logic, and so on. A metalan-
guage denotes the language in which we are talking about the object language, for
example, a natural language augmented by a variety of common mathematical symbols.
We think for the purpose of this chapter comprehensibility is preferred to the level of
mathematical, that is, computational rigor required for implementing algorithms in
some program technology running on some (preferred) hardware configuration part of
a technological infrastructure coined as an information and communication network.

As we have stated in paragraph 2, measurement uncertainty expresses doubt about
the true value of the measurement, as the estimate of the true value of a property as
defined after a measurement. The doubt about the true value concerns the result of an
evaluation of the uncertainty associated with the actual measurements compared with
the estimated uncertainty and the intended use in the support of decision-making. In
paragraph 2.2.1, we defined the notion of distance δ giving us the means to quantify
the expected measurement result and to quantify simultaneously the actual impact of
noncompliance by comparing the actual business outputs with expectations. This type
of analysis is commonly known as variance analysis. Expectations are thought of as
norms and predict normative behavior [20]. Norms in itself can be thought of as
preconditions or postconditions that serve as conditionals in the determination of
whether to accept the input conditions or to accept the output conditions. In the next
sub-paragraphs we will elaborate on how to model an evaluation procedure to assess
the data integrity. We define a process modeling language to translate the value
exchange cycle as depicted in Figure 2 to model the evaluation procedure to assess the
data integrity of given data sets.

Figure 4.
Accuracy data and their properties.
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4.1 Modeling evaluation procedure data integrity

Accepting conditions presumes a decision procedure where inputs are compared
with the norm(s) applicable to the input(s). So, we assume that there exists for any set
S of formulas a valuation of S, which is a function v from S into the set t,f , where t
denotes true and f denotes false coined as truth values. We say that X is true under v if
v(X) = t, and false under v if v(X) = f. So, accepted inputs or outputs make up the
truth set [21]. We give the following definition:

Definition 1.18 (Boolean valuation):

• B1: The formula ¬X receives the value t if X receives the value f and f if X receives
the value t.

• B2: The formula X∧Y receives the value t if X, Y both receive the value t,
otherwise X∧Y receives the value f.

• B3: The formula X∨Y receives the value t if at least one of X, Y receives the value
t, otherwise X∨Y receives the value f.

• B4: The formula X⊃Y receives the value f if X, Y receives the respective values t, f
otherwise X⊃Y receives the value t.

By an interpretation of a formula X, we mean an assignment of truth values to all
the variables which occur in X.

Proposition 1.19 (Accuracy): The data is accurate and is TRUE if and only if:
(1) the data is VALID is TRUE is TRUE ∧ the data is COMPLETE is TRUE is TRUE.

Algorithm 1: Decision procedure interpretation

This completes our description of the decision procedure. Now, we have to address
the data. Data integrity are subsumed in the notion of information integrity coined as
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the representational faithfulness of information to the true state of the object, mea-
sured and registered in an information system, that the data as information repre-
sents. Following Clark and Wilson [22], we recognize the notions of internal
consistency and external consistency of the data produced by a system. The distinc-
tion is similar to the distinction between internal and external validity made in
research methods. Suppose we have a well-managed computer system. Its specifica-
tions have been verified to be correct and the system itself has been tested and
behaves according to its specifications. That means that when we enter data into the
system that is valid, valid data will ensue (internal consistency). However, even in
such a near-perfect system, there is nothing to ensure correspondence with reality
(external consistency). In general, external consistency can only be ensured by a
combination of organizational measures (segregation of duties, policies, and so on),
procedural measures (e.g., processing controls and supervision), and physical mea-
sures (e.g., gates, fences, and use of IDs). These measures are basic and some authors,
therefore, call these measures indispensable controls, because they must ensure
external validity of the (quality) control and (quality) audit evidence. From a design
point of view, the key questions we have to address are whether we can trust the data
and can use the data. The question can we use the data really concerns the question of
whether the data actually registered in the information system itself actually fits our
information needs. This is the first step we have to consider and is directly related to
the data file at the start of our decision procedure. In the case, the data file actually
represents the data as information for decision purposes then it is useful to check
whether the data file contains data that are valid and complete. To answer
these questions, we extend our bilateral contract—organizational view, as depicted in
Figure 2 by introducing our process-model language.

4.2 Process-model language: Definition and meaning

For our purposes, we need a language to make sure that our reasoning is precise
and most of all easy to use. There are numerous ways to model processes, techniques
to choose from and methodologies to apply. For our purposes, it suffices to use UML
(unified modeling language) because UML provides a common meta-model that
formally defines the abstract syntax of all sorts of diagrams for modeling process
behavior. The declarative meta-model is a very good alternative to grammar used to
define formal languages. As we will see, this feature characteristic provides the possi-
bility to reason in a correct way. In our exposition, we use activity diagrams to model
process behavior. The next section is based on Ref. [23].

Actions describe the tasks that have to be performed in realizing a primary func-
tion to be viable [24]. An action stands for some transformation in the modeled
system to be performed. The sequence in which the actions must be executed is the
most fundamental control structure. As we have seen actions in our language are
denoted as round-edged rectangles. The arrows between the action nodes are the
activity edges which specify the control flow. Together with the initial and the final
node depicted as a solid circle and a solid circle surrounded by a hollow circle we have
a correct specification of the control flow (Figure 5).

The semantics is defined as a token flow that can also be used to refer to data and
physical objects. The tokens are referred to as control tokens and as object tokens.
Mind that actions can only start when tokens are available from the proceeding action
or actions along the incoming edges. We say that tokens are consumed when action
starts. Consequently, tokens are produced, that is, offered to the outgoing edges when
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completed. In some circumstances, decisions have to be made for the choice of alter-
native control flows. Decision nodes are denoted as diamonds annotated by guards.
The extended control flow can be depicted in Figure 6. Guards are logical expressions
ending up to be true or false. Either we can state them in natural language, program-
ming language constructs, or in formal mathematical logic. Guards can be refined as
being pre and postconditions. When needed we will introduce them. The control logic
remains the same. There are many more types of nodes used in modeling control
flows, such as fork nodes, merge nodes, and join nodes. These types of nodes can be
useful.

Finally, we have two types of nodes that are essential for our purposes. These are
object nodes and data store nodes. Object nodes are needed to model the occurrence of
objects at a particular moment or point in the process. Objects can be typed. We will
extend this formalism extensively for our theory. To capture the object flow, the token
flow semantics of activity diagrams is extended with object tokens. An object token
behaves like a control token but it carries additionally a reference to a certain object
type. Remark that we have to consider object type compatibility. This requirement is
of utmost importance for our theory which we will see later in this chapter. A very
convenient modeling notion is to use input pins and output pins which enables us to
know which input and output parameters are assigned to various actions in the
process. Pins are depicted as small hollow squares with their type written next to the
square. In the case, we want to store information about orders, for example, than we
can model such an action as a data store using data store nodes denoted as a rectangle.
A data store node keep all tokens that enter it, copying them when they are chosen to
move downward. See Figure 7 for an example.

4.3 Modeling evaluation procedure data integrity extended

Now, we can extend our bilateral contract—organizational view to get a clear view
about the informational needs and therewith next to it the requirements to meet a
company’s control and auditing objectives. The result is depicted in Figure 8.

Our objective is to assert whether the data stored as depicted in Figure 8 can be
considered to be accurate. More specifically these data stores enable us to extract one
or more data files we need as input data in our decision, that is, evaluation procedure

Figure 5.
Control flow.

Figure 6.
Decision nodes and guards.
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to assert the accuracy of the extracted data set(s) and its acceptability, that is, ade-
quacy for quality control and quality audit purposes. In our example, we have identi-
fied data about stored goods, data about order-picked goods (to be) delivered, data
about the collected revenues of the goods sold, and data about the actual payments of
invoices received from suppliers for the goods we have received and stored in the
warehouse. In general, a process stands for the behavioral pattern of an object, as far
as it can be described in terms of the given named activities selected as its alphabet
[25]. An alphabet denotes a permanent predefined property of an object. Remark that
the name of an activity denotes an event class. There may be many events in a single
event class named as an activity. Choosing an alphabet involves careful deliberation to
decide which properties should be considered. A trace of the behavior of a process is
defined as a finite sequence of symbols recording the event in which the process is
engaged up to some moment in time. More formally:

Definition 1.20 (a trace is the sequence of symbols separated by commas closed by
angular brackets):

• < x,y > denoting two events, x followed by y,
• < x > denoting one sequent, containing only the event x,
• < > denoting an empty sequence.
So, our extracted data set(s) from the data store(s) must contain all traces of the

goods received from suppliers, all traces of the order picked goods (to be) delivered,
all traces of the collected revenues goods sold to customers, and all traces of the paid
invoices for the received goods from suppliers. It follows from the definition of a
process that an alphabet defines the dimensions as column attributes giving us the
names of all attributes making up the first row of the data set extracted from the data
store(s) stored in the data file. The alphabet also gives us precise definitions of the
object types and their properties. How do we proceed from here? Let us extend our
running example.

Figure 7.
Pins and data store.

Figure 8.
Control flow extended.
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4.3.1 An example

Suppose the organization we focus on is a trading organization specialized in
tomatoes. On a daily basis, the organization buys the needed tomatoes at a local
vegetable auction. The clients of the organization are retail organizations serving end
customers. It is important to point out the fact that the organization has to comply
with strict food safety regulations like Ref. [3]. For tomatoes quality indicators have
been well established by total soluble solids measured by Brix-scale, dry matter, and
acid contents. A Brix rating is important because it informs us about the quality of the
tomato. The measurement is worked out on a scale based on 1∘ Brix denoted as ∘Bx,
which is 1 g of sucrose per 100 g of solution. A low Brix rating indicates a nutrient
deficiency. The Brix rating is used to measure the sweetness of tomatoes, but the
rating is also linked to the acidity or PH level of the tomato. Tomatoes have on average
a PH level between 4.3 PH and 4.9 PH on a scale of 0–14 PH. It is the combination of
sweetness vs. acidity that gives the tomato its unique flavor. The Brix rating can be
measured by using techniques labeled as NIR-spectroscopy, see Ref. [26]. From qual-
ity control and quality audit perspective, we need to know the unit(s) of measurement
to determine whether the procured and sold tomatoes comply with quality standards
to adhere for tomatoes. Relative density or specific gravity is defined as the ratio of the
density (mass of a unit volume) of a substance to the density of a given reference
material (substance). More formally:

RD ¼
ρsubstance

ρreference
(25)

where RD denotes the relative density and ρ denotes density. So, a reference
material is indicated as RDsubstance=reference which means the relative density of substance

with respect to the reference. This description is equivalent to the notation and
definitions introduced in paragraph. 2.1.1. Mind that mass and weight are separate
quantities, they have different units of measure.

Let us assume that the organization bought 4000 kg of tomatoes and sold the
4000 kg to clients of the company. The company trades in one type of a large variety
of tomatoes is the assortment. The buying price was €2,51 kg. The selling price was
€2,63 kg. The agreed-upon contracts stipulates all sorts of requirements, including
quality standards, applicable to the tomatoes. Parties agreed upon the acidity of the
tomatoes must have a PH level between 4.3 PH and 4.5 PH on a scale of 0–14 PH and a
sucrose RD of 9,993,325 ∘Bx.

4.3.2 Data integrity revisited

To assert whether the data stored as depicted in Figure 8 can be considered to be
accurate one needs to understand the objective of the evaluation procedure modeled
in Algorithm 1: Desicion procedure interpretation. The proposition is:

Proposition 1.21 (Accuracy): The data is accurate is TRUE denoted as T if and
only if:

The data is VALID is T is T ∧ the data is COMPLETE is T is T.
In paragraph 3, we elaborated on the concept of data integrity. In Figure 4, we

depicted the accuracy data model and its key aspects that determine the accuracy of
the data. There are three major aspects that determine the accuracy of the data and
therefore its data integrity. These are:
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• Consistency

• Predictability

• Timeliness

All other aspects are derived from notions necessary to trust the data and to
strengthen one’s belief that the information integrity is assured. Consistency has a
variety of meanings, such as coherent, consistent, cohesive, connected, connective,
sequacious, and so on. So, it is important to be specific about what is to be understood in
the context of data accuracy. In this chapter, we choose a mathematical logical defini-
tion, which fits its purpose [21]. On the other aspects, we will elaborate in due course.

Definition 1.22 Consistency: A set X is called consistent if and only if for no finite
subset Y of X at most one of A and A belongs to X, but not both. Meaning A cannot be
both true and false.

As we can see, there is a strong relationship between the contract with the supplier
and the purchase order of the goods here tomatoes. The contract specifies the condi-
tions the organization and the supplier agreed upon. So, we have data about the price,
quantity ordered, and quality norms applicable to the tomatoes. The same is true for
the contract agreed upon with the customer and the sales order. Remark that next
there is a strong relationship between ordering goods and money outflow due to
paying the invoice. The same is true with respect to the sales of tomatoes and receiv-
ing the money. The type of controls to re-perform the relations are called reconcilia-
tion controls [27]. These types of controls follow directly from paragraph 2.1.2—
extended graph bilateral contract—organizational view and Figure 8 control flow
extended.

4.3.3 The nature of controls: A classification

Before we extend our evaluation data integrity procedure, we have to
elaborate on the nature of internal controls to be distinguished from processing
controls, such as quality controls and quality audits. Internal controls are subsumed
in processing controls as data integrity is subsumed in information integrity
(Table 1).

As we see, there are two categories of controls making up five types of controls.

A.Access controls are what we coin as identity access controls (IAC) also known as
segregation of duties controls. We prefer the term IAC. There are three elements

Type controls Data integrity Information integrity

Internal controls Access controls Accessibility controls

Application controls

Reconciliation controls

Processing controls Availability controls Usability

Process logic controls

Table 1.
Typing controls.
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that buttress IAC. First identity control think of your user-ID. Secondly, there is
authentication control, think of your password or passport. Thirdly, there is
access control, think of authorization entering a theater or some office building
where the porter lets you in. IAC enables an organization to safeguard assets or
data of an organization. Remember, data integrity in itself is defined as “the state
that exists when data are unchanged from its source and has not been
accidentally or maliciously modified, altered or destroyed” [16].

B. Application controls come in a large variety. The there main purpose is to
enforce that data is entered in the correct way. Well-known examples are field
check, sign check, limit check, range check, size check, completeness check,
validity check, and closed loop verification. Application controls make sure that
the right syntax is used and make it possible to implement business rules and
constraints that fit the authorization level of an employee.

C. Reconciliation controls are simply a comparison of the amounts that appear on
the company’s balance sheet general ledger accounts to the details that make up
those balances, while also ensuring that any differences between the two are
adequately and reasonably explained.

D.Availability controls are part of what is coined as information technology general
controls (ITGC), which are the basic controls that can be applied to IT systems,
such as applications, operating systems, databases, and supporting IT
infrastructure. The objectives of ITGCs are to ensure the integrity of the data and
processes that the systems support.

E. Process logic controls are controls that determine whether the process is
executed in the sequence that must be executed. For example, a procurement
activity can not start in the case the contract with the supplier is not signed by an
authorized employee.

When we map the data integrity controls onto the properties of data accuracy, we
get the following result (Table 2).

Remark that the listed data integrity controls instantiate of what we have
addressed as guards in our process-model language to be considered as preconditions

Type controls Data integrity Property Completeness Validity

Internal controls Access controls Consistency X X

Application controls Consistency X

Completeness X

Reconciliation controls Completeness X

Processing controls Availability controls Techn. data integrity X X

Process logic controls Timeliness X

Process logic controls Predictability X

Table 2.
Typing controls.
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and postconditions. Now, we are able to extend our evaluation data integrity proce-
dure computationally.

4.4 Evaluation procedure assessment data integrity

We have seen that by typing controls in terms of internal controls and processing
controls, we are able to clarify the property of the control subsumed in completeness
and validity. We see that access controls and availability controls both underpin
completeness and validity. Availability controls can be characterized as technical
preconditions defining the types of attributes enabling us (human or machine) to
register data in the preferred format, ensuring data integrity and data processing
integrity, so no data get lost (in the information system). Considering the control
flow depicted in Figure 8, and we analyze the data given in our example as given in
paragraph 4.3.1, we come up with a specification of the attribute types specified in
Table 3. We have listed the attributes and definition of its syntax, making up the
alphabet as described earlier in this chapter. This completes our description of the
alphabet we need.

The combination of unique number of ContractID, ActivityID, EmployeeID,
RoleID, ProductID, and MachineID with the units ∘Bx, kg, €, and PH preserves the

Attribute definition Description Attribute definition Description

ContractID =:: < integer> Unique

number

NetTotalInvoice =::

<00000,00>

Total invoice excl.

VAT

AgentType=:: <integer> Unique

number

€ valuta r

AgentTypeDescription =::

<text>

Supplier,

Buyer

TotalInvoice =:: < 00000,00> Total invoice incl.

VAT

NameAgentType =:: <text> Description MinAcid =:: <00,00> Minimum PH

ActivityID =:: <integer> Unique

number

MaxAcid =:: <00,00> Maximum PH

ActivityDescription =:: <text> Buy, Receive,

Sell, Deliver,

Collect, Pay PH Unit PH

ActivityDate =::

<dd-mm-yyyy>

Date activity Brix =:: < 000000000,00000 > Brix ratio

SigDate =:: <dd-mm-yyyy> Date signature ∘Bx Unit Brix

EmployeeID =:: <integer> Unique

number

QuantityWeighted =::

<00000,00>

Weighted kilos

NameEmployee =:: <text> Name Kg Unit kilogram

RoleID =:: < integer> Unique

numberr

MachineID =:: < integer> Unique number

RoleDescription =:: <text> Description

Role

MeasuredAcid =:: <00,00> Real measured PH

ContractPrice =:: <00,00> Decimal price MeasuredBrix =::

< 0000,00000 >

Brix ratio real

measure
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identity, which is elementary for data integrity in itself and the processing of data, so
no data are lost. Put in other words. It is expected that the system is consistent. This
notion as concept is fundamental to understand from a mathematical logical point of
view but also to understand the notion of uncertainty.

Earlier we addressed that we make a distinction between the object language
and metalanguage. In our pseudo code, the metalanguage is expressed as com-
ments on the algorithm for its purpose. The logic is we have input data; we get
output data for some purpose to be interpreted by a machine, human, or both. The
algorithm specifies the rules fulfilling some computational task realizing the goal
function [28].

4.4.1 Evaluation procedure: Availability

The first step is to create our alphabet in the database. The procedure describes the
creation of the attributes in the reference model attribute database which serves as a
reference to asses the data integrity of external data sets.

Algorithm 2: Create definition attribute types

The procedure describes the creation of the attributes in the reference model
attribute database which serves as a reference to asses the data integrity of external
data sets.

Attribute definition Description Attribute definition Description

€ Valuta ExpAcitviityDate =::

<dd-mm-yyyy>

Expectation

VAT =:: <00,00> Perinuage

ProductID =:: <integer> Unique

number

ProductDescription =:: <text> Description

Quantity=:: <

000000000,00>

Quantity

Kg Unit kilogram

Table 3.
Attribute types description.

20

Six Sigma and Quality Management



4.4.2 Evaluation procedure: Application controls

Next, we give the upload procedure data files for assessment reference
attribute syntax in data file with reference to reference model definition attribute types.

Algorithm 3: Syntax data quality attributes of data files

The result can be presented as a tree. On top, coined as the root, we see the
data. Our algorithm checked the syntax of the data with the reference
attributes as defined. The result is a clear insight per attribute into whether the
syntax is correct or not. Hence, that empty attributes are distinguished from
wrong types.

Remark 23 (Granularity): Remember that syntax type information is stored, so the
syntax type can be specified in the details of the reference attribute types.

4.4.3 Evaluation procedure process logic controls: Some examples

The next step is to verify whether the process is executed as expected.
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Algorithm 4: Process logic quality timeliness and predictability of processes

As we have seen, we can present the result as a tree. On top, coined as the root, we
see the data. Our algorithm checked the syntax of the data with the reference attri-
butes as defined. Now, you see that on the right-hand side, some dates of buying and
selling transaction are not timely.

Remark 24 (Granularity): Remember that the date buy and the date sell can be
specified in the details of the reference attribute types.

4.4.4 Evaluation procedure application and reconciliation

Now, we start to look at the content matter of the data.
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Algorithm 5: Contents of the process is complete and consistent

When we look at tree result, then we see that the interpretation of the
algorithm result gives us, on the right-hand side, the truth conditions about the
unique ID, the unique measure of the quality Bx and the quantity received from the
supplier.
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Remark 25 (Model consistency): Remember that all transactions in the database
which do not have the interpretation of being TRUE, under de conditions specified
in our algorithm, are ¬ TRUE registered in the database as F. So, we can switch if
we are interested in the counterpart of the data set under consideration. This can
be understood as a direct result of the compactness Theorem for ordered trees
using Konig’s Lemma see Ref. [21]. Mind that for unordered trees we need the
axiom of choice.

5. Evaluation procedure data integrity

As we stated in paragraph 4.1, the accuracy of a data file under consideration is
said to be accurate when the following proposition hold:

Proposition 26 (Accuracy): The data is accurate is TRUE if and only if:
(1) the data is VALID is TRUE is TRUE ∧ the data is COMPLETE is TRUE is TRUE.

Algorithm 6: Decision procedure interpretation

The result of our algorithm can be depicted as:
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The types of controls give us the information about the property of some control
preserving the data integrity. So, the outcome of our algorithms can be mapped onto
our decision procedure. The result can be depicted as a tree:

The proof of our proposition is to be found in the mathematical theory as devel-
oped in chapter 2, the application of propositional Linear Logic [15] and analytical
tableaux [21]. For now, we have decided to leave this formal proof out of this chapter
for clarity reasons en left it for future research.

6. Re-performance as evidence in quality control audits

In general, there are six ways of obtaining audit evidence: (1) inspection, (2)
external confirmation, (3) observation, (4) re-performance, (5) analytical procedures
and (6) inquiry [29], see also the ISA 500 standard on audit evidence [30]. Re-
performance refers to the practice where the auditor makes essential calculations and
verification are again based on raw evidence. Automated forms of control, such as
controls built into business processes, are more difficult to manipulate and can in
principle cover the whole relevant population, not just a sample. These various ways
of obtaining audit evidence can be ranked in a kind of hierarchy of evidence reliabil-
ity. Inspection (1), external confirmation (2), and re-performance (4) are considered
stronger because they produce relatively direct forms of evidence without the inter-
ference of the auditee, whereas observation (3), analysis (5), and inquiry (6) are
considered relatively weaker depending on the sources (human or automated),
expectations, procedures, and audit planning. Note, moreover, that evidence collec-
tion types (1), (2), and (4) are also the most time-consuming for the auditor and
therefore the most expensive for the client. Audit fees are born by the company being
audited and make up a large part of the costs of control [31]. Our decision procedure
combines two strong forms of obtaining audit evidence. These two forms are external
conformation and re-performance. The procedure fits in the current modern compu-
tational idea data-driven assurance, which is consistent with quality 4.0 concepts in
quality control and quality audit practices. The computational approach as developed
in this chapter combines the logic of product and process audits, which ensures that
the uncertainty inherent to data integrity can be known as a distribution. It follows
from the computational approach that auditors can apply dual-purpose testing which
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fits a data-driven, that is, fact-driven approach to decision-making of management
and the stakeholders of organizations.

7. Conclusions

In this chapter, we have proposed a computational approach as a computational
model to learn the inherent uncertainty to data integrity subsumed in a claim or claims
made by stakeholders inside or outside the organization. Knowing the measurement
uncertainty contributes to one’s belief whether the measurement result as a count
represents the quantity one has measured traced back to (SI) standards. Our compu-
tational model makes counting objects, persons, buildings, and so on traceable to the
(SI) standard. The novelty in our approach is that the notion of equality has two
different properties as being bilinear and linear. Our canonical model of the bilateral
contract ensures that all characteristics of an object can be uniquely identified and
thus be measured so that the particular measurement results are by design tractable to
the (SI) standards. The result of our evaluation procedure of the data integrity is in
fact an ordered dyadic tree whose presentation is understandable by humans and
gives good insights into where to start the audit investigations in QCS.
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